11-30-2015-04:04:05 to 11-30-2015-05:04:05

@
1"PT SwNn [ )

oV

www.gov.il

IDF Under Attack

Daily Report

|Top Targets |

2, 400+"

1, 800"

1, 200+"

Number 600+
(6]
At acks

A ; N : @. N . N N ‘b- 2
é g . \:» > > A e ) Q¢ ,§—
SR S U A

,§<§L & e
@*&
Top Tar get

[Top Attackers |

M dover.idf.il

M aka.idf.il

M anan.idf.il

Matal.idf.il

Wiawid.il

M wwn chanat z. aka. i df . i |

W mat pash. i df . i |

M rmaar achot . i df . il
prisha.idf.il

Meitan. aka.idf.il

W 167. 114. 156. 16

66. 249. 69. 26
I 41.33.231.90
37.58. 75. 46
N”'éber M 100. 100. 11. 83
Attacks I 100. 100. 0. 69

Top Attackers

I 66. 102. 8. 233

M 46. 19. 86. 117
66. 249. 69. 42

M 5. 255. 253. 188




11-30-2015-04:04:05 to 11-30-2015-05:04:05

|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address [Site |Signature |Device Action |Count |
167. 114. 156. 16 Canada 147.237.77. 216 dover.idf.il DCB- Tool - Swi t chbl adG dest - r eset 3532

1. 69. 68. 240 Chi na 147.237.77. 178 e. nat pash. i df .il Frk_Under _Attack_Con_Tcp drop 2

195. 154. 233. 163 France 147.237.77. 74 lawidf.il Invalid TGP H ags dr op 1

159, 148. 186. 196 Latvi a 147. 237. 76. 196 e.svivaidf.il Block Np All Nt drop 1

85. 25.134. 4 Ger many 147.237.0. 16 ny- kosher-kravi .i df il Invalid TGP H ags drop 1

188. 247.79. 93 Jordan 147.237.77. 216 dover.idf.il F Dover _Unhder Attack Con Htp drop 1
93.174.93. 151 Net her | ands 147.237.76. 31 nakchal .idf.il B ock_UWp Al _Nets drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Gountry | Target Address |Site ‘Sgnaiure Devi ce Action |Count |
195. 154. 211. 20 France 147.237.77.216 |dover.idf.il|9221: HTTP. PUT Method Execution over HTTP/ VebDAV B ock 1
195. 154, 211. 212  |France 147.237.77.216 |dover.idf.il[9221: HTTP. PUT Method Execution over HTTP/ WbDAV B ock 1
195. 154. 217. 123  |France 147.237.77.216 |dover.idf.il[9221: HTTP. PUT Method Execution over HTTP/ WbDAV B ock 1




11-30-2015-04:04:05 to 11-30-2015-05:04:05

|Top Attackers In |D|

Attacker Address |Target Addr ess |Attacker Gount ry |Ste |Signature |Count |
66. 249. 66. 1 147.237.72.166  |United Sates aka idf.il ET SCAN NVAP -sA (2) 2
195. 34. 150. 18 147.237.77.216  |Austria dover.idf.il Tehila - Perl LWP wth fake user agent 2
91. 201. 236. 113 147.237.77.235  |lkraine svivaidf.il ET SCAN NMAP -sS wi ndow 1024 1
80. 82. 70. 230 147.237.76.176  |Netherl ands test.ncore.idf.il ET SCAN NMAP -sS wi ndow 1024 1
206. 15. 106. 34 147.237.76.196 |lhited Sates e.svivaidf.il ET SCAN Potential SSH Scan 1
206. 15. 106. 34 147. 237.0. 35 Lhited Sates akaws. i df il ET SCAN Potential SSH Scan 1
185. 106. 94. 16 147. 237. 8. 46 e.chinuch.idf.il ET SCAN Potential SSH Scan 1
173. 165. 25. 100 147.237.72.167 |lhited Sates i shuri maka.idf.il ET SCAN NMAP -sS wi ndow 1024 1
91. 201. 236. 113 147.237.77.235  [Wkraine svivaidf.il ET DRCP Spanhaus DRCP Listed Traffic | nbound 1
80. 82. 70. 230 147. 237. 8. 50 Net her | ands e tikshuv.idf.il ET SCAN NMAP -sS wi ndow 1024 1
206. 15. 106. 34 147.237.76.197 |lhited Sates e. hinush. i df.il ET SCAN Potential SSH Scan 1
206. 15. 106. 34 147.237.76. 42 Lhited Sates refuah.idf.il ET SCAN Potential SSH Scan 1
185. 106. 94. 16 147.237.0. 15 kosher-kravi.idf.il |ET SCAN Potential SSH Scan 1
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|Top Attackers In FW |

A tacker

Devi ce

Attacker Address count ry Target Address |Ste Signature Action ‘Count
Sreanming Engine: TCP Invalid i i SSi
66.249.69.26  |Uited Sates |147.237. 7. 216 |dover.idf il 9 =g Invalid segnent retransmssion. | 54
Ret r ansni ssi on Packet dropped.
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 36
100. 100. 11. 83 147. 237. 72. 166 [aka. i of .i | drop First packet isn't SN drop 29
100. 100. 0. 69 147.237. 72. 156 |anan.i df . il drop Frst packet isn't SWN drop 24
Sreamng Engine: TCP Invalid i i ssi
66.102.8.233  |Wited Sates |147.237.77.216 |dover.idf. il 9 =9 Invalid segnent retransmssion. g 22
Ret r ansni ssi on Packet dropped.
46. 19. 86. 117 | srael 147.237.77. 233 |atal .idf.il Bad TCP sequence Invalid ACK nunber noni t or 12
Sreaning Engine: TP Invalid i i ssi
66.249.69.42  |lnited Sates |147.237.77. 216 |dover.idf. il 9 =g Invalid segnent retransmssion. g 12
Ret r ansni ssi on Packet dropped.
Russi an . Streamng Engine: TCP Inval i d |invalid segnent retransmssion.
5. 255. 253. 188 erati on 147.237. 72. 166 |aka.i of .i Ret 1 ansmi si on Packet dr opped. drop 9
Sreaning Engine: TP Invalid i i ssi
40.77.167.12  |Wited Sates  |147.237.77. 216 |dover.idf il 9 =g Invalid segnent retransmssion. g 8
Ret r ansni ssi on Packet dropped.
37.58. 75. 46 Net her | ands 147.237.77. 170 |n@arachot . i df . i | drop SAMrul e drop
37.58. 75. 46 Net her | ands 147.237.77. 176 |nat pash. i df .i | drop SAMrul e drop
37.58. 75. 46 Net her | ands 147.237.77. 205 |prisha idf.il dr op SAMrul e drop
Sreaning Engine: TCP Invalid i i ssi
109.30.24.3  |wited Sates |147.237.77. 216 |dover. i df i1 9 =g Invalid segnent retransmssion. |4 6
Ret ransni ssi on Packet dropped.
37.58.75.46 Net her | ands 147.237.77. 216 |dover.idf.il dr op SAMrul e drop
37.58. 75. 46 Net her | ands 147.237.77.74 |lawidf.il dr op SAMrul e drop
37.58.75.46  [Netherlands  |147.237.77. 226"} " chanat z. aka. 1A 14r oy SAVrule drop 6
185.3.146.184 |l srael 147.237.72. 166 |aka.i of .il Bad TCP sequence I'nval i d AGK nunber nonitor |4
84.108. 126. 152 |l srael 147.237.72. 166 |aka.i df .il Bad TCP sequence I'nval i d AGK nunber nonitor |3
Sreaning Engine: TCP Invalid i i ssi
79.180.22.138 | srael 147. 237.72. 166 |aka i df .i 9 =9 Invalid segnent retransmssion. | 3
Ret r ansni ssi on Packet dropped.
176.13.3. 125 I srael 147.237.76.30 |hinush.idf.il Bad TCP sequence I'nval i d AGK nunber alert
84.108. 126. 152 |l srael 147.237. 72. 166 |aka.i of .i Bad TCP sequence I'nval i d AGK nunber alert
Sreaning Engine: TCP Invalid i i ssi
66.249.69.30  |lnited Sates |147.237.77. 243 |nobile.idf. il 9 =g Invalid segnent retransmssion. g 3
Ret r ansni ssi on Packet dropped.
108.29.132. 127 |Uited Sates |147.237.72. 166 |akaidf.il Bad TCP sequence SNretransmt wth different oo |2
w ndow scal e
Sreaning Engine: TCP Invalid i i ssi
66.249.66.61  |United Sates |147.237.72. 166 |aka i df il 9 =g Invalid segnent retransmssion. g 2
Ret r ansni ssi on Packet dropped.
Sreaning Engine: TCP Invalid i i Ssi
66.249.67.155 |Wnited Sates |147.237.76.200 |eitan aka idf.il 9 =g Invalid segnent retransmssion. g 2
Ret ransni ssi on Packet dropped.
Sreaning Engine: TCP Invalid i i ssi
40.77.167.64  |Uited Sates |147.237.72. 166 |aka i df i1 9 =g Invalid segnent retransmssion. g 2
Ret r ansni ssi on Packet dropped.
Sreaning Engine: TCP Invalid i i Ssi
66.249.66.5  |Lnited Sates |147.237.72. 166 |aka i df.il 9 =g Invalid segnent retransmssion. g 2
Ret ransni ssi on Packet dropped.
208.115.113.89 |lhited Sates |147.237.77.216|dover.idf.il dr op SAMrul e drop 2
184.105.139.72 |Wited Sates |147.237.76.201|e atal .idf.il Geo- | ocati on enf or cenent Geo-1 ocati on i nbound drop 1
enf or cenent
64.125.239. 211 |Wnited Sates |147.237.77.178 e natpash.idf. il Geo- | ocati on enf or cenent gi?;'rggi;'nfn  nbound drop 1
185. 56. 80. 192  |Net herl ands 147.237.72. 166 |aka.idf. il dr op SAMrul e drop 1
37.142.242. 226 |lsrael 147.237.72. 166 |aka. i df . i Bad TCP sequence Invalid ACK nunber noni t or 1
216.218.206.76 |lhited Sates |147.237.8.50 |e.tikshuv.idf.il Geo- | ocati on enf or cenent Geo-I ocat i on i nbound drop 1
enf or cenent
64.125.239.10 |lited Sates |147.237.77.226 V‘l"‘l"“ chanatz. aka. 1df oy At t ack SYN -> SYNACK -> Tineout |reject 1
184. 105. 139. 111|Lhited Sates |147.237.76.34 |yohaan.idf.il drop drop 1
84.111.120.60 |l srael 147.237.72. 166 |aka.i of .il Bad TCP sequence I'nval i d AGK nunber alert
71.184.207.162 |United Sates |147.237.77. 176 [nat pash. i df .| SYN Att ack SYN -> SYN-ACK -> RST rej ect
64.125.239. 215 |lhited Sates |147.237.72.217|e.idf. il Geo- | ocati on enf or cement Geo-I ocat i on i nbound drop 1
enf or cenent
195. 154. 146. 225|F ance 147.237.77. 216 |dover.idf.il dr op SAMrul e drop
158. 69. 2. 151 Wited Sates [147.237.77. 216 |dover.idf.il SYN At t ack SYN -> SYN-ACK -> Tinmeout |reject
81.169. 237. 146 |Ger many 147.237.76.38 |e.e.neitav.idf.il drop SAMrul e drop 1
216.218.206.76 |Uited Sates |147.237.76. 198 |e. yohal an.idf.il Geo- | ocati on enf or cenent Sﬁ?o'rzgﬁ:mo”  nbound drop 1
64.125.239.18 |Wited Sates |147.237.77.234|halag.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 1
184. 105. 247. 200|thited Sates  |147.237.76.42 |refuah.idf.il SYN Att ack SYN -> SYN-ACK -> RST rej ect
84.111.120.60 |lsrael 147.237.72. 166 |aka. i df . i Bad TCP sequence Invalid ACK nunber noni t or 1
: sl . Geo- | ocati on i nbound
74.82.47.19 Wited Sates |[147.237.72.217|e.idf.il Geo- | ocati on enf or cenent enf o Conpnt drop 1
64. 125, 230. 245 |Wited Sates |147.237.77. 212 |e. dover.idf.il Geo- | ocati on enf or cenent Geo-1 ocati on i nbound drop 1
enf or cenent
37.26.148.167 |Israel 147.237.76. 42 |refuah.idf.il SYN Att ack SYN -> SYN-ACK -> RST rej ect 1
Russi an o
83.166.235.60 [_ - . 147.237.76.34 |yohalan.idf.il drop drop 1
218.22.211.69 |China 147.237.0.15 |kosher-kravi.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 1
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|Top Attackers In V\AF|

Attacker Address

A tacker

Sgnature

Devi ce

Country

Target Address ‘ Site

Action

‘Count

167.114. 112. 133|Canada 147.237.77.216|dover. i df . i|{Dstributed PHP At enpt B ock 3
112.109. 80. 41  |New Zeal and 147.237.77. 216 |dover . i df . i|Distributed PP Attenpt B ock 3
166. 63. 124. 152 |Uhited Sates 147.237.77. 216 |dover . i df . i|Distributed PHP Attenpt B ock 3
67.222.12.77 Lhited Sates 147.237.77.216|dover. i df . i|{Dstributed PHP At enpt B ock 3
198. 46. 81. 15 Lhited Sates 147.237.77. 216 |dover . i df . i|Distributed PP Attenpt B ock 3
162. 144.117.76 |Uited Sates 147.237.77. 216 |dover . i df . i|Distributed PHP Attenpt B ock 3
194. 150. 113. 81 [Dennar k 147.237.77.216|dover. i df . i|{Dstributed PHP At enpt B ock 3
192, 163.209. 98 |lhited Sates 147.237.77. 216 |dover . i df . i|Distributed PP Attenpt B ock 3
186. 202. 127. 136|Brazil 147.237.77. 216 |dover . i df . i|Distributed PHP Attenpt B ock 3
54.152.34.170 |Wited Sates 147.237.77.216|dover. i df . i{Dstributed PHP At enpt B ock 3
50. 22. 252. 18 Lhited Sates 147.237.77. 216 |dover . i df . i|Distributed PP Attenpt B ock 3
182. 160. 163. 30 |Australia 147.237.77. 216 |dover . i df . i|Distributed PHP Attenpt B ock 3
173.44.38.200 |Uhited Sates 147.237.77. 216 |dover . i df . i|Distributed PHP At enpt Bl ock 3
208.43.14.213 |whited Sates 147.237.77. 216 |dover . i df . i|Distributed PP Attenpt B ock 3
119. 47.121. 65  |New Zeal and 147.237.77. 216 |dover . i df . i|Distributed PHP Attenpt B ock 3
162.144.117.76 |Uhited Sates 147.237.77. 216 |dover . i df . i[O stributed Admin Bl ocking Bl ock 2
194. 150. 113. 81 |Denmar k 147.237.77. 216 |dover . i df . i|Distributed Adnin B ocki ng B ock 2
173.44.38.200 |Uited Sates 147.237.77. 216 |dover . i df . i|Di stributed Unauthori zed URL Access on ww i df.il/index. php B ock 2
84.108. 126. 152 |l srael 147.237.72.166|aka. i df . i | [Untraceabl e S Sessions: sigal gs DoS Attack None 2
208.43.14.213 |whited Sates 147.237.77. 216 |dover . i df . i|Di stributed Waut hori zed URL Access on waw i df . il /i ndex. php B ock 2
192. 163. 209. 98 |Uhited Sates 147.237.77. 216 |dover. i df . i|Di stributed Adnin B ocking B ock 2
119. 47.121.65 |New Zeal and 147.237.77.216|dover . i df . i[O stributed Unhaut hori zed URL Access on ww i df . il /i ndex. php B ock 2
167. 114. 112. 133|Canada 147.237.77. 216 |dover . i df . i|Di stributed Unauthori zed URL Access on waw i df . il/index. php B ock 2
112.109.80.41 |New Zeal and 147.237.77.216|dover . i df . i[O stributed Lhauthori zed LRL Access on ww i df . il /i ndex. php B ock 2
54.152.34.170 |lnited Sates 147.237.77. 216 |dover . i df . i[O stributed Admin B ocking Bl ock 2
186. 202. 127. 136|Brazi 147.237.77. 216 |dover . i df . i|Distributed Adnin B ocki ng B ock 2
198. 46. 81. 15 Lhited Sates 147.237.77. 216 |dover. i df . i|Di stributed Unauthori zed URL Access on waw i df . il /i ndex. php B ock 2
166. 63. 124. 152 |Uhited Sates 147.237.77. 216 |dover . i df . i[O stributed Unauthorized URL Access on waw i df.il/index. php Bl ock 2
67.222.12. 77 Lhited Sates 147.237.77. 216 |dover . i df . i|Di stributed Waut hori zed URL Access on www i df . il /i ndex. php B ock 2
107.178.194.87 |uited Sates  [147.237. 77. 216 |dover . i df . i 511 Pt ed 1?;;‘;%'3;936%\/?25;‘;” Bl ock 2
50. 22. 252. 18 Lhited Sates 147.237.77. 216 |dover . i df . i[O stributed Admin B ocking Bl ock 2
182. 160. 163. 30 |Australia 147.237.77. 216 |dover. i df . i|Di stributed Adnin B ocking B ock 2
162.144.117.76 |Uhited Sates 147.237.77. 216 |dover . i df . i|Di stributed Unaut hori zed URL Access on wa i df .il/index. php B ock 2
194. 150. 113. 81 |Dennar k 147.237.77.216|dover . i df . i|D stributed Unaut hori zed URL Access on ww i df . il /i ndex. php B ock 2
178.18.126.54 |United K ngdom |147.237.77.216|dover. i df . i|Distributed Adnin B ocking B ock 2
192.163.209. 98 |Uhited Sates 147.237.77. 216 |dover . i df . i|Di stributed Unaut hori zed URL Access on waw i df .il/index. php B ock 2
208.43.14.213 |Uited Sates 147.237.77. 216 |dover . i df . i[O stributed Admin B ocking Bl ock 2
173.44.38.200 |Uited Sates 147.237.77. 216 |dover. i df . i|Di stributed Adnin B ocking B ock 2
54.152.34.170 [lnited Sates 147.237.77. 216 |dover . i df . i|Di stributed Unauthori zed URL Access on waw i df.il/index. php B ock 2
186. 202. 127. 136|Rrazil 147.237.77.216|dover . i df . i|D stributed Unaut hori zed URL Access on ww i df . il /i ndex. php B ock 2
119. 47.121. 65  |New Zeal and 147.237.77. 216 |dover. i df . i|Di stributed Adnin B ocking B ock 2
178.18.126.54 |Uni ted K ngdom |147.237.77.216|dover. i df . i|Distributed PHP At enpt B ock 2
167. 114. 112. 133|Canada 147.237.77. 216 |dover . i df . i[O stributed Admin B ocking Bl ock 2
112.109. 80. 41  |New Zeal and 147.237.77. 216 |dover. i df . i|Di stributed Adnmin B ocking B ock 2
50. 22. 252. 18 Lhited Sates 147.237.77. 216 |dover . i df . i|Di stributed Unaut hori zed URL Access on waw i df.il/index. php B ock 2
182. 160. 163. 30 |Australia 147.237.77. 216 |dover. i df . i[O stributed Unauthorized URL Access on waw i df.il/index. php Bl ock 2
166. 63. 124. 152 |Uited Sates 147.237.77. 216 |dover. i df . i|Di stributed Adnin B ocking B ock 2
67.222.12. 77 Lhited Sates 147.237.77. 216 |dover . i df . i|Distributed Adnin B ocki ng B ock 2
198. 46. 81. 15 Lhited Sates 147.237.77. 216 |dover. i df . i|Distributed Adnin B ocki ng B ock 2
41.109. 12. 68 Ageria 147.237.77. 216 |dover . i df . i|Distributed PHP Attenpt B ock 1
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