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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site |Signature |Device Action |Count|
220. 181. 108. 92 Chi na 147.237. 76. 86 navy.idf.il TCP handshake viol ation, first packet not syn |drop 412225
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il DCS- Tool - Swi t chbl adG dest - r eset 3368
188. 247. 79. 93 Jordan 147.237.77. 216 dover.idf.il SYN H ood out of context drop 109
54.72.0.55 Irel and 147.237.77. 216 dover.idf.il SYN H ood out of context drop 7

188. 247. 79. 93 Jordan 147.237.77. 216 dover.idf.il F Dover _Unhder Attack Con Htp drop 3

188. 247.79. 93 Jordan 147.237.77. 216 dover.idf.il F Dover Under Attack _Con H ps drop 2

195. 154. 211. 30 France 147.237.77. 216 dover.idf.il SYN H ood unverified cooki e drop 2

188. 247.79. 93 Jor dan 147.237.77. 216 dover.idf.il SYN H ood del ete reset drop 1

159. 148. 186. 196 Latvi a 147.237. 76. 31 nakchal .idf.il |Bock Np Al Net drop 1

180. 0. 152. 192 Japan 147.237.76. 31 nakchal .idf.il |[B ock Udp All Nets drop 1
94.102. 51. 30 Net her | ands 147.237.76. 202 e halag.idf.il |Bock Wdp All Nets drop 1

159. 148. 186. 196 Latvi a 147.237.76. 199 e.nakchal .idf.il|Block Np Al Net dr op 1

115. 230. 124. 164 Chi na 147.237.77. 216 dover.idf.il bl ock-sp-traf 1 drop 1

188. 247.79. 93 Jor dan 147.237.77. 216 dover.idf.il SYN H ood unverified cooki e drop 1
124.232. 150. 230 Chi na 147.237. 76. 200 eitan.aka.idf.il|B ock Wdp All Nets drop 1

167. 114. 156. 16 Canada 147.237.77. 216 dover.idf.il SYN H ood unveri fied cooki e drop 1

66. 249. 69. 42 | srael 147.237.77. 216 dover.idf.il SYN H ood out of context drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry |Target Address |Site |Sgnature Devi ce Action |Count |
195. 154. 191. 177 |France 147.237.77.216 |dover.idf.il 9221: HITP. PUT Method Execution over HITP/ WbDAV B ock 1
195. 154. 194. 47  |France 147.237.77.216 |dover.idf.il 9221: HTTP. PUT Method Execution over HTTP/ VbDAV B ock 1
195. 154. 211. 30 France 147.237.77.216 |dover.idf.il 9221: HTTP. PUT Method Execution over HTTP/ VbDAV Bl ock 1
106. 38.241.106  [China 147.237.72.166 |aka.idf.il Cl03: HTTP. User Agent Sogou+web+spi der B ock 1
151. 80. 31. 120 Italy 147.237.76.200 |eitan.aka.idf.il|28: HITP. AhrefBot craw er Bl ock 1
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|Top Attackers In |D|

Attacker Address

Target Address

At acker
Gountry

Signature

195. 34. 150. 18  |147.237. 77. 216 |Austria dover.idf.il Tehila - Perl LWP wth fake user agent 4
195. 154. 194. 47 |147.237.77. 216 |France dover . idf.il LOCAL RUES - Request with the string install.phpinit 2
195. 154. 191. 177(147. 237. 77. 216 |France dover.idf.il LOCAL RUES - Request with the string install.phpinit 2
169.54.91. 220 |147.237.77.61 |Netherl ands e.cogat.idf.il ET SCAN Potential SSH Scan 1
115 194 20,11 1147 237 0.34  |chi na Cikshuv.idh il ET SI‘AN Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
114.112.79. 250 |147.237.8.28 |China e.nobi | e-ks.idf.il1|ET SCAN Potential SSH Scan 1
114.112.79. 250 |147.237.8.24 |[China e.lifestyleiidf.il|ET SCAN Potential SSH Scan 1
195. 154. 211. 30 |147.237. 77. 216 |France dover . idf.il LOCAL_RUES - Request wth the string install.phpinit 1
80. 82. 70. 230 147.237.8.24  |Netherl ands elifestyle.idf.il|ET SCAN NVAP -sS wi ndow 1024 1
64.166.50.150 |147.237.77.243|Uhited Sates |nobile.idf.il ET SCAN NMAP -sS wi ndow 1024 1
41.33.231.90 147. 237. 77. 216 |Egypt dover.idf.il Tehila - Perl LWP with fake user agent 1
185. 106. 94. 16  |147. 237. 76. 201 eatal.idf.il ET SCAN Potential SSH Scan 1
169. 54.91. 220 |147.237.77.74 |Netherl ands lawidf.il ET SCAN NMAP -sS wi ndow 1024 1
169. 54.91. 220  |147.237. 76. 176 |Net her | ands test.ncore.idf.il |ET SCAN Potential SSH Scan 1
114.112.79. 250 |147.237.8.46 |China e.chinuch.idf.il |ET SCAN Potential SSH Scan 1
114.112.79. 250 |147.237.8.27 [China e.nadimatal .idf.i|ET SCAN Potential SSH Scan 1
114, 112.79. 250 |147.237.8.14 [China e.orchot.idf.il |ET SCAN Potential SSH Scan 1
105, 154. 194. 47 |147. 237 77. 216 |Fr ance dover i df il SHRER 1S Mcrosoft Wndows 11S 6 multiple executabl e extensi on 1
access attenpt
75,82, 48, 43 147 237 828 |United Sates e nobile ke idf il ET SI‘AN Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
46.151. 55. 35 147.237.77. 176 |Wkrai ne nat pash. i df .i | ET SCAN NVAP -sS w ndow 1024 1
185.106.94. 16  |147.237.77.19 lavforumidf.il |ET SCAN Potential SSH Scan 1
185. 106. 94. 16  |147.237. 76. 177 ncore.idf.il ET SCAN Potential SSH Scan 1
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|Top Attackers In FW |

A tacker

Addr ess count ry ‘Target Address |Ste Signature
188.247.79.93  |Jordan 147.237.77. 216 |dover.idf .il drop First packet isn't SN drop 210
188.247.79.93  [Jordan 147.237.77. 216 |dover. i df il Bad TCP sequence Inval i d AGK nunber moni tor  [112
188.247.79.93  |Jordan 147.237.77. 216 |dover.idf. | Bad TCP sequence I'nval i d AGK nunber alert 99
188.247.79.93  |Jordan 147.237.77. 216 |dover.idf .il drop drop 76
167.114. 156. 16 |Canada 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 55
C e Unexpect ed post SYN packet - RST
188.247.79.93 |Jordan 147.237.77. 216 |dover.idf.il drop or SYN expect ed drop 51
41.33.231. 90 Egypt 147.237.77. 216 |dover.idf il drop SAMrule drop 24
100. 100. 0. 69 147.237.72. 156 |anan.idf .il dr op First packet isn't SYN drop 24
reamng BEngine: TCP Invali i i ssi
134.191.232. 71 |Israel 147. 237. 77. 216 |dover. i of . i | Streamng Engi ne: TCP alid invalid segnent retransnissi on, drop 12
Ret ransn ssi on Packet dropped.
176. 228. 128. 105|I srael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 11
Sreaning Engine: TGP Invalid i i ssi
40.77.167.12  |UWited Sates |147. 237. 77. 216 |dover. i df . il 9 =g Invalid segnent retransmssion. drop 10
Ret ransnm ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
66.249.66.61  |Uited Sates |147. 237. 72. 166 |aka i o .i 9 =g Invalid segnent retransmssion. g 8
Ret ransm ssi on Packet dropped.
Sreaning Engine: TGP Invalid i i ssi
66.249.69.26  |United Sates |147. 237. 7. 216 |dover. i of . i | 9 =g Invalid segnent retransmssion. drop 8
Ret ransnm ssi on Packet dropped.
149.78.154.69 |Israel 147.237.77. 216 |dover.idf il drop First packet isn't SN drop 7
Sreaming Engine: TCP Invalid i i ssi
134.191. 232. 69 | srael 147.237. 77. 216 |dover i df . 9 =g Invalid segnent retransmssi on. drop 6
Ret r ansm ssi on Packet dropped.
reamn ine: TCP Invali i i ssi
192.116. 54. 117 |Israel 147. 237. 72. 166 |aka i of . i | Streaming Engi ne: TCP alid finvalid segnent retransnissi on, drop 6
Ret ransm ssi on Packet dropped.
Sreaming Engine: TCP Invalid i i ssi
66.249.69. 42  |Wited Sates |147. 237. 77. 216 |dover. i df. i 9 =g nvalid segnent retransmssi on. drop 6
Ret r ansm ssi on Packet dropped.
176.13. 3. 125 I srael 147.237.76.30 |hinush.idf.il Bad TCP sequence I'nvalid ACGK nunber monitor |5
177.85.102. 169 |Brazil 147.237.77. 216 |dover.idf.il drop SAMrul e drop 4
23.235.221.158 |Whited Sates [147. 237. 77. 216 |dover. i df .i | drop SAMrule drop 4
85.214.147. 14  |Ger many 147.237.77. 216 |dover.idf .il drop SAMrule drop 4
213.57.128.175 |[lsrael 147.237.72. 166 |aka. i df .i | SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 3
54.72.0.55 Ireland 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 3
reamn ine: TCP Invali i i ssi
40.77.167.38  |Wited Sates [147. 237. 77. 243 [nobil e.i df . i | Streaming Engi ne: TCP alid finvalid segnent retransnissi on, drop 3
Ret ransm ssi on Packet dropped.
Sreaming Engine: TCP Invalid i i ssi
65.55. 210. 146  |Wnited Sates |147. 237. 77. 216 |dover. i df . i 9 =g nvalid segnent retransmssi on. drop 2
Ret r ansm ssi on Packet dropped.
46.19. 85. 223 I srael 147.237.72. 166 |aka. i df .i SYN Att ack SYN -> SYN-ACK -> RST rej ect 2
208.115.113.89 |lhited Sates |147.237.72. 166 |aka.idf.il drop SAMrul e drop 2
46. 19. 85. 57 I srael 147.237.77. 216 |dover.idf .| Bad TCP sequence I'nval i d AGK nunber alert 2
54.72.0.55 Irel and 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber noni t or 2
Sreamng Engine: TP Invalid i i ssi
40.77.167.14  |Wited Sates |147. 237. 72. 166 |aka i of .11 9 =g Invalid segnent retransmssion. g 2
Ret ransm ssi on Packet dropped.
46. 19. 85. 57 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber noni t or 2
Sreamng Engine: TCP Invalid i i ssi
66.249. 67.164 |United Sates |147. 237. 76. 200 |ai tan. aka. i of . i1 9 =g Invalid segnent retransmssion. g 2
Ret ransm ssi on Packet dropped.
Sreaning Engine: TGP Invalid i i ssi
134.191.232.70 |Israel 147. 237. 77. 216 |dover . i of . i | 9 =g Invalid segnent retransmssion. drop 2
Ret ransm ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
40.77.167.64  |wited Sates |147. 237. 72. 166 |aka i f .i1 9 =g Invalid segnent retransmssion. g 2
Ret ransm ssi on Packet dropped.
208.115.113.89 |Lhited Sates [147. 237. 77. 216 |dover. i df .i | drop SAMrule drop 2
177.85.102. 169 |Brazil 147.237.77. 216 |dover.idf .il drop First packet isn't SN drop 1
141.212.121. 195|UWhited Sates [147.237.76.39 |nobile.neitav.idf.il [SYN At tack SYN -> SYN-ACK -> RST rej ect 1
216. 218. 206. 110|lhited Sates |147. 237.76. 31 |nakchal .idf.il SYN Att ack SYN -> SYN-ACK -> RST rej ect 1
81.169. 237. 146 |Ger many 147.237.76. 176 [test. ncore. i df .i | drop SAMrule drop 1
66. 249. 69. 42 I srael 147.237.77. 216 |dover. i df .il Bad TCP sequence Inval i d AGK nunber aert 1
188. 138. 1. 218  |Ger many 147.237.77. 205 |prisha.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 1
64.125.239. 107 |lhited Sates |147.237.77. 74 |lawidf.il SYN Att ack SYN -> SYN-ACK -> Ti neout rej ect 1
115. 230. 124. 164|Chi na 147.237.77. 216 |dover.idf .il SYN Attack SYN -> SYN-ACK -> RST rej ect 1
208.115. 113. 89 |United Sates |147. 237. 7. 226 "w"‘ chamatz. aka. df |y SAMrule drop 1
71. 6. 165. 200 Lhited Sates [147.237.0.19 |nadimatal .idf.il SYN Att ack SYN -> SYN-ACK -> Ti neout rej ect 1
141.212.121. 196|Wited Sates [147.237.76.39 |[mobile. neitav.idf.il [SYN At tack SYN -> SYN-ACK -> RST rej ect 1
216. 218. 206. 120|lhited Sates |147.237.76.39 |nobile neitav.idf.il [SYN Attack SYN -> SYN-ACK -> RST rej ect 1
84.228.188. 253 |Israel 147.237.77. 216 |dover.idf il SYN Att ack SYN -> SYN-ACK -> Ti neout rej ect 1
208. 115. 113. 89 |lhited Sates |147.237. 76. 147 |chi nuch. aka. i df .i | drop SAMrul e drop 1
66. 249. 69. 42 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber noni t or 1
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry ‘Target Address |Site Sgnature Action ‘Count
46.32.230.183 [United Kingdom|147.237.77.216|dover.idf.i|l [Dstributed PHP Attenpt Bl ock 3
124.217.229. 60 |Miaysia 147.237.77. 74 |lawidf.il PHP At t enpt B ock 3
175. 107. 146. 153|Australia 147.237.77.216|dover.idf.i|l |DOstributed PHP Attenpt B ock 3
104. 152. 108. 121 |United Sates 147.237.77.216|dover.idf.i| |[Dstributed PHP Attenpt Bl ock 3
95.142.159.11 |UWnited Ki ngdom|147.237.77.216|dover.idf.il |[Distributed PHP Attenpt B ock 3
162. 254. 250. 31 |Uited Sates  |147.237.77.216|dover.idf.i|l |DOstributed PHP Attenpt B ock 3
192. 163. 195. 188|lhited Sates  [147.237.77.216|dover.idf.il |Ostributed PHP Attenpt B ock 3
162.247.78.111 |UWited Sates  [147.237.77.216|dover.idf.il |Dstributed PHP Attenpt B ock 3
78.47.17.5 Ger many 147.237.77.216|dover.idf.i|l |DOstributed PHP Attenpt B ock 3
162. 144. 209. 193|United Sates 147.237.77.216|dover.idf.i| |[Dstributed PHP Attenpt Bl ock 3
54. 206. 58. 76 Australia 147.237.77.216|dover.idf.i| |[Distributed PHP Attenpt B ock 3
71. 46. 208. 79 Lhited Sates  |147.237.77.216|dover.idf.i|l |DOstributed PP Attenpt B ock 3
149.210.131.9 |Netherl ands 147.237.77.216|dover.idf.i| |[Dstributed PHP Attenpt Bl ock 3
162. 144. 209. 193|lnited Sates  [147.237.77.216|dover.idf .il |Dstributed Lhauthorized URL Access on ww i df . il /i ndex. php B ock 2
78.47.17.5 Ger many 147.237.77.216|dover.idf.i|l |DOstributed Wauthorized URL Access on v i df . il/index. php B ock 2
54. 206. 58. 76 Australia 147.237.77.216|dover.idf.i| |DOstributed Wauthorized URL Access on v i df . il/index. php B ock 2
37.142. 68. 59 I srael 147.237.76.31 |nakchal .idf. i l|Unauthori zed LRL Access to waw nakhal .idf.il/xmrpc. php B ock 2
95.86.102.182 [Israel 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessions: sigal gs DS Atack None 2
71. 46. 208. 79 Lhited Sates 147.237.77.216|dover.idf.i| |Ostributed Wauthorized URL Access on v i df . il/index. php B ock 2
149.210.131.9  |Netherl ands 147.237.77.216|dover.idf.i| |Dstributed Uhauthorized LRL Access on waw i df.il/index. php B ock 2
104. 152. 108. 121|Uited Sates  |147.237.77.216|dover.idf.il |Dstributed Adnin B ocki ng B ock 2
46.32.230.183 |United Kingdom|147.237.77.216|dover.idf.il [Distributed Uhauthorized URL Access on waw i df.il/index. php B ock 2
124, 217.229. 60 |Miaysia 147.237.77. 74 |lawidf.il Unaut hori zed URL Access to www | aw i df.il/index. php B ock 2
175. 107. 146. 153|Australia 147.237.77.216|dover.idf.i|l |Dstributed Wnauthorized URL Access on v i df . il/index. php B ock 2
162. 254.250. 31 |Uited Sates 147.237.77.216|dover.idf .i| |DOstributed Admin B ocki ng Bl ock 2
95.142.159.11 |UWnited Ki ngdom|147.237.77.216|dover.idf.i| |[Dstributed Adnin B ocking B ock 2
162.247.78.111 |Uited Sates  |147.237.77.216|dover.idf.il |Dstributed Adnin B ocki ng B ock 2
78.47.17.5 Ger many 147.237.77.216|dover.idf .i| |DOstributed Admin B ocki ng Bl ock 2
162. 144. 209. 193|lhited Sates  [147.237.77.216|dover.idf.il |Dstributed Adnin B ocki ng B ock 2
104. 152. 108. 121|United Sates  |147.237.77.216|dover.idf .il |Dstributed Unaut hori zed URL Access on ww i df . il/index. php B ock 2
54. 206. 58. 76 Australia 147.237.77.216|dover.idf .i| |[DOstributed Admin B ocki ng Bl ock 2
71. 46. 208. 79 Lhited Sates  |147.237.77.216|dover.idf.il |DOstributed Admin B ocki ng B ock 2
149.210.131.9  |Netherl ands 147.237.77.216|dover.idf .il |Dstributed Admin B ocki ng B ock 2
95.142.159.11 |United Ki ngdom|147.237.77.216|dover.idf.i|l |Dstributed Wauthorized URL Access on waw i df.il/index. php B ock 2
46.32.230.183 |United Kingdom|147.237.77.216|dover.idf.i|l |Ostributed Adnin B ocking B ock 2
162. 254. 250. 31 |Uhited Sates  |147.237.77.216|dover.idf.il |Dstributed Unauthori zed URL Access on v i df . il/index. php B ock 2
192. 163. 195. 188|lhited Sates  [147.237.77.216|dover.idf.il |DOstributed Uhauthorized UR. Access on waw i df .il/index. php B ock 2
175. 107. 146. 153|Austral i a 147.237.77.216|dover.idf.i| |Ostributed Adnin B ocking B ock 2
37.142. 68. 59 I srael 147.237.76.31 |nakchal .idf.il[Dstributed PHP Attenpt B ock 2
162.247.78. 111 |Uhited Sates 147.237.77.216|dover.idf.i| |DOstributed Wauthorized URL Access on v i df.il/index. php B ock 2
208.184.112.74 |Uited Sates  [147.237.77. 216 |dover. i df . i1 (D511 20eC lfggggggfﬁe%ﬁ??:pﬁn Bl ock 2
66. 249. 66. 61 I srael 147.237.72. 166 [aka. i df . i | D stributed Suspicious Response Code_Qust om Tenpor ary Bl ock 1
185. 94. 29. 40 147.237.77. 176 |n@t pash. i df . i I{Di stributed Whaut horized URL Access on www cogat. i df.il/xnirpc. php B ock 1
107.178.194.87 |Uited Sates  [147.237.77. 216 |dover. i df i1 o Lo 1?;;};;’;5?&%\/’;‘?22}?” Bl ock 1
95.142.159. 11 |Wnited Ki ngdom|147.237.77. 216 [dover.idf.il m :'d?”tl Tc/j m:h?énﬁor:/' ;gr‘ji rﬁj ';CX.C‘;T; on Bl ock 1
162.254.250. 31 |Uited Sates  |147.237.77. 216 |dover.idf. il m :'d?“tl ?‘; mf?é:lor:/' ;ggi rﬁj /;CX‘_:?E on Bl ock 1
66.249.78.242 |lsrael 147.237.76.42 |refuah.idf.il |Wauthorized URL Access to 147.237.76. 42/ 1236- he/ r ef uah. aspx B ock 1
192.163. 195. 188|lhited Sates  |147. 237.77. 216 |dover. i df . i | m :'d?“tl T‘? mzq?é:lor:/' ;jgi rﬁj QCX‘.:ET; on Bl ock 1
107. 158. 100. 141|lhited Sates  [147.237.77.216|dover.idf.il [|Wauthorized URL Access to wwvidf.il/elram B ock 1
162.247.78.111 |thited Sates  |147.237.77. 216 |dover. i df. il m :'d?“tl TC; mzqa;‘érzor:/' ;jgi ;ij QCX‘.:ZT; on Bl ock 1
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