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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site |Signature |Device Action |Count|
220.181.108. 101 Chi na 147.237. 76. 86 navy.idf.il TCP handshake viol ation, first packet not syn |drop 53690
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il DCS- Tool - Swi t chbl adG dest - r eset 3337
61.18. 77. 23 Hong Kong 147.237. 76. 86 navy.idf.il B ock Wp Al Nets drop 3
93.174.93. 151 Net her | ands 147.237.76. 198 e.yohal an.idf.il|B ock Udp All Nets drop 1

203. 106. 68. 83 Ml aysi a 147.237.76. 199 e.nakchal .idf.il|B ock_Wdp Al Nets drop 1
94.102. 51. 30 Net her | ands 147.237. 76. 44 e.refuah.idf.il |Block Udp All Nets drop 1

159. 148. 186. 196 Latvi a 147.237.76. 200 eitan.aka.idf.il|B ock Np Al _Net drop 1
93.174. 93. 151 Net her | ands 147.237.76. 196 e.sviva.idf.il |Bock Udp All Nets drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qount ry Target Address |Site |Sgnature Devi ce Action |Count

188. 165. 15. 60 France 147. 237.77. 233 atal .idf.il |28 HITP. AhrefBot craw er Bl ock 1
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|Top Attackers In |D|

Attacker Address

Target Address ‘

At acker
Gountry

Signature

195. 34. 150. 18  |147.237. 77. 216 |Austria dover.idf.il Tehila - Perl LWP with fake user agent 6
31.6.71.154 147.237.77. 74 |Pol and lawidf.il ET SCAN NMAP -sS wi ndow 1024 1
198. 23. 176. 210 |147.237.77.235|Wited Sates sviva.idf.il ET SCAN Potential SSH Scan 1
195. 175. 45. 198 |147. 237. 76. 201 | Tur key eatal.idf.il ET SCAN Potential SSH Scan 1
195. 175. 45. 198 |147. 237. 76. 199 [Tur key e.nakchal .idf.il |ET SCAN Potential SSH Scan 1
195. 175. 45. 198 |147.237. 0. 200 [Turkey . i df il ET SCAN Potential SSH Scan 1
185.106. 94. 16  |147. 237. 76. 44 e.refuah.idf.il |ET SCAN Potential SSH Scan 1
169.54.91. 220 [147.237. 72. 167 |Net her | ands ishurimaka.idf.i|ET SCAN NMAP -sS wi ndow 1024 1
113. 240. 250. 155|147. 237. 77. 234 |Chi na hal ag. i df .il ET SCAN NVAP -sS wi ndow 1024 1
41.33.231.90 147. 237. 77. 216 |Egypt dover.idf.il Tehila - Perl LWP with fake user agent 1
220.231. 195. 122|147. 237.8.46  |Chi na e.chinuch.idf.il |ET SCAN NVAP -sS w ndow 3072 1
31.6.71.154 147. 237. 76. 198 [Pol and e.yohalan.idf.il [ET SCAN NVAP -sS w ndow 1024 1
195. 175. 45. 198 |147. 237. 76. 202 | Tur key ehalagidf.il |ET SCAN Potential SSH Scan 1
195. 175. 45. 198 |147. 237. 76. 200 [Tur key eitan.aka.idf.il |ET SCAN Potential SSH Scan 1
195. 175. 45. 198 |147.237.76.30 |Turkey hi nush. i df . il ET SCAN Potential SSH Scan 1
183. 80. 162. 188 |147.237.8.14 [V etnam e.orchot.idf.il |ET SCAN NVAP -sS w ndow 3072 1
151 80.88. 30 147.237.77.74 |ltaly Landidf | C5-WNDOMS Mcrosoft Forefront UAGjavascript handler in LR XSS 1
at t enpt
94.102.48.195 |[147.237.77.19 [Netherlands lawforumidf.il [ET SCAN NVAP -sS wi ndow 1024 1
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|Top Attackers In FW |

Devi ce

Attacker Address |Attacker Qountry ‘Target Address |Ste Signature Action ‘Count
41.33.231. 90 Egypt 147.237. 77. 216 |dover.idf .i | drop SAMrul e drop 34
S reaning Engi ne: TCP i i ssi
220. 173. 116. 148|hi na 147. 237.76. 200 |ei tan. aka. i df . i | mng tngine. Invalid segnent retransmssion. |, 28
Inval i d Retransnission Packet dropped.
100. 100. 0. 69 147.237.72. 156 |anan. i df .il drop First packet isn't SYN drop 24
S reanmi ng Engi ne: TCP ' i ssi
110.78.180.68  |Thai | and 147. 237. 77. 216 |dover. i of . i1 mng tngine: 1 Invalid segnent retransmssion. | 18
Inval i d Retransnission Packet dr opped.
54.244.22.103 |Whited Sates 147.237.77.233|atal .idf.il dr op First packet isn't SN drop 8
S reaning Engi ne: TCP i i ssi
109. 66. 146. 48 |Israel 147. 237. 72. 166 |aka i of . i | mng tngine. Invalid segnent retransmssion. |, 6
Inval i d Retransnission Packet dropped.
S ream ng Engi ne: TCP Inval i d segnent retransnission
203.127. 96. 245 |9 ngapore 147.237. 77. 216 |dover.idf .i | . . " |dro 6
e Inval i d Retransnission Packet dr opped. P
85. 64. 73. 157 I srael 147.237. 77. 216 |dover.i df .i | SYN Att ack SYN -> SYN-ACK -> Ti meout |reject 6
Streaning Engi ne: TCP Inval i d segnent retransnission
203.127.58. 233 |S ngapore 147.237. 77. 216 |dover.idf.il . L. " |dro 6
9o Inval i d Retransm ssion Packet dr opped. P
167.114. 156. 16 |Canada 147.237.77. 216 |dover.idf .i | SYN Att ack SYN -> SYN-ACK -> RST rej ect
119. 81. 160. 220 |Hong Kong 147.237.77. 216 |dover.idf.il drop SAMrul e drop
S reaning Engi ne: TCP ' i ssi
31.186.228.59 |United Kingdom  |147.237.77.216 |dover.idf.il mng tngine: 1 Invalid segnent retransmssion. | 4
Inval i d Retransnission Packet dr opped.
46. 19. 85. 227 I srael 147.237.72. 166 |aka. i df .i | Bad TCP sequence Invalid ACK nunber monitor |4
S ream ng Engi ne: TCP Invalid segnent retransnission
5.175.0. 137 Ger man 147.237. 76. 200 |ei tan. aka. i df . | . . “|dro 4
Y Inval i d Retransnission Packet dropped. P
S reaning Engi ne: TCP i i ssi
31.186.228.94 |Wnited Kingdom  |147.237.77.216 |dover.idf.il mng tngine: Invalid segnent retransmssion. | 4
Inval i d Retransmission Packet dropped.
111.118. 222. 150|Austraia 147.237.77. 216 |dover.idf.il dr op SAMrul e drop 4
S reaning Engi ne: TCP i i ssi
5.255.253. 188  |Russian Federation |147.237.72. 166 |aka idf.il mng tngine: 1 Invalid segnent retransmssion. | 3
Inval i d Retransm ssion Packet dr opped.
113. 240. 250. 155|Chi na 147.237.77. 234 |hal ag.idf .i | drop SAMrule drop
149.78.154.69 |l srael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop
S reaning Engi ne: TCP ' i ssi
31.186.228.58 |United Kingdom  |147.237.77. 216 |dover.idf.il mng tngine: ! Invalid segnent retransmssion. | 2
Inval i d Retransnm ssion Packet dr opped.
85. 64. 73. 157 | srael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop
81. 169. 237. 146 |Ger many 147.237.76.38 |e.e.ngitav.idf.il drop SAMrul e drop
190. 31. 135. 167 |Argentina 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Tineout |[reject 2
S reaning Engi ne: TCP i i ssi
31.186.228.95 |United Kingdom  |147.237.77.216 |dover.icf.i| mng tngine: ! Invalid segnent retransmssion. | 2
Inval i d Retransm ssion Packet dr opped.
. . SWretransmt wth different .
93.173.24.126 |lsrael 147.237.77. 233 |atal .idf.il Bad TCP sequence vi ndow scal e noni t or 2
24.145.95.208 |Whited Sates 147.237. 77. 216 |dover.i df .i | SYN Att ack SYN -> SYN-ACK -> Ti meout |reject 1
84.108.191.69 |[lsrael 147.237.72. 166 |aka.i df .i | Bad TCP sequence Invalid ACK nunber nonitor |1
220. 173. 116. 148|Chi na 147.237.77. 216 |dover.idf .il SYN Attack SYN -> SYN-ACK -> Tineout [reject 1
64.125.239.68 |lhited Sates 147.237.76.42 |refuah.idf.il SYN Att ack SYN -> SYN-ACK -> Ti meout |reject 1
185.56.80. 192  |Net herl ands 147.237.77. 216 |dover.idf.il drop SAMrul e drop 1
41. 33.231.90 Egypt 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 1
80. 246. 133. 123 |l srael 147.237.76.86 |navy.idf.il Bad TCP sequence Inval i d ACK nunber nonitor |1
203.127.96. 220 |9 ngapore 147.237. 77. 216 |dover.idf .i | SYN At t ack SYN -> SYN-ACK -> Tineout [reject 1
46.121.253.6 I srael 147.237.72. 166 |aka.i df .il Bad TCP sequence Inval i d AGK nunber noni tor |1
180. 76. 15. 26 Chi na 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 1
221.199. 217. 173|Australia 147.237. 77. 216 |dover.idf .i | SYN At t ack SYN -> SYN-ACK -> Tineout [reject 1
64.125.239.70 |Wited Sates 147.237.76.44 |e.refuah.idf.il Geo- | ocati on enf or cenent gﬁ?;'rggi'nfn I nbound drop 1
188.138.17. 205 |France 147. 237. 77. 227 |e. hanaz. i f .| Geo- | ocati on enforcement | 0! ocation inbound drop 1
enf or cenent
167. 114. 156. 16 |Canada 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 1
185. 6. 16. 77 ga:lcis;i':éa” Territory s 7. 237. 77. 176 |nat pash. i of . i dr op First packet isn't SN drop 1
123.57. 250. 139 |Chi na 147.237.0.15 |kosher-kravi.idf.il SYN Attack SYN -> SYN-ACK -> Tineout |reject 1
64.125.239. 225 |wnited Sates 147. 237.76. 199 |e. nakchal . i df . Geo- | ocat i on enf or cenent gﬁf;ggﬁ;ﬁn I nbound drop 1
81.169. 237. 146 |CGer many 147.237.76. 177 |ncore.idf.il dr op SAMrul e drop 1
213.139.53.54 |Jordan 147.237.77. 216 |dover.idf .il SYN Attack SYN -> SYN-ACK -> Tineout [reject
64.125.239.11 |lhited Sates 147.237.0.19 |nadimatal.idf.il SYN Att ack SYN -> SYN-ACK -> Ti meout |reject
185. 6. 16. 77 glcisgi':('ja” Tertitony s 47 237.77. 216 |dover. i of . i1 drop First packet isn't SWN drop 1
123.57. 250. 139 |cni na 147.237.0.17 ;nlnly kosher-kravi.Td |qy\ At ack SYN -> SYN-ACK -> Tineout |reject 1
85. 65. 17. 32 I srael 147.237. 72. 167 |i shuri maka. i df . i | Bad TCP sequence Invalid ACK nunber alert 1
64.125.239.226 |lLiited Sates 147.237.76. 200 |ei tan. aka.i df . i | SYN Attack SYN -> SYN-ACK -> Tinmeout [reject 1
46. 19. 85. 227 I srael 147.237.72. 166 |aka.i df .i | SYN Att ack SYN -> SYN-ACK -> RST rej ect 1
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|Top Attackers In V\AF|

Devi ce

A tacker

Attacker Address Qount ry ‘Target Address |Site Sgnature Action ‘Count
2.54.14.174 | srael 147.237.0.19 |nadimatal .idf.il|DOstributed Suspicious Response Code B ock 26
209.41.178.51 |[Whited Sates [147.237.77.216|dover.idf.il D stributed PHP Attenpt B ock 3
74.124.193.135 [lnited Sates |[147.237.77.216|dover.idf.il Dstributed PHP Attenpt Bl ock 3
200.98.224.39 |Razil 147.237.77.216|dover. i df .i | Dstributed PHP Attenpt B ock 3
91.201.63.116 [Sweden 147.237.77. 216 |dover . i df . i | D stributed PHP Attenpt B ock 3
199.59. 158. 146 |Uhited Sates [147.237.77.216|dover.idf.il Dstributed PHP Attenpt Bl ock 3
192.184.83.150 |[Uhited Sates |147.237.77.216|dover.idf.il Dstributed PHP Attenpt B ock 3
103.241.148.4 |Austraia 147.237.77. 216 |dover . i df . i | D stributed PHP Attenpt B ock 3
50.87.12. 21 Uited Sates [147.237.77.216|dover.idf.il Dstributed PHP Attenpt Bl ock 3
119. 9. 40. 13 Australia 147.237.77.216|dover. i df .i | Dstributed PHP Attenpt B ock 3
173.205.127.98 |lhited Sates |147.237.77.216|dover.idf.il D stributed PHP Attenpt B ock 3
173.199. 163.32 |lhited Sates [147.237.77.216|dover.idf.il Dstributed PHP Attenpt Bl ock 3
46.118. 155. 216 |Wkrai ne 147.237.77.216|dover. i df .i | Mil tipl e Unaut hori zed URL Access from 46. 118. 155. 216 B ock 3
89.138.47.241 |[Israel 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessi ons: sigal gs oS Attack None 3
221.121.154.42 |Australia 147.237.77. 216 |dover.idf . il Dstributed PHP Attenpt Bl ock 3
192.184.83.150 |[Uhited Sates |147.237.77.216|dover.idf.il D stributed Admn B ocking B ock 2
103.241.148.4 |Ausstraia 147.237.77. 216 |dover . i df . i | D stributed Adnin B ocking B ock 2
221.121.154.42 |Australia 147.237.77. 216 |dover.idf . il O stributed Unaut hori zed URL Access on ww i df . il /i ndex. php Bl ock 2
50.87.12.21 Lhited Sates |147.237.77.216|dover.idf.il D stributed Admn B ocking B ock 2
176.12.143.89 |lIsrael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessi ons: sigal gs oS Attack None 2
119. 9. 40. 13 Australia 147.237.77. 216 |dover.idf . il Ostributed Admin B ocki ng Bl ock 2
74.124.193.135 |lhited Sates |147.237.77.216|dover.idf.il O stributed Unaut horized URL Access on waw i df . il /i ndex. php B ock 2
209.41.178.51 |[Lhited Sates [147.237.77.216|dover.idf.il D stributed Unauthori zed LRL Access on wwwy i df.il/index. php B ock 2
173.205.127.98 |Uhited Sates [147.237.77.216|dover.idf.il Ostributed Admin B ocki ng Bl ock 2
200.98.224.39 |Razl 147.237.77.216|dover. i df .i | D stributed Waut hori zed URL Access on waw i df .il/index. php B ock 2
91.201.63.116 [Sweden 147.237.77. 216 |dover . i df . i | D stributed Unauthorized LRL Access on wwwy i df.il/index. php B ock 2
173.199. 163.32 |Uhited Sates [147.237.77.216|dover.idf.il Ostributed Admin B ocki ng Bl ock 2
199.59. 158. 146 |lhited Sates |147.237.77.216|dover.idf.i | D stributed Lhauthori zed URL Access on ww i df . il/index. php B ock 2
192.184.83.150 |lhited Sates |147.237.77.216|dover.idf.il D stributed Unauthorized LRL Access on wwwy i df.il/index. php B ock 2
103.241.148.4 |Australia 147.237.77. 216 |dover.idf . il O stributed Unhaut hori zed URL Access on ww i df . il /i ndex. php Bl ock 2
50.87.12.21 Uhited Sates [147.237.77.216|dover.idf.il D stributed Uaut hori zed URL Access on waw i df .il/index. php B ock 2
221.121.154. 42 |Australia 147.237.77. 216 |dover . i df . i | D stributed Admin B ocking B ock 2
119. 9. 40. 13 Australia 147.237.77. 216 |dover.idf . il O stributed Unhaut hori zed URL Access on ww i df . il /i ndex. php Bl ock 2
173.205.127.98 |Uhited Sates |147.237.77.216|dover.idf.il Dstributed Unauthori zed LRL Access on waw i df .il/index. php B ock 2
173.199.163.32 |lhited Sates |147.237.77.216|dover.idf.il D stributed Unauthorized LRL Access on wwwy i df.il/index. php B ock 2
74.124.193.135 [lnited Sates |[147.237.77.216|dover.idf.il Ostributed Admin B ocki ng Bl ock 2
209.41.178.51 |Wited Sates |[147.237.77.216|dover.idf.il D stributed Admn B ocki ng B ock 2
200. 98.224.39 |Brazil 147.237.77. 216 |dover . i df . i | D stributed Admin B ocking B ock 2
192. 200. 199. 199|Uhited Sates [147.237.77.216|dover.idf.il Dstributed PHP Attenpt Bl ock 2
91.201.63.116 |Sweden 147.237.77.216|dover. i df . i | D stributed Admn B ocki ng B ock 2
204.13.200.200 [United Qates [147.237.77.216 |dover. i df .il Dstri utec 1?;;}:%;;?&%&?221;” B ock 2
54.244.22.103 |Wited Sates [147.237.76. 147 |chi nuch. aka. i df . i|Suspi ci ous Response Code_Qust om Tenpor ary B ock

199.59. 158. 146 |Uhited Sates [147.237.77.216|dover.idf.il Dstributed Adnin B ocki ng Bl ock
31.193.51.78 France 147.237.77.216|dover.idf .i | O stributed Suspicious Response Code B ock
173.199.163.32 |Wnited Sates |147.237.77. 216 |dover. i df . i | MT'd?“ﬁT‘ij;?;:o;; zed rﬁj gcxciiz on Bl ock 1
66. 249. 69. 26 I srael 147.237.77. 216 |dover . i df . i | Unaut hori zed URL Access to wwwi i df . il/1133-17225- he/ dover . asp B ock

131. 162. 130. 180|Canada 147.237.77.233|atal .idf.il Unhaut hori zed URL Access to 147.237.77.233/ B ock
107.178.194.79 |Wited Sates [147.237.77. 216 |dover. i df i | D stri bt oc 1?;;};;2;;?&%&??:&” Bl ock 1
192. 200. 199. 199|Wnited Sates |147.237.77.216|dover.idf.i | Ml ti pl e Uhaut hori zed URL Access from 192. 200. 199. 199 B ock 1
220. 173. 116. 148|cni na 147.237.76. 200 |ei tan. aka. i df . i | m“;r&' Zig iﬁ_. i’ic/csff;e{tﬂoaj o 1§ cht boxredi agal | ery. a5px Bl ock 1
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