11-30-2015-00:04:03 to 11-30-2015-01:04:03

@
1"PT SwNn ()

oV

www.gov.il

IDF Under Attack

Daily Report

|Top Targets |

2, 400+"

1, 800"

1, 200+"

Number 600+"
(@]

At acks

\ \ * Al :\ \ s\ S\ '~ 5\ .
. \8\ (&\b N }6 .\8\ .\6\ \& \ﬁ\& Q}'\6 S\:\é &’\6
. ° \ . ) 2
S S <o
& &
&
Top Tar get

[Top Attackers |

M dover.idf.il

M aka. idf.il

M nadi matal .idf.il

M aman.idf.il

B wan chanat z. aka. i df . i |

M natpash. i df.il

I navy.idf.il

M nobile.idf.il
tikshuv.idf.il

Wiawid.il

B 167. 114. 156. 16
41.33.231. 90
¥ 100. 100. 0. 69

Nunber
(6]

100. 100. 33. 216
B 23. 253. 207. 117
M 204. 174. 223. 210

At acks

Top Attackers

ASNCOR SN >

e

. fﬁ,;b X §\v . r\,/\q @@v © . §°v
D A A S

[79.179.131.171

M 142.54. 178. 147
46.19.85.94

W 195. 154. 191. 213




11-30-2015-00:04:03 to 11-30-2015-01:04:03

|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site Signature Device Action |Count|
220.181. 108. 163 Chi na 147.237.76. 86 navy.idf.il TCP handshake viol ation, first packet not syn |drop 39689
167. 114. 156. 16 Canada 147.237.77.216 dover.idf.il DOS- Tool - Swi t chbl adG dest - r eset 3758
93.174.93. 151 Net her | ands 147.237.76. 38 eengitav.idf.i|B ock Wp All Nets drop 1

141. 212, 122. 159 Lhited Sates 147. 237.76. 44 erefuah.idf.il |Block Udp Al Nets drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address ‘Site |Sgnature Devi ce Action |Oount

144. 76. 44. 138 Ger many 147.237. 72. 166 aka.idf.il C1000106: HTTP. naj estic bot B ock 1
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|Top Attackers In |D|

Attacker Address

Target Address

At acker
Gountry

‘Site

Signature

195. 154. 189. 150(147. 237. 77. 216 |France dover.idf.il SERER IS multiple extensi on code execution attenpt 3
L SRVER 1S Mcrosoft Wndows 11S 6 multiple executabl e extension
195. 154. 191. 213|147. 237. 77. 216 |France dover.idf.il 3
access attenpt
195. 34. 150. 18 [147.237.77. 216 |Austria dover.idf.il Tehila - Perl LW with fake user agent 3
ET VB SERVER Possi bl e Mcrosoft Internet |nfornation Services
195. 154, 191. 213|147, 237. 77. 216 |France dover.idf.il (1S .asp FHlename Extension Parsing Fle Wload Security Bypasy3
Attenpt (asp)
L SHRER 1S Mcrosoft Wndows I1S 6 multipl e executabl e extensi on
195. 154. 189. 150|147. 237. 77. 216 |France dover.idf.il 3
access attenpt
ET VBB SERVER Possi bl e Mcrosoft Internet | nfornation Services
195. 154. 189. 150(147. 237. 77. 216 |France dover.idf.il (11'S .asp FHlenane Extension Parsing Fle Wl oad Security Bypasd3
Attenpt (asp)
195. 154. 191. 213(147. 237. 77. 216 |France dover.idf.il SERVERI1S multiple extensi on code execution attenpt 3
195. 154. 189. 150|147, 237. 77. 216 |France dover.idf.il LOCAL_ RUES - Request with the string install.phpinit 2
L SHRER 1S Mcrosoft Wndows 11S 6 multipl e executabl e extensi on
195. 154. 188. 224(147. 237. 77. 216 |France dover.idf.il 2
access attenpt
66. 249. 66. 61 147.237.72. 166 |Wnited Sates |aka idf.il ET SCAN NVAP -sA (2) 2
ET VB SERVER Possi bl e Mcrosoft Internet Informati on Services
195. 154. 188. 224(147. 237. 77. 216 |France dover.idf.il (11'S) .asp FHlenane Extension Parsing Fle Wl oad Security Bypasqd2
Attenpt (asp)
195. 154. 191. 213(147. 237. 77. 216 |France dover.idf.il SERVER- WEBAPP phpt est . php access 2
195. 154. 188. 188(147. 237. 77. 216 |France dover.idf.il LOCAL RULES - Request with the string install.phpinit 2
195. 154. 188. 224(147. 237. 77. 216 |France dover.idf.il SERER11S multipl e extensi on code execution attenpt 2
195. 154. 188. 224(147. 237. 77. 216 |France dover.idf.il LOCAL RLES - Request with the string install.phpinit 2
195. 154. 188. 188|147. 237. 77. 216 |France dover.idf.il SERVER- WEBAPP phpt est . php access 2
ET VB SERVER Possi bl e Mcrosoft Internet Infornati on Services
195. 154. 188. 188|147. 237. 77. 216 |France dover.idf.il (1S .asp FHlename Extension Parsing Fle Wload Security Bypasql
Attenpt (asp)
195. 154. 191. 213(147. 237. 77. 216 |France dover.idf.il LOCAL RLES - Request with the string install.phpinit 1
169.54.91. 220 |147.237.76.44 |Netherlands [e.refuah.idf.il ET SCAN Potential SSH Scan 1
169.54.91.220 |147.237.76.30 |Netherlands |[himush.idf.il ET SCAN Potential SSH Scan 1
142.54.163. 74 |147.237.77.205|thited Sates |prisha.idf.il ET SCAN NVAP -f -sS 1
195. 154. 188. 224|147. 237. 77. 216 |France dover.idf.il SERVER- WEBAPP phpt est . php access 1
93. 174. 95. 32 147.237.0.19 |Netherlands |[nadi matal .idf.il ET SCAN Potential SSH Scan 1
195. 154. 188. 188|147 237. 77. 216 |France dover.idf.il SERVER11S mul ti pl e extensi on code execution attenpt 1
169.54.91. 220 |147.237.76.44 |Netherlands [e.refuah.idf.il ET SCAN NVAP -sS w ndow 1024 1
142.54.163. 74 |147.237.77.205|thited Sates |prisha.idf.il ET SCAN NVAP -sS w ndow 2048 1
104. 233. 79. 125 |147.237.77. 226 wo chanat z. aka. i df.il [ET SCAN NVAP -sS w ndow 1024 1
93.174. 95. 32 147.237.0.19 |Netherlands |[nadimatal .idf.il ET SCAN NVAP -sS w ndow 1024 1
L SRVER 1S Mcrosoft Wndows 11S 6 multiple executabl e extension
195. 154. 188. 188(147. 237. 77. 216 |France dover.idf.il 1
access attenpt
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|Top Attackers In FW |

Attacker Address |Attacker Qountry ‘Target Address |Ste Signature Z:e\tllif;
41.33.231. 90 Egypt 147.237. 77. 216 |dover.idf .i | dr op SAMrule drop 32
100. 100. 0. 69 147.237. 72. 156 |anan. i df .i | drop First packet isn't SN drop 24
100. 100. 33. 216 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 23
S reamng Engi ne: TCP i i ssi
66.249.69.26  |Lnited Qates 147. 237. 77. 216 |dover . i of . | mng Engine: 1 Invalid segnent retransmssion. | 12
Inval i d Retransnission Packet dropped.
85. 237.234. 168 |9 ovakia 147.237.77. 216 |dover.idf .il SYN At ack SYN -> SYN-ACK -> RST rej ect 7
79.179.131. 171 |l srael 147.237.72.166 |aka. i df .i | Bad TCP sequence I'nval i d AGK nunber nonitor |6
84.94.155.121 | srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 6
46.19. 85. 94 I srael 147.237.77. 216 |dover.idf .i | Bad TCP sequence I'nvalid AGK nunber aert 6
46.19. 85. 94 I srael 147.237.77. 216 |dover.idf.i| Bad TCP sequence I'nval i d AGK nunber nonitor |6
S reamng Engi ne: TCP i i ssi
149.78.36.59 |l srael 147. 237. 72. 166 |aka i of . i mng tngine- 1 Invalid segnent retransmssion. | 6
Inval i d Retransnission Packet dropped.
S reamng Engi ne: TCP i i ssi
40.77.167.14  |Wited Sates 147.237.72. 166 |aka i df .i mng Engine: 1 Invalid segnent retransmssion. | . 6
Inval i d Retransnission Packet dropped.
79.179.131. 171 |[Israel 147.237.72. 166 |aka i df .i | Bad TCP sequence I'nvalid AGK nunber aert 6
46.19.85.111  [israel 147.237.77. 226 " chanatz. aka. 1df a4 TCP sequence Inval i d ACK nunber moni tor |6
37.26.146.153 |[lIsrael 147.237.77. 216 |dover.idf .i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 5
149. 88.74.132 |Israel 147.237.72. 166 |aka. i df .i SYN At t ack SYN -> SYN-ACK -> RST rej ect 5
167. 114. 156. 16 |Canada 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 4
200. 98. 246. 151 |Brazil 147.237. 77. 216 |dover.idf .i | dr op SAMrule drop 4
46. 105. 249. 111 [Spain 147.237.77. 216 |dover.idf.il drop SAMrul e drop 4
185. 3. 144. 83 I srael 147.237.77. 216 |dover.idf.i | Bad TCP sequence I'nval i d AGK nunber nonitor |4
96. 30. 56. 141 Lhited Sates 147.237. 77. 216 |dover.idf .i | dr op SAMrule drop 4
46. 19. 85. 169 I srael 147.237.72. 166 |aka.i df .il Bad TCP sequence I'nval i d AGK nunber noni tor |4
217.199. 164. 217|Uni ted Ki ngdom 147.237.77.74 |lawidf.il dr op SAMrul e drop 4
5.9.176. 230 Ger many 147.237.77. 216 |dover.idf.il drop SAMrul e drop 4
S reanming Engi ne: TCP i i ssi
66.249.81.209 |lnited Sates 147. 237.72. 166 |aka i df . i | mng tngihe. Invalid segnent retransmssion. | 4
Inval i d Retransmission Packet dropped.
reamng BEngi ne: T i i ssi
176.13.22.241 | srael 147.237.77. 243 |robi | e. i of . i | Streamng Engi ne: TCP Invalid segnent retransmssion. |q 4
Inval i d Retransnission Packet dropped.
167.114. 52. 149 |Canada 147.237. 77. 216 |dover.idf.il drop SAMrul e drop
179. 229. 90. 190 |Brazil 147.237. 77. 216 |dover.idf .i | SYN At t ack SYN -> SYN-ACK -> RST rej ect
S reanming Engi ne: TCP i i ssi
82.166. 116. 163 |Israel 147. 237.72. 166 |aka i df . i | mng tngihe. Invalid segnent retransmssion. | 3
Inval i d Retransmission Packet dropped.
reamng BEngi ne: T i i ssi
79.182.51.99 | srael 147.237.72. 166 |aka. i df . i Streamng Engi ne: TCP Invalid segnent retransmssion. |q 3
Inval i d Retransnission Packet dropped.
reamn ine: T i i ssi
79.176.185.26 |Israel 147.237.72. 166 |aka. i df . Streamng Engine: TCP Invalid segnent retransmssion. |q 3
Inval i d Retransnission Packet dropped.
S reamng Engi ne: TCP i i ssi
109.65.137.6 |l srael 147. 237. 72. 166 |aka i of . i mng tngine- 1 Invalid segnent retransmssion. | 3
Inval i d Retransnission Packet dropped.
S reamng Engi ne: TCP i i ssi
2.54.29.72 I'srael 147.237.72. 166 |aka i df .i mng Engine: 1 Invalid segnent retransmssion. | 3
Inval i d Retransnission Packet dropped.
84.228.127. 34 | srael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 3
Sreamng Engi ne: TCP i i ssi
79.180.109.39 |Israel 147.237.72. 166 |aka i df . mng tngine. 1 Invalid segnent retransmssion. | 3
Inval i d Retransnission Packet dropped.
167. 114. 156. 16 |Canada 147.237.77. 216 |dover.idf .i SYN Attack SYN -> SYN-ACK -> RST rej ect 3
S reamng Engi ne: TCP i i ssi
79.177.43.140 | srael 147.237.72. 166 |aka i df .i mng Engine: 1 Invalid segnent retransmssion. | 3
Inval i d Retransnission Packet dropped.
S reami ng Engi ne: TCP i i ssi
109. 66. 214. 64 |Israel 147. 237. 72. 166 |aka i df . i | mng Engine: 1 Invalid segnent retransmssion. | . 3
Inval i d Retransmi ssion Packet dr opped.
S reanming Engi ne: TCP i i ssi
213.8.240.147 | srael 147.237.72. 167 |i shuri maka. i of . i mng tngihe. Invalid segnent retransmssion. | 3
Inval i d Retransnission Packet dropped.
Sreamng Engi ne: TCP i i ssi
84.229. 49.9 I'sr ael 147.237.72. 166 |aka. i df . i mng gl ne. 1 Invalid segnent retransmssion. |q 3
Inval i d Retransnission Packet dropped.
S reanming Engi ne: TCP i i ssi
185. 120. 126. 95 147.237.72. 166 |aka i df . mng thgine. 7 Invalid segnent retransmssion. |q 3
Inval i d Retransnission Packet dropped.
S reamng Engi ne: TCP i i ssi
79.180. 150. 124 i srael 147. 237. 72. 166 |aka i of . i mng tngine- 1 Invalid segnent retransmssion. | 3
Inval i d Retransnission Packet dropped.
190. 100. 131. 80 |Qile 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Tineout |[reject 3
2.52.31.202 I srael 147.237.72. 166 |aka.i df .il Bad TCP sequence I'nval i d AGK nunber noni tor |3
46. 19. 86. 255 I srael 147.237.77. 216 |dover.idf.i | Bad TCP sequence I'nval i d AGK nunber monitor |3
46.19. 85. 179 | srael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 3
S reanming Engi ne: TCP i i ssi
82. 81.55. 44 I srael 147. 237.72. 166 |aka i df . i mng tngihe. Invalid segnent retransmssion. | 3
Inval i d Retransnission Packet dropped.
Pal esti ni an C o -
46. 43.120. 182 Territory, Gecup ed 147.237.77. 176 |nat pash. i df . i | drop First packet isn't SN drop 2
149. 78. 154. 69 | srael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop
188. 120. 148. 246l srael 147.237.76.31 [nakchal .idf.il Bad TCP sequence Inval i d AGK nunber noni t or
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Attacker Address [Attacker Gountry |Target Address ([Ste Signature

46. 19. 85. 216 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval id ACK nunber noni t or 2
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry ‘Target Address |[Site Sgnature Acti on ‘Count
2.54.162. 54 | srael 147.237.0.19 |madimatal .idf.il Distributed Suspici ous Response Code B ock 10
142.54.178.147 |lhited Sates |147.237.72.166|aka.idf.il Dstributed PHP Attenpt B ock 6
142.54.178. 147 |Uited Sates [147.237.72.166|aka.idf.il Mil ti pl e Unaut hori zed LRL Access from 142. 54, 178. 147 B ock 5
46. 19. 85. 48 | srael 147.237.0.19 |madimatal .idf.il Distributed Suspici ous Response Code B ock 4
23.253.207.117 |Wited Sates [147.237.77.216|dover.idf.il Dstributed PHP Attenpt B ock 3
2.54.169. 214 I srael 147.237.0.19 |madimatal .idf.il D stributed Suspi ci ous Response Code B ock 3
46. 19. 85. 225 | srael 147.237.0.19 |madimatal .idf.il Distributed Suspici ous Response Code B ock 3
204. 174. 223. 210[Canada 147.237.77. 226 V\:’YN chamat z. aka. i df Dstributed PHP At tenpt B ock 3
23.253.207. 117 |Wited Sates |[147.237.77.176 [nat pash. i df .i | Distributed PHP Attenpt B ock 3
203.162.53.47 |V et nam 147.237.77.216|dover. i df .i | Dstributed PHP Attenpt B ock 3
176. 31. 90. 37 France 147.237.77. 216 |dover.idf . il Distributed PHP Attenpt B ock 3
204. 174. 223. 210|Canada 147.237.77.216|dover . i df . i | Distributed PH> A tenpt B ock 3
195. 35. 83. 187  [Sweden 147.237.77. 216 |dover.i df .i | Ostributed PHP Attenpt B ock 3
185. 52. 24. 153 LKTi;gegom 147.237.77.216|dover. i df . i | Dstributed PHP At tenpt B ock 3
84.94.75.184  |israel 147.237.72. 166 |aka. i df . i | mu;kgorlgeﬂ /'\:a:j wgaﬁ\; ‘;Apaysl b, asp B ock 3
194. 100. 58. 154 |Fnl and 147.237.77. 216 |dover.idf .i | Distributed PHP Attenpt B ock

91.185. 213. 137 |Jovenia 147.237.77.216|dover . i df . i | Distributed PH> A tenpt B ock

149. 210. 199. 137|Net her | ands 147.237.77.216|dover.i df .i | Dstributed PHP Attenpt Bl ock
79.179.178. 150 |Israel 147.237.72. 166 |aka. i df . i | EV;J ar]'(;‘ftd?c_ji w;ult /hroé;é?c; n/LR‘ Access on B ock 3
176.13.15.112 |Israel 147.237.0.19 |madimatal .idf.il Distributed Suspici ous Response Code B ock 3
78.46.157.220 [Ger many 147.237.77. 216 |dover.i df .i | Dstributed PHP Attenpt B ock 3
107. 6. 130. 19 Uited Sates |147.237.77.216|dover.idf.il Distributed PHP Attenpt B ock 3
203.162.53.47 |Vietnam 147.237.77.216|dover. i df .i | Distributed Admn B ocking B ock 2
107. 6. 130. 19 Lhited Sates [147.237.77.216|dover.idf.il Distributed Unauthori zed URL Access on waw i df.il/index.php  |B ock 2
176. 31. 90. 37 France 147.237.77. 216 |dover.idf .i | Distributed Adnin B ocki ng B ock 2
207.241.226.42 |Wited Sates |147.237.72.166|aka.idf.il Mil ti pl e Uhaut hori zed URL Access from 207.241. 226. 42 B ock 2
204. 174. 223. 210|Canada 147.237.77. 216 |dover.i df .i | Distributed Adnin B ocking B ock 2
195. 35.83. 187 |Sweden 147.237.77. 216 |dover.idf .i | Distributed Adnin B ocki ng B ock 2
185. 52. 24. 153 zi;;gom 147.237.77. 216 |dover.i df .i | Distributed Adnin B ocki ng B ock 2
82.81.5.42 I srael 147.237.72. 166 |aka. i df . i | m;&;‘ftdféiwaﬂt/hroé;cﬁg n/LH' Access on B ock 2
194. 100. 58. 154 |F nland 147.237.77.216|dover. i df . i | Distributed Admn B ocking B ock 2
23.253.207.117 |Wnited Sates [147.237.77.216|dover.idf.il Distributed Unhauthori zed URL Access on waw i df.il/index.php  |B ock 2
91.185.213.137 [Jovenia 147.237.77. 216 |dover.i df .i | Distributed Adnin B ocki ng B ock 2
149. 210. 199. 137 |Net her | ands 147.237.77.216|dover. i df . i | Distributed Admn B ocking B ock 2
78.46.157.220 [Ger many 147.237.77. 216 |dover.i df .i | Distributed Adnin B ocking B ock 2
203.162.53.47 |V etnam 147.237.77. 216 |dover.i df .i | D stributed Uhaut hori zed URL Access on waw i df .il/index. php  |B ock 2
107.178.194.79 |Wited Sates [147.237.77. 216 |dover . i df . | D stri bt oc 1?;;}:22;;?&%&?2?&” Bl ock 2
176. 31. 90. 37 France 147.237.77. 216 |dover.idf .i | D stributed Uhaut hori zed URL Access on waw i df .il/index. php  |B ock 2
204. 174. 223. 210[Canada 147.237.77. 216 |dover . i df .i | Distributed Unhaut hori zed URL Access on waw i df .il/index. php  |B ock 2
195. 35. 83. 187  [Sweden 147.237.77. 216 |dover.i df .i | D stributed Uhaut hori zed URL Access on wawidf.il/index. php  |B ock 2
107. 6. 130. 19 Uited Sates |147.237.77.216|dover.idf.il Distributed Admin B ocki ng B ock 2
185. 52. 24. 153 zint:gom 147.237.77. 216 |dover.i df .i | Distributed Unauthori zed URL Access on waw i df.il/index.php  |B ock 2
204.174. 223. 210|Canada 147.237.77. 226 V\:A:W chamat z. aka. i df Uhaut hori zed URL Access to waw chamat z. aka. i df . il/index. php |B ock 2
23.253.207. 117 |lhited Sates [147.237.77.176 [nat pash. i df .i | Uhaut hori zed URL Access to www cogat . i df .il/index. php B ock 2
194. 100. 58. 154 |F nl and 147.237.77.216|dover.i df .i | D stributed Uhaut hori zed URL Access on waw i df.il/index. php  |B ock 2
91.185.213.137 [Jovenia 147.237.77. 216 |dover.idf .i | D stributed Uhaut hori zed URL Access on waw i df .il/index. php  |B ock 2
149. 210. 199. 137|Net her | ands 147.237.77. 216 |dover . i df .i | Distributed Unaut hori zed URL Access on waw i df .il/index. php  |B ock 2
23.253.207.117 |lWited Sates [147.237.77.216|dover.idf.il Distributed Adnin B ocki ng Bl ock 2
78.46.157.220 |Ger many 147.237.77. 216 |dover.idf .i | D stributed Uhaut hori zed URL Access on waw i df .il/index. php  |B ock 2
204. 174. 223. 210|Canada 147.237.77. 226 www. chanat z. aka. i df D stributed Admin B ocking Bl ock 2
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