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|Top Attackers | n DDoS- Def ence |

Attacker Address  |Attacker Country  |Target Address |Site |Signature |Device Action |Count |
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il DOS- Tool - Swi t chbl adG dest - r eset 3233
168. 235. 197. 238 Lhited Sates 147.237.77. 216 dover.idf.il SYN H ood unverified cooki e drop 35
64.233.172. 155 Lhited Sates 147.237.77. 216 dover.idf.il SYN H ood out of context drop 10
207. 46. 13. 137 Lhited Sates 147.237.77. 216 dover.idf.il SYN H ood out of context drop 6

66. 249. 69. 42 | srael 147.237.77. 216 dover.idf.il SYN H ood unverified cooki e drop 5

66. 220. 146. 30 Lhited Sates 147.237.77. 216 dover.idf.il SYN H ood out of context drop 3
62.24.181. 135 Uni ted Ki ngdom 147.237.77. 216 dover.idf.il SYN H ood out of context drop 2
79.178. 108. 146 | srael 147.237.76. 42 refuah.idf.il Bl ock_Udp All _Nets drop 2
93.174.93. 151 Net her | ands 147.237. 76. 86 navy.idf.il ock Wp Al Nets drop 1

14. 209. 53. 113 Chi na 147. 237.76. 30 hinush.idf.il |Block Wip Al Nets drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qount ry |Target Address |Site ‘S gnature Device Action ‘Count |
80.178.137. 3 I srael 147.237.77.170 |maarachot.idf.il [Cl000004: HTTP. options method (M crosoft) B ock 1
195. 154. 191. 177 |Rance 147.237.77.216 |dover.idf.il 9221: HITP: PUT Method Execution over HITP/ \ebDAV Bl ock 1
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|Top Attackers In |D|

At acker

Attacker Address |Target Address ountry ‘Ste Signature
192.198. 151. 43 |147. 237. 72. 166 |Eur ope aka.idf.il ET SCAN NVAP -sA (2) 22
176, 13. 5. 214 147 237 76.30 |1srael Hish i df | ET DO5 Large anount of TCP ZeroWndow - Possible Nkiller2 DDos 12
attack
195. 34. 150. 18 [147.237.77. 216 |Austria dover.idf.il Tehila - Perl LW with fake user agent 5
195. 154. 191. 177(147. 237. 77. 216 |France dover.idf.il LOCAL RLES - Request with the string install.phpinit 2
66. 249. 66. 36 147.237.77.74 |Wited Sates [lawidf.il ET SCAN NVAP -sA (2) 2
93.174. 95. 32 147.237.76. 197 |Netherl ands  |e.hinush.idf.il [ET SCAN Potential SSH Scan 1
31.6.71. 154 147.237.76.31 |Pol and nakchal .idf.il [ET SCAN NVAP -sS wi ndow 1024 1
192.117.13.30 |147.237.77.216|Israel dover.idf.il portscan: TCP D stributed Portscan 1
169. 54.91. 220 |147.237.76.198|Netherl ands |e.yohalan.idf.i||ET SCAN Potential SSH Scan 1
169.54.91. 220 |147.237.76.86 |Netherlands [navy.idf.il ET SCAN Potential SSH Scan 1
129.194. 101. 100|147.237.8.50 [Swtzerland |e.tikshuv.idf.il|ET SCAN Potential SSH Scan 1
222.186.21.196 |[147.237.76.31 [China nakchal .idf.il |ET SCAN Potential VNC Scan 5900- 5920 1
113. 59. 33. 61 147.237.77.61 |China ecogat.idf.il |ET SCAN NMAP -sS wi ndow 2048 1
198. 20. 69. 74 147.237.77.179|Wited Sates |e.nazi.idf.il |ET DROP Dshiel d B ock Listed Source 1
93.174. 95. 32 147.237.77.61 |Netherlands [e.cogat.idf.il |ET SCAN Potential SSH Scan 1
105, 154. 191 1771147 237. 77 216 |France dover i df il SRVER | IS Mcrosoft Wndows 11S 6 nul tipl e execut abl e ext ensi on 1
access attenpt
ET VBB SFRVER Possi bl e Mcrosoft Internet Infornation Services (119
195. 154. 191. 177(147. 237. 77. 216 |France dover.idf.il .asp FHlename Extension Parsing FHle Wl oad Security Bypass Attenpt 1
(asp)
169.54.91. 220 [147.237.76. 197 |Netherl ands |e.hinush.idf.il |ET SCAN NVAP -sS wi ndow 1024 1
129. 194. 101. 100|147. 237. 76. 42 [Satzerland |refuah.idf.il |ET SCAN Potential SSH Scan 1
113. 59. 33. 61 147.237.77.61 |China ecogat.idf.il |ET SCAN NMAP -sS wi ndow 4096 1
218.199.48.57 |147.237.72.14 |China dover.idf.il (o dET SCAN Potential SSH Scan 1
113.59. 33. 61 147.237.77.61 |China e.cogat.idf.il [ET SCAN NVAP -f -sS 1
195. 154. 191. 177|147. 237. 77. 216 |France dover.idf.il SERVER |1 S mul ti pl e extensi on code execution attenpt 1
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|Top Attackers In FW |

A tacker

Target Address

Ste

Signature

Count ry

Sreaning Engine: TGP Invalid

Inval i d segnent retransnission.

212.199. 101. 60 |I srael 147. 237.76. 200 |ei tan. aka.i df .i | > dro 44
Ret r ansm ssi on Packet dr opped. P

213.57.143.49 |Israel 147.237.72. 166 |aka.idf il SYN Attack SYN -> SYN-ACK -> Ti nmeout rej ect 36

41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 36

100. 100. 97. 139 147.237.72. 166 |aka. i df .i | drop First packet isn't SN drop 33

. . SYNHAK retransmit with different .

213.57.143.49 |Israel 147.237.72. 166 [aka.i df .i | Bad TCP sequence wi ndow scal noni t or 33

93.173.14.145 |Israel 147.237.77.234|nal ag.icf.il  [Bad TCP sequence ?Z;;e“ansm't with different wndowl oivor |28

46. 19. 85. 67 I srael 147.237.72. 166 |aka.i df .il Bad TCP sequence Inval i d ACK nunber noni t or 28

100. 100. 21. 211 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 22
Sreaning Engine: TCP Invalid i i ssi

2.54.134.59  |Israel 147. 237.77. 243 |obi l e. i . i 9 =g Inval i d segnent retransmssi on. dr op 21
Ret r ansm ssi on Packet dr opped.

213.57.182.91 [Israel 147. 237.72. 166 |aka i df . i Bad TCP sequence z;;e"ansm't weh different wndowl oivor |20
Sreaning Engine: TCP Invalid i i ssi

46.19.86.145 |l srael 147. 237.72. 166 |aka i of . i 9 =g Inval i d segnent retransmssi on. dr op 18
Ret r ansm ssi on Packet dr opped.

176.13.5.214  |[Israel 147.237.76.30 |hinush.idf.il |[Bad TCP sequence Inval i d ACK nunber noni t or 18

93.173.14.145 |Israel 147.237.77.234|nal ag.icf.il  [Bad TCP sequence ?Z;;e“ansm't with different wndow ;) oy 16
Sreaning Engine: TGP Invalid i i SSi

89.138. 203. 23 [Israel 147. 237. 77. 243 |robi 1 e i df . i | g =g nval i d segnent retransmssi on. drop 16
Ret ransmi ssi on Packet dr opped.
Sreaning Engine: TCP Invalid i i ssi

85. 65. 103. 66 |l srael 147.237.77. 243 |nobi l e.i df . | 9 =g Inval i d segnent retransmssi on. drop 15
Ret r ansm ssi on Packet dr opped.

100. 100. 60. 187 147.237.72. 166 |aka. i df . il drop First packet isn't SYN drop 14

176.13.5.214 |l srael 147.237.76.30 |himush.idf.il |Bad TCP sequence Invalid ACK nunber aert 13
Sreaning Engine: TCP Invalid i i ssi

79.176.80. 161 |l srael 147. 237. 77. 243 |obi l e. i . i 9 =g Inval i d segnent retransmssi on. dr op 12
Ret r ansm ssi on Packet dr opped.

100. 100. 62. 236 147.237.72. 166 |aka. i df .i | dr op First packet isn't SYN drop 12

reamn ine: TCP Invali i i SSi

2.54.17.126  |Israel 147. 237.76. 200 |ei tan. aka i 1| | €M NG ENgi ne: TP aid Inval i d segnent retransmssi on. drop 12
Ret r ansm ssi on Packet dr opped.

100. 100. 44. 92 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 10

37.26.146.204 |Israel 147.237.77. 233 |atal .idf.il SYN Att ack SYN -> SYN-ACK -> RST rej ect 10

85.65.29.186 |[Israel 147.237.76.30 |himush.idf.il |[SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 9

172.56.1.247 |Whited Sates [147.237.77.216|dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti nmeout rej ect 8

80. 246. 136. 168 |l srael 147.237.72. 166 |aka.idf .il SYN Att ack SYN -> SYN-ACK -> RST rej ect 8

213.57.131. 120 |I srael 147.237. 72. 156 |anan.i df .i | SYN Att ack SYN -> SYN-ACK -> Ti neout rej ect 8

93.173.14. 145 |Israel 147.237.77.233|atdl .idf.il  [Bad TCP sequence ig;e“ansm't wth different wndowl oivor |

46. 19. 86. 185 | srael 147.237.72. 156 |anan.idf . il Bad TCP sequence Invalid ACK nunber noni t or 7

84.109.81.72 |Israel 147.237.76.86 |navy.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 6

2.54. 55. 205 I srael 147.237. 72. 166 |aka.i df .il SYN Att ack SYN - > SYN- ACK -> Ti meout rej ect 6

reamn ine: TCP Invali i i SSi

212.179. 42. 225 I srael 147. 237.76. 200 |ei tan. aka i 1| | €M NG Engi ne: TP aid Inval i d segnent retransmssi on. drop 6
Ret r ansm ssi on Packet dr opped.

46.19.85.234  [Israel 147.237.76.86 |navy.idf.il Bad TCP sequence Inval i d ACK nunber alert 6

91. 200. 12. 143 |lkrai ne 147.237. 77. 170 |maar achot . i of . i [|dr op SAMrul e drop 6

46.19.85.234 |Israel 147.237.76.86 |navy.idf.il Bad TCP sequence Invalid AGK nunber noni t or 6

2.54.55. 205 I srael 147.237.72. 166 |aka.i df .il Bad TCP sequence Inval i d ACK nunber noni t or 6

91. 200. 12. 143 |lkrai ne 147.237.77. 216 |dover.idf.il drop SAMrul e drop 6
Sreaning Engine: TCP Invalid i i ssi

79.183. 139. 232 |l srael 147. 237.72. 166 |aka i of . i 9 =g Inval i d segnent retransmssi on. dr op 6
Ret r ansm ssi on Packet dr opped.
Sreaning Engine: TGP Invalid i i sSi

77.126.166.25 |Israel 147.237.72. 166 |aka. i df . i 9 =g Invalid segent retransmssion. drop 6
Ret ransmi ssi on Packet dropped.

89. 139. 167. 90 |l srael 147.237.72. 166 |aka. i df . i Bad TCP sequence I'nval i d ACK nunber noni t or

2.54.55. 205 I srael 147.237.72. 166 |aka.idf il Bad TCP sequence Invalid sequence nunber noni t or

84. 228. 255. 163 |l srael 147.237.72. 166 |aka. i df . i1 Bad TCP sequence SIHAX retransmt with different | oo g

w ndow scal e

100. 100. 78. 144 147.237.72. 156 |anan.idf . il drop Frst packet isn't SN drop 6
Sreaning Engine: TGP Invalid i i sSi

217.132.10. 42 |israel 147.237.72. 166 |aka. i df . i 9 =g Invalid segent retransmssion. drop 6
Ret ransmi ssi on Packet dropped.

91.200. 12. 137 |krai ne 147.237. 77. 170 |naar achot . i df . i 1|dr op SAMrule drop 6
Sreanming Engine: TGP Invalid i i SSi

2.54.24.248  |Israel 147. 237. 77. 243 |robi 1 e i of . i | g =g vl i d segnent retransmssi on. drop 6
Ret ransmi ssi on Packet dr opped.
Sreaning Engine: TQP Invalid i i ssi

5.20.88.223  [Israel 147.237.77. 243 |nobi l e. i f . 9 =g Inval i d segnent retransmssi on. dr op 6
Ret r ansm ssi on Packet dr opped.
Sreanming Engine: TGP Invalid i i SSi

79.178.57.55 |Israel 147.237.72. 166 |aka. i df . g =g vl i d segnent retransmssi on. drop 6
Ret ransmi ssi on Packet dr opped.
Sreaning Engine: TQP Invalid i i ssi

84.108.67.17 |Israel 147.237.77. 243 |nobi l e. i f . 9 =g Inval i d segnent retransmssi on. dr op 6
Ret r ansm ssi on Packet dr opped.

2.54. 55. 205 I srael 147.237. 72. 166 |aka.i df .i1 SYN Att ack SYN -> SYN-ACK -> RST rej ect 6

41.92.4.93 Mor occo 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 6
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|Top Attackers In V\AF|

Attacker Address

A tacker

‘Tar get Address |Site

Sgnature

Devi ce

‘Count

Country Action
87.69.73.170  |israel 147.237.0.19 |nadimatal .idf.il Too My of the Sane Response Code (404) in Session from Bl ock 157
87.69.73.170
87.69. 73. 170 I srael 147.237.0.19 [madimatal .idf.il D stributed Suspici ous Response Code Bl ock 128
212.199.101.60 |[Israel 147.237.76.200(ei tan. aka. i df . i | Dstributed Too Miny of the Sane Response Code (404) Bl ock 79
87.69. 73. 170 | srael 147.237.0.19 |madimatal .idf.il Too Many of the Sanme Response Code (403) in Session from B ock 62
87.69. 73. 170
212.179.42.225 |[Israel 147.237.76.200(ei tan. aka. i df . il Dstributed Too Many of the Sane Response Code (404) Bl ock 35
176.13.21.179 |Israel 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Gode B ock 22
2.54.134. 59 I srael 147.237.77.243|nobi | e.i df . i | D stributed Suspicious Response Code B ock 6
. . O stributed Whaut hori zed URL Access on
79.179. 203. 209 |l srael 147.237.72. 166 |aka. i df . i | W aka i i1/ufi/reaction B ock 3
46.19. 85. 213 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 3
88. 208. 192. 231 Ei"";gegom 147.237.77. 216 |dover. i df . i | Distributed PHP Attenpt B ock 3
188. 165. 150. 69 |Fance 147.237.77.216|dover. i df . i | Dstributed PHP Attenpt B ock
85. 65. 103. 66 I srael 147.237.77.243|nobi | e.i df . i | D stributed Suspicious Response Code B ock
Russi an . . .
46. 101. 40. 87 Fedor at i on 147.237.77. 216 |dover.i df . i | Dstributed PHP At tenpt Bl ock 3
185. 56. 146. 30 Net her | ands 147.237.77.216|dover. i df .i | Dstributed PHP Attenpt B ock 3
79.180.32.248 [Israel 147.237.0.19 [madimatal .idf.il Distributed Suspici ous Response Code Bl ock 3
79.176.80.161 |l srael 147.237.77.243|nobi l e. i df . i | D stributed Suspicious Response Code Bl ock 3
84.111.107.77 |lIsrael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 3
79.180. 251. 231 [Israel 147.237.0.19 [madimatal .idf.il D stributed Suspici ous Response Code Bl ock 3
89.138.203.23 |[Israel 147.237.77.243|nobi l e. i df . i | D stributed Suspicious Response Code Bl ock 2
. ; DO stributed Lhaut hori zed URL Access on
37. 26. 149. 158 | srael 147.237.72.166 |aka. i df . i | wiw aka. i df . i | / mai v gi yus/ cont rol s/ at uda/ A B ock 2
88. 208. 192. 231 LK*i"rf:gom 147.237.77. 216 |dover. i df . i | Distributed Adnin B ocking B ock 2
. . . Paranet er Type M ol ation ctl 00$Cont ent A acetbl der 1$t xt Last Nane
87.69.73.170  |Israel 147.237.0.19 [nadi matal .idf.il i n nadi matal i df.il/nobil el 1088- hel mer et 7. aspx Bl ock 2
] . . O stributed Lhaut hori zed URL Access on
204.13.200.200 [Wited Sates |147.237.77.216|dover.idf.il v i df i | / 1133- 22461- hel dover . aspx. Bl ock 2
188. 165. 150. 69 |France 147.237.77. 216 |dover.i df . i | Distributed Adnin B ocki ng Bl ock
37.142.202.22 |Israel 147.237.76.86 [navy.idf.il Distributed PP Atenpt Bl ock
46.101.40.87 |ssian 147.237.77. 216 |dover . i df . i | Distributed Adnin B ocking B ock 2
Federation
m ny- kosher - kravi . i
109. 65. 42. 187 |l srael 147.237.0. 17 of niyl DOstributed I11egal Paraneter Encodi ng None 2
185. 56. 146. 30  |Net her| ands 147.237.77. 216 |dover . i df . i | Distributed Adnin B ocking Bl ock 2
m ny- kosher - kravi . i
217.132.195. 178|lI srael 147.237.0. 17 of niyl Dstributed I11egal Paraneter Encodi ng None 2
37.142.202.22 |Israel 147.237.76.86 [navy.idf.il Mil tipl e Unaut horized URL Access from 37.142. 202. 22 Bl ock 2
88.208. 192. 231 LKJ?Ir:;gom 147.237.77. 216 |dover.idf . il Distributed Unhaut hori zed URL Access on waw i df . il/index. php Bl ock 2
m ny- kosher - kravi . i _ _
46. 116. 142. 116 |l srael 147.237.0. 17 df il Dstributed I11egal Paraneter Encodi ng None 2
188. 165. 150. 69 |Fance 147.237.77.216|dover. i df .i | D stributed Wauthori zed URL Access on waw i df . il /i ndex. php B ock 2
46. 101. 40. 87 RJSf;;”i o 147.237.77. 216 |dover. i df . i | Distributed Unauthori zed LRL Access on ww i df .il/i ndex. php B ock 2
185. 56. 146. 30  |Net herl ands 147.237.77.216|dover.i df .i | Distributed Unhaut hori zed URL Access on waw i df . il/index. php Bl ock 2
m ny- kosher - kravi . i
87.69. 78. 240 | srael 147.237.0. 17 of niyl Dstributed I11egal Parangeter Encodi ng None 2
5. 29. 88. 223 I srael 147.237.77.243|nobi [ e.i df . i | D stributed Suspici ous Response Code Bl ock
46.117.207.54 |Israel 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Gode B ock
. . Unaut hori zed Method CPTI ONS for
46.19.86.97 | srael 147.237.72. 166 [aka. i df . i | wwn aka. i df . i |/ nai n/ gi yus/ aut henti cati onser vi ce. asnx/ get aut huser Bl ock 2
40.77.167. 14 Lhited Sates [147.237.72.166|aka.idf.il Uhaut hori zed URL Access to waw aka. i df.il/nain/sitenap. aspx B ock 1
. ; DO stributed Lhaut hori zed URL Access on
79.177.195. 137 |Israel 147.237.72. 166 |aka. i df . i | wwe aka i df i1/ ufi/reaction B ock 1
178.134.73.14 |Georgia 147.237.77. 216 |dover.idf .il Distributed Whaut hori zed URL Access on waw i df.il/xmrpc.php  |Bl ock 1
66. 249. 66. 75 I srael 147.237.72. 166 [aka. i df . i | Unaut hori zed URL Access to waw aka. i df.il/nanilot/login/ B ock 1
176.13.19.212 |Israel 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessi ons: sigal gs oS Attack None 1
217.132.32.207 |[israel 147.237.77. 170 [maar achot . i df . i | Distributed PHP Att enpt Bl ock 1
84.94.83. 168 I srael 147.237.0.19 |nadimatal .idf.il Paranet er Type M ol ation ct! 005Qnt ent A acetbl der 18txtdty in B ock 1
nadi matal .idf.il/nobil e/ 1088- he/ ner et z. aspx
197.37.59. 141  |Egypt 147.237.77.216|dover.i df .i | Unt raceabl e SSL Sessi ons: (pen Mbde None 1
Russi an . . D stributed Uhauthori zed URL Access on
46. 101. 40. 87 eration 147.237.77. 216 [dover. i df . il vz i df i | / wp- adini n/ adni n- aj ax. php Bl ock 1
109. 67. 96. 9 | srael 147.237.72.166 |aka. i df . i | Distributed thauthorized Method for Known URL on Bl ock 1
wan aka. i df . i | / mai n/ sachar / nas. aspx
. . D stributed Uhauthorized URL Access on
79.179.133.214 |Israel 147.237.77.233(atal .idf . il 147, 237.77. 233/ 1136- hel at al . aspx Bl ock 1

11-29-2015-22:04:07 to 11-29-2015-23:04:07




