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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address|Site |Signature |Device Action |Count]|
66. 249. 67. 243 | srael 147.237.72. 166 aka.idf.il TCP handshake viol ation, first packet not syn |drop 5084
167. 114. 156. 16 Canada 147.237.77.216 dover.idf.il DOS- Tool - Swi t chbl adG dest - r eset 3616
146. 185.57.7 | srael 147.237.72. 156 anan.idf.il B ock Udp Al Nets drop 3
82.118. 236. 47 Bul gari a 147.237.76. 148 gocenter.aka.idf.il|B ock Udp All Nets drop 1
87.69.175. 82 | srael 147.237. 76. 42 refuah.idf.il B ock_Udp Al Nets drop 1

198. 251. 81. 171 Lhited Sates 147. 237. 76. 199 e.nakchal .idf.il [Block Np Al Net drop 1

81. 30. 152. 53 Ger nany 147.237. 76. 30 hi nush. i df .i | Bl ock_UWp Al _Nets drop 1
93.174.93. 151 Net her | ands 147.237. 76. 202 e halag.idf.il B ock_Udp Al _Nets dr op 1

81. 30. 152. 53 Ger nany 147.237.76. 31 nakchal .idf.il B ock Wdp Al Nets drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qount ry |Target Addr ess |Site Sgnature Devi ce Action |Oount |
59. 58. 107. 199 Chi na 147.237.77.216 |dover.idf.il C1000108: HTTP. Trying to |ocate existing FQkeditor B ock 2
194. 54. 168. 76 I srael 147.237.77.233 |atal .idf.il C1000004: HTTP. options nethod (M crosoft) B ock 2
195. 154. 216. 123 |France 147.237.77.216 |dover.idf.il 9221: HTTP. PUT Method Execution over HTTP/ VbDAV Bl ock 1
195. 154.217. 38 |France 147.237.77.216 |dover.idf.il 9221: HTTP. PUT Method Execution over HTTP/ WbDAV B ock 1
188. 165. 15. 193  |France 147.237.0.15 kosher-kravi .idf.il |28 HITP.  AwrefBot craw er B ock 1
188. 165. 15. 203  |France 147.237.76.31 |nakchal .idf.il (228: HITP. AhrefBot craw er B ock 1
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|Top Attackers In |D|

At acker

Attacker Address |Target Address ountry ‘Ste Signature
66.249. 66. 125 |147.237.77. 74 g;:: lawidf.il ET SCAN NVAP -sA (2) 4
105 154. 217 38 |147. 237 77. 216 |France dover i df il SFRER IS Mcrosoft Wndows 11S 6 mul tipl e execut abl e ext ensi on 3
access attenpt
ET VBB SERVER Possi bl e Mcrosoft Internet |nformation Services
195. 154. 217. 38 [147. 237. 77. 216 |France dover.idf.il (1S .asp Hlenane Extension Parsing Fle Wl oad Security Bypass|3
Attenpt (asp)
195. 34. 150. 18  [147.237.77. 216 |Austria dover.idf.il Tehila - Perl LW with fake user agent 3
195. 154. 217. 38 [147. 237. 77. 216 |France dover.idf.il SHRVER |1 S mul ti pl e extensi on code execution attenpt 3
207.225. 131. 141|147. 237. 77. 216 ;’fia:;f dover.idf.il ET SCAN NVAP -sA (2) 2
195. 154. 216. 123(147. 237. 77. 216 |France dover.idf.il LOCAL_ RULES - Request with the string install.phpinit 2
195. 154. 217. 38 [147. 237. 77. 216 |France dover.idf.il LOCAL RULES - Request with the string install.phpinit 2
46. 151. 55. 35 147. 237. 76. 198 |kr ai ne e.yohal an.idf.il ET SCAN NVAP -sS wi ndow 1024 1
195. 154. 216. 123|147. 237. 77. 216 |France dover.idf.il SERVER- WEBAPP phpt est . php access 1
2.52.159. 181 147.237. 72. 166 |I srael aka idf.il portscan: TCP O stributed Portscan 1
105, 154. 216, 123|147, 237. 77 216 |France dover i df il SFRER IS Mcrosoft Wndows 11S 6 nul tipl e execut abl e ext ensi on 1
access attenpt
ET VB SERVER Possi bl e Mcrosoft Internet |nformation Services
195. 154. 216. 123(147. 237. 77. 216 |France dover.idf.il (1S .asp Hlenane Extension Parsing Fle Wl oad Security Bypass|l
Attenpt (asp)
105, 154. 180. 69 |147. 237. 77 216 |Fr ance dover i df il SFRER IS Mcrosoft Wndows 11S 6 mul tipl e executabl e ext ensi on 1
access attenpt
188.214.128. 12 |147.237. 76. 202 |Ronani a e halag.idf.il ET SCAN NVAP -sS w ndow 1024 1
210.50.197. 154 |147.237.76.196 |Australia  |e.svivaidf.il ET SCAN NVAP -sS w ndow 2048 1
82.102. 169. 210 |[147. 237.72. 166 || srael aka.idf.il portscan: TCP O stributed Portscan 1
71.177.22.76 147.237. 8. 27 ;“;tt:g e.nadi matal .idf.il ET SCAN NVAP -sS wi ndow 1024 1
61.216. 2. 15 147, 237. 77. 226 | Tai wan wowv chanat z. aka. i df.il [ET SCAN NVAP -sS wi ndow 1024 1
46. 19. 86. 167 147.237.77. 216 (I srael dover.idf.il portscan: TCP O stributed Portscan 1
195. 154. 216. 123|147, 237. 77. 216 |France dover . idf.il SHRVER |1 S mul ti pl e extensi on code execution attenpt 1
195. 154. 180. 69 [147.237.77. 216 |France dover.idf.il SERVER- WEBAPP phpt est . php access 1
210.50. 197. 154 |147.237.76.196 |Australia  |e.sviva.idf.il ET SCAN NVAP -sS w ndow 3072 1
176.13.10. 105 |147.237.72. 166 |Israel aka. idf.il portscan: TCP O stributed Portscan 1
210. 50. 197. 154 |147.237.76.196 |Australia  |e.sviva.idf.il ET SCAN NVAP -f -sS 1
71.177.22.76 147.237. 8. 27 g;:: e.madi matal .idf.il ET SCAN NVAP -sS w ndow 3072 1
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|Top Attackers In FW |

A tacker

ountry Target Address |Ste Signature
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 36
100. 100. 98. 193 147.237.72. 166 |aka.i df .il drop Frst packet isn't SYN drop 35
105. 141. 43. 123 |Mor occo 147.237.77. 176 |matpash.idf .il  |dr op First packet isn't SYN drop 22
79.182.190.90 |l srael 147. 237.72. 166 |aka. i f . Streaning Engi ne: TCP I nval i d vl i d segnent retransmssi on drop 21
Ret ransni ssi on Packet dropped.
213.57.157.16 |Israel 147.237.77. 243 |t e. i 11 | SAM NG Engine: TP Invalid Inval i d segnent retransission. drop 18
Ret r ansni ssi on Packet dr opped.
85. 64.233. 188 |l srael 147, 237, 76. 200 |ei tan. aka i of i1 |2 | @M NG Engi ne: TCP Invalid Invalid segment retransmssion. drop 18
Ret ransni ssi on Packet dropped.
100. 100. 117. 52 147.237.72. 166 |aka. i df . i drop First packet isn't SYN drop 18
84.95.202.55 |Israel 147.237.76.42 |refuah.idf.il |Bad TCP sequence mdﬁrsa:;rtt Wth different monitor |18
79.181.130. 62 |[lsrael 147.237.72. 166 |aka. i df .i | Bad TCP sequence noni t or 18
100. 100. 86. 195 147.237. 72. 166 |aka.i df .i | dr op First packet isn't SWN drop 18
185. 120. 126. 4 147.237.77. 216 |dover iar.i1 |2 SAM NG Engine: TP Invalid Invalid segnent retransmssion. drop 18
Ret ransni ssi on Packet dropped.
79. 180. 162. 243 |l srael 147.237. 77. 216 [dover. i df . il Bad TCP sequence Invalid ACK nunber noni t or 17
79. 180. 162. 243 || srael 147.237.77. 216 |dover.i df .i | Bad TCP sequence Invalid sequence nunber noni t or 17
79. 180. 162. 243 || srael 147.237.77. 216 |dover.i df .i | SYN At t ack SYN -> SYN-ACK -> Ti neout rej ect 17
79.180. 162. 243 |l srael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 17
79. 180. 162. 243 |l srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber alert 17
79.181. 130. 62 |l srael 147.237.72. 166 |aka. i df .i SYN At t ack SYN -> SYN-ACK -> Ti neout rej ect 16
100. 100. 86. 195 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 16
79.181.130.62 |Israel 147.237. 72. 166 |aka. i df . i drop First packet isn't SYN drop 15
213.57. 143. 232 |I srael 147.237.72. 166 |aka.i df .i SYN At t ack SYN -> SYN-ACK -> Ti neout rej ect 14
213.57.137.48 |Israel 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 13
93. 186. 31. 98 LKJi"intgegom 147. 237. 77. 216 |dover . i of . i ;: fzr:sr:]? Si?g;:e: TP Invalid :Dg‘éakjeitd dsreg:;;‘i retransmissi on drop 12
100. 100. 8. 4 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 12
100. 100. 85. 90 147.237. 72. 166 |aka. i df . i drop First packet isn't SYN drop 11
100. 100. 0. 45 147.237.72. 166 |aka. i df . il drop First packet isn't SN drop 11
84.111.124.51 |[lsrael 147.237.72. 166 |aka. i df .i | Bad TCP sequence Invalid ACK nunber noni t or 10
93. 186. 31. 96 Ei"irf;gom 147. 237. 77. 216 |dover . i df . ;{ ?Zr:srr:? SESr;gclj:e: TP Invalid :Dl:‘a\(/:akjeitd ;egggg;‘i retransmssi on. drop 9
185.32.179. 68 |Israel 147.237.77. 243 |t e i o 11 | SAM NG Engine: TP Invalid Invalid segnent retransmssion. drop 9
Ret ransni ssi on Packet dr opped.
46.19.85.198 [lIsrael 147.237.0.34 [tikshw.idf.il |Bad TCP sequence Inval id ACK nunber noni t or 9
46.19.85.223  |israel 147.237.77. 216 |dover.i df .i | Bad TCP sequence Invalid ACK nunber noni t or 8
79.181.130. 62 |[lsrael 147.237.72. 166 |aka. i df .i | Bad TCP sequence Invalid ACK nunber alert 7
100. 100. 77. 181 147.237. 72. 166 |aka. i df . i drop First packet isn't SYN drop 7
46. 19. 86. 232 | srael 147.237.72. 156 |anan.idf . il Bad TCP sequence Invalid ACK nunber noni t or 7
79.181.130. 62 |[lsrael 147.237.72. 166 |aka. i df .i | Bad TCP sequence Invalid ACK nunber noni t or 7
46.117.110.97 [Israel 147.237.72. 166 |aka. i df.il Bad TCP sequence Inval id ACK nunber noni t or 7
79.177.19.222 |israel 147.237.72. 166 |aka i df . Streanng Engi ne: TCP Inval i d Invalid segnent retransnssion drop 6
Ret ransni ssi on Packet dropped.
46.19.85.244 [lIsrael 147.237. 77. 216 [dover. i df . il Bad TCP sequence Inval id ACK nunber alert 6
2.54.33.52 I srael 147.237.0.19 |nadimatal.idf.i |SYN Att ack SYN -> SYN-ACK -> RST rej ect 6
46.19.85.223  |israel 147.237.77. 216 |dover.idf .i | Bad TCP sequence Invalid ACK nunber alert 6
77.125. 110. 245 |I srael 147.237.72. 166 |aka i df . Streaning Engine: TCP Invalid Inval i d segnent retransnission. drop 6
Ret r ansni ssi on Packet dr opped.
109. 65. 157. 69 |l srael 147.237.72. 166 |aka.i df i Bad TCP sequence Invalid ACK nunber noni t or 6
46.19.85.244  |[Israel 147.237.77. 216 |dover. i df .i | Bad TCP sequence Invalid ACK nunber noni t or 6
85.64.247. 154 |l srael 147.237. 77. 216 |dover.i df .i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 6
185.3.146.86 |l srael 147.237. 72. 166 |aka. i df .i | Bad TCP sequence Invalid ACK nunber alert 6
100. 100. 86. 195 147.237.72. 156 |anan. i df . i | drop Frst packet isn't SYN drop 6
5.28.157.15  |Israel 147, 237.77. 243 |mwi L e i1 || SAMNg Engine: TCP Invalid Invalid segment retransmssion. drop 6
Ret r ansni ssi on Packet dropped.
46.19.85.235 [Israel 147.237.77. 216 |dover.idf .i | Bad TCP sequence Invalid ACK nunber alert 6
185.3.146.86  |lIsrael 147.237.72. 166 |aka i df .i | Bad TCP sequence Inval i d ACK nunber noni t or 6
84. 228, 154. 208 |I srael 147, 237.76. 200 |ei tan. aka. i of. 11 || SAM NG Engine: TP Invalid Invalid segnent retransmssion. drop 6
Ret ransni ssi on Packet dropped.
100. 100. 22. 162 147.237.72. 166 |aka.i df .il drop Frst packet isn't SYN drop 6
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|Top Attackers In V\AF|

Devi ce

Attacker Address |Attacker Qountry ‘Tar get Address |Site Sgnature Acti on ‘Count
85. 64.233.188 |[lIsrael 147.237.76.200|ei tan. aka. i df . i | Distributed Too Miny of the Sane Response Code (404) B ock 61
2.54.33.52 I srael 147.237.0.19 |nadimatal .idf.il Distributed Suspici ous Response Qode B ock 36
46.19. 85. 126 I srael 147.237.0.19 |[madimatal .idf.il D stributed Suspi ci ous Response Code B ock 4
213.57.157.16  |Israel 147.237.77.243|nobi | e. i df . i | Distributed Suspici ous Response Code B ock 4
111. 65.231.36 |New Zeal and 147.237.77. 216 |dover . i df . i | Dstributed PHP Attenpt B ock 3
85.234.189.190 |[Latvia 147.237.77. 216 |dover.idf . il Distributed PHP Attenpt B ock 3
109. 204. 243. 17 |Fnland 147.237.77.216|dover. i df . i | Dstributed PHP At tenpt B ock 3
70. 39. 234. 39 Lhited Sates 147.237.77. 216 |dover . i df . i | Dstributed PHP Attenpt B ock 3
149.78.234.92  |israel 147. 237.72. 166 |aka. i df . i | g‘i'gt i7';’3'_623lf_a$‘;h°” zed Method for Known UR. from Bock |3
31.168. 23. 50 I srael 147.237.72. 166 |aka. i df . i | Uhaut hori zed Met hod HEAD for ww aka. i df . i |/ mai n/ sachar/ B ock 3
m ny- kosher - kravi .| |P¥amter Type Molation _
85.250. 186. 42  |lsrael 147.237.0. 17 ; ct | 00$Cont ent P aceHbl der 1$t xt AreaRenarks in B ock 3
df.il mny-kosher-kravi.idf.il/tenpl ates/traini ng/trai ni ng. aspx
174.127.116. 185|Uhited Sates 147.237.77.216|dover.idf . il Distributed PHP Attenpt B ock 3
212.179.21.194 |lsrael 147.237.77.216|dover. i df . i | Unaut hori zed URL Access to waw idf.il/ufi/reaction/ B ock 3
46.22.116.5 Sweden 147.237.77. 216 |dover . i df . i | Dstributed PHP Attenpt B ock 3
92.114.82.110 |Romani a 147.237.77.216|dover.idf . il Distributed PHP Attenpt B ock 3
209.188. 85.176 |Lnited Sates 147.237.77. 216 |dover . i df . i | Ostributed PHP Attenpt B ock 3
176.13. 23. 44 I srael 147.237.0.19 |nadimatal .idf.il Distributed Suspici ous Response Qode B ock 3
89.221.250.16 |Sweden 147.237.77. 216 |dover.idf . il Distributed PHP Attenpt B ock 3
81. 95. 96. 233 Czech Republic 147.237.77.216|dover. i df . i | Dstributed PHP At tenpt B ock 3
66. 55. 88. 52 Lhited Sates 147.237.77. 216 |dover . i df . i | Dstributed PHP Attenpt B ock 3
50. 87. 3. 235 Lhited Sates 147.237.77.216|dover.idf . il Distributed PHP Attenpt B ock 3
37.142.68.87  |israel 147.237.72. 166 |aka. i df . i | V':\jw‘;’;;i(:ti‘tdﬁ wault /hroéaié?g n/LR‘ Access on B ock 3
5.9.102.76 Ger many 147.237.77. 216 |dover.idf .il Distributed PHP Attenpt B ock 3
149. 210. 201. 208 |Net her | ands 147.237.77. 176 |mat pash. i df . i | Distributed PHP Attenpt B ock 3
121.58.203. 130 |Phili ppines 147.237.77.216|dover. i df . i | Dstributed PHP Attenpt B ock 3
64.207.184.125 [Lnited Sates 147.237.77. 216 |dover.idf .il Distributed PHP Attenpt B ock 3
200.92.131.82 [Mexi co 147.237.77. 216 |dover . i df . i | Distributed PH> A tenpt B ock 3
176.228.51. 175 |Israel 147.237.72. 166 |aka. i df . i | Lhtraceabl e S Sessi ons: sigal gs oS Atack None 2
109. 204. 243.17 |Fnland 147.237.77. 216 |dover.idf .il Distributed Adnin B ocki ng B ock 2
85.234.189. 190 [Latvia 147.237.77. 216 |dover . i df . i | Distributed Adnin B ocki ng B ock 2
174.127.116. 185|Uhited Sates 147.237.77.216|dover. i df . i | Uhaut hori zed URL Access to waw i df.il/index. php B ock 2
5.29.77.79 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e S Sessi ons: si gal gs oS Attack None 2
70. 39. 234. 39 Lhited Sates 147.237.77. 216 |dover . i df . i | Distributed Adnin B ocki ng B ock 2
95. 108. 158. 152 |Russi an Federation [147. 237. 77. 216 |dover.i df .i | D stributed Suspicious Response Code Bl ock 2
89.221.250.16 |Sweden 147.237.77. 216 |dover.idf .i | Mil tipl e Lhaut horized URL Access from 89. 221. 250. 16 B ock 2
208.184. 112, 75 |United Sates 147. 237.77. 216 |dover . i df . i | D stri bt oc Esgt;g;gieﬂeﬁfe‘;cisp:” Bock |2
85. 250. 186. 42 |l srael 147.237.0. 17 g]fnlyl kosher-kravi.i |, & @ ted I11egal Parameter Encoding None 2
72.9.148.10  |Wited Sates  [147.237.76.86 |navy.idf.il e (1] 904 8613 wel navy. asp. ASDX Bock |2
5.9.102.76 Ger many 147.237.77. 216 |dover . i df . i | Mil ti pl e Unaut hori zed LRL Access from5. 9.102. 76 B ock
79.176.207.22 |[israel 147.237.72. 166 [aka. i df . i | Untraceabl e S Sessi ons: si gal gs DoS Attack None
50. 87. 3. 235 Lited Sates 147.237.77.216|dover.idf .i | Uhaut hori zed URL Access to waw i df.il/index. php Bl ock
85. 250.186. 42 | srael 147.237.0.17 g]: .niy|_ Kosher-kravi. | r;'.arn;n:;sef:er-l-)l/(rrx;vivf iolifa.tii I(;r: Jpﬂ%ﬁaﬁ?ﬂgﬁl ria?ni ng. aspx B ock 2
174.127. 116. 185|lhited Sates 147.237.77. 216 |dover . i df . i | Distributed Adnin B ocki ng B ock 2
80. 242. 120. 103 if;iezos??]a 147. 237.77. 216 |dover . i df . i | Distributed Suspicious Response Code B ock 2
121. 58. 203. 130 |Phili ppi nes 147.237.77.216|dover.idf . il Uhaut hori zed URL Access to waw i df.il/index. php B ock 2
64.207.184. 125 |lhited Sates 147.237.77.216|dover.idf .i | Unhaut hori zed URL Access to waw i df.il/index. php Bl ock 2
200.92.131.82 [Mmexico 147.237.77. 216 |dover . i df . i | Uhaut hori zed LRL Access to waw i df.il/index. php B ock 2
85.234.189.190 |[Latvia 147.237.77.216|dover.idf . il Distributed Uhaut hori zed URL Access on waw i df .il/index.php  |B ock 2
109. 204. 243. 17 |Fnland 147.237.77.216|dover. i df . i | Mil ti pl e Uhaut hori zed URL Access from 109. 204. 243. 17 B ock 2
46.22.116.5 Sweden 147.237.77. 216 |dover . i df . i | Distributed Adnin B ocking B ock 2
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