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|Top Attackers | n DDoS- Def ence |

Attacker Address  |Attacker Country  |Target Address |[Site |Signature |Device Action [Count |
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il DOS- Tool - Swi t chbl adG dest - r eset 3377

109. 66. 143. 215 | srael 147.237.72. 166 aka.idf.il ock_Udp All _Nets dr op 6

0.0.0.0 147.237.77. 216 dover.idf.il HITP Page H ood Attack drop 4
113.106. 129. 219 Chi na 147.237.0. 34 tikshuv.idf.il Frk_Under Attack Con Tcp drop 2

82.118. 236. 47 Bul garia 147.237.76. 200 eitan.aka.idf.il |Bock Udp Al Nets drop 1

118. 14. 134. 69 Japan 147.237.76. 199 e. nakchal .idf.il ock Wp Al _Nets drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry get Address |Site |Sgnature Devi ce Action |Count ‘
67.216.79. 204 Lhited Sates 147.237.76. 42 refuah.idf.il|6134: HITP. SQ Injection Variabl e Declaration Evasion B ock 14
67.216. 79. 204 Lhited Sates 147.237.76. 42 refuah.idf.il|3808 HITP. SQ Injection Variable Declaration Evasion B ock

8
67.216. 79. 204 Lhited Sates 147.237.76. 42 refuah.idf.il|5670: HITP. SQ Injection (SELECT) B ock 1
195. 154. 216. 86 France 147.237.77.216 |dover.idf.il [9221: HTTP: PUT Method Execution over HTTP/ \bDAV B ock 1
216.170.119. 193 |[thited Sates 147.237.77.216 |dover.idf.il |C008: HITP. Xenu User Agent B ock 1
1
1
1

106. 38. 241. 106 Chi na 147.237.77.216 |dover.idf.il |Cl03: HTTP. User Agent Sogou+web+spi der B ock
195. 154. 194. 59 France 147.237.77.216 |dover.idf.il |[9221: HTTP: PUT Method Execution over HTTP/ WbDAV B ock
195. 154. 211. 212 |Rance 147.237.77.216 |dover.idf.il [9221: HTTP: PUT Method Execution over HTTP/ V@bDAV B ock
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|Top Attackers In |D|

At acker

Attacker Address |Target Address ount ry Signature
67.216.79.204 |147.237.76.42 |lhited Sates refuah.idf.il S Injection - Select From 69
195. 34.150. 18  [147.237.77. 216 |Austria dover.idf.il Tehila - Perl LWP wth fake user agent 4
95.27.168.226  |147.237.77. 121 |8 &N e navy.idf.il ET SCAN Potential SSH Scan 2
Feder at i on
95.27.168.226 |147.237.76.198 ?;Z:::I”i o e yohal an.idf.il ET SCAN Potential SSH Scan 2
66. 249. 66. 33 147.237.77.74 |Wited Sates  [lawidf.il ET SCAN NVAP -sA (2) 2
95.27.168.226 |147.237.76. 148 gg:::tnl o gacenter. aka. i df . i | ET SCAN Potential SSH Scan 2
89.248.172.27 |147.237.76.39 |Netherlands nobi | e. neitav.idf.il ET SCAN Potential VWNC Scan 5900- 5920 1
61.160. 41.209 |147.237.0.15 |China kosher-kravi .idf.il ET SCAN Potential SSH Scan 1
113. 106. 129. 219|147. 237.0.33  [China idf.il ET SCAN Potential SSH Scan 1
89.219.56.200 [147.237.0.34 |Estonia tikshuv.idf.il ET SCAN NVAP -sS wi ndow 2048 1
95.27.168.226 |147.237.77.234 23;3} o hal ag.i df .i | ET SCAN Potential SSH Scan 1
. . L ET SCAN Behavi oral Uhusual |y fast Terminal Server Traffic,
87.236.214.103 [147.237.0.19 |united Ki ngdom |nadi matal .idf.il . ) 1
Potential Scan or Infection
95.27.168.226  |147. 237. 77. 205 |SS AN prisha.idf.il ET SCAN Potential SSH Scan 1
Feder at i on
70. 158. 100. 8 147.237.77. 243 |hited Sates nobi | e.idf.il ET SCAN NVAP -sS w ndow 1024 1
70. 158. 100. 8 147. 237.72. 166 |Lhited Sates aka.idf.il ET SCAN NVAP -sS wi ndow 1024 1
95.27.168.226 |147. 237. 76, 197 |XSS e hi nush. i df .i | ET SCAN Potential SSH Scan 1
Feder at i on
95.27.168.226  |147. 237. 76, 177 |58 N ncore.idf. il ET SCAN Potential SSH Scan 1
Feder at i on
61.182.170.38 |147.237.76.44 |China e.refuah.idf.il ET SCAN Potential SSH Scan 1
95.27.168.226  |147.237.76. 38 23:;; o eeneitav.idf.il ET SCAN Potential SSH Scan 1
61.182.170.38 [147.237.76.34 |thina yohal an.idf.il ET SCAN Potential SSH Scan 1
95.27.168.226  |147. 237. 72. 166 | XSS aka.idf.il ET SCAN Potential SSH Scan 1
Federati on
61.160. 41.209 |147.237.0.33 |China idf.il ET SCAN Potential SSH Scan 1
167. 114. 156. 16 |147.237. 77. 216 |Canada dover.idf.il portscan: TCP Distributed Portscan 1
89.248.172.27 |147.237.0.17 |Netherl ands mny-kosher-kravi .idf.il [ET SCAN Potential VNC Scan 5900- 5920 1
31.6.71.154 147. 237. 76. 148 [Pol and ggcenter. aka. i df . il ET SCAN NVAP -sS w ndow 1024 1
109. 186. 146. 122|147. 237. 72. 166 |I srael aka.idf.il portscan: TCP Distributed Portscan 1
89.219.56.200 [147.237.0.34 |Estonia tikshuv.idf.il ET SCAN NVAP -f -sS 1
95.27.168.226 |147.237.77.226 23:::;'}0” v chamat z. aka. i df il |ET SCAN Potential SSH Scan 1
79.182.230. 172 |147.237.72. 166 |l srael aka.idf.il portscan: TCP Distributed Portscan 1
95.27.168.226 |147.237.77.170 Eéz::;”i o naarachot . i df . i | ET SCAN Potential SSH Scan 1
70. 158. 100. 8 147.237.77. 216 |lhited Sates dover.idf.il ET SCAN NVAP -sS w ndow 1024 1
70. 158. 100. 8 147.237.72. 156 |Lhited Sates anan.idf.il ET SCAN NVAP -sS w ndow 1024 1
95.27.168.226 |147.237.76.196 23:::;'}0” esvivaidf.il ET SCAN Potential SSH Scan 1
61.182.170.38 [147.237.76.39 |thina nobi | e. nei tav.idf.il ET SCAN Potential SSH Scan 1
95.27.168. 226  |147. 237. 72, 217 |SSI an eidf.il ET SCAN Potential SSH Scan 1
Feder at i on
61.160.41.209 |147.237.0.200 |China . i df il ET SCAN Potential SSH Scan 1
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|Top Attackers In FW |

A tacker . . Devi ce
Attacker Address count ry ‘Target Address |Ste Signature Action
Sreaning Engine: TCP Invalid i i SSi
5.102.219.215 |Israel 147. 237. 76. 200 |ei tan. aka. i df .| g =g Invalid segnent retransmssion. g 453
Ret r ansmi ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
77.125.86.133 |Israel 147. 237. 76. 200 |ei tan. aka. i df .| g =g Invalid segnent retransmssion. . 303
Ret ransmi ssi on Packet dropped.
37.142.196. 252 |Israel 147.237.76.42 |refuah.idf.il Bad TCP sequence SWretransmt wth different —Jopyiior |77
w ndow scal e
213.57.128.170 |[lIsrael 147.237.72. 166 |aka. i df .i | SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 70
213.57.128.170 |Israel 147. 237.72. 166 |aka. i cf . i | Bad TCP sequence SINWACK retransmt with monitor |69
different wndow scal e
Sreamng Engine: TP Invalid i i ssi
70.177.25.79  |Wited Sates  |147.237.77. 216 |dover.idf i1 g =g Invalid segnent retransmssion. g 44
Ret r ansmi ssi on Packet dr opped.
reamng BEngi ne: TCP Invali i i ssi
66.249.69.26  |Uiited Sates |147.237.77. 216 |dover.idf.il Streamng Engi ne: TCP alid finvalid segnent retransnission drop 42
Ret r ansmi ssi on Packet dr opped.
41.33.231.90 Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 36
79.179.133.214 I srael 147.237.77. 233 |atal i df i Bad TCP sequence SNretransmt with different oo |31
W ndow scal e
100. 100. 35. 107 147.237.72. 166 |aka. i df .il drop Frst packet isn't SN drop 27
100. 100. 70. 144 147.237.72.166 |aka.idf .il dr op First packet isn't SYN drop 22
100. 100. 126. 133 147. 237. 72. 156 |anan. i of . i | drop First packet ism't SN drop 22
. . SWNretransmt wth different .
109. 67. 115. 176 |l srael 147.237.72. 166 |aka. i df.il Bad TCP sequence vi ndow scal e noni t or 21
100. 100. 23. 117 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SYN drop 20
91.2.242.183 Ger many 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 20
100. 100. 0. 69 147.237.72. 156 |anan. i df . il drop Frst packet isn't SYN drop 19
91. 2. 242. 183 Ger many 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 18
100. 100. 95. 153 147.237.72.166 |aka.idf .il dr op Frst packet isn't SN drop 16
100. 100. 113. 99 147.237.72. 166 |aka.idf .il drop Frst packet isn't SN drop 16
37.26.147.145 |israel 147. 237. 77. 216 |dover.i df .i | SYN Att ack SYN -> SYN-ACK -> RST rej ect 16
149. 88. 156. 194 |l srael 147.237.72. 166 |aka. i df . i | SYN Attack SYN -> SYN-ACK -> RST rej ect 16
Sreamng Engine: TP Invalid i i ssi
176.13.1.7 I srael 147. 237.77. 243 |nubi l e.i df .i g =g Inval i d segnent retransmssion. . 16
Ret r ansmi ssi on Packet dropped.
46.19.86.2 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber noni t or 15
46. 19. 86. 50 I srael 147.237.72. 167 |i shuri maka. i df .i | Bad TCP sequence Inval i d ACK nunber noni t or 15
100. 100. 105. 133 147.237.72.166 |aka.idf .il dr op First packet isn't SYN drop 12
reamng BEngi ne: TCP Invali i i ssi
2.54.157. 28 I srael 147.237.72. 166 |aka. i f .i Strean g Ehgi he @ Inval id invalid segnent retransnissi on drop 12
Ret r ansmi ssi on Packet dr opped.
Sreamng Engine: TP Invalid i i ssi
79.178.6.158  |Israel 147.237.72. 166 |aka i f .11 g =g Invalid segnent retransmssion. . 12
Ret r ansmi ssi on Packet dropped.
Russi an o Sreaning Engine: TCP Invalid invalid segrent retransmssion.
66. 249. 81. 215 erati on 147.237. 77. 216 |dover.idf .i | Ret 1 ansmi ssi on Packet dr opped. drop 12
Sreamng Engine: TP Invalid i i ssi
64.233.172. 171 |United Sates |147.237.77. 216 |dover.idf i1 g =g Invalid segnent retransmssion. . 12
Ret r ansmi ssi on Packet dropped.
70. 158. 100. 8 Uited Sates [147.237.77.216|dover.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 9
Sreamng Engine: TCP Invalid i i ssi
176.13.17.129 |israel 147.237.0.19  |nadi matal .idf.il 9 =g Invalid segnent retransmssion. | 8
Ret r ansmi ssi on Packet dr opped.
46.116.179. 245 i srael 147.237.0.34  |tikshuv.idf.il Bad TCP sequence SNretransmt wth different oo g
W ndow scal e
185.3.144.109 |l srael 147.237.72. 166 |aka i df .i | Bad TCP sequence I'nval i d ACK nunber nonitor |8
Sreamng Engine: TCP Invalid i i ssi
64.233.172. 155 |Whited Sates |147.237.77.216 |dover.idf. il g =g Invalid segnent retransmssion. . 8
Ret ransmni ssi on Packet dropped.
Sreaning Engine: TCP Invalid i i SSi
64.233.172.163 |lhited Sates |147.237. 77. 216 |dover.idf il 9 =g Invalid segnent retransmssion. . 8
Ret r ansmi ssi on Packet dr opped.
70. 158. 100. 8 Wited Sates |147.237.77. 243 |nobile.idf .il SYN Att ack SYN -> SYN-ACK -> RST rej ect 8
46.19. 85. 88 I srael 147.237.0.16 Fl’"kOSher'kra""'df' SYN At t ack SYN -> SYN-ACK -> RST rej ect 8
91.2.242.183 Ger many 147.237.77. 216 |dover.idf.il SYN Att ack SYN -> SYN-ACK -> Ti neout alert
213.57.128.170 |israel 147. 237. 72. 166 |aka.i df .i | SYN Att ack SYN -> SYN-ACK -> Timeout |alert
Sreanming Engine: TCP Invalid i i SSi
80. 246. 130. 116 |l srael 147. 237. 77. 216 |dover. i of . i | 9 =g Invalid segnent retransmssion. |, 6
Ret r ansmi ssi on Packet dr opped.
94.230.86.237 |lIsrael 147.237.72. 166 |aka i df .i | Bad TCP sequence I'nval i d ACK nunber nonitor |6
Sreaning Engine: TCP Invalid i i SSi
109. 67.50.66 |l srael 147. 237. 72. 166 |aka i f . i 9 =g Invalid segnent retransmssion. g 6
Ret ransmi ssi on Packet dr opped.
Sreamng Engine: TP Invalid i i ssi
77.125.113. 108 | srael 147.237.72. 166 |aka i f .11 g =g Invalid segnent retransmssion. g 6
Ret r ansmi ssi on Packet dropped.
Sreaning Engine: TCP Invalid i i SSi
80.246. 136. 109 I srael 147.237.72. 166 |aka. i df . i g =g Invalid segnent retransmssion. g 6
Ret r ansmi ssi on Packet dr opped.
185. 3. 146. 86 I srael 147.237.72. 166 |aka.i df .il Bad TCP sequence Inval i d AGK nunber aert 6
Sreaning Engine: TGP Invalid i i sSi
79.181.99.83  |Israel 147. 237. 72. 166 |aka i of . i | 9 =g Invalid segnent retransmssion. | 6
Ret ransmi ssi on Packet dropped.
37.142.64. 32 I srael 147.237.72. 166 |aka i df .i | Bad TCP sequence I'nval i d ACK nunber nonitor |6
Sreaming Engine: TCP Invalid i i ssi
66.249.69.34  |Wited Sates |147.237.77.216 |dover.idf. il g =g Invalid segnent retransmssion. 6
Ret ransmi ssi on Packet dropped.
46. 19. 85. 59 I srael 147.237. 77. 216 |dover.idf .i | Bad TCP sequence I'nval i d ACK nunber alert 6
Sreamng Engine: TCP Invalid i i ssi
185.3.144.109  |Israel 147.237.72. 166 |aka i f .11 g =g Inval i d segnent retransmssion. g 6
Ret r ansmi ssi on Packet dr opped.
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry ‘Target Address |Site dgnature Action ‘Count
176.13.17.129 |Israel 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response CGode B ock 56
5.102.219.215 |[Israel 147.237.76.200|ei tan. aka. i df .i | Dstributed Too Many of the Sane Response Code (404) B ock 41
2.54.26. 210 I srael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock 26
176.13. 7. 235 | srael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Gode B ock 15
31.154.91.104 |[Israel 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 14
77.125.86.133 |[Israel 147.237.76.200(ei tan. aka. i df . il Dstributed Too Mainy of the Sane Response Code (404) B ock 7
- kosher-kravi . i i EVENTV/ i
46.19. 85. 88 I srael 147.237.0.17 | Y-Kosher-kravi.id|parameter Type Miolation _ ALIDATICN TN B ock 5
f.il mny-kosher-kravi .idf.il/tenpl ates/traini ng/trai ni ng. aspx
2.52.158. 31 I srael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock 5
212.113. 128. 189 z";ggom 147.237.77. 216 |dover . i df . i | Dstributed PP A tenpt B ock 3
176. 13. 0. 245 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock
176.13.7. 142 I srael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock
162. 144.248.97 [nited Sates |147.237.77.176 |mat pash. i df . il Dstributed PHP Attenpt B ock
109. 104. 115. 125 z‘;;gom 147.237.77.216|dover . i df .i | Dstributed PHP Att enpt B ock 3
2.54.166. 38 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock
46.121.112. 232 |Israel 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: Uhknown SSL Sessi on None
198. 154. 252. 207 |United Sates |147.237.77.216|dover.idf.il Dstributed PHP Attenpt B ock
. . D stributed Unhauthori zed URL Access on
185. 120. 125. 27 147.237.72. 166 |aka. i df . i | weaka, i df i1/ufi/reaction B ock 3
83.170. 125. 86 z‘;;gom 147.237.77.216|dover. i df .i | Dstributed PHP Attenpt Bl ock 3
. . D stributed Unhauthori zed URL Access on
5.28.173. 132 I srael 147.237.72. 166 |aka. i df . i | wcaka, i i1/ufi/reaction B ock 3
. - D stributed Lhaut hori zed URL Access on
185. 120. 126. 82 147.237.72. 166 |aka. i df . i | v aka i df i1/ ufi/reaction B ock 3
] . . D stributed Unhauthori zed URL Access on
107.178.194.79 [Wited Sates |147.237.77.216(dover.idf.il v i df i | / 1133- 22461- he/ dover . aspx. B ock 2
198. 154. 252. 207 |lhited Sates |147.237.77.216|dover.i df .i | Uhaut hori zed URL Access to waw i df.il/index. php B ock 2
212.113. 128. 189 LK*i"rfgegom 147.237.77. 216 |dover. i df . i | Ml tipl e Unaut horized URL Access from 212.113. 128. 189 B ock 2
; . . D stributed Lhaut hori zed URL Access on
204.13.200.200 |[wited Sates [147.237.77.216|dover.idf.il v i df i | / 1133 22461- he/ dover . aspx. B ock 2
37.142.184.202 |[israel 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: si gal gs DS Attack None 2
84.108.8.76 | srael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Gode B ock 2
46. 19. 86. 97 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 2
95.86.125.134 |[Israel 147.237.77. 216 |dover.i df .i | Dstributed Uhaut hori zed URL Access on v i df.il/ufi/reaction/ B ock 2
198. 154. 252. 207 |Uhited Sates [147.237.77.216|dover.idf.il D stributed Adnin B ocking B ock 2
37.26.146.202 |Israel 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 2
46.19. 86. 177 I srael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock 2
83. 170. 125. 86 LKJ?'r:gegom 147.237.77. 216 |dover . i df . i | Distributed Adnin B ocking B ock 2
46. 19. 85. 90 I srael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock 2
109. 104. 115. 125 zlnt:gom 147.237.77. 216 |dover.i df .i | Uhaut hori zed URL Access to waw i df.il/index. php B ock 2
185. 3. 146. 188 |l srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 2
. . . Unhaut hori zed URL Access to
109. 64.57.192 |l srael 147.237.77. 243 |nobi l e. i df . i | nobi | e, o i |/ cat egoryt enpl at es/ | i st chi | ddocunent s/ 1152 B ock 2
176.13.10.113 |Israel 147.237.77.243|nobi | e. i df . i | Mil tipl e Uhaut hori zed UR. Access from 176.13.10. 113 B ock 2
212.113. 128. 189 Ei"";gegom 147.237.77. 216 |dover. i df . i | Distributed Adnn B ocki ng B ock 2
176.12.151.31 |Israel 147.237.72. 166 |aka. i df . i | Unt raceabl e SSL Sessi ons: sigal gs DoS At ack None
46. 19. 85. 105 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock
162. 144.248.97 |[lhited Sates [147.237.77.176|nat pash. i df . il Distributed Adnin Bl ocki ng Bl ock
109. 104. 115. 125 LKJ?'r:gegom 147.237.77. 216 |dover . i df . i | Distributed Adnin B ocking B ock 2
. - . Unhaut hori zed URL Access to
176.13.10. 113 |[lIsrael 147.237.77.243|nobi | e.i df . i | nobi | e, o . i |/ cat egoryt enpl at es/ | i st chi | ddocunent s/ 1362 B ock 2
46.19.86.155  |[israel 147.237.72. 166 |aka. i df . i | llegal Byte Code Character in URL /main/kapatz//res Bl ock 1
our ces/ i nages/ i nner page/ goback. gi f
5. 29. 109. 65 I srael 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mode None 1
79.183. 107. 232 |l srael 147.237.76.42 |refuah.idf.il Dstributed PHP A tenpt B ock 1
46.19. 85. 114 I srael 147.237.72. 166 |aka. i df . i | Lhtraceabl e S3. Sessi ons: sigal gs DoS Atack None 1
89.139.46.130 |[Israel 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: sigal gs DS Attack None 1
79.177.133.181 [Israel 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: sigal gs oS Attack None 1
. . D stributed Lhaut hori zed URL Access on
109. 186. 112. 204! srael 147.237.72. 166 |aka. i df . i | wwe aka i df i1/ ufi/reaction B ock 1
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