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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site |Signature |Device Action |Count |
167. 114. 156. 16 Canada 147.237.77.216 dover.idf.il DCS5- Tool - Swi t chbl adG dest - r eset 3713
81.218. 241. 26 | srael 147.237.72. 166 aka. idf.il Anonal y- TLS-renegoti ation-d i dest - r eset 104
81.218. 241. 26 | srael 147.237.72. 167 ishurimaka.idf.il |Anonal y-TLS renegotiation-di dest - reset 94
79.183. 14. 170 I srael 147. 237.72. 156 anan. i df.il Block Udp Al Nets drop 6

115. 239. 228. 8 Chi na 147.237.0. 33 idf.il Frk_Under Attack Con Htp drop 2

0.0.0.0 147.237.77. 216 dover.idf.il HITP Page H ood Attack drop 2

115. 239. 228. 8 Chi na 147.237.0. 33 idf.il Frk Purple Gon_Limt Htp drop 1

195. 154. 217. 114 France 147.237.77. 216 dover.idf.il SYN H ood unverified cooki e drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Gountry | Target Address |Site ‘Sgnaiure Devi ce Action |Count |
195. 154. 217. 114 |France 147.237.77.216 |dover.idf.il[9221: HTTP. PUT Met hod Execution over HTTP/ WbDAV Bl ock 1
195. 154. 191. 213 |France 147.237.77.216 |dover.idf.il|9221: HTTP: PUT Method Execution over HTTP/ VbDAV B ock 1
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|Top Attackers In |D|

Attacker Address |Target Addr ess |Attacker Qountry |Ste |Signature |Count |
77.125. 137. 80 147. 237.72. 166 I srael aka.idf il portscan: TCP O stributed Portscan 1
46.19. 85. 44 147.237. 72. 166 I srael aka.idf.il portscan: TCP O stributed Portscan 1
176.12. 148. 111 147.237.77. 216 I 'srael dover . idf.il portscan: TCP DO stributed Portscan 1
132. 67. 172. 199 147.237.77. 216 I srael dover.idf.il portscan: TCP O stributed Portscan 1
109. 67. 41. 188 147.237.77. 216 I srael dover.idf.il portscan: TCP O stributed Portscan 1
84.109. 32. 9 147.237.77. 216 I 'srael dover . idf.il portscan: TCP DO stributed Portscan 1
80. 246. 136. 103 147.237.77. 216 I srael dover.idf.il portscan: TCP O stributed Portscan 1
62.219. 142, 122 147.237. 72. 166 I srael aka.idf.il portscan: TCP O stributed Portscan 1
37.26. 146. 230 147.237.77. 216 I 'srael dover . idf.il portscan: TCP DO stributed Portscan 1
195. 34. 150. 18 147.237.77. 216 Austria dover.idf.il Tehila - Perl LW with fake user agent 1
162. 248. 54. 64 147.237.8. 27 Lhited States e.nadi matal .idf.il ET SCAN NVAP -sS wi ndow 1024 1
109. 186. 149. 103 147. 237. 72. 166 I 'srael aka.idf.il portscan: TCP DO stributed Portscan 1
91. 201. 236. 113 147.237.8.28 krai ne e.nobi | e-ks.idf.il ET SCAN NVAP -sS w ndow 1024 1
84.108. 126. 3 147.237.77. 216 I srael dover.idf.il portscan: TCP O stributed Portscan 1
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|Top Attackers In FW |

At acker

count ry Target Address |Ste Signature
212. 235. 98. 139 |I srael 147. 237.72. 166 |aka. i df .i | drop First packet isn't SWN drop 225
46. 19. 86. 98 I srael 147.237.72.167 |ishurimaka. i of .i[Bad TCP sequence Invalid ACK nunber noni t or 73
46.19. 86. 13 I srael 147.237.72. 167 |ishurimaka.idf .i|[Bad TCP sequence Inval i d ACK nunber noni t or 68
107.167. 105. 92 |Lnited Sates [147.237. 77. 216 |dover.idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 43
Sreamng Engine: TCP Invalid i i ssi
66.249.81. 212 |Wited Sates |147. 237. 77. 216 |dover. i df .i 9 =g Inval i d segnent retransmssi on. drop 40
Ret ransm ssi on Packet dropped.
41. 33. 231. 90 Egypt 147.237. 77. 216 |dover.idf.il drop SAMrul e drop 36
100. 100. 88. 100 147.237.72. 166 |aka. i df .i | drop First packet isn't SN drop 25
s SWNretransmit wth different .
212.143.71.19 |Israel 147.237.76. 42 |refuah.idf.il Bad TCP sequence wi ndow scal e noni t or 24
100. 100. 34. 44 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 24
79. 178. 104. 145 |l srael 147.237.72. 156 |anan.idf . il drop Frst packet isn't SYN drop 18
Sreaming Engine: TGP Invalid i i ssi
66.249. 81. 218 |Wnited Sates [147.237.77.216|dover.idf.il 9 =g Invalid segent retransmssion. drop 18
Ret ransm ssi on Packet dropped.
100. 100. 34. 44 147.237.76.42 |refuah.idf.il drop First packet isn't SW drop 17
80. 246. 133. 215 [l srael 147.237.77. 233 |atal .idf.il Bad TCP sequence Inval i d ACK nunber noni t or 15
80. 246. 133. 215 |I srael 147.237.77. 233 |atal .idf.il Bad TCP sequence Invalid ACK nunber alert 14
100. 100. 77. 33 147.237.72. 166 |aka. i df .i | drop First packet isn't SN drop 14
Sreaming Engine: TGP Invalid i i ssi
176. 12. 148. 195 |I srael 147. 237. 77. 243 |robi 1 e. i of . i | 9 =g nval i d segnent retransmssi on. drop 14
Ret r ansn ssi on Packet dr opped.
100. 100. 73. 66 147.237.72. 166 |aka. i df . il dr op Frst packet isn't SN drop 13
213.57.134.73 |Israel 147.237.72. 166 |aka.idf . il SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 12
100. 100. 95. 92 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 12
46.19. 85.0 I srael 147.237.77. 216 |dover.i df .i | Bad TCP sequence Inval i d ACK nunber aert 12
54.244.22.103 |[lhited Sates |147.237.77.233|atal.idf.il drop Frst packet isn't SYN drop 12
79.183.57.223 |Israel 147.237.77. 216 |dover. i df .i Bad TCP sequence Inval i d ACK nunber noni t or 12
46.19.85.0 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 12
81.218.241.26 |[lIsrael 147.237.72. 166 |aka.i df . il drop Frst packet isn't SYN drop 12
46.19.85.214  [Israel 147.237.76.42 |refuah.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 11
r N ine: TCP Invali i i ssi
77.125.137.80 |israel 147.237.72. 166 |aka.i df . i1 Streamng Engi ne: TCP alid Inval i d segnent retransmssi on. drop 9
Ret ransm ssi on Packet dropped.
Sreaming Engine: TGP Invalid i i ssi
94.230. 93. 241 |Israel 147.237.77. 216 |dover i df . 9 =g vl i d segnent retransmssi on. drop 9
Ret r ansn ssi on Packet dr opped.
213.57.134. 121 |I srael 147.237.72. 166 |aka.i df .i | SYN At t ack SYN -> SYN-ACK -> Ti neout rej ect 9
Sreamng Engine: TCP Invalid i i ssi
2.54.3. 40 I'srael 147.237.72. 166 |aka. i of . i 9 =g nval i d segnent retransmssi on. drop 9
Ret ransm ssi on Packet dropped.
46.19.85.214  [Israel 147.237.76.42 |refuah.idf.il Bad TCP sequence Inval id ACK nunber aert 9
Sreamng Engine: TCP Invalid i i ssi
109. 65. 200. 43 |Israel 147. 237, 72. 166 |aka i of . i 9 =g Inval i d segnent retransmssi on. drop 9
Ret ransm ssi on Packet dropped.
81.218.241.26 |Israel 147.237.72. 167 |i shuri maka.i of . i [dr op First packet isn't SYN drop
213.57.142. 186 |I srael 147.237.77. 216 |dover.i df .i | SYN At t ack SYN -> SYN-ACK -> Ti neout rej ect 8
. . SYNHAK retransmit with different .
213.57.143. 47 |Israel 147.237.72. 166 |aka. i df .i Bad TCP sequence vi ndow scal & noni t or 7
213.57.143.47 |Israel 147.237.72. 166 |aka.idf .il SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 7
100. 100. 95. 92 147.237.76. 42 |refuah.idf.il dr op Frst packet isn't SN drop 6
Sreaming Engine: TGP Invalid i i ssi
132.66.43.77 |israel 147.237.72. 166 |aka. i df . 9 =g vl i d segnent retransmssi on. drop 6
Ret r ansn ssi on Packet dr opped.
Sreanming Engine: TGP Invalid i i SSi
84.228.32.234 |Israel 147.237.72. 166 |aka.i df . i1 9 =g Inval i d segnent retransmssi on. drop 6
Ret ransm ssi on Packet dropped.
100. 100. 70. 117 147.237.72. 166 |aka. i df . il dr op First packet isn't SYN drop 6
212.179. 21. 194 [l srael 147.237.76. 177 |ncore.idf il Bad TCP sequence Inval i d ACK nunber noni t or 6
Sreamng Engine: TCP Invalid i i ssi
109. 67. 157. 60 |Israel 147. 237, 72. 166 |aka i of . i 9 =g Inval i d segnent retransmssi on. drop 6
Ret ransm ssi on Packet dropped.
Sreaming Engine: TGP Invalid i i ssi
2.54.4.37 I'sr ael 147.237.77. 243 |nobi l e.i df .1 9 =g Invalid segent retransmssion. drop 6
Ret ransm ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
149.78. 184. 181 |I srael 147. 237.77. 243 |mobi l e. i f . i 9 =g Inval i d segnent retransmssi on. drop 6
Ret ransm ssi on Packet dropped.
Sreaming Engine: TGP Invalid i i ssi
77.127.26.242 |israel 147.237.72. 166 |aka i df . i 9 =g Invalid segent retransmssion. drop 6
Ret ransm ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
5.22.134.157 |l srael 147. 237, 72. 166 |aka i of . i 9 =g Inval i d segnent retransmssi on. drop 6
Ret ransm ssi on Packet dropped.
213.57.134. 121 [l srael 147.237.72. 166 |aka. i df .i | SYN At t ack SYN -> SYN-ACK -> Ti neout aert 6
Streaning Engine: TCP Invalid Inval i d segnent retransnission
203. 127. 96. 235 |S ngapore 147.237.77. 216 |dover.i df i S ' dro 6
9apa Ret ransm ssi on Packet dropped. P
Sreaming Engine: TGP Invalid i i ssi
109. 67. 166. 153 |I srael 147. 237. 72. 167 |i shuri maka. i of . i 9 =g nval i d segnent retransmssi on. drop 6
Ret r ansn ssi on Packet dr opped.
46.19. 85. 84 I srael 147.237.72. 166 |aka.i df .i | Bad TCP sequence Invalid ACK nunber noni t or 6
37.26.146. 184 |[lsrael 147. 237. 72. 156 |anan. i df . i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 6
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|Top Attackers In V\AF|

A tacker

Devi ce

ount ry Target Address |[Site Sgnature Action ‘Count
176. 12. 145. 131 |l srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 38
2.54.137.22 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 32
46.19.85.207 |Israel 147.237.0.19 [madi matal .idf.il D stributed Suspici ous Response Code B ock 20
46.19.85.197 |israel 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 17
79.183.112. 43 |[Israel 147.237.72. 166 |aka. i df . i | Ml tipl e Unaut hori zed Method for Known URL from 79.183. 112. 43 B ock 7
80. 246. 136. 194 I srael 147.237.0.19 [madi matal .idf.il D stributed Suspici ous Response Code B ock 6
82.81.0. 240 | srael 147.237.72. 166 |aka. i df . i | Mitiple Illegal Byte Gode Character in URL from82. 81.0. 240 B ock 5
176.12. 144. 10 |Israel 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 3
46.19. 85. 18 I srael 147.237.0.19 [madi matal .idf.il D stributed Suspici ous Response Code B ock 3
79.178. 108. 112 |l srael 147.237.72. 166 |aka. i df . i | Mil tipl e Unaut hori zed Method for Known URL from79.178.108.112 |B ock 3
157.55.39. 226 |hited Sates|147. 237. 76. 147 |chi nuch. aka. i df . i | m;wﬁhig al‘ﬂguf z?”l szioﬁtﬁfcess on Bl ock 3
132.74.216. 24 |[Israel 147.237.77. 170 [maar achot . i df . i | Uhaut hori zed URL Access to maarachot.idf.il/pdf/files/6/109496. pdf  |B ock 2
2.54.56.164  |Israel 147.237.0.17 g;nlyl kosher -kravi . i Dstributed I11egal Paraneter Encoding None 2
208. 184. 112. 75 |Uni ted Sates|147. 237. 77. 216 [dover . i df . i | D stri buted 1?;;};;;;;?&%\/??5&” Bock |2
176.13.22.80 |[lIsrael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 2
Dstributed Paraneter Type Mol ation on
46.19.85.214 |israel 147.237.76.42 |refuah.idf.il w refua. atal .idf.il/1518-hel ref uah. aspx par anet er B ock 2
ct | 00$Cont ent Pl aceHbl der 1$t xt Last Nane
107. 178. 194. 83 |Uni ted Sates [147. 237. 77. 216 |dover . i df . | D stri buted 1?;;};%;;?&%\/??5&” Bock |2
84. 228. 199. 108 | srael 147. 237.72. 166 |aka. i df . i | V%;Vt ;;(gult gfd. iLf"f#;ihr?/r; ;fﬁarﬁn :e‘ﬁisesd on B ock 2
79.181.17. 248 |Israel 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: si gal gs DS Attack None 2
131. 253. 25. 174 |Lhited Sates|147. 237. 76. 147 |chi nuch. aka. i df . i | Uhaut hori zed URL Access to waw chi nuch. aka. i df . il/404. htm Bl ock 2
84.111. 184. 168 |l srael 147.237.77.74 |lawidf.il PHP Attenpt B ock 2
109. 67. 8. 21 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: si gal gs DS Attack None 2
212.143.71.19 |israel 147.237.76.42 |refuah.idf.il ?‘rﬂotn'gfz'?rsw?dlthllgm fuidth tnicode Encoding on R/ Paraneter(+) g o0 1
79.181.129. 129 |I srael 147.237.72. 166 [aka. i df . i | D stributed Suspicious Response Code_Qust om Tenpor ary B ock
176. 12. 145. 131 [l srael 147.237.0.19 |[madi matal .idf.il Too Many 404: Response Code per Session B ock
107.178.194. 79 |Wi ted Sates|147. 237. 77. 216 |dover . i df . i | D stri ot ec 1?;;}2;’;5?%%\/??:&” Hock |1
37.26.149. 150 |[Israel 147.237.77.243|nobi l e. i df . i | D stributed Lhaut hori zed URL Access on nobil e.idf.il/sachar/index B ock 1
85. 250. 110. 59 [Israel 147. 237.72. 166 |aka. i df . i | @arwararfaelr f??/g;i)r'v\sa‘;'hjri/?lgiis?r ot onwi zar d eqi st er . aspx None 1
199. 203.215.1 |[Israel 147.237.72. 166 [aka. i df . i | Uhaut hori zed Method POST for ww aka.idf.il/main/sachar/faqg. aspx  |B ock 1
79.176. 179. 130 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessions: sigal gs DS Attack None 1
176.12. 136. 161 |l srael 147.237.72. 166 |aka. i df . i | Lhtraceabl e S3. Sessi ons: sigal gs DoS Atack None 1
66. 249. 67. 138 |l srael 147.237.72. 156 [anan. i df . i | Uhaut hori zed LRL Access to list.ips.gov.il/ B ock 1
Unknown Par anet er
84.108.232.65 |lsrael 147.237.72. 166 |aka. i df . i | ct 1 00$ct | 00$cphMai n$cphSachar $enpl oynent St at usDay i n None 1
ww aka. i df . i1/ nai n/ sachar/ paysl i ps. aspx
184. 105. 139. 67 |Lhited Sates|147.237.77. 216 |dover.idf.il Unaut hori zed URL Access to 147.237.77.216/ B ock 1
46.19.86.134 |[Israel 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessi ons: sigal gs oS Attack None 1
109. 65.0. 131  |[Israel 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: si gal gs DS Attack None 1
79. 183. 165. 249 |l srael 147.237.77. 170 [maar achot . i df . i | Uhaut hori zed URL Access to maarachot . idf.il/xnrpc. php B ock 1
176.13.8.67 I'sr ael 147.237.0. 17 (ro; .niy|- Kosher-kravi. | :T!L;?ijos?érﬁtae\:i E:]g?d: In?a: r;?(/icr: eat ecapt chai nage. aspx None !
79.179.2.180 |Israel 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessions: sigal gs oS Attack None 1
93.172.19.220 |[Israel 147.237.72. 166 |aka. i df . i | Lhtraceabl e S3. Sessi ons: sigal gs DoS Atack None 1
208.184. 112. 74 |Wited Sates|147. 237. 77. 216 |dover . i df . | m:id?f”ﬁ? lT;;fggégg?ﬂeﬁvﬁffsspﬁn Bock |1
185. 120. 125. 25 147.237.72. 166 |aka. i df . i | Lnt raceabl e SSL Sessi ons: sigal gs DoS At ack None 1
66.249. 79. 218 |Israel 147.237.72. 166 |aka. i df . i | ﬂ‘;“;ggr if;‘ﬁggxﬁgffotrﬂ ol sl showd ar um asp Bl ock 1
149. 88. 110. 177 |I srael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: Unhknown SSL Sessi on None 1
5. 20. 149. 49 Li t huani a 147.237.77.216|dover. i df .i | Distributed Wauthori zed URL Access on v i df .i|/xmrpc. php Bl ock 1
84.111. 184. 168 |l srael 147.237.77.74 [lawidf.il Uhaut hori zed URL Access to waw nag. i df.il/xmrpc. php B ock 1
2.52.62.44 I srael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: sigal gs oS Attack None 1
80. 246. 137. 168 |l srael 147.237.72. 166 |aka. i df . i | D stributed Suspici ous Response Code_Qust om Tenpor ary B ock 1
176.13. 21. 214 |[Israel 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: si gal gs DS Attack None 1
52.23.156.32 |Wnited Sates|147.237.76.31 |nakchal .idf.il m“;;‘fr:ﬁ%ftﬁ /fgﬁgf; ;;’/ har ec user cont rol & header upper B ock 1
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