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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site |Signature |Device Action |Count |
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il DOS- Tool - Swi t chbl adG dest - r eset 3643
168. 235. 197. 212 Lhited Sates 147.237.77. 216 dover.idf.il JLM Dover _Gon Linmt_Htps drop 29
176.13.11. 195 | srael 147.237.77. 216 dover.idf.il SYN H ood out of context drop 8
168. 235. 197. 212 Lhited Sates 147.237.77. 216 dover.idf.il JLM Dover Con Limt Htp drop 3
115. 231. 222. 40 Chi na 147.237.76. 148 gogcenter.aka. idf.il |JLM Under Attack Con Htp drop 2
168. 235. 197. 212 Lhited Sates 147.237.77. 216 dover.idf.il F Dover Under Attack Con Htp drop 2
123. 151. 42. 61 Chi na 147.237.76. 31 nakchal .idf.il JLM Under At tack_Con_Udp drop 1
93.174. 93. 151 Net her | ands 147.237.76. 201 e.atal.idf.il Bl ock_Udp All _Nets drop 1
168. 235. 197. 212 Lhited Sates 147.237.77. 216 dover.idf.il F Dover Under Attack Con H ps drop 1
123.151. 42. 61 Chi na 147.237.76. 31 nakchal .idf.il JLM Purple Con Linit Udp drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qount ry |Target Addr ess |Site |S gnature Devi ce Action |Oount |
109. 186. 160. 125 |l srael 147.237.77.170 |maarachot.idf.il C1000004: HITP: options nethod (M crosoft) B ock 9
146. 216. 2. 65 Shi t zerl and 147.237.76.31 |nakchal .idf.il C1000004: HTTP. options nethod (M crosoft) B ock 3
195. 154. 180. 22  |France 147.237.77.216 |dover.idf.il 9221: HTTP. PUT Method Execution over HTTP/ VbDAV Bl ock 1
81.218.97. 114 | srael 147.237.77.216 |dover.idf.il C1000004: HITP: options nethod (M crosoft) B ock 1
195. 154. 215. 76  |France 147.237.77.216 |dover.idf.il 9221: HTTP. PUT Method Execution over HTTP/ VbDAV B ock 1
212.235.62.200 |lsrael 147.237.77.216 |dover.idf.il C1000004: HTTP. options nethod (M crosoft) B ock 1
217.132.81.29 | srael 147.237.72.166 |aka.idf.il C1000004: HITP. options nethod (M crosoft) B ock 1
188. 165. 15. 200 |France 147.237.0.15 kosher-kravi .idf.il |28 HITP.  AwrefBot craw er B ock 1
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|Top Attackers In |D|

Attacker Address |Target Addr ess |Attacker Quntry |Ste |Signature |Count |
176. 13. 9. 247 147.237.72.166 |Israel aka. idf.il I NDI CATOR- SCAN nyscan 2
176. 13. 9. 247 147.237.72.166 |Israel aka.idf.il GPL SCAN nyscan 2
176.12. 139. 79 147.237.72.166 |[lsrael aka.idf.il portscan: TCP O stributed Portscan 1
109. 67. 60. 93 147.237.72.166 |lsrael aka idf.il portscan: TCP O stributed Portscan 1
62. 128. 48. 130 147.237.77.216 |[Israel dover.idf.il portscan: TCP O stributed Portscan 1
2.54.160. 151 147.237.77.216 |[lsrael dover.idf.il portscan: TCP O stributed Portscan 1
198. 20. 69. 98 147.237.76.38  [lhited Sates eeneitav.idf.il [ET DROP Dshiel d B ock Listed Source 1
176.13.6. 75 147.237.72.166 |lsrael aka idf.il portscan: TCP O stributed Portscan 1
167.114.156.16  |147.237.77.216 |Canada dover.idf.il portscan: TCP O stributed Portscan 1
81.218. 78. 66 147.237.72.166 |lsrael aka idf.il portscan: TCP O stributed Portscan 1
5.29. 71. 204 147.237.72.166 |lsrael aka idf.il portscan: TCP O stributed Portscan 1
210.50.197. 154  |147.237.72.167 [Austraia ishurimakaidf.il |ET SCAN NVAP -sS w ndow 4096 1
195. 154.215. 76 |147.237.77.216 |France dover.idf.il LOCAL RULES - Request with the string install.phpinit 1
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|Top Attackers In FW |

Devi ce

Attacker Address |Attacker Qountry Target Address |Ste Signature Action ‘Count
168. 235. 197. 212|Uhited Sates 147.237.77. 216 |dover.idf.il SYN Att ack SYN -> SYN-ACK -> Ti meout rej ect 86
212.235.98.139 |lsrael 147.237.72. 166 |aka. i df . i drop Frst packet isn't SN drop 67
Sreaning Engine: TGP Invalid i i sSi
66.249.81.212 |tnited Sates 147.237.77. 216 |dover. i df . i 9 =g Invalid segnent retransmssion. |, 52
Ret ransm ssi on Packet dropped.
100. 100. 62. 204 147. 237. 72. 166 |aka.i df .i | drop First packet isn't SW drop 48
Sreanming Engine: TCP Invalid i i ssi
209. 88. 183. 121 |Israel 147. 237. 76. 200 |ei tan. aka. i df .| 9 =g Inval id segnent retransmssion. |, ., 36
Ret r ansmi ssi on Packet dr opped.
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 35
62.0.209. 129 | srael 147.237.72. 166 |aka. i df . i drop Frst packet isn't SN drop 35
100. 100. 84. 58 147.237.72. 166 |aka.idf . il dr op Frst packet isn't SYN drop 34
80. 246. 130. 235 || srael 147.237.76.42 |refuahidf.il  |Bad TCP sequence SWretransmt with different ooy or  [a1
w ndow scal e
213.6.8.4 glcf;i'géa” Territory147. 237. 77. 176 |nat pash. icf. il |dr op Frst packet isn't SIN drop 25
100. 100. 60. 53 147.237.72. 166 |aka.i df .i | drop Frst packet isn't SN drop 24
46. 116. 105. 196 [l srael 147.237.76.86 |navy.idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 19
217.194. 195. 141 |l srael 147.237.72. 166 |aka.idf . il dr op Frst packet isn't SN drop 19
Sreaning Bngine: TQP Invalid i i SSi
66.249.69.26  |Uited Sates 147. 237, 77. 216 |dover. i df . 9 =g Inval id segnent retransmssion. |, . 18
Ret r ansmi ssi on Packet dr opped.
R SYNretransmt wth different .
85.250. 72.129 |Israel 147.237.76.42 |refuah.idf.il Bad TCP sequence wi ndow scal e moni tor |14
reamn ine: TCP Invali i i Ssi
66.249.81. 218 |lnited Sates 147.237.77. 216 |dover. i df . i Streamng Engi ne: TCP alid |invalid segnent retransnissi on drop 14
Ret r ansmi ssi on Packet dr opped.
Sreaning Engine: TCP Invalid i i ssi
2.54.135.122  |Israel 147. 237. 76. 200 |ei tan. aka. i df . 9 =g Inval id segnent retransmssion. |, ., 12
Ret ransmi ssi on Packet dr opped.
reamn ine: TCP Invali i i Ssi
46.19.86.145  [Israel 147.237.72. 166 |aka. i df .i | Stream g Engine P Inval i d finvalid segnent retransnission drop 12
Ret r ansmi ssi on Packet dr opped.
Sreaning Engine: TCP Invalid i i ssi
46.19.86.196  |Israel 147. 237. 76. 200 |ei tan. aka. i df .| 9 =g Inval id segnent retransmssion. |, ., 12
Ret ransmi ssi on Packet dr opped.
reamn ine: TCP Invali i i Ssi
134.191.232.71 |Israel 147. 237. 77. 216 |dover . i df . i | Stream g Engine P Inval i d finvalid segnent retransnission drop 12
Ret r ansmi ssi on Packet dr opped.
Sreanming Engine: TCP Invalid i i ssi
82.81.44.167  |Israel 147.237.72. 166 |aka. i df . 9 =g Invalid segnent retransmssion. | ., 12
Ret ransmi ssi on Packet dr opped.
100. 100. 88. 63 147.237.72. 166 |aka.i df .i | drop Frst packet isn't SN drop 12
46.19. 85. 42 I srael 147.237.72. 166 [aka.i of .i Bad TCP sequence Invalid AGK nunber moni tor |12
46. 19. 85. 152 I srael 147.237.76.42 |refuah.idf.il Bad TCP sequence I'nval i d ACK nunber alert 11
46.19. 85. 152 | srael 147.237.76.42 |refuah.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 11
Sreamng Engine: TCP Invalid i i ssi
79.177.51.119  |israel 147. 237.72. 166 |aka. i of .11 9 =g Inval i d segnent retransmssion. |, ., 9
Ret r ansmi ssi on Packet dr opped.
109. 253.78. 222 |Israel 147.237.77. 212 |e.dover.idf.il  |Bad TCP sequence SN retransmt with different —fpnivor o
W ndow scal e
204.13.200. 200 |lhited Sates 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop
192. 114. 105. 254 |l srael 147.237. 72. 167 |i shuri maka.i df . i [dr op Frst packet isn't SYN drop
reamn ine: TCP Invali i i Ssi
176.12. 140. 133 |Israel 147.237. 7. 243 |noti L e i o i1 | €M NG Engine: TGP alid |invalid segnent retransnissi on drop 8
Ret r ansmi ssi on Packet dr opped.
81.218.241.26 |lsrael 147.237. 72. 156 |anan. i df . i drop First packet isn't SYN drop 8
46. 19. 85. 212 I srael 147.237.72. 166 |aka. i of .i1 Bad TCP sequence I'nval i d ACK nunber monitor |7
46. 19. 86. 15 | srael 147.237.72. 167 |ishurimaka. i df .i [Bad TCP sequence Inval id ACK nunber noni t or 7
46. 19. 86. 183 I srael 147.237.77. 233 |atal .idf.il Bad TCP sequence I'nval i d ACK nunber nonitor |7
Sreaning Engine: TCP Invalid i i SSi
62.219.132.81 | srael 147.237.72. 166 |aka.i df . g =g Invalid segnent retransmssion. —q ., 6
Ret ransm ssi on Packet dr opped.
46.121. 145. 152 |l srael 147.237.72. 166 [aka.i of .i Bad TCP sequence Invalid AGK nunber monitor |6
Sreaning Engine: TGP Invalid i i sSi
82.81.129.224 |Israel 147.237.72. 166 |aka.i df . i1 9 =g Invalid segnent retransmssion. |, 6
Ret ransm ssi on Packet dr opped.
Sreaming Engine: TCP Invalid i i ssi
212. 143. 240. 205|i srael 147. 237.77. 243 |mobi l e. i o i 9 =g Invalid segnent retransmssion. |, 6
Ret r ansni ssi on Packet dr opped.
Sreaning Engine: TGP Invalid i i sSi
132.65.125.89 |Israel 147.237.72. 166 |aka.i df . i 9 =g Invalid segnent retransmssion. |, 6
Ret ransm ssi on Packet dr opped.
46.120.25.114 |israel 147. 237. 72. 166 |aka.i df .i | Bad TCP sequence Invalid AGK nunber monitor |6
84.108. 192. 240 |l srael 147.237.72. 166 |aka.i of .il Bad TCP sequence I'nval i d ACK nunber nonitor |6
Sreaning Engine: TQP Invalid i i SSi
2.54.8. 242 I'sr ael 147.237.72. 166 |aka.i df . g =g Invalid segnent retransmssion. |y, 6
Ret ransm ssi on Packet dr opped.
Sreamng Engine: TCP Invalid i i ssi
66.249.69.34  |nited Sates 147. 237. 77. 216 |dover. i df .i 9 =9 Inval i d segnent retransmssion. |, ., 6
Ret r ansmi ssi on Packet dr opped.
Sreaning Engine: TQP Invalid i i SSi
41.60.69.223 |zanbia 147. 237.76. 200 |ei tan. aka. i of .| g =g Invalid segnent retransmssion. g, 6
Ret ransm ssi on Packet dr opped.
Sreamng Engine: TCP Invalid i i ssi
134.191. 232. 69 |Israel 147.237.77. 216 |dover. i f . i1 9 =9 Inval i d segnent retransmssion. |, ., 6
Ret r ansmi ssi on Packet dr opped.
84.94.194.128 |lsrael 147.237.72. 166 |aka.idf .il SYN Attack SYN -> SYN-ACK -> RST rej ect 6
. ) SYNtAXK retransmt with )
46. 19. 85. 24 | srael 147.237.72. 166 |aka. i df i Bad TCP sequence di fferent w ndow scal e noni t or 6
46. 19. 86. 239 I srael 147.237.72. 156 |anan.i df .il Bad TCP sequence I'nval i d ACK nunber nonitor |6
82. 80. 69. 90 | srael 147.237.72. 167 |i shuri maka. i df . i |dr op Frst packet isn't SN drop 6
46.121. 145. 152 |l srael 147.237.72. 166 [aka.i of .i Bad TCP sequence Inval i d AGK nunber aert 6
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|Top Attackers In V\AF|

Devi ce

‘Attacker Qountry |Target Address |Site Sgnature Action ‘Count
2.52.55.19 | srael 147.237.0.19 |madimatal .idf.il|{DOstributed Suspicious Response Code Bl ock 106
2.52.55.19 I srael 147.237.0.19 |nadimatal .idf.il|Dstributed Too Many of the Sane Response Code (404) B ock 88
46.19.86.140 |[Israel 147.237.0.19 |[madimatal .idf.il|Dstributed Suspicious Response Code B ock 82
176.13. 23. 159 |Israel 147.237.0.19 |madimatal .idf.il|{DOstributed Suspicious Response Code Bl ock 50
209. 88. 183. 121 |I srael 147.237.76.200|ei tan. aka. i df .i| |Distributed Too Many of the Sane Response Code (404) B ock 33
46.19.85.138 |[Israel 147.237.0.19 |[madimatal .idf.il|Dstributed Suspicious Response Code B ock 24
79.180. 18. 209 |lsrael 147.237.77.216|dover. i df . il Mil tipl e Unhaut horized URL Access from 79. 180. 18. 209 Bl ock 19
46. 19. 86. 16 I srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 18
46.19.86.140 |[Israel 147.237.0.19 |[madimatal .idf.il|Dstributed Too Miny of the Sane Response Code (404) B ock 14
176.13.21.189 |Israel 147. 237.77. 243 |nobi | e. i df . i | mﬂf ?LfT?f‘fs\;Cﬂa%icmnggg;fﬁS;mrd in Bl ock 7
82.80.69.90  [Israel 147.237.72.167 i shuri maka. i df . i ;g‘_’x%_‘gothe Sane Response Qode (404) in Session from Bl ock 7
80. 246. 136.58 |lsrael 147.237.0.19 |madimatal .idf.il|{DOstributed Suspicious Response Code Bl ock 6
80. 246. 136. 194 |Israel 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 6
31.186.228.96 [Wnited Kingdom [147.237.0.19 |nadimatal.idf.il|Dstributed Suspicious Response Code B ock 4
31.186.228.32 |Wnited Kingdom (147.237.0.19 |[nadimatal.idf.il|Dstributed Suspicious Response Code Bl ock 4
31.186.228.59 [United Kingdom |[147.237.0.19 |madi matal.idf.il|{Dstributed Suspicious Response ode B ock 3
31.186.228.30 [Wnited Kingdom [147.237.0.19 |nadimatal.idf.il|Dstributed Suspicious Response Code B ock 3
77.125.149.20 |lsrael 147.237.72. 166 |aka. i df . i | Mil tipl e Unhaut horized URL Access from 77.125. 149. 20 Bl ock 3
176. 12. 151. 214 [l srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 3
46.19.85.102 |[Israel 147.237.0.19 |[madimatal .idf.il|Dstributed Suspicious Response Code B ock 3
71.46.208.29 |Wited Sates 147.237.77. 176 |mat pash. i df . i | Dstributed PHP Attenpt Bl ock 3
178. 255. 215. 87 |France 147.237.77.216|dover . i df . il Ml tipl e Unhauthorized URL Access from 178. 255, 215. 87 B ock 3
46.19.86.104 |[Israel 147.237.0.19 |[madimatal .idf.il|Dstributed Suspicious Response Code B ock 3
31.186.228.57 |Wnited Kingdom [147.237.0.19 [nmadimatal.idf.il|Dstributed Suspicious Response Code Bl ock 3
176.13.20. 220 |[lIsrael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 3
46.19.86.110 |[Israel 147.237.0.19 |[madimatal .idf.il|Dstributed Suspicious Response Code B ock 3
46.19.85.197 |lsrael 147.237.0.19 |madimatal .idf.il|{DOstributed Suspicious Response Code Bl ock 3
2.54.17.210 I srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 3
107.178.194.79 |Wnited Sates  [147.237.77. 216 |dover. i df . | Dstri buted H‘g?t‘_t:gzgfﬂ;‘:;v’;‘ic_fssp;” B ock 2
71.46.208.29 |lhited Sates 147.237.77. 176 |nat pash. i df . i | Lhaut hori zed UR. Access to ww cogat . i df . il/index. php B ock
176.13.21. 189 |lIsrael 147.237.77.243|nobi [ e.i df . i | Dstributed Unaut hori zed URL Access on nobil e.idf.il/sachar/index |B ock
81.218.101.2 |[Israel 147.237.77.243|nobi | e. i df . i | Dstributed Uhaut hori zed URL Access on nobil e.idf.il/sachar/index |B ock
92. 96. 202. 97 Ehﬂi”t;desArab 147.237.77.216|dover . i df . il Dstributed Lhaut hori zed LRL Access on w i df . il /xnirpc. php B ock 2
2.54.26. 115 I srael 147.237.77. 216 |dover. i df . il Untraceabl e SSL Sessi ons: Qpen Mde None 2
54.244.22.103 |Wited Sates 147. 237. 76. 147 |chi nuch. aka. i df . i|Di stri buted Suspi ci ous Response Code_Qust om Tenpor ary Bl ock 2
71.46.208.29 |Wited Sates 147.237.77. 176 |nat pash. i df . i | Distributed Admin B ocking B ock 2
176.13.17. 129 |lIsrael 147.237.0.19 |[madimatal .idf.il|Dstributed Suspicious Response Code B ock 2
31.168.180. 13 |lsrael 147.237.72. 166 [aka. i df . i | Lhaut hori zed URL Access to ww aka.idf.il/ufi/reaction/ B ock 2
46. 19. 86. 28 I srael 147.237.72. 166 |aka. i df . i | D stributed Suspicious Response Code_Cust om Tenpor ary B ock 2
176. 12. 140. 249 |l srael 147.237.0.19 |[nmadimatal .idf.il|Dstributed Suspicious Response Code B ock 2
208.184. 112. 74 [United Sates 147. 237.77. 216 |dover . i df . i | D stri bt oc 1T;g:§;gfﬁeﬁvﬁcfsspﬁn Bl ock 2
31.186.228.29 [Wnited Kingdom |147.237.0.19 |nadimatal.idf.il|Dstributed Suspicious Response Code B ock 2
92. 96. 202. 97 g:iirt:tdefab 147.237.77. 216 |dover. i df . i | Distributed PHP At enpt B ock 2
46.19.86.153 |Israel 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessions: sigal gs S Attack None 1
185. 120. 126. 50 147.237.72. 166 [aka. i df . i | Lhaut hori zed URL Access to waww aka. i df.il/mai n/sachar/undefined |B ock 1
2.54.152.2 | srael 147.237.72. 166 |aka. i df . i | Lht raceabl e S3. Sessi ons: si gal gs oS At ack None 1
46. 19. 86. 39 I srael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessions: sigal gs S Attack None 1
84.228.24.89 |[Israel 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessions: sigal gs DS Atack None 1
2.52.154.102 |lsrael 147.237.72. 166 |aka. i df . i | Lht raceabl e S3. Sessi ons: si gal gs oS At ack None 1
66. 249. 67. 147 |Israel 147.237.72. 156 |anman. i df . i | Uhaut hori zed LRL Access to list.ips.gov.il/ B ock 1
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