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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site |Signature |Device Action |Count |
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il DOS- Tool - Swi t chbl adG dest - r eset 3315

91. 231. 193. 150 | srael 147.237. 76. 30 hinush.idf.il |JLMPurple Gon_Limt Htp drop 650
91.231.193. 150 | srael 147.237. 76. 30 hinush.idf.il |[JLMPurple Gon Limt Tcp drop 595
212.199. 154. 194 | srael 147.237.72. 166 aka.idf.il Anonal y- TLS-renegoti ati on-Qd i dest - r eset 134
212.143.79. 186 | srael 147.237.77. 216 dover.idf.il SYN H ood out of context drop 9
2.52.187.164 | srael 147.237.77. 216 dover.idf.il SYN H ood out of context drop 3
212.143.79. 186 | srael 147.237.77. 216 dover.idf.il SYN H ood unverified cooki e drop 1

115. 230. 124. 164 Chi na 147.237.77. 216 dover.idf.il bl ock-sp-traf 1 drop 1

81.218. 251. 250 | srael 147.237.77. 216 dover.idf.il SYN H ood unverified cooki e drop 1
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|Top Attackers In IPS|

Attacker Address

Attacker Qountry

rget Address

Site

Sgnature

118. 238. 227. 101 |Japan 147.237.77.74 [lawidf.il 3808: HITP. SQ Injection Variabl e Decl aration Evasi on B ock
87.242.112. 35 RJSS::t”ion 147.237.72. 166 |aka. i df . i | 3808 HITP. S Injection Variabl e Decl aration Evasion B ock
213.179.60.10 |Wnited Kingdom |[147.237.77.233|atal .idf.il 3808: HITP. SQ Injection Variabl e Decl arati on Evasi on B ock
31.154.10.131 [Israel 147.237.77.74 [lawidf.il C1000004: HTTP. options nethod (M crosoft) B ock
87.242.112. 36 RJSIS:;”im 147.237.77.233|atal .idf.il 3808 HITP. S Injection Variabl e Decl aration Evasion B ock
222.84.1.212 Chi na 147.237.76. 147 |chi nuch. aka. i df . i | Cl000108: HITP. Trying to |l ocate existing FQkeditor B ock
waw chamat z. aka. i df . i )
213.8.125.176 | srael 147.237.77. 226 | CL000004: HTTP: options nethod (M crosoft) B ock
81.218.97.114 |[Israel 147.237.77.216|dover.i df . i C1000004: HITP. options nethod (M crosoft) B ock
195. 154. 191. 162|France 147.237.77.216|dover.idf.il 9221: HTTP: PUT Method Execution over HTTP/VébDAV  |B ock
195. 154. 211. 212|France 147.237.77.216|dover.idf . il 9221: HTTP: PUT Method Execution over HTTP/ VebDAV  |B ock
213.179.60.10 |United Kingdom |147.237.77.233|atal.idf.il 3809: + S Injection Evasion SA. Conment Bl ock
Ter m nat or
195. 154. 216. 123|France 147.237.77.216|dover. i df . il 9221: HTTP: PUT Method Execution over HTTP/ V¢bDAV  |B ock
217.132.81.29 [Israel 147.237.72. 166 [aka. i df . i | C1000004: HTTP. options method (M crosoft) B ock
212.235.62.200 |[Israel 147.237.77.216|dover.idf .l C1000004: HTTP. options nethod (M crosoft) B ock
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|Top Attackers In |D|

Attacker Address |Target Addr ess |Attacker Count ry |Ste |Signature |Count |
87.242.112. 35 147.237.72.166 |Russian Federation |aka.idf.il |SQ Injection - Select From 13
118.238.227.101  [147.237.77.74 Japan lawidf.il |SQ Injection - Select Fom 13
87.242.112. 36 147.237.77.233 |Russian Federation |atal.idf.il |SQL Injection - Select From 5
195. 34. 150. 18 147.237.77.216 |Austria dover.idf.il |Tehila - Perl LWP with fake user agent 2
80. 246. 138. 138 147.237.72.166 |Israel akaidf.il |portscan: TCP O stributed Portscan 1
46.121. 60. 185 147.237.72.166  [Israel aka.idf.il |portscan: TCP O stributed Portscan 1
2.52.153. 243 147.237.77.216 |[Israel dover.idf.il |portscan: TCP DO stributed Portscan 1
195.154. 216. 123  [147.237.77.216 |France dover.idf.il |LOCAL RLES - Request with the string install.phpinit 1
176.13.12.0 147.237.72.166  [Israel aka.idf.il |portscan: TCP DO stributed Portscan 1
117. 36. 82. 64 147.237.72.166  |China aka.idf.il |portscan: TCP O stributed Portscan 1
79.176. 112. 172 147.237.72.166 |Israel akaidf.il |portscan: TCP O stributed Portscan 1
46. 19. 85. 114 147.237.72.166  [Israel aka.idf.il |portscan: TCP DO stributed Portscan 1
213.8.241. 234 147.237.77.216  |Israel dover.idf.il |portscan: TCP O stributed Portscan 1
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|Top Attackers In FW |

A tacker

Attacker Address count ry Target Address [Ste Signature

212.235.98.139 |[Israel 147.237. 72. 166 |aka.i df .i 1 Bad TCP sequence Invalid sequence nunber noni t or 194

41.33.231.90 Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 36
Sreanming Engine: TGP Invalid i i sSi

64.233.173.151 |tited Sates  |147.237.77. 216 |dover.idf .il 9 =g Invalid segent retransmssion. drop 36
Ret ransn ssi on Packet dropped.
Sreamng Engine: TCP Invalid ' i ssi

64.233.173. 161 |Uited Sates  |147.237. 77. 216 |dover.idf .i| 9 =g Invalid segnent retransmssion. |, 30
Ret ransnm ssi on Packet dr opped.
Sreanming Engine: TGP Invalid i i sSi

176.13.20.68  |Israel 147.237.77. 243 |nobil e.i df i 9 =g Invalid segent retransmssion. drop 29
Ret ransni ssi on Packet dr opped.

100. 100. 26. 241 147.237.77. 216 |dover.idf.i | drop First packet isn't SW drop 24

100. 100. 56. 113 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 22

100. 100. 89. 27 147.237. 72. 156 |anan.i df .i | drop Frst packet isn't SN drop 21

100. 100. 26. 18 147.237.72. 166 |aka.i df .i drop First packet isn't SW drop 20

167.114. 156. 16 |Canada 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 17

100. 100. 76. 150 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 16
Sreamng Engine: TCP Invalid ' i ssi

46.19.86.201  |israel 147. 237. 77. 243 |mobi l e. i . i 9 =g Invalid segnent retransmssion. |, 15
Ret ransnm ssi on Packet dr opped.

87.69.244. 40 I srael 147.237.72. 166 |aka.i df .il Bad TCP sequence I'nval i d ACK nunber noni t or 14

reamn ine: TCP Invali i i ssi

176.12.143.0  [Israel 147. 237,77, 243 |mwi e i i1 | €A 9 E'?g e T Invalid finvalid segnent retransmission drop 14
Ret ransm ssi on Packet dr opped.

62.0.214.1 | srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 13

46. 19. 86. 206 | srael 147.237.72. 167 |ishurimaka.idf .i[Bad TCP sequence Invalid ACK nunber noni t or 12
Sreamng Engine: TCP Invalid ' i ssi

65.55.213.25  |Uited Sates  |147.237. 77. 216 |dover.idf i | 9 =g Invalid segnent retransmssion. |, 12
Ret ransnm ssi on Packet dr opped.

100. 100. 59. 253 147.237.72. 166 |aka. i df .i | dr op Frst packet isn't SYN drop 12

reamn ine: TCP Invali i i sSi

2.54.27.116 | srael 147.237. 72. 166 |aka i df .i 1 Strean 9 E'?g e T Invalid finvalid segnent retransmission drop 12
Ret ransm ssi on Packet dr opped.
Sreaming Engine: TCP Invalid i i ssi

46.19.85.142  |israel 147.237.72. 166 |aka. i df . 9 =g nval i d segnent retransmssi on. drop 12
Ret r ansn ssi on Packet dr opped.

100. 100. 61. 235 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 12

185. 32.179. 248 |l srael 147.237.72. 166 |aka.i df . il drop Frst packet isn't SN drop 12

Russi an S Sreamng Engine: TGP Invalid Inval i d segnent retransnission.

66.249.81.215 [_ 0oL 147.237. 77. 216 |dover.i df .i | Ret r ansmi ssi on Packet dr opped. drop 12

100. 100. 81. 114 147.237.77. 216 |dover.idf.i | drop First packet isn't SWN drop 12

2.54.170. 142 I srael 147.237. 72. 166 |aka. i df .i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 11

212.199. 154. 194|l srael 147.237.72. 166 |aka. i df .i | dr op Frst packet isn't SN drop 11

46.19.86.8 I srael 147.237.72.167 |ishurimaka. i of .i[Bad TCP sequence Inval i d ACK nunber noni t or 10

91.231.193. 150 |l srael 147.237.76.30 |hinush.idf.il drop First packet isn't SYN drop 10

176.13.6.75 I srael 147.237.72. 166 |aka. i of .| Bad TCP sequence S retransnit with different monitor |10

W ndow scal e

2.54.162. 212 I srael 147.237.77. 216 |dover.i df .i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 10

46.19. 85. 133 I 'srael 147.237.72. 167 |ishurimaka.idf.i[Bad TCP sequence Inval i d ACK nunber noni t or

93.218. 134. 236 |Ger many 147.237.76.30 |hinush.idf.il SYN At tack SYN -> SYN-ACK -> RST rej ect
Sreamng Engine: TCP Invalid i i ssi

102.146.6.2  |Wited Sates  |147.237.72. 166 |aka.idf il 9 =g Invalid segnent retransmssion. g, 9
Ret ransm ssi on Packet dr opped.

37.0. 40. 138 Swi t zer| and 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop

46.120.25.114 |israel 147.237.72. 166 |aka.i df .i Bad TCP sequence Invalid AGK nunber noni t or

37.26.149.236 |lsrael 147.237.76.86 |navy.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect
Sreanming Engine: TCP Invalid i i Ssi

46.116. 243. 253 |Israel 147. 237. 77. 243 |nobi | e. i of . | 9 =g nval i d segnent retransmssi on. drop 9
Ret ransm ssi on Packet dr opped.

95. 86.94. 112 | srael 147.237.72. 166 |aka.i df . il drop Frst packet isn't SN drop

46.19. 85. 43 | srael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop

79.180. 154. 147 |Israel 147.237.72. 166 |aka. i of . i Bad TCP sequence SWretransmt with different monitor |8

w ndow scal e

41.185. 31. 40 South Africa 147.237.76.42 |refuah.idf.il drop SAMrul e drop 8

46. 19. 86. 210 | srael 147.237.72. 156 |anan.idf . il Bad TCP sequence Invalid ACK nunber noni t or 7

46.19. 85. 108 | srael 147.237.72. 156 |aman.idf . il Bad TCP sequence Inval i d ACK nunber noni t or 7

46.117.63.141 |[Israel 147.237.77. 216 |dover. i df .i | Bad TCP sequence Invalid sequence nunber noni t or 6
Sreanming Engine: TCP Invalid i i Ssi

79.181.58.43  |israel 147.237.72. 166 |aka.i df . 9 =g Invalid segnent retransmssion. g 6
Ret ransm ssi on Packet dr opped.
Sreamng Engine: TP Invalid i i ssi

109. 186. 170. 73 |Israel 147.237.72. 166 |aka. i of . i 9 =g Invalid segnent retransmssion. g, 6
Ret ransm ssi on Packet dropped.
Sreanming Engine: TCP Invalid i i Ssi

77.126.255. 154 | srael 147.237.72. 166 |aka.i df . 9 =g Invalid segnent retransmssion. g 6
Ret ransm ssi on Packet dr opped.
Sreamng Engine: TP Invalid i i ssi

207.46.13.119 |United Sates  |147.237.77. 216 |dover.idf i1 9 =g Invalid segnent retransmssion. |y, 6
Ret ransm ssi on Packet dr opped.
Sreanming Engine: TCP Invalid i i Ssi

66.249.69.34  |lnited Sates  |147.237.77. 216 |dover.idf. il 9 =g Invalid segnent retransmssion. g o, 6
Ret ransm ssi on Packet dr opped.
Sreamng Engine: TP Invalid i i ssi

41.56.115.56  |South Arica  |147.237.72. 166 |aka i of il 9 =g Invalid segnent retransmssion. |, 6

Ret ransni ssi on

Packet dropped.
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site dgnature Action ‘Count
176.13.12.251 |Israel 147.237.0.19 |nmadimatal .idf.il|Dstributed Suspicious Response Code B ock 102
46.19. 86. 15 I srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 90
46.19. 86. 158 I srael 147.237.0.19 |[madimatal .idf.il|Dstributed Suspicious Response Code Bl ock 88
46.19. 86. 15 I srael 147.237.0.19 |nadimatal .idf.il|Dstributed Too Miny of the Sane Response Code (404) B ock 54
80.246.137.36 |[Israel 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 47
37.26.147.145 |[Israel 147.237.0.19 |[nmadimatal .idf.il|Dstributed Suspicious Response Code Bl ock 37
176.12. 139. 236 |Israel 147.237.0.19 |nmadimatal .idf.il|Dstributed Suspicious Response Code B ock 32
2.54.26.210 I srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 21
46.19.86. 77 I srael 147.237.0.19 |[nmadimatal .idf.il|Dstributed Suspicious Response Code Bl ock 20
89. 138. 165. 154 |l srael 147.237.0.19 |nmadimatal .idf.il|Dstributed Suspicious Response Code B ock 18
2.54. 49. 164 I srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 9
2.52.55.19 I srael 147.237.0.19 |[nmadimatal .idf.il|Dstributed Suspicious Response Code Bl ock 9
176.13.23.7 I srael 147.237.0.19 |nmadimatal .idf.il|Dstributed Suspicious Response Code B ock 8
46. 19. 85. 167 I srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 8
176. 13. 20. 68 I srael 147.237.77.243|nobi l e.i df . i | D stributed Suspici ous Response Code Bl ock 7
84.108.146.30 |[lIsrael 147.237.72. 166 |aka. i df . i | Lhaut hori zed URL Access to v aka.idf.il/ufi/reaction/ B ock 6
81.218.245. 1 I srael 147.237.72. 166 |aka. i df . i | Uhaut hori zed URL Access to www aka.idf.il/ homas B ock 5
176.12.143.0 I srael 147.237.77.243|nobi l e.i df . i | D stributed Suspici ous Response Code Bl ock 4
31.216.35.3 Sweden 147.237.77. 176 |nat paSh. idf.il D stributed PHP Attenpt B ock 3
46. 19. 86. 201 I srael 147.237.77.243|nobi l e.i df . i | D stributed Suspicious Response Code B ock 3
69. 50. 222. 20 Uited Sates |147.237.77.216|dover.idf.il Dstributed PHP Attenpt Bl ock 3
41.76.213.10 South Africa 147.237.77.216|dover. i df . il Dstributed PHP At tenpt B ock 3
37.26.147.237 |Israel 147.237.0.19 |nadimatal .idf.il[Dstributed Suspicious Response Code B ock 3
31.216.35. 3 Sweden 147.237.77. 176 |mat pash. i df . i | Ml tipl e Unauthorized UR. Access from31.216.35.3 Bl ock 3
37.26.146.132 |lIsrael 147.237.0.19 |madimatal .idf.il|Dstributed Suspicious Response Code B ock 3
188. 226. 222. 112|Net her | ands 147.237.77. 176 |mat pash. i df . i | Distributed PHP Attenpt B ock 3
193.180.217.93 |[thited Sates |147.237.77.176|nat pash.i df.il Distributed PP Attenpt Bl ock 3
31.15.10. 16 Czech Republic [147.237.77.176|nat pash. i df.il Dstributed PHP At tenpt B ock 3
80. 246. 136. 253 |l srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 3
2.54.27.90 I srael 147.237.0.19 |[nmadimatal .idf.il|Dstributed Suspicious Response Code Bl ock 3
31.216.35.3 Sweden 147.237.77.216|dover.i df . il D stributed PHP Attenpt B ock 3
178.33.23.65  |Fance 147.237.77. 176 |mat pash. i df . i | Distributed PHP Attenpt B ock 3
37.142. 68. 34 I srael 147.237.0.19 |[nmadimatal .idf.il|Dstributed Suspicious Response Code Bl ock 3
54.244,.22.103 |lited Sates |147.237.76. 147 |chi nuch. aka. i df . i|Di stributed Suspi ci ous Response Code_Qust om Tenpor ary B ock 3
87.230. 85. 14 Ger many 147.237.77. 176 |nat pash. i df . i | Dstributed PHP Attenpt B ock 3
69. 50. 222. 20 Uited Sates |147.237.77.216|dover.idf .il Distributed Admn B ocki ng Bl ock 2
62.219.209. 114 |l srael 147.237.0.19 |madimatal .idf.il|Dstributed Suspicious Response Code B ock 2
41.76.213. 10 South Africa 147.237.77.216|dover . i df . il Distributed Admin B ocking B ock 2
79.176.130.75 |[Israel 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: si gal gs DS Attack None 2
176.13.17.129 |Israel 147.237.0.19 |madimatal .idf.il|Dstributed Suspicious Response Code B ock 2
204.13.200.200 |Uited Sates  [147.237.77. 216 |dover . i df .i | D stri butec lT;;f;g;gfﬁeﬁvﬁffp;” B ock 2
188. 226. 222. 112|Net her | ands 147.237.77. 176 [mat pash. i df . i | Distributed Adnin Bl ocki ng Bl ock
2.54.159. 238 I srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock
2.54.15.9 I srael 147.237.77.243|nobi l e.i df . i | D stributed Unauthori zed LR. Access on nobi | e. i df. il /sachar/i ndex Bl ock
208.184.112. 75 |Uited Sates  [147.237.77. 216 |dover. i df . | e 1) 1155, 23650 el dover. aae B ock 2
77.125.138.13 |[Israel 147.237.72. 166 |aka. i df . i | D stributed Suspicious Response Code_Qust om Tenpor ary B ock 2
176. 12. 137. 207 |l srael 147.237.0.19 |[madimatal .idf.il|Dstributed Suspicious Response Code Bl ock 2
46. 19. 86. 24 I srael 147.237.0.19 |madimatal .idf.il|Dstributed Suspicious Response Code B ock 2
193.180.217.93 |[thited Sates |147.237.77.176|nat pash. i df .| Distributed Adnin Bl ocki ng B ock 2
178. 33. 23. 65 France 147.237.77. 176 |nat pash. i df . i | Uhaut hori zed URL Access to ww cogat . i df . il/index. php Bl ock 2
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