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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country Target Address Site Signature Device Action |Count
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il DOS- Tool - Swi t chbl adG dest - r eset 3361
79.179. 213. 157 | srael 147.237.72. 166 aka.idf.il ock_Udp All _Nets drop 6
79.180. 154. 179 | srael 147.237.76. 42 refuah.idf.il Invalid TGP H ags drop 4

141. 0. 14. 130 Eur ope 147.237.77. 233 atal.idf.il Frk Purple Gon Linit Htp drop 3
134.147. 203. 115 Cer nany 147.237.76. 176 test.ncore.idf.il |[Bock Np Al Net drop 2

141. 0. 14. 130 Eur ope 147.237.77. 233 atal.idf.il Frk_Under Attack Con Htp drop 1




11-29-2015-11:04:09 to 11-29-2015-12:04:09

|Top Attackers In IPS|

Attacker Address |Attacker Country|Target Address |Site Sgnature

62. 0. 16. 54 I srael 147.237.76.31 |nakchal .idf.il C1000004: HITP. options nethod (M crosoft) B ock 2
195. 154. 216. 165 |France 147.237.77.216 |dover.idf.il 9221: HTTP. PUT Method Execution over HTTP/ VébDAV (B ock 1
188.165.15.19  |France 147.237.72.167 |i shurimaka. i df . il 28: HITP.  AwrefBot craw er B ock 1
212.25.95. 14 I srael 147.237.77. 226 W, chamat z. aka. i df . i | [C1000004: HTTP. options method (M crosoft) B ock 1
195. 154. 180. 24 |France 147.237.77.216 |dover.idf.il 9221: HTTP. PUT Method Execution over HTTP/ VébDAV (B ock 1
212.235.62. 200 |[lIsrael 147.237.77.216 |dover.idf.il C1000004: HTTP: options nethod (M crosoft) B ock 1
195. 154. 191. 177 |France 147.237.77. 216 |dover.idf .il 9221: HITP. PUT Method Execution over HTTP/ WbDAV |B ock 1
195. 154. 211. 230 |France 147.237.77.216 |dover.idf.il 9221: HTTP. PUT Method Execution over HTTP/ VébDAV (B ock 1
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|Top Attackers In |D|

Attacker Address |Target Address Attacker Qountry |Signature

176. 13. 8. 87 147.237.72.166 |l srael aka.idf.il portscan: TCQP D stributed Portscan 1
51. 254. 46. 129 147.237.76.86  |United Ki ngdom navy. i df.il ET SCAN NVAP -sS w ndow 1024 1
197. 254. 3. 213 147.237.77.227 |Kenya e hanaz.idf.il |ET SCAN Potential SSH Scan 1
197. 254. 3. 213 147.237.77.179 |Kenya enazi.idf.il |ET SCAN Potential SSH Scan 1
193.104. 41. 54 147.237.76. 31 Ml dova, Republic of |nakchal.idf.il |ET SCAN Potential SSH Scan 1
167.114.156.16  [147.237.77.216 |Canada dover.idf.il  |portscan: TCP D stributed Portscan 1
197. 254. 3. 213 147.237.77.212 |Kenya e.dover.idf.il |ET SCAN Potential SSH Scan 1
195. 154. 191. 177 |147.237.77.216 |France dover.idf.il LOCAL RLES - Request with the string install.phpinit 1
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|Top Attackers In FW |

A tacker

Attacker Address Country Target Address |Ste Signature
141. 0. 14. 130 Eur ope 147.237. 77. 233 |atal .idf . il SYN Attack SYN -> SYN-ACK -> RST rej ect 99
141.0.14. 130 Eur ope 147.237.77. 233 |atal .idf.il drop Frst packet isn't SN drop 90
66.249.60.26  |lnited Sates  |147.237.77.216 |dover.idf.il Streaning Engine: TCP Invalid imvalid segnent retransmssi on drop 52
Ret r ansni ssi on Packet dropped.
66.249.81.212 |Uited Sates  |147.237. 77. 216 |dover.idf .i | Streaning Engine: TCP Invalid finvalid segnent retransmssion. |, 36
Ret ransnm ssi on Packet dr opped.
41. 33. 231. 90 Egypt 147.237. 77. 216 |dover.idf.il drop SAMrul e drop 33
79.180.154.179 I srael 147.237.76.42 |refuah.idf.il  |Bad TCP sequence mdrﬁrsac';"y Wth different moni tor |27
100. 100. 89. 27 147.237. 72. 156 |aman.i df .i | dr op First packet isn't SYN drop 24
66. 249. 81. 215 gz::;”ion 147.237.77. 216 |dover. i df . ‘;I ?Zr:sr:g Slir:gcl):e: TP Invalid :jg‘éf;td diegggg(tj. retransmssion. o 22
100. 100. 56. 113 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 22
176.13. 12. 98 | srael 147.237.0.19 |nadimatal.idf.il{Bad TCP sequence Invali d ACK nunber noni t or 21
141. 0. 14. 130 Eur ope 147. 237. 77. 216 |dover. i df .i | SYN Attack SYN -> SYN-ACK -> RST rej ect 20
46. 19. 86. 25 I srael 147.237.72.167 |ishurimaka. i of .i[Bad TCP sequence Invalid ACK nunber noni t or 18
176.13.1.25 I 'srael 147.237.72. 166 |aka.i df .i | Bad TCP sequence Inval i d ACK nunber noni t or 16
100. 100. 73. 209 147.237.72. 166 |aka. i df .i | dr op Frst packet isn't SN drop 16
100. 100. 10. 110 147.237.72. 166 |aka.i df . il drop Frst packet isn't SN drop 16
2.52.29. 234 I sr ael 147.237.76. 42 |refuah.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 15
100. 100. 76. 150 147.237.72. 166 |aka. i df .i dr op Frst packet isn't SN drop 15
199. 203.90.41 |l srael 147.237.0.34 |tikshw.idf.il [Bad TCP sequence Invalid sequence nunber noni t or 14
199.203.90. 41 |Israel 147.237. 77. 216 [dover. i df i | Bad TCP sequence Invalid sequence nunber noni t or 13
100. 100. 69. 167 147.237.72. 166 |aka. i df il drop Frst packet isn't SN drop 13
46. 19. 86. 250 I srael 147.237.77. 233 |atal .idf.il Bad TCP sequence Invalid ACK nunber noni t or 13
176.12.149.69 | srael 147.237.0.19  |radimatal iar.i1| > €3M NG Engine: TCP Invalid invalid segnent retransmssion drop 13
Ret r ansni ssi on Packet dropped.
87.69.37.129  |israel 147. 237. 72. 166 |aka i of . i Streaning Engine: TCP Invalid finvalid segnent retransmission. |, 12
Ret ransnm ssi on Packet dr opped.
2.54.197.1 | srael 147.237. 77. 216 |dover.idf.il drop Frst packet isn't SYN drop 12
100. 100. 21. 211 147.237.72. 166 [aka. i df .i drop First packet isn't SWN drop 12
100. 100. 37. 206 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 12
66.249.60.42  |wnited Sates |147.237.77.216 |dover.idf.il Streaning Engine: TCP Invalid imvalid segnent retransmssi on. drop 12
Ret r ansni ssi on Packet dropped.
79.182.1.243  |israel 147, 237.76. 200 [ei tan aka i o 1 | SAM NG Engine: TCP Invalid  Jinvalid segnent retransmssion. |, o 12
Ret ransnm ssi on Packet dr opped.
79.176. 217. 52 I srael 147.237.72. 166 |aka.i df.i | Bad TCP sequence Invalid ACK nunber noni t or 12
100. 100. 76. 150 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 11
176.13.12. 98 I srael 147.237.0.19 |nadimatal.idf.il{Bad TCP sequence Invalid ACK nunber alert 11
100. 100. 37. 206 147.237.76.42 |refuah.idf.il drop Frst packet isn't SYN drop 11
87. 69. 244. 40 | srael 147.237.72. 166 |aka. i df .i | Bad TCP sequence Invalid ACK nunber noni t or 11
100. 100. 0. 69 147.237.72. 156 |anan.idf . il drop Frst packet isn't SN drop 11
93.115. 92. 244 g”;(’;ymus 147.237.0.34 |tikshw.idf.il |[Bad TCP sequence mdgitrsaé:"y wth dfferent moni tor |11
176.13.1.25 I srael 147.237.72. 166 |aka.i df .i | Bad TCP sequence I'nval i d ACK nunber alert 11
2.52.185. 182 I sr ael 147.237.72. 166 [aka.i df .i | SYN Att ack SYN -> SYN-ACK -> RST rej ect 10
100. 100. 74. 247 147.237.72. 166 [aka. i df .i | drop First packet isn't SYN drop 10
138.134.192. 10 |l srael 147.237.72. 166 |aka. i df.il dr op Frst packet isn't SN drop 10
66. 249. 79. 6 Lhited Sates  |147.237.77. 234 |hal ag. i df .i Streaning Engine: TCP Invalid finvalid segnent retransmssion drop 10
Ret ransni ssi on Packet dr opped.
31.168.201. 165 |Israel 147.237. 72. 166 |aka.i df .il Bad TCP sequence I'nval i d ACK nunber nonitor |9
102.146.6.2  |Wited Sates  |147.237.72. 166 |aka.idf.il Streamng Engine: TCP Invalid  invalid segrent retransmission. |, o 9
Ret ransm ssi on Packet dr opped.
192. 116. 239. 196|I srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber noni t or 9
77.125.113. 108 | srael 147. 237. 72. 166 |aka i of . i Streaning Engine: TCP Invalid finvalid segnent retransmission. |, 9
Ret ransnm ssi on Packet dr opped.
100. 100. 22. 75 147.237.72. 166 |aka. i df . il drop Frst packet isn't SYN drop 9
62. 90. 9. 250 I'srael 147.237.76.42 |refuah.idf.il  |Bad TCP sequence mdrﬁrsac';"y Wth different moni tor  [9
81.218.55.253 |lsrael 147.237.72. 167 |i shuri maka.i of . i [dr op First packet isn't SYN drop 9
80. 246. 133. 106 I srael 147.237.76.42 |refuah.idf.il  |Bad TCP sequence mdﬁrsaé‘asl"y Wth different monitor |9
217.194. 196. 120]l srael 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti nmeout rej ect
46. 19. 85. 107 | srael 147.237.0.19 |nadimatal.idf.il{Bad TCP sequence Invali d ACK nunber noni t or
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|Top Attackers In V\AF|

Attacker Address |Attacker Cbuntry|Target Addr ess |Site

176.12.149.69 |Israel 147.237.0.19 |nadi matal .idf.il|Dstributed Suspicious Response Code B ock 191
176.12.149.69 [l srael 147.237.0.19 |nmadimatal .idf.il|Dstributed Too Many of the Sane Response Code (404) B ock 187
2.54.26.84 I srael 147.237.0.19 |nadi matal .idf.il|Dstributed Suspicious Response Code B ock 147
80.178.220. 147 |Israel 147.237.72. 167 |i shuri maka. i df . i|D stributed Too My of the Sane Response Code (404) B ock 136
176. 12. 140. 249 |l srael 147.237.0.19 |nadi matal .idf.il{Dstributed Suspicious Response Code B ock 115
2.54.26.84 I srael 147.237.0.19 |nadi matal .idf.il|Dstributed Too Many of the Sane Response Code (404) B ock 97
2.52.29.58 I srael 147.237.0.19 |nadi matal .idf.il|Dstributed Suspicious Response Code B ock 81
46. 19. 85. 107 I srael 147.237.0.19 |nadi matal .idf.il{Dstributed Suspicious Response Code B ock 66
176. 12. 140. 249 |Israel 147.237.0.19 |nadi matal .idf.il|Dstributed Too Many of the Sane Response Code (404) B ock 62
46. 19. 86. 240 I srael 147.237.0.19 |nadi matal .idf.il|Dstributed Suspicious Response Code B ock 50
2.54.23.162 I srael 147.237.0.19 |nadi matal .idf.il{Dstributed Suspicious Response Code B ock 50
80.246.137.36 |Israel 147.237.0.19 |nadi matal .idf.il|Dstributed Suspicious Response Code B ock 46
176.12.147.12  |Israel 147.237.0.19 |nadi matal .idf.il|Dstributed Suspicious Response Code B ock 37
31.168. 239. 154 |Israel 147.237.76.200 |ei tan. aka. i df .i| |Dstributed Too Many of the Sanme Response Code (404) B ock 35
2.54.56. 142 I srael 147.237.0.19 |nadi matal .idf.il|Dstributed Suspicious Response Code B ock 33
176.13.12. 98 I srael 147.237.0.19 |nadi matal .idf.il|Dstributed Suspicious Response Code B ock 31
80. 246. 140. 137 |Israel 147.237.0.19 |nadi matal .idf.il{Dstributed Suspicious Response Code B ock 28
80. 246. 136. 193 |Israel 147.237.0.19 |nadi matal .idf.il|Dstributed Suspicious Response Code B ock 27
62.219.209. 114 |l srael 147.237.0.19 |nadi matal .idf.il|Dstributed Suspicious Response Code B ock 11
185. 32.179. 149 |[Israel 147.237.0.19 |nadi matal .idf.il{Dstributed Suspicious Response Code B ock 9
2.52.29.58 I srael 147.237.0.19 |nadi matal .idf.il|Dstributed Too Many of the Sane Response Code (404) B ock 8
80. 246. 139. 178 |l srael 147.237.0.19 |nadi matal .idf.il|Dstributed Suspicious Response Code B ock 6
212.143.164.26 |Israel 147.237.72. 166 |aka. i df . i | Mil tipl e Unaut hori zed URL Access from 212. 143. 164. 26 Bl ock 6
212.150. 161. 210 |l srael 147.237.72. 166 |aka. i df . i | Unaut hori zed Method CPTIONS for waww aka. i df.il/ B ock 5
2.54.143. 19 I srael 147.237.0.19 |nadi matal .idf.il|Dstributed Suspicious Response Code B ock 5
37.26.146.149 |Israel 147.237.72. 166 |aka. i df . i | Mil tipl e Unauthorized URL Access from 37. 26. 146. 149 B ock 5
77.125.98. 17 I 'srael 147.237.72. 166 |aka. i df . i | D stributed Whaut horized Method for Known URL on www aka.idf.il/ |B ock 4
80. 246. 139. 151 |l srael 147.237.0.19 |nadi matal .idf.il|Dstributed Suspicious Response Code B ock 4
176. 12. 140. 249 [l srael 147.237.0.19 |nmadimatal .idf.il|Dstributed Too Many of the Sane Response Code (403) B ock 3
2.54.52. 251 I srael 147.237.0.19 |nadi matal .idf.il|Dstributed Suspicious Response Code B ock 3
46. 19. 86. 112 I srael 147.237.0.19 |nadi matal .idf.il|Dstributed Suspicious Response Code B ock 3
92.114.82.110 |Rormani a 147.237.77. 176 |nat pash. i df . i | Dstributed PHP Attenpt B ock 3
217.9.143.95 I cel and 147.237.77. 176 [mat pash. i df .i|  |Distributed PP Attenpt Bl ock 3
176.12. 139. 236 |Israel 147.237.0.19 |nadi matal .idf.il|Dstributed Suspicious Response Code B ock 3
185. 96. 93. 157 147.237.77.216 |dover.i df .i | Dstributed PHP At enpt B ock 3
103. 14.203. 170 |Australia 147.237.77.176 [mat pash. i df .i|  |Distributed PP Attenpt Bl ock 3
216.224.172.76 [Lhited Sates 147.237.77.176 [mat pash. i df .i|  |Dstributed P Attenpt Bl ock 3
66.117. 0. 129 Lhited Sates 147.237.77. 176 |nat paSh idf.il Dstributed PHP At enpt B ock 3
103.9.64.130  |Australia 147.237.77.176 [mat pash. i df .i|  |Distributed PP Attenpt Bl ock 3
182.160. 163. 30 |Australia 147.237.77.176 [mat pash. i df .i|  |Distributed P Attenpt Bl ock 3
209.188.85.176 |lhited Sates 147.237.77. 176 |nat paSh idf.il Dstributed PHP At enpt B ock 3
37.122.209.14 |united Kingdom |147.237.76.31 |nakchal .idf.il Dstributed PHP At tenpt B ock 3
50. 87. 46. 65 Lhited States 147.237.77.176 [mat pash. i df .i|  |Distributed P Attenpt Bl ock 3
200.73.17.115 |Qiile 147.237.77. 176 |nat pash. i df . i | Dstributed PHP Attenpt B ock 3
149. 210. 132. 21 |Net her| ands 147.237.77.216 |dover.idf .il Dstributed PHP At tenpt B ock 3
206. 214. 218. 191 [Lhited Sates 147.237.77.176 [mat pash. i df .i|  |Distributed P Attenpt Bl ock 3
80. 246. 140. 146 |Israel 147.237.77.243 |nobi l e.i df . i | Distributed Whaut horized URL Access on nobil e.idf.il/sachar/index |B ock 3
198.1.67.71 Lhited Sates 147.237.77. 176 [mat pash. i df .i|  |Distributed PP Attenpt Bl ock 3
176.13. 17. 62 I srael 147.237.0.19 |nadi matal .idf.il|Dstributed Suspicious Response Code B ock 3
92.114.82.110 [Ronani a 147.237.77. 176 |mat pash. i df . i | D stributed Adnin B ocki ng B ock 2
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