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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |[Site |Signature |Device Action |Count |
167. 114. 156. 16 Canada 147.237.77. 216 dover.idf.il DC5- Tool - Swi t chbl adG dest - r eset 3356
81.218. 241. 26 | srael 147.237.72. 166 aka.idf.il Anonal y-TLS-renegoti ation-d i dest - r eset 267
212.199.112. 144 | srael 147.237.72. 166 aka.idf.il Anonal y- TLS-renegoti ati on-Qd i dest - r eset 241
81.218. 105. 235 I srael 147. 237.72. 156 anan.idf.il Block Wdp All Nets drop 3
38.229.1.13 Lhited Sates 147. 237. 76. 201 eatal.idf.il Block Np Al Net drop 1

195. 154. 188. 28 France 147.237.77. 216 dover.idf.il SYN H ood unverified cooki e drop 1

118. 193. 23. 46 Chi na 147.237.76. 176 test.ncore.idf.il |B ock Np All_Net drop 1
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|Top Attackers In IPS|

Attacker Address | Attacker Gountry

Target Address |Site |Sgnalure Devi ce Action |Oount

212.199. 54. 130 I srael 147.237.76. 31 nakchal .idf.il [ClL000004: HTTP:. options nethod (M crosoft) B ock 4
2.54.155. 181 I srael 147.237.76. 31 nakchal .idf.il |Cl000004: HTTP. options nethod (M crosoft) B ock 2
62. 210. 148. 233 France 147.237.77. 216 dover.idf.il C1000106: HTTP. naj estic bot B ock 1
106. 38. 241. 106 Chi na 147.237.77. 216 dover.idf.il Cl03: HTTP. User Agent Sogou+web+spi der B ock 1
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|Top Attackers In ID|

Attacker Address |Target Addr ess Attacker Qountry |Ste |Signature
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|Top Attackers In FW |

A tacker

Devi ce

ount ry ‘Target Address |[Ste Signhature Action ‘Count
212. 235. 98. 139 [l srael 147.237.72. 166 |aka.idf .il dr op First packet isn't SN drop 63
Sreanmng Engine: TCP Invalid i i ssi
66.249.69.26 |Wited Sates  |147.237.77. 216 |dover.idf i 9 =9 Invalid segnent retransnission drop 50
Ret r ansni ssi on Packet dropped.
Sreanming Engine: TCP Invalid i i ssi
85. 158. 139, 107 |Uni ted Ki ngdom|147. 237. 77. 216 |dover. i df il 9 =g Invalid segnent retransmssion. drop 48
Ret ransmi ssi on Packet dropped.
2.52.182.161 |Israel 147.237.76.42 |refuah.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 36
i Sreaming Engine: TGP Invalid i i ssi
66. 249. 81. 215 |SSIan 147. 237. 77. 216 |dover. i of . i | 9 =g Invalid segnent retransmission. drop 36
Feder ati on Ret r ansni ssi on Packet dr opped.
41.33.231.90 |Egypt 147. 237. 77. 216 |dover . i df . i | drop SAMrul e drop 34
100. 100. 84. 58 147.237.72. 166 |aka.idf .il dr op First packet isn't SYN drop 29
81.218.241.26 |[Israel 147.237.72. 166 |aka. i df . il dr op Frst packet isn't SN drop 26
Sreamng Engine: TCP Invalid i i ssi
2.54.165.60  |Israel 147. 237. 76. 200 |6 tan. aka. i of . | 9 =g Invalid segnent retransmssion. drop 24
Ret r ansni ssi on Packet dropped.
100. 100. 0. 69 147.237. 72. 156 |anan.i df . il dr op Frst packet isn't SYN drop 24
100. 100. 76. 53 147.237.72. 156 |anan.i df . il dr op First packet isn't SN drop 24
100. 100. 10. 110 147.237.72. 166 |aka.i df . il drop Frst packet isn't SYN drop 20
Sreaming Engine: TGP Invalid i i ssi
80. 246. 133. 114 [ srael 147. 237. 77. 216 |dover. i of . i | 9 =g Invalid segnent retransmission. drop 18
Ret ransni ssi on Packet dropped.
Sreamng Engine: TGP Invalid i i ssi
66.249.81.212 |Wited Sates  |147.237. 77. 216 |dover. i df i | 9 =g Invalid segnent retransmssion. drop 14
Ret r ansni ssi on Packet dropped.
79.180.150. 73 |Israel 147.237.76.42 |refuahicf.il  |Bad TCP sequence S retransmt with different monitor |14
w ndow scal e
100. 100. 85. 78 147.237.72. 166 |aka. i df .il drop Frst packet isn't SWN drop 12
Sreaming Engine: TGP Invalid i i ssi
2.54.161.158 |Israel 147.237.0.19 |madimatal .idf.il 9 =9 Invalid segnent retransmssion. drop 12
Ret r ansni ssi on Packet dropped.
212.143.3.44 |Israel 147.237.72. 166 |aka.i df .il Bad TCP sequence Inval i d ACK nunber noni t or 12
89. 138. 170. 189 |l srael 147.237.76.31 |nakchal.idf.il [Bad TCP sequence Inval i d ACK nunber noni t or 12
Sreaming Engine: TGP Invalid i i ssi
66.249.81. 218 |[Wnited Sates  |147.237.77. 216 |dover.idf.il 9 =g Invalid segnent retransmission. drop 12
Ret ransni ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
64.233.172. 171 |Wited Sates  |147. 237. 77. 216 |dover. i df .i 9 =g Invalid segnent retransmssion. drop 10
Ret r ansni ssi on Packet dropped.
46.163.68. 111 |Ger many 147.237.77. 233 |atal i df .l Bad TCP sequence SN retransmt with different monitor |9
w ndow scal e
Sreamng Engine: TCP Invalid i i ssi
79.177.18.24  |Israel 147. 237. 72. 166 |aka. i of . i 9 =g Invalid segnent retransmssion. drop 9
Ret r ansni ssi on Packet dropped.
Sreaming Engine: TGP Invalid i i ssi
82.166.229.2 |israel 147. 237. 77. 216 |dover. i of . i | 9 =g Invalid segnent retransmission. drop 9
Ret ransni ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
79. 183. 147. 120 |I sr ael 147. 237. 72. 166 |aka. i of . i 9 =g Invalid segnent retransmssion. drop 9
Ret r ansni ssi on Packet dropped.
Sreaming Engine: TGP Invalid i i ssi
46.19.85.97  [israel 147.237.72. 167 |i shuri maka. i of . i 9 =g Invalid segnent retransmission. drop 9
Ret ransni ssi on Packet dropped.
46.19.86.120 |[Israel 147.237.72. 166 |aka. i df .i | Bad TCP sequence Invalid ACK nunber noni t or 9
Sreaming Engine: TGP Invalid i i ssi
64.233.172. 163 |Wited Sates  |147.237. 77. 216 |dover i df .| 9 =9 Invalid segnent retransmssion drop 8
Ret r ansni ssi on Packet dropped.
31.154.91.94 |israel 147.237.72. 166 |aka.i df .i | Bad TCP sequence Invalid ACK nunber noni t or 8
Sreamng Engine: TCP Invalid i i ssi
207.46.13.91 |Wited Sates  |147.237.77. 234 |hal ag. i of .i | 9 =9 Invalid segnent retransmssion. g 8
Ret r ansni ssi on Packet dropped.
79.183.0.123 [Israel 147.237.77.234|halag.icf.il  |Bad TOP sequence StNretransmt wth different alert 7
w ndow scal e
46.19.85.240 |Israel 147.237.72. 156 |aman. i df .i | Bad TCP sequence Inval i d ACK nunber noni t or
46. 19. 86. 90 I srael 147.237.72.166 |aka i df .i | Bad TCP sequence Inval i d ACK nunber noni t or
79.183.0.123 |Israel 147.237.77. 234 |nal ag.icf.il  |Bad TCP sequence S retransmt with different monitor |7
w ndow scal e
e SYNVACK retransmit with different .
80.246. 140. 11 |Israel 147.237.72. 166 |aka.i df .i | Bad TCP sequence i ndow scal @ noni t or 7
46.19.85.138  |[Israel 147.237.72. 166 |aka. i df .i | Bad TCP sequence Invalid ACK nunber noni t or 7
Sreamng Engine: TCP Invalid i i ssi
109. 65. 42. 116 |1 srael 147.237.72. 167 |i shuri maka. i df . i 9 =9 Invalid segnent retransnission drop 6
Ret r ansni ssi on Packet dropped.
Sreanming Engine: TCP Invalid i i ssi
2.52.181.104 |israel 147.237. 77. 243 |robi 1 e i df . i | 9 =g Invalid segnent retransmssion. drop 6
Ret ransmi ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
64.233.172. 155 |Wited Sates  |147. 237.77. 216 |dover. i df . i1 9 =9 Invalid segnent retransnission drop 6
Ret r ansni ssi on Packet dropped.
Sreanming Engine: TCP Invalid i i ssi
66.249.69. 42 |hited Sates  |147.237.77. 216 |dover.idf. il 9 =g Invalid segnent retransmssion. drop 6
Ret ransmi ssi on Packet dropped.
80.246. 140. 11 |Israel 147. 237. 72. 166 |aka.i df . | SYN Att ack SYN - > SYN-ACK -> RST rej ect
212.143.3.44  |lIsrael 147.237.72.166 |aka. i df .i | Bad TCP sequence Inval i d ACK nunber alert
Sreanming Engine: TCP Invalid i i ssi
46.19.86.173  [Israel 147. 237. 72. 167 |i shuri maka. i df . i 9 =g Invalid segnent retransmssion. drop 6
Ret r ansni ssi on Packet dropped.
Sreaming Engine: TGP Invalid i i ssi
109. 66. 155. 190 |I srael 147. 237. 72. 167 |i shuri maka. i of . i 9 =9 Invalid segnent retransmssion. drop 6
Ret r ansni ssi on Packet dropped.
2.54.135.199 |[Israel 147. 237. 72. 166 |aka.i df . i | SYN Att ack SYN - > SYN-ACK -> RST rej ect 6
Sreamng Engine: TCP Invalid i i ssi
79. 178. 136. 221 |I srael 147.237.72. 167 |i shuri maka. i df . i 9 =9 Invalid segnent retransmssion drop 6
Ret r ansni ssi on Packet dropped.
46. 19. 86. 228 I srael 147.237.72. 167 |ishurimaka.idf .i[Bad TCP sequence Inval i d ACK nunber noni t or 6
2.54.22.54 I srael 147.237. 72. 166 |aka.i of . i | SYN Att ack SYN -> SYN-ACK -> RST rej ect 6
85.64.32.163 [l srael 147.237.72. 166 |aka i df .i | Bad TCP sequence Inval i d ACK nunber noni t or 6
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A tacker
Count ry

46.19. 86. 57 I srael 147.237.72. 166 |aka. i df . i | Bad TCP sequence Invalid ACK nunber noni t or 6

Target Address |Ste Signature
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Action ‘Count
2.54.151. 139 | srael 147.237.0.19 |madimatal .idf.il|Dstributed Suspicious Response Code B ock 104
2.54.151. 139 I srael 147.237.0.19 |madimatal .idf.il|Dstributed Too Many of the Sane Response Code (404) B ock 89
176.13. 2. 170 I srael 147.237.0.19 |[madimatal .idf.il|Dstributed Suspicious Response Code B ock 69
176.13.2.170 | srael 147.237.0.19 |nadimatal .idf.il|Dstributed Too Many of the Sane Response Code (404) B ock 68
46. 19. 86. 249 I srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 49
2.54.151.139  |Israel 147.237.0.19 |nadi matal .idf.il ;og 4'?;?1_0{3;?'9 Sane Response (bde (403) in Session from Bl ock 33
46. 19. 86. 248 I srael 147.237.0.19 |madimatal .idf.il|Dstributed Suspicious Response Code B ock 26
2.52.186. 69 I srael 147.237.0.19 |[nmadimatal .idf.il|Dstributed Suspicious Response Code B ock 21
2.54.161. 158 I srael 147.237.0.19 |madimatal .idf.il|{Dstributed Suspicious Response Code B ock 18
46. 19. 86. 249 I srael 147.237.0.19 |nmadimatal .idf.il|Dstributed Too Many of the Sane Response Code (404) B ock 18
212.179.55. 126 |[lIsrael 147.237.72. 166 |aka. i df . i | D stributed Whaut hori zed Method for Known URL on vy aka.idf.il/  |B ock 8
176.12.141. 73 |lIsrael 147.237.0.19 |madimatal .idf.il|{Dstributed Suspicious Response Code B ock 5
103. 37.8.114 Australia 147.237.77.216|dover. i df .il Dstributed PHP At enpt B ock 3
195. 64. 164. 134 |France 147.237.77.216|dover.idf .il Ostributed PHP At tenpt B ock 3
46.32.230.183 |United Kingdom|147.237.76.42 |refuah.idf.il Ostributed PHP A tenpt B ock 3
216. 120. 237. 104|lnited Sates  |147.237.77.216|dover.idf.il Dstributed PHP Attenpt Bl ock 3
177.85.102. 169 |Brazil 147.237.77. 176 [nat pash. i df . i | Distributed PHP Attenpt Bl ock 3
83. 145, 246. 174 |Finland 147.237.77. 176 |nat pash. i df .i|  |Ostributed P Attenpt B ock 3
216.120.237.3 |Lhited Sates  |147.237.77.176 |nat pash. i df . i | D stributed PHP Attenpt Bl ock 3
75.98.174.130 |lhited Sates |147.237.77.216|dover.idf .| Ostributed PHP At tenpt B ock 3
103. 16. 128. 130 |Australia 147.237.77. 176 |nat pash. i df .i|  |Ostributed P Attenpt B ock 3
79.181.34.116 | srael 147.237.72. 166 |aka. i df . i | m“;;;rii;e.?lﬁmﬁf;iejjslté’omrol o et udey A Bl ock 3
2.52.154. 183 I srael 147.237.0.19 |[madimatal .idf.il|Dstributed Suspicious Response Code B ock
54.244.22.103 |lnited Sates |147.237.76. 147 |chi nuch. aka. i df . i|Suspi ci ous Response Code_Qust om Tenpor ary B ock
87.68.61.208 |Israel 147.237.72. 166 |aka. i df . i | m;:(:’it gfd. iﬂa#;h:/r; gfﬁwﬁn (f;ﬁi?d on Bl ock 3
75.98.174.130 |Wited Sates [147.237.77. 176 (matpash.idf .il  |Dstributed PHP Attenpt B ock 3
198.1.87.23 Lhited Sates  [147.237.77.176|nat pash. i df . il D stributed PHP Attenpt Bl ock 3
75.98.174.130 |lhited Sates |147.237.77.216|dover.idf .| Ml tipl e Unaut horized URL Access from 75. 98. 174. 130 B ock 3
195. 29. 89. 8 Coatia 147.237.77. 176 |nat pash. i df .i|  |Ostributed P Attenpt B ock 3
2.52.181. 104 I srael 147.237.0.19 |madimatal .idf.il|Dstributed Suspicious Response Code B ock 3
176.12.141. 75 |Israel 147.237.0.19 |[nmadimatal .idf.il|Dstributed Suspicious Response Code B ock 3
212.179.55.126 |[Israel 147.237.72. 166 [aka. i df . i | Uhaut hori zed LRL Access to waw aka.idf.il/sip storagelfiles/ 4/ B ock 3
192. 254. 137. 108|Uhited Sates  [147.237.76.42 |refuah.idf.il Dstributed PHP At enpt B ock 3
176.13. 2. 141 I srael 147.237.0.19 |[nmadimatal .idf.il|Dstributed Suspicious Response Code B ock 3
79. 180. 39. 48 I srael 147.237.72. 166 [aka. i df . i | Dstributed Il1egal Byte Gode Character in URL B ock 3
173.254.123. 131|thited Sates  |147.237.77. 176 |mat pash. i df . i | Dstributed PHP At enpt B ock 3
128.192.22.58 |uited Sates [147.237.77.74 |lawidf.il Ostributed PHP At tenpt B ock 3
46. 19. 85. 218 I srael 147.237.0.19 |madimatal .idf.il|{Dstributed Suspicious Response Code B ock 3
89.221.250.10 |Sweden 147.237.77. 176 |mat pash. i df . i | Dstributed PHP At enpt B ock 3
89.107. 184. 213 |Ger many 147.237.77.216|dover.idf .il Ostributed PHP At tenpt B ock 3
162.144.43.65 |Uhited Sates [147.237.77.176|mat pash.idf.il  [Ostributed PHP Attenpt B ock 3
208. 77. 156. 165 |Canada 147.237.77.233|atal .idf.il Dstributed PHP Attenpt Bl ock 3
89.139. 176. 245 |[Israel 147.237.72. 166 [aka. i df . i | Dstributed Il1egal Byte Gode Character in URL B ock 3
87.236.105. 62 |Ger many 147.237.72. 166 [aka. i df . i | D stributed Suspicious Response Code_Qust om Tenpor ary B ock 3
78. 46.9. 159 Ger many 147.237.77. 176 |mat pash. i df . i | Dstributed PHP At enpt B ock 3
154.0.162.180 |South Africa 147.237.76.42 |refuah.idf.il Ostributed PHP At tenpt B ock 3
209.204.64.36 |Wited Sates [147.237.77. 176 (matpash.idf.il  |Dstributed PHP Attenpt B ock 3
82.80. 196. 44 | srael 147.237.72. 166 |aka. i df . i | Lhaut hori zed LRL Access to www aka. i df.il/ufi/reaction/ B ock 2
75.98.174.130 |thited Sates  [147.237.77.176 |mat pash. i df . i | Distributed Adnin Bl ocki ng Bl ock 2
128.192.22.58 |lhited Sates [147.237.77.74 |lawidf.il Unaut hori zed URL Access to waw | aw i df.il/index. php B ock 2
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