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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address Site Signature Device Action
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il DOS- Tool - Swi t chbl adG dest - r eset 3252
79.179. 27. 32 | srael 147.237. 8. 27 e.nadimatal .idf.il ock_Udp All _Nets dr op 1
183. 89. 125. 181 Thai | and 147.237.76. 197 e. hinush.idf.il JLMPurple Gon Limt Htp drop 1
185. 35. 62. 174 Sni tzerl and 147.237.76. 177 ncore.idf.il Bl ock Udp All Nets drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qount ry et Address |Site ‘Sgnaiure Devi ce Action |Count |
195. 154. 188. 28 France 147.237.77.216 |dover.idf.il|9221: HTTP. PUT Method Execution over HTTP/ VebDAV B ock 1
195. 154. 211. 20 France 147.237.77.216 |dover.idf.il[9221: HTTP. PUT Method Execution over HTTP/ WbDAV B ock 1
195. 154. 211. 150 |France 147.237.77.216 |dover.idf.il[9221: HTTP. PUT Method Execution over HTTP/ WbDAV B ock 1
207. 232. 21. 105 I srael 147.237.72.166 |aka.idf.il ]0495: HITP. Shell Command Execution (cnd. exe) B ock 1
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|Top Attackers In ID|

Attacker Address |Target Addr ess Attacker Qountry |Ste |Signature
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|Top Attackers In FW |

A tacker

Devi ce

Attacker Address count ry ‘Target Address |Ste Signature Action ‘Count
Sreaning Engine: TGP Invalid i i ssi

66.249.69.26  |Wited Sates |147. 237. 77. 216 |dover. i df i 9 g Invalid segnent retransmssion. | 56
Ret r ansm ssi on Packet dropped.

212.235.98. 139 |[Israel 147.237.72.166 |aka.idf .il dr op First packet isn't SYN drop 56

46. 19. 86. 53 | srael 147.237.72. 167 |i shurimaka. i df . i | Bad TCP sequence Inval i d AK nunber noni t or 39

41.33.231. 90 Egypt 147.237.77. 216 |dover.idf .i | drop SAMrule drop 34

46. 19. 85. 12 I srael 147.237.72. 167 |i shuri maka. i of . i | Bad TCP sequence Inval i d ACK nunber nonitor |32

2.52.27.218 I srael 147.237.72. 166 |aka. i df .i | SYN Attack SYN -> SYN-ACK -> RST rej ect 30

46. 19. 86. 80 I srael 147.237. 72. 167 |i shuri maka. i df . i | Bad TCP sequence Invalid ACK nunber monitor |29

213.57.134.121 |[lIsrael 147. 237.72. 166 |aka. i df .i | SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 28

r ing Bngine: TCP Invali i i ssi

134.191. 232. 68 | srael 147. 237. 77. 216 |dover. i df . Streaning Engi ne: TCP Invalid invalid segnent retransnissi on. drop 26
Ret ransnm ssi on Packet dropped.
Sreanming Engine: TCP Invalid i i ssi

134.191. 232. 72 |Israel 147. 237.77. 216 |dover i of . i 9 =g Invalid segnent retransmssion. g 26
Ret r ansm ssi on Packet dropped.

100. 100. 0. 69 147.237.72. 156 |anan.idf .il drop First packet isn't SN drop 24
Sreaning Engine: TCP Invalid i i ssi

134.191. 232.70 |Israel 147. 237. 77. 216 |dover. i of . i1 9 =g Invalid segnent retransmssion. | 24
Ret r ansm ssi on Packet dropped.
Sreanming Engine: TGP Invalid i i ssi

46.19. 86. 51 I'sr ael 147.237.77. 243 |nobi l e i df .i1 9 =g Invalid segnent retransmssion. | 24
Ret ransnm ssi on Packet dropped.

100. 100. 60. 144 147.237.72. 166 |aka i df .i | drop First packet isn't SN drop 19

100. 100. 114. 186 147.237.72.166 |aka.idf .il dr op First packet isn't SYN drop 19
Sreaning Engine: TGP Invalid i i ssi

66.249.69.34  |Uited Sates |147.237. 77. 216 |dover.idf .l 9 =g Invalid segnent retransmssion. g 18
Ret ransnm ssi on Packet dropped.
Sreanming Engine: TCP Invalid i i ssi

77.126.12. 141 |israel 147.237.72. 166 |aka i f .11 9 =g Invalid segnent retransmssion. . 18
Ret r ansm ssi on Packet dropped.

2.52.27.218 I srael 147.237.72.166 |aka. i df .i | Bad TCP sequence Invalid ACK nunber alert 15

2.52.27.218 I srael 147.237.72. 166 |aka i df .i | Bad TCP sequence Invalid ACK nunber nonitor |15

2.52.27.218 I srael 147.237.72. 166 |aka. i df . i | Bad TCP sequence Invalid sequence nunber noni t or 15

100. 100. 66. 239 147.237.72. 156 |anan.idf .il drop Frst packet isn't SN drop 14
Sreaning Engine: TCP Invalid i i ssi

176.12.147.50  |Israel 147. 237.77. 243 |mobi le. i f . i 9 =g Invalid segnent retransmssion. | 14
Ret r ansm ssi on Packet dropped.
Sreanming Engine: TGP Invalid i i ssi

132.70.66.14  |Israel 147.237.77. 243 |nobile. i of .| 9 =g Invalid segnent retransmssion. | 12
Ret ransnm ssi on Packet dropped.
Sreaning Engine: TCP Invalid i i ssi

40.77.167.12  |wited Sates |147. 237. 77. 216 |dover. i df .i 9 =g Invalid segnent retransmssion. | 12
Ret r ansm ssi on Packet dropped.
Sreanming Engine: TGP Invalid i i ssi

2.54.31.73 I'srael 147.237.77. 243 |nobi l e.i df .i1 9 =g Invalid segnent retransmssion. | 12
Ret ransm ssi on Packet dropped.
Sreaning Engine: TCP Invalid i i ssi

2.54.16. 33 I srael 147. 237. 76. 200 |ei tan. aka.i of . i 9 =g Invalid segnent retransmssion. | 12
Ret r ansm ssi on Packet dropped.
Sreanming Engine: TGP Invalid i i ssi

46.19.86.116  |Israel 147.237.77. 243 |nobil e. i of . 9 =g Invalid segnent retransmssion. | 12
Ret ransm ssi on Packet dropped.

2.54.146. 57 I srael 147.237.77. 216 |dover.idf .i | SYN Att ack SYN -> SYN-ACK -> RST rej ect 12
Sreanming Engine: TGP Invalid i i sSi

2.54.20. 147 I srael 147.237. 77. 243 |robi | e. i df . i | 9 =g Invalid segnent retransmssion. g 12
Ret r ansm ssi on Packet dropped.

199. 203. 226. 21 |Israel 147.237.72. 166 |aka. i df . i | SYN Attack SYN -> SYN-ACK -> RST rej ect 11

213.57.134.121 |[lIsrael 147.237.72. 166 |aka. i df .i | SYN Attack SYN -> SYN-ACK -> Ti meout alert 11
Sreanming Engine: TGP Invalid i i ssi

46.19.85.112  |israel 147.237.77. 243 |nobi l e.i df .i1 9 =g Invalid segnent retransmssion. |, 9
Ret ransnm ssi on Packet dropped.
Sreanming Engine: TCP Invalid i i ssi

2.54.55.37 I'srael 147. 237.77. 243 |mobi le. i f . i 9 =g Invalid segent retransmssion. 9
Ret r ansm ssi on Packet dropped.
Sreanming Engine: TGP Invalid i i ssi

176. 12. 142, 244 |Israel 147.237.77. 243 |nobile. i of . 9 =g Invalid segnent retransmssion. | 8
Ret ransnm ssi on Packet dropped.
Sreanming Engine: TCP Invalid i i ssi

176.12. 149. 194 |Israel 147. 237.77. 243 |mobi le. i f . i 9 =g Invalid segent retransmssion. | 8
Ret r ansm ssi on Packet dropped.

46.19. 86. 57 I srael 147. 237.72. 156 |anan. i df .i | SYN Attack SYN -> SYN-ACK -> RST rej ect 7

85. 250. 216. 221 |Israel 147.237.72. 166 |aka.i df i Bad TCP sequence SN retransmt with different monitor |7

w ndow scal e

109. 64.108. 33  |Israel 147. 237. 77. 226 WI"}‘"’ chamatz. aka. 1df o At t ack SYN -> SYN-ACK -> Timeout  |reject 6
Sreaning Engine: TGP Invalid i i ssi

213.57.30.183 |Israel 147.237.72. 166 |aka. i df . 9 =g Invalid segnent retransmssion. g 6
Ret r ansm ssi on Packet dropped.

100. 100. 76. 53 147.237. 72. 156 |anan.i df .il dr op First packet isn't SYN drop 6
Sreaning Engine: TGP Invalid i i ssi

66.249.69.42  |Wnited Sates |147. 237. 77. 216 |dover. i of .il 9 =g Invalid segnent retransmssion. g 6
Ret ransnm ssi on Packet dropped.
Sreaning Engine: TGP Invalid i i ssi

203.127.58.233 |Sngapore  |147. 237.77. 216 |dover.i df . i1 9 =g Invalid segnent retransmssion. g 6
Ret r ansm ssi on Packet dropped.
Sreaning Engine: TGP Invalid i i ssi

185.32.179. 144 |israel 147.237.77. 243 |robi | e. i of .| 9 =g Invalid segnent retransmssion. g 6
Ret ransnm ssi on Packet dropped.

5.102.254.233 |Israel 147.237.72. 166 |aka.i df .il Bad TCP sequence Inval i d ACK nunber monitor |6
Sreanming Engine: TGP Invalid i i ssi

66.249.69.46  |Uited Sates [147.237. 77. 243 |nobil e.i df .1 9 =g Invalid segnent retransmssion. | 6
Ret ransm ssi on Packet dropped.

85.65.183.112 [l srael 147.237. 72. 156 |anan.i df .i | Bad TCP sequence Invalid ACK nunber nonitor |6

46.19. 85. 12 I srael 147.237.76.42 |refuah.idf.il Bad TCP sequence Inval i d ACK nunber nonitor |6
Sreaning Engine: TGP Invalid i i ssi

2.54.130. 62 I'srael 147.237. 72. 167 |i shuri maka. i df . i | 9 =g Invalid segnent retransmssion. | 6
Ret ransnm ssi on Packet dropped.
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At t acker .

Attacker Address count ry ‘Target Address |Ste Signature
Sreaning Engine: TGP Invalid i i ssi

37.26.147.255 |israel 147. 237. 72. 167 |i shuri maka. i df .i 9 =g Invalid segent retransmssion. |, 6
Ret r ansni ssi on Packet dropped.
Sreanming BEngine: TCP Invalid i i ssi

62.90.192.14  |Israel 147.237.72. 166 |aka. i df . g =g Invalid segnent retransmssion. g 6
Ret r ansmi ssi on Packet dropped.
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |[Site Sgnature Action ‘Count
176.12.137. 160 |Israel 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code Bl ock 94
176.12.141.73 |Israel 147.237.0.19 |nadimatal .idf.i|Ostributed Suspicious Response Code B ock 72
176. 13. 15. 79 I srael 147.237.0.19 |[madi matal .idf.i|Dstributed Suspicious Response Qode B ock 56
176.13.12. 87 | srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code Bl ock 37
80. 246. 139. 194 |l srael 147.237.0.19 |nadi matal .idf.i|Ostributed Suspicious Response Code B ock 18
37.26.148.138 |[lIsrael 147.237.77.243|nobi l e. i df . i | D stributed Whaut hori zed LRL Access on nobil e.idf.il/sachar/index B ock 10
176.12. 137. 160 |Israel 147.237.0.19 |nadimatal .idf.i I‘;Z'\f;nylg; tlgg Same Response (bde (404) in Session from B ock 9
176.13.19.62  [Israel 147.237.77. 243 |nobi | e. i df . i | Emf)tirl'et_"iﬂd? IW;’:L; /Iﬁﬁg\gg’;i\;gr” dogaranet o QU et Passvor d Bl ock 8
37.26.147.250 |lsrael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code Bl ock 8
176.12.147.50 |lIsrael 147.237.77. 243 |nobi l e. i df . i | DO stributed Suspicious Response Qode B ock 6
46.19. 86. 100 I srael 147.237.0.19 |[madi matal .idf.i|Dstributed Suspicious Response Qode B ock 6
176.13.20. 111 |Israel 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code Bl ock 6
185. 32.179. 235 |l srael 147.237.0.19 |nadi matal .idf.i|Ostributed Suspicious Response Code B ock 4
2.54.31.73 I srael 147.237.77.243|nobi | e. i df . i | D stributed Suspicious Response Code B ock 4
82.166. 184. 151 |l srael 147.237.72. 166 |aka. i df . i | Lhaut hori zed URL Access to wwu aka.idf.il/sip storage/files/ 9/ Bl ock 4
46. 19. 86. 51 I srael 147.237.77. 243 |nobi l e. i df . i | DO stributed Suspicious Response CQode B ock 4
176.13.21.189 | srael 147.237.77. 243 |nobi | e. i df . i | Eoztirl'et_’?td? I'Ta/r;f;g: /gzig\:};;sast\;;” dogaramet o QUrrent Passvord B ock 4
176.13.8.1 | srael 147.237.77.243|nobi | e. i df . i | D stributed Suspici ous Response Code B ock 3
205. 186. 139. 218|lnited Sates |147.237.77.216|dover.idf.il Ostributed PHP At tenpt B ock 3
54.200.237.189 |lnited Sates |147.237.77.233|atal .idf.il Ostributed PHP At tenpt B ock 3
94.102. 4. 37 Tur key 147.237.77. 216 |dover. i df . i | Dstributed PHP Attenpt B ock 3
66.117. 15. 58 Uhited Sates [147.237.77.216|dover.idf.il Ostributed PHP At tenpt B ock 3
203. 90. 24. 55 Australia 147.237.77.233|atal .idf . il Ostributed PHP At tenpt B ock 3
192.254.213.74 |Uited Sates |[147.237.77.216|dover.idf.il Dstributed PHP Attenpt B ock 3
108.179.251.85 |[thited Sates [147.237.77.176|matpash.idf.il |Dstributed PHP Atenpt Bl ock 3
54.73.167.227 |Ireland 147.237.72. 166 |aka. i df . i | Ostributed PHP At tenpt B ock 3
66.117. 15. 58 Lhited Sates [147.237.72.166|aka.idf.il Dstributed PHP Attenpt B ock 3
111. 223. 236. 146|Australia 147.237.77.233|atal .idf.il Ostributed PHP At tenpt B ock 3
199. 103. 62. 15 |Canada 147.237.77.233|atal .idf . il Ostributed PHP At tenpt B ock 3
46.19. 85. 161 I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 3
192. 254. 157. 127|United Sates [147.237.77.216|dover.idf.i | Ostributed PHP At tenpt B ock 3
68. 226. 28. 22 Lhited Sates [147.237.77.216|dover.idf.il Uhaut hori zed URL Access to waw i df . il/894-en/i df gdover. aspx B ock 3
50. 87. 165. 17 Wited Sates |[147.237.77.176 |matpash.idf.il |Distributed PP Attenpt B ock 3
64. 64. 6. 159 Lhited Sates [147.237.72.166|aka.idf.il Ostributed PHP At tenpt B ock 3
176.56.224. 235 |Netherlands  [147.237.76.42 |refuah.idf.il D stributed PHP A tenpt B ock 3
2.54.20. 147 | srael 147.237.77.243|nobi | e. i df . i | D stributed Suspici ous Response Code B ock 3
50. 87. 55. 149 Uhited Sates [147.237.76.42 |refuah.idf.il Ostributed PHP At tenpt B ock 3
179. 190. 48. 194 |Brazil 147.237.76.86 [navy.idf.il Distributed PHP Attenpt Bl ock 3
223.27.21.84 Australia 147.237.77.233|atal .idf.il Dstributed PHP Attenpt B ock 3
176.12. 149. 194 |Israel 147.237.77.243|nobi | e. i df . i | D stributed Suspicious Response Code B ock 3
223.27.15.198 |Australia 147.237.76.42 |refuah.idf.il D stributed PHP A tenpt B ock 3
107.170.58. 137 |Uiited Sates |147.237.77.216|dover.idf.il Ostributed PHP Attenpt B ock 3
192. 254.157. 127 |thited Sates [147.237.77.176 |mat pash. i df.il |Dstributed PHP Atenpt Bl ock 3
69. 27.102. 9 Canada 147.237.76.30 |hinush.idf.il D stributed PHP A tenpt B ock 3
185.11.164.16 |Portugal 147.237.77. 176 |mat pash. i df . i | Dstributed PHP Attenpt B ock 3
27.50. 90. 106 Australia 147.237.77. 216 |dover.idf . il Ostributed PHP At tenpt B ock 3
192. 254. 157. 127|thited Sates |[147.237.77.176 |mat pash.idf.il |Miltiple Uauthorized URL Access from 192. 254. 157. 127 B ock 3
185. 32.179. 230 |Israel 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 3
23.235.221.158 |hited Sates |147.237.77.176(matpash.idf.il |Dstributed PP Attenpt Bl ock 3
80. 246. 137. 200 |l srael 147.237.0.19 |nadi matal .idf.i|DOstributed Suspicious Response Gode B ock 3
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