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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site |Signature |Device Action |Count]|
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il DCS- Tool - Swi t chbl adG dest - r eset 3601

66. 249. 66. 33 | srael 147.237.77. 74 lawidf.il TCP handshake vi ol ation, first packet not syn |drop 3569

66. 249. 79. 10 | srael 147.237.72. 166 aka.idf.il TCP handshake viol ation, first packet not syn |drop 160
207.232. 36. 181 | srael 147.237.72. 167 ishurimaka.idf.il |Anonal y-TLS-renegotiation-di dest - r eset 142
167.114. 242. 196 Canada 147.237.0. 15 kosher-kravi.idf.il|Frk Under Attack Con Htps drop 2

204. 42. 253. 2 Lhited Sates 147.237.76. 176 test.ncore.idf.il |Block Wip All Nets drop 1

114. 205. 198. 7 Korea, Republic of 147.237. 76. 86 navy.idf.il Bl ock_UWp Al _Nets drop 1
93.174. 93. 151 Net her | ands 147.237.76. 201 e atal.idf.il B ock_Udp Al _Nets drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry | rget Address Sgnature Devi ce Action |Count |
93.63.188.181 |[italy 147.237.77.74 |lawidf.il 6134 HITP. SQ Injection Variable Declaration Bvasion |B ock 8
118. 238. 227. 101 |Japan 147.237.77.74 |(lawidf.il 3808: HITP. SQ Injection Variable Declaration Evasion |B ock 8
74.84.136. 105 Lhited Sates 147.237.72.166 |aka.idf.il 3808: HITP. SQ. Injection Variable Declaration Bvasion  |B ock 8
93.63.188.181 |[italy 147.237.77.74 |lawidf.il 3808 HIMP. SQ Injection Variable Declaration Bvasion  |B ock 8
188. 165. 15. 203  |France 147.237.0.34  |tikshuv.idf.il 28: HITP.  AnhrefBot craw er B ock 1
194. 90. 255. 230 |l srael 147.237.77.226 |www chanat z. aka. i df . i | |Cl000004: HTTP. options nethod (M crosoft) B ock 1
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|Top Attackers In |D|

Attacker Address |Target Addr ess |Attacker Gountry |9te |Signature |Count |
93. 63. 188. 181 147.237.77. 74 Italy lawidf.il A Injection - Select From 19
66. 249. 66. 33 147.237.77. 74 Lhited Sates lawidf.il ET SCAN NVAP -sA (2) 5
118. 238. 227. 101 147.237.77. 74 Japan lawidf.il S Injection - Select From 4
195. 34. 150. 18 147.237.77. 216 Austria dover.idf.il Tehila - Perl LW with fake user agent 2
176.13. 8. 156 147.237.72. 166 I srael aka.idf.il portscan: TCP O stributed Portscan 1
84.228. 141. 67 147.237. 72. 166 I srael akaidf.il portscan: TCP DO stributed Portscan 1
62.219. 151. 64 147.237. 72. 166 I srael aka.idf.il portscan: TCP O stributed Portscan 1
2.54.189.0 147.237.72. 166 I srael aka.idf.il portscan: TCP O stributed Portscan 1
185. 3. 146. 95 147.237. 72. 166 I srael aka idf.il portscan: TCP DO stributed Portscan 1
173. 192. 36. 67 147.237.77. 226 Lhited Sates waw chanat z. aka. i df . i | ET SCAN NVAP -sS wi ndow 1024 1
94.102. 48. 195 147.237.77. 179 Net her | ands e.nmazi.idf.il ET SCAN NVAP -sS w ndow 1024 1
91.226.212.78 147.237.0. 17 Lkr ai ne mny-kosher -kravi .idf.il ET SCAN NVAP -sS wi ndow 1024 1
37.26. 146. 187 147.237. 72. 166 I srael aka.idf.il portscan: TCP O stributed Portscan 1
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|Top Attackers In FW |

A tacker

Devi ce

Attacker Address count ry ‘Target Address |Ste Signature Action ‘Count
Sreanming Engine: TCP Invalid i i SSi
46.19.85.98  |Israel 147.237.76. 200 |6i tan. aka i df .i 9 =g Invalid segnent retransmssion. g 429
Ret ransm ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
66.249.69.26  |Wited Sates |147. 237.77. 216 |dover.idf .il 9 =g Invalid segnent retransmssion. g 56
Ret r ansm ssi on Packet dropped.
41.33.231.90 Egypt 147.237.77. 216 |dover.idf il drop SAMrule drop 34
100. 100. 89. 17 147.237.72. 166 |aka.idf .il drop First packet isn't SN drop 24
100. 100. 0. 69 147.237. 72. 156 |anan.i df .il dr op Frst packet isn't SYN drop 24
reamn ine: TCP Invali i i ssi
176.13.8.1 I srael 147. 237.77. 243 |nobile. i f . Streaming Engi ne: TCP alid linvalid segrent retransnission. | op 24
Ret ransm ssi on Packet dropped.
100. 100. 36. 118 147.237.72.166 |aka.idf .il dr op First packet isn't SYN drop 22
reamng BEngine: TCP Invali i i ssi
83.145.64.151 |France 147. 237.72. 166 |aka i of . i | Streamng Engi ne: TCP alid linvalid segrent retransnission. | op 21
Ret ransnm ssi on Packet dropped.
81.199.122.97 |Israel 147.237.77. 216 |dover. i df .il Bad TCP sequence Invali d sequence nunier noni t or 12
46.117.152.29 [Israel 147.237.72.166 |aka. i df .i | Bad TCP sequence Invalid ACK nunber nonitor |12
100. 100. 72. 50 147.237.72. 166 |aka. i df .i drop First packet isn't SWN drop 12
100. 100. 66. 239 147.237.72. 156 |anan. i df . il drop First packet isn't SYN drop 10
167. 114. 242. 196|Canada 147.237.0.15 |kosher-kravi.idf.il drop Frst packet isn't SYN drop
167. 114. 242. 196|Canada 147.237.0.15 |kosher-kravi.idf.il SYN At t ack SYN -> SYN-ACK -> Ti meout rej ect 9
46.19. 86. 10 I srael 147.237.76.42 |refuah.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 9
Sreanming Engine: TGP Invalid i i ssi
82.102. 169. 113 |Israel 147. 237. 77. 216 |dover . i of . i | 9 =g Invalid segnent retransmssion. | 9
Ret ransnm ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
80. 246.136.78 | srael 147. 237.72. 167 |i shuri maka. i df . i | 9 =g Invalid segnent retransmssion. | 9
Ret ransm ssi on Packet dropped.
100. 100. 114. 186 147.237.72. 166 |aka.i df .i drop First packet isn't SN drop
46.19. 85. 124 I srael 147.237.72. 166 |aka.i df .i Bad TCP sequence Inval i d ACK nunber noni t or
81.218.241.26 |lsrael 147.237.72. 166 |aka.idf .il drop First packet isn't SYN drop
81.199.122.97 |Israel 147.237.77. 226 V\:’\rN chanatz. aka. 1df 1paq TP sequence Invali d sequence nunier moni tor |7
37. 46. 39. 150 | srael 147.237.72. 166 |aka. i df .i | Bad TCP sequence Inval i d ACK nunber noni t or 7
Sreaming Engine: TCP Invalid i i ssi
2.54.191. 54 I srael 147.237. 72. 167 |i shuri maka. i df . i | 9 =g Invalid segnent retransmssion. g 6
Ret r ansm ssi on Packet dropped.
reamn ine: TCP Invali i i ssi
217.132.30. 217 |Israel 147. 237.72. 166 |aka i df . i | Streaming Engi ne: TCP alid Jivalid segnent retransnission drop 6
Ret ransm ssi on Packet dropped.
46. 19. 86. 10 I srael 147.237.76.42 |refuah.idf.il Bad TCP sequence Inval i d ACK nunber noni t or
46.117.152.29 |[Israel 147. 237. 72. 166 |aka.i df . i1 SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 6
2.54.159. 199 I srael 147.237.72. 166 |aka. i df .i SYN Att ack SYN -> SYN-ACK -> RST rej ect 6
Sreamng Engine: TCP Invalid i i ssi
176.13.22.186 |Israel 147.237. 77. 243 |robi | e. i df . i | 9 =g Invalid segnent retransmssion. g 6
Ret r ansm ssi on Packet dropped.
reamn ine: TCP Invali i i ssi
132.70.66.14  |Israel 147.237.77. 243 |nobi l e, i df .1 Streaning Engine: TCP Invalid |invalid segnent retransnission. | 6
Ret ransm ssi on Packet dropped.
46. 117. 152. 29 | srael 147.237.72.166 |aka.idf .il dr op First packet isn't SYN drop
184. 65. 46. 152  |Canada 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop
Sreamng Engine: TCP Invalid i i ssi
66.249.69.42  |Uited Sates [147. 237. 77. 216 |dover. i f .1 9 =g Invalid segnent retransmssion. | 6
Ret ransm ssi on Packet dropped.
46.117.152.29 [Israel 147.237.72.166 |aka. i df .i | Bad TCP sequence Invalid ACK nunber alert 6
167. 114. 156. 16 |Canada 147.237.77. 216 |dover.idf .il SYN At t ack SYN -> SYN-ACK -> RST rej ect 6
46. 19. 85. 220 I srael 147.237.77. 216 |dover. i df .il Bad TCP sequence Inval i d ACK nunber alert 5
46. 19. 85. 220 I srael 147.237.77. 216 |dover.idf. | Bad TCP sequence Invalid ACK nunber nonitor |5
2.54.54. 4 I srael 147.237.72. 166 |aka.i df .i SYN At t ack SYN -> SYN-ACK -> RST rej ect 5
94.230. 86. 149 |l srael 147.237.72. 166 |aka.i df .il Bad TCP sequence Inval i d ACK nunber monitor |5
116.12. 55. 118 |9 ngapore 147.237.76.42 |refuah.idf.il drop SAMrul e drop 4
78.46.7.81 Ger many 147.237.76.42 |refuah.idf.il drop SAMrul e drop 4
2.54.191.76 I srael 147.237.72. 166 |aka. i df .i | SYN Attack SYN -> SYN-ACK -> RST rej ect 4
79.178.103. 225 |l srael 147.237.72. 166 |aka.i df .i | SYN Att ack SYN -> SYN-ACK -> Ti neout rej ect 4
69. 27. 107. 54 Canada 147.237.76.30 |hinush.idf.il dr op SAMrule drop 4
178.32.28.117 |Fance 147.237.77. 233 |atal .idf.il drop SAMrul e drop 4
Sreanming Engine: TGP Invalid i i ssi
176.12. 151, 113 |Israel 147.237.77. 243 |nobile. i of . 9 =g Invalid segnent retransmssion. | 4
Ret ransm ssi on Packet dropped.
104. 236. 117. 177 147.237.77. 176 |nat pash. i of . | drop SAMrule drop
37.18.176. 23 Wited Sates [147.237. 77. 233 |atal .idf.il drop SAMrule drop
2.54.50. 224 | srael 147.237.72. 167 |i shuri maka. i df . i | Bad TCP sequence Inval i d AK nunber noni t or 3
Sreamng Engine: TCP Invalid i i ssi
87.68. 46. 72 I srael 147. 237.72. 166 |aka. i of .11 9 =g Invalid segnent retransmssion. | 3
Ret ransm ssi on Packet dropped.
Sreanming Engine: TGP Invalid i i ssi
80. 246. 136.61 |l srael 147.237.77. 243 |nobile. i of . 9 =g Invalid segnent retransmssion. | 3
Ret ransm ssi on Packet dropped.
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address [Site Sgnature Acti on ‘Count
176. 13. 3. 249 | srael 147.237.0.19 |nadimatal .idf.i|Ostributed Suspicious Response Code B ock 98
37.26.146.243 |Israel 147.237.0.19 |nmadimatal .idf.i|Dstributed Suspici ous Response Qode B ock 39
46.19. 85. 35 I srael 147.237.0.19 |madimatal .idf.i|Dstributed Suspicious Response Code B ock 37
185.32.179. 183 |Israel 147.237.0.19 |nadimatal .idf.i|Ostributed Suspicious Response Code B ock 30
46.19. 85. 98 I srael 147.237.76. 200 |ei t an. aka. i df . i | Ig‘_)l'\:%ys.og;he Sane Response (pde (404) in Session from Bl ock 29
176.13.1. 217 I srael 147.237.0.19 |madimatal .idf.i|Dstributed Suspicious Response Qode B ock 25
176. 13. 3. 249 | srael 147.237.0.19 |madimatal .idf.i 1’(;2. l\gr.l);.ozf‘l;he Sane Response (ode (404) in Session from 8 ock 6
176.13.8.1 I srael 147.237.77.243|nobi l e.i df . i | D stributed Suspi ci ous Response Code B ock 6
176.13.23.124 | srael 147. 237.77. 243 |nobi | e. i df . i | fblarzt ?;Tfffs\;cﬂaiiczgnz%isﬁzmd in B ock 6
46.19.85.166  |Israel 147.237.77. 243 |nobi | e. i df . i | ﬁbﬁf %Tﬁ’?s\;cﬂaiicﬂ;nogg;fﬁsjmrd tn Bl ock 5
54.66.144.179 |Australia 147.237.77.233|atal .idf.il Dstributed PHP At tenpt B ock 3
176.13.21.189 [Israel 147.237.77. 243 |nobi | e. i df . i | Eof)tijielﬁ“d? iFI)a/rsgfhz /I{]ﬁg\g;;:;\i\gf dogaranet o Qurrent Passuor Bl ock 3
85. 114. 142. 187 |Ger many 147.237.77. 176 |nat pash. i df . il |PHP Attenpt B ock 3
54.66.144.179 |Austraia 147.237.76.42 |refuah.idf.il Dstributed PHP At tenpt B ock 3
198. 1. 68. 234 Lhited Sates  |147.237.77.233|atal .idf.il Distributed PHP Attenpt B ock 3
198.20.241. 76 |lnited Sates  [147.237.76.42 |refuah.idf.il Dstributed PH> A tenpt B ock 3
5.101. 157. 89 :Z:::t”i on 147.237.77.233|atal .idf .il Distributed PHP Attenpt B ock 3
50. 87. 165. 17 Lhited Sates  |147.237.77.233|atal .idf.il Distributed PHP Attenpt B ock
174.136.96.189 |[Uhited Sates 147.237.76.42 |refuah.idf.il Dstributed PHP At tenpt B ock

213. 251. 182. 103|France 147.237.77. 176 |nat pash. i df . i | mué:go;'.zichilt‘ﬁsfgf;s;;gzm | s/ O s 26220 3410, pas sr Bl ock 3
88.208.221.31 |Wnited Ki ngdom|147.237.77.216|dover.idf.il Distributed PH> A tenpt B ock 3
173.255.139. 12 |Uhited Sates 147.237.77.233|atal .idf.il Dstributed PHP Attenpt Bl ock 3
199. 103. 62. 15 |Canada 147.237.77.216|dover.idf .l Distributed PHP Attenpt B ock 3
198.20.241.76 |lhited Sates  [147.237.76.42 |refuah.idf.il Mil tipl e Unaut hori zed URL Access from 198. 20. 241. 76 B ock 3
198. 1. 68. 234 Wited Sates [|147.237.76.42 |refuah.idf.il Ostributed PHP Attenpt B ock 3
88.208.221.31 |United Kingdom|147.237.76.42 |refuah.idf.il Distributed PHP Attenpt B ock 3
66.46.183.31  |Canada 147.237.76.86 |[navy.idf.il Distributed PHP Attenpt B ock 3
37.34.52.27 Net her | ands 147.237.76.42 |refuah.idf.il Dstributed PHP At tenpt B ock 3
82.80.203.171 [Israel 147.237.77.216|dover.idf .l Distributed PHP Attenpt B ock 3
176.13.16.160 |lsrael 147.237.0.19 |madimatal .idf.i|Dstributed Suspicious Response Qode B ock 3
205.234.200.9 |Lhited Sates  [147.237.76.42 |refuah.idf.il Ostributed PHP Attenpt B ock 3
50. 28.61. 8 Uited Sates  |147.237.76.42 |refuah.idf.il Distributed PHP Attenpt B ock 3
190. 228. 160. 182|Argenti na 147.237.77.216|dover . i df . i Distributed PH> A tenpt B ock 3
2.52.29.58 I srael 147.237.0.19 |nadimatal .idf.i|Ostributed Suspicious Response Code B ock 3
85.214.45.196  |Ger many 147.237.77. 176 |mat pash. i df .i|  [Distributed PP Atenpt B ock 3
216.174.101. 91 |[hited Sates  |147.237.77.216|dover.idf.i | Distributed PH> A tenpt B ock 3
119. 47.117.196 [New Zeal and 147.237.77.233|atal .idf.il Dstributed PHP At tenpt B ock 3
198. 1. 68. 234 Uited Sates  |147.237.76.42 |refuah.idf.il Mil tipl e Unaut horized URL Access from 198. 1. 68. 234 B ock 3
190.54.21.2 Gile 147.237.77.233|atal .idf.il Distributed PHP Attenpt B ock 3
199.7.108.230 |[thited Sates  [147.237.76.86 [navy.idf.il Ostributed PHP Attenpt B ock 3
85.114. 142. 187 |Ger many 147.237.77.233|atal .idf.il Distributed PHP Attenpt B ock 3
217.171. 199. 100 |Nor way 147.237.76.42 |refuah.idf.il Distributed PH> A tenpt B ock 3
176.13.18.117 |Israel 147.237.77.243|nobi l e. i df . i | D stributed Whaut hori zed UR. Access on nobil e.idf.il/sachar/index B ock 3
216.174.101.91 |lhited Sates  |147.237.76.42 |refuah.idf.il Distributed PHP Attenpt B ock 3
50. 28.61. 8 Uhited Sates  |147.237.76.42 |refuah.idf.il Mil tiple Unauthori zed URL Access from 50. 28. 61. 8 B ock 3
190.54.21.2 Qile 147.237.77.216|dover. i df . il Dstributed PHP At tenpt B ock 3
198.46.81.12  [thited Sates  [147.237.77.176|matpash.idf.i|l [Ostributed PP Attenpt Bl ock 3
104. 219. 52. 250 147.237.77.233|atal .idf .il Distributed PHP Attenpt B ock 3
205. 186. 139. 218|thited Sates  |147.237.72. 166 |aka. i df . i | PHP At t enpt B ock 3
199.7.108.230 |[thited Sates  [147.237.76.86 [navy.idf.il Mil tipl e Lhaut horized URL Access from 199. 7. 108. 230 B ock 3
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