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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country Target Address Site Signature Device Action
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il |DCS- Tool - Swi t chbl adG dest - r eset 3560
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|Top Attackers In IPS|

Attacker Address |Attacker Qount ry |Target Address |Site Sgnature Devi ce Action |Count |
195. 154. 216. 86 |France 147.237.77.216 |dover.idf.il 9221: HITP. PUT Method Execution over HTTP/ WbDAV B ock 1
87.68. 42. 158 I srael 147.237.72.166 |aka.idf.il C1000004: HTTP. options nethod (M crosoft) B ock 1
106. 38. 241. 106 |Chi na 147.237.77.216 |dover.idf.il C103: HTTP: User Agent Sogou+web+spi der B ock 1
188. 165. 15. 181 [France 147.237.0. 15 kosher-kravi.idf.il |28 HITP. AnrefBot craw er B ock 1
195. 154. 180. 21 |France 147.237.77.216 |dover.idf.il 9221: HTTP. PUT Method Execution over HTTP/ VébDAV B ock 1
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|Top Attackers In |D|

Attacker Address |Target Addr ess Attacker Qountry Ste Signature

195. 34. 150. 18 147.237.77. 216 Austria dover.idf.il Tehila - Perl LW with fake user agent 4
66. 249. 75. 247 147. 237.76. 42 Lhited Sates refuah.idf.il ET SCAN NVAP -sA (2) 4
41.33.231. 90 147. 237.77. 216 Egypt dover.idf.il Tehila - Perl LWP wth fake user agent 4
66.249. 74. 95 147.237. 72. 166 Lhited Sates aka.idf.il ET SCAN NVAP -sA (2) 2
66. 249. 64. 254 147.237.77. 233 Lhited Sates aal.idf.il ET SCAN NVAP -sA (2) 2
66. 249. 66. 127 147.237.77. 74 Lhited Sates lawidf.il ET SCAN NVAP -sA (2) 2
82.117.208. 243 147.237. 76. 147 chi nuch. aka. i df .i | ET SCAN NVAP -sS wi ndow 1024 1
80. 82. 70. 230 147.237.72. 217 Net her | ands eidf.il ET SCAN NVAP -sS w ndow 1024 1
31.6.71. 154 147.237.77. 226 Pol and win chanat z. aka. i df . i | ET SCAN NVAP -sS wi ndow 1024 1
80. 82. 78. 27 147.237.77. 227 Net her | ands e. hanaz.idf.il ET SCAN NVAP -sS wi ndow 1024 1
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|Top Attackers In FW |

A tacker

Attacker Address count ry Target Address |Ste Signature
100. 100. 0. 69 147.237.72. 156 |anan. i df . il drop First packet isn't SN drop 24
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 23
Sreanming Engine: TCP Invalid i i ssi
66.249.69.26  |ited Sates [147.237.77. 216 |dover.idf. il 9 =g Invalid segment retransmssion. |, 22
Ret r ansni ssi on Packet dr opped.
ny-kosher-kravi . i df . i SWNretransmt wth different .
213.57.211.70 |l srael 147.237.0.16 |, Bad TCP sequence vi ndow scal e moni tor |21
85.250.44.24 |l srael 147.237.77. 233 |atal .i . i1 Bad TCP sequence SNretransmt with different monitor |19
w ndow scal e
Sreaning Engine: TCP Invalid i i ssi
131. 253. 25.187 |Wited Sates |147. 237. 77. 216 |dover. i of .11 9 =9 Invalid segnent retransmssion. | 14
Ret r ansni ssi on Packet dr opped.
Sreanming Engine: TCP Invalid i i ssi
66. 249. 79. 6 Lhited Sates [147.237.77. 234 |hal ag.idf il 9 =g Invalid segment retransmssion. |, 12
Ret ransni ssi on Packet dropped.
208.115.113.89 |Lhited States |147. 237. 77. 216 |dover. i df .i drop SAMrul e drop
208.115.113.89 |Lhited Sates |147. 237. 72. 166 |aka.i df .i drop SAMrul e drop
208.115.113.89 |Lhited Sates |147.237.77. 74 [lawidf.il drop SAMrul e drop
Sreaning Engine: TCP Invalid i i ssi
66.249.74.93  |Uited Sates |147. 237. 72. 166 |aka i f .i 9 =9 Invalid segnent retransmssion. | 6
Ret r ansni ssi on Packet dr opped.
Sreanming Engine: TCP Invalid i i ssi
66.249.69.34  |ited Sates |147.237.77. 216 |dover.idf.il 9 =g Invalid segnent retransmssion. |, 6
Ret ransni ssi on Packet dropped.
77.125.135. 223 |Israel 147.237.72. 166 |aka. i df i SYN At t ack SYN -> SYN-ACK -> Ti neout rej ect 5
64.19.78.242  |wited Sates [147.237.76.44 e refuah.idf.il Geo- | ocati on enf or cenent Geo-Iocati on i nbound drop 5
enf or cenent
103. 26. 18. 206  |New Zeal and |147.237.76.200|eitan. aka.idf.il dr op First packet isn't SN drop 4
103.26.18.206 |New Zeal and |147.237.76.200[eitan. aka.idf.il dr op SAMrule drop 4
103. 26. 18. 206  |New Zeal and |147.237.77. 176 |nat pash.i df .il dr op First packet isn't SYN drop 4
182. 160. 163. 148|Australia 147.237.76.86 |navy.idf.il drop SAMrule drop 4
103. 26.18. 206  |New Zeal and |147.237.77. 176 |nat pash.idf.il drop SAMrul e drop 4
108. 35. 245. 215 [nited Sates |147.237.77. 176 |nat pash. i df . i SYN At t ack SYN -> SYN-ACK -> RST rej ect 4
Sreanming Engine: TCP Invalid i i ssi
64.233.172. 155 |Whited Sates |147.237. 77. 216 |dover.idf il 9 =g Invalid segnent retransmssion. g ., 4
Ret r ansni ssi on Packet dropped.
167. 114. 156. 16 |Canada 147. 237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 3
Sreaning Engine: TCP Invalid i i ssi
77.126.166.25 |israel 147. 237. 72. 166 |aka.i df . i 9 =g Invalid segnent retransmssion. g ., 3
Ret ransni ssi on Packet dr opped.
46.121.61.195 |Israel 147.237.72. 166 |aka. i df .il Bad TCP sequence Inval i d AGK nunber moni tor |3
Sreanming Engine: TCP Invalid i i ssi
79.179. 142. 102 |Israel 147. 237. 72. 166 |aka. i of . i | 9 =g Invalid segment retransmssion. |, 3
Ret ransni ssi on Packet dropped.
Sreaning Engine: TCP Invalid i i ssi
64.233.172. 163 |Uited Sates |147. 237. 7. 216 |dover. i df .1 9 =9 Invalid segnent retransmssion. | 2
Ret r ansni ssi on Packet dr opped.
46. 19. 86. 178 I srael 147.237.72. 166 [aka i df .| Bad TCP sequence Inval i d ACK nunber noni t or
185. 3. 146. 89 I srael 147.237.76.86 |navy.idf.il Bad TCP sequence Invalid ACK nunber noni t or
Sreaning Engine: TCP Invalid i i ssi
64.233.172. 171 |United Sates |147. 237. 77. 216 |dover. i df .i 9 =9 Invalid segnent retransmssion. |y, 2
Ret r ansni ssi on Packet dr opped.
46.121.61.195 [Israel 147.237.72. 166 [aka. i df . i | Bad TCP sequence Invalid ACK nunber alert 2
85. 65. 74. 78 I srael 147.237.72. 166 |aka. i df i Bad TCP sequence Invalid ACK nunber moni tor |2
46. 19. 86. 168 I srael 147.237.72. 166 [aka i df . i | Bad TCP sequence Inval i d ACK nunber nonitor |1
79.183.49.124  |lIsrael 147.237.72. 166 [aka. i df . i | Bad TCP sequence Invalid ACK nunber alert 1
185. 3. 144. 161 |Israel 147.237.72. 166 |aka. i df i Bad TCP sequence Invalid ACK nunber noni t or 1
104.192.0.226 |Uited Sates |147.237.72. 166 |aka.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 1
64.125.239.7  |Wited Sates |147.237.76.202|e.halag.idf. il Geo- | ocati on enf or cenent Sﬁfo'rggi:]f” I nbound drop 1
5. 102. 254. 80 I srael 147.237.77. 216 |dover. i df . il Bad TCP sequence Inval i d ACGK nunber noni t or 1
85. 65. 220. 87 I srael 147.237.72. 166 [aka i df .| Bad TCP sequence Inval i d ACK nunber nonitor |1
185. 106. 94. 2 147.237.77. 235 |sviva.idf.il SYN At tack SYN -> SYN-ACK -> Ti neout rej ect 1
77.125.9.82 I srael 147. 237.72. 166 |aka. i df . i SYN Attack SYN -> SYN-ACK -> RST rej ect 1
184. 105. 139. 112|Wnited Sates |147.237.76. 201 e atal .idf.il Geo- | ocati on enf or cenent ifo'rgzi'nf” I nbound drop 1
104.192.0.226 |wited Sates |147.237.77. 179 |e.nazi .idf il drop SAMrul e drop 1
79.183.49.124  |lIsrael 147.237.72. 166 [aka i df . i | Bad TCP sequence Inval i d ACK nunber nonitor |1
64.125.239.88 |lLhited Sates |147.237.76.34 |yohalan.idf.il drop drop 1
104.192.0.226 |Wited Sates |147.237.76.30 |hinush.idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
37.142.120. 146 |l srael 147.237.72. 166 [aka i df . i | Bad TCP sequence Inval i d ACK nunber nonitor |1
184. 105. 247. 207 | ted Sates |147. 237. 77. 226 V‘i"‘l”“Cha"atz' aka. idf 1oy At ack SYN -> SYN-ACK -> RST rej ect 1
104.192.0.226 |Lhited Sates |147.237.77.205|prisha.idf.il drop SAMrul e drop
82.166. 74. 13 I srael 147.237.72. 166 [aka i df . i | Bad TCP sequence Invalid ACK nunber nonitor |1
185. 106. 94. 2 147.237.72. 167 |i shuri maka.i df .i | SYN At tack SYN -> SYN-ACK -> Ti neout rej ect 1
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Action ‘Count
37.26.148.210 |lsrael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock 9
85. 65.183.235 |Israel 147.237.72. 166 |aka. i df . i | Mil ti pl e Unaut hori zed Method for Known URL from 85, 65.183.235 |B ock 4
208.113.128.10 [lnited Sates [147.237.72.166|aka.idf.il Ml tipl e Unaut horized URL Access from 208.113.128. 10 B ock 4
60.241.215.85 |Australia 147.237.77. 176 |mat pash. i df . i | Dstributed PHP At enpt B ock 3
103.9.64.178  |Austraia 147.237.76.86 |[navy.idf.il Distributed PP Attenpt B ock 3
103. 9. 64. 178 Australia 147.237.76.86 |navy.idf.il Uhaut hori zed URL Access to v navy. i df . il/index. php B ock 2
103.9. 64. 178 Australia 147.237.76.86 |navy.idf.il Distributed Adnin B ocki ng B ock 2
60.241.215.85 |Australia 147.237.77. 176 |mat pash. i df . i | Lhaut hori zed URL Access to waw cogat.idf.il/index. php B ock 2
176. 13. 5. 190 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e S3. Sessi ons: si gal gs DoS Attack None 2
60.241.215.85 |Australia 147.237.77. 176 |nat pash. i df . i | Distributed Adnin B ocki ng B ock 2
66. 249. 79. 10 I srael 147.237.72. 166 |aka. i df . i | Unknown Paraneter docl.. in vww aka.idf.il/main/giyus/general.aspx [None 1
176. 12. 142. 185 |l srael 147.237.72. 166 [aka. i df . i | Untraceabl e S3. Sessi ons: si gal gs DoS Attack None 1
40.77.167.91 Lhited Sates [147.237.77.216|dover.idf.il Uhaut hori zed URL Access to wawidf.il/english B ock 1
217.146.66.82 |Estonia 147.237.76.42 |refuah.idf.il Uhaut hori zed URL Access to refua. atal .idf.il/wp/ wp-adnmin/ B ock 1
207.46.13.144 |wited Sates [147.237.76.31 |nakchal .idf.il Uhaut hori zed URL Access to 147.237.76. 31/ B ock 1
74.82.47.2 Lhited Sates |147.237.76.39 [nobile. neitav.idf.il|Uauthorized URL Access to 147.237.76. 39/ Bl ock 1
176. 13. 15. 56 I srael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessi ons: sigal gs oS Attack None 1
107.178.194.79 |Uhited Sates [147.237.77. 216 |dover. i df .il D stri buted 1?;?;%;;"%%\/??;&” Bock |1
208.184.112.75 [United Sates [147.237.77.216|dover. i df . | D stri utec 1?:;};%;;?&%&??:‘)2” HBock |1
93.172.124.219 |[Israel 147.237.72. 166 |aka. i df . i | Ml ti pl e Unaut hori zed Method for Known URL from 93.172.124.219 |B ock 1
204.13.200. 200 [Uhited Sates [147.237.77.216|dover . i df . | D stri bt oc 1?;;};;2;;?&%&?3?&” HBock |1
79.183.49.124 [israel 147.237.72. 166 [aka. i df . i | Uhtraceabl e SI. Sessi ons: si gal gs DoS Attack None 1
66.249.79.107 |Israel 147.237.72. 166 |aka. i df . i | Unaut hori zed URL Access to 147.237.72. 166/ B ock 1
176.13.0. 11 | srael 147.237.72. 166 |aka. i df . i | Lht raceabl e SSL Sessi ons: sigal gs DoS At ack None 1
46. 19. 85. 30 I srael 147.237.72. 166 [aka. i df . i | Uhtraceabl e SI. Sessi ons: si gal gs DoS Attack None 1
104.192.0.226 |Lhited Sates [147.237.76.31 |nakchal .idf.il Uhaut hori zed URL Access to /htm /| anguages/ es_es/ main.js Bl ock 1
85. 65.183. 235 |Israel 147.237.72. 166 |aka. i df . i | Unhaut hori zed Met hod HEAD for www aka. i df . i1/ nai n/ sachar/ B ock 1
207.46.13.158 [Lhited Sates [147.237.77. 176 |mat pash. i df . i | mu(t::g;tl.zi%?.liJIq/_aggzte/SSagt;gs/struct e, asp Bl ock 1
176.13.21.174 |Israel 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: sigal gs DoS At ack None 1
78.24.8. 143 g;i;t:)n c 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to refua atal.idf.il/blog/ wp-adnn/ B ock 1
107.178.194.83 |Uhited States [147.237.77. 216 |dover.idf .il w1 1) 1155, 25461 el dover. aume Bock |1
60.241.215.85 |Australia 147.237.77. 176 [nat pash. i df . i | Ml tiple Unauthorized URL Access from 60.241. 215. 85 B ock 1
5.102. 236. 77 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e S3. Sessi ons: si gal gs DoS Attack None 1
213.57.211. 70 |Israel 147.237.0.16 rT|y| osher-kravt 1 muw-oligszhzg-ﬁvff?jfs i 17 el festyl e. aspx B ock !
207. 46. 13. 87 Uhited Sates |147.237.76.42 [refuah.idf.il Uhaut hori zed URL Access to 147.237.76. 42/ B ock

80. 246. 136. 188 |[lIsrael 147.237.72. 166 [aka. i df . i | Untraceabl e S3. Sessi ons: si gal gs oS Attack None
66.249.79.218 | srael 147.237.72. 166 |aka. i df . i | ﬂ‘;‘”tzg‘;r ;f‘iesgfnafﬁf‘;f?u;‘/’gener o aspx Bl ock 1
176. 13. 4. 247 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e S3. Sessi ons: si gal gs DoS Attack None
104.192.0.226 |[lhited Sates |147.237.76.86 |navy.idf.il Unaut hori zed URL Access to /htm /| anguages/ es_es/main. s B ock

46. 19. 85. 160 I srael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessi ons: sigal gs oS Attack None 1

Unknown Par anet er
85. 250. 43. 206 |l srael 147.237.72. 166 |aka. i df . i | ct | 00$ct | 00$cphMai n$cphSachar $enpl oynent St at eshbnth in None 1
wan aka. i df . i | / nai n/ sachar/ paysl i ps. aspx

185. 25. 151. 159 |Pol and 147.237.76.31 |nakchal .idf.il Uhaut hori zed LRL Access to testp2. czar. bi el awa. pl / t est pr oxy. php B ock 1
79.176.36.239 |[Israel 147.237.72. 166 [aka. i df . i | Lhaut hori zed URL Access to waw aka.idf.il/https:/waw aka.idf.il/ Bl ock 1
107.178.194. 87 |Wited Sates |147.237.77.216 |dover . i df .|| m:id?f’ti?‘; 1T§‘§_t£‘§gi3§f’ﬂe§'$v’;ﬁ°_fpx°_” Bock |1
213.230. 121. 192|Uzbeki stan  |147.237.77.216|dover. i df .i | Dstributed PHP At enpt B ock 1
207.46.13.119 |[lhited Sates |147.237.77.216|dover.idf.il m”f 2?”' f?gn;ﬁsﬁf‘;ﬁzuﬁ]ﬁemm o 2003/ sept enber /09, st Bl ock 1
84.94.91. 191 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e S3. Sessi ons: si gal gs oS Attack None 1
66.249.79.222 |Israel 147.237.72. 166 |aka. i df . i | Unknown Parareter 5cf 35968 in aka.idf.il/news/ None 1
104.192.0.226 |Uited Sates |147.237.77.233|atal .idf.il Uhaut hori zed URL Access to /htm/| anguages/ es_es/ main. j s B ock 1
50.17.102.193 |Lhited Sates [147.237.77.176|nmat pash.idf.il Unaut hori zed URL Access to ww cogat . i df.il/894-en/ mat pash. aspx |Bl ock 1
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