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|Top Attackers | n DDoS- Def ence |

Attacker Address  |Attacker Country  |Target Address |Site |Signature |Device Action |Count |
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il DCS- Tool - Swi t chbl adG dest - r eset 3260

166. 111. 105. 45 Chi na 147.237.76. 39 nobi | e. nei tav.idf.il B ock_UWp Al _Nets dr op 2

62. 165. 231. 216 Hungary 147.237.76. 198 e.yohal an.idf.il B ock Wp Al Nets drop 1
93.174.93. 151 Net her | ands 147.237. 76. 202 e halag.idf.il B ock Wp Al Nets drop 1
113.122.119. 225 Chi na 147.237.76. 39 nobi | e.nei tav.idf.il B ock Wp Al Nets drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qount ry Target Address |Site |Sgna1 ure Devi ce Action |Oount

151. 80. 31. 114 Italy 147.237.77. 170 nmaar achot . i df . i | 228: HITP.  AhrefBot craw er Bl ock 1
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|Top Attackers In |D|

Attacker Address |Target Addr ess Attacker Qountry Ste |Signature

41.33.231.90 147. 237.77. 216 Egypt dover.idf.il Tehila - Perl LWP wth fake user agent 10
195. 34. 150. 18 147.237.77. 216 Austria dover.idf.il Tehila - Perl LWP wth fake user agent 4
111. 93. 198. 54 147.237.77. 235 Indi a sviva.idf.il ET SCAN NVAP -sS wi ndow 3072 1
98. 119. 105. 221 147. 237.77. 226 Lhited Sates Wi chamat z. aka. i df i | ET SCAN NMAP -sS w ndow 4096 1
94.102. 48. 195 147.237.0.15 Net her | ands kosher-kravi .i df .i ET SCAN NMAP -sS wi ndow 1024 1
80. 82. 78. 27 147.237.77. 226 Net her | ands waw chanat z. aka. i df . i | ET SCAN NMAP -sS wi ndow 1024 1
104. 192. 0. 226 147.237.76.31 Lhited Sates nakchal . i df il ET SCAN NMAP -sS wi ndow 1024 1
94.102. 48. 195 147.237.0.19 Net her | ands nedi matal .idf.il ET SCAN NVAP -sS wi ndow 1024 1
91.226.212. 78 147.237.77. 235 krai ne sviva.idf.il ET SCAN NMAP -sS wi ndow 1024 1
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|Top Attackers In FW |

Attacker Address

A tacker

Target Address

dte

Signature

Country

Sreaming Engine: TP Invalid i i ssi
2.54.136.236  |Israel 147.237.77. 243 |nobile. i f .| 9 =g Invalid segnent retransmssion. |, 21
Ret r ansni ssi on Packet dr opped.
100. 100. 0. 69 147.237. 72. 156 |anan.idf .il dr op First packet isn't SYN drop 14
reaming BEngi ne: TCP Invali i i ssi
66.249.69.26  |Wited Sates [147.237.77. 216 |dover.idf il Streanng Engi ne: TCP Invalid|imvalid segnent retransnissi on drop 14
Ret r ansm ssi on Packet dropped.
Sreanming Engine: TGP Invalid i i ssi
2.52.152.78  |Israel 147.237.77. 243 |nobi le.i o . i1 9 =9 Invalid segnent retransmssion. |, 9
Ret r ansni ssi on Packet dr opped.
reaming BEngi ne: TCP Invali i i ssi
40.77.167.12  |Wwited Sates |147.237.77. 216 |dover.idf. il Streanng Engi ne: TCP Invalid|imvalid segnent retransnissi on drop 8
Ret r ansm ssi on Packet dropped.
Sreanming Engine: TCP Invalid i i ssi
74.66.30.156  |lnited Qates |147.237.77. 216 |dover.idf il 9 =9 Invalid segnent retransmssion. |, 8
Ret r ansni ssi on Packet dr opped.
reaming BEngi ne: TCP Invali i i ssi
79.177.48.122 |israel 147.237.72. 166 |aka. i df . i Streamng Engi ne: TCP Inval idimvalid segnent retransmssion. |, op 6
Ret r ansm ssi on Packet dropped.
64.19.78.242  |Wited Sates |147.237.76.44 |erefuah.idf.il Geo- | ocati on enf or cenment Geo-I ocat i on i nbound drop 6
enf or cenent
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 6
Sreaning Engine: TGP Invalid i i ssi
213.57. 215. 159 i srael 147. 237.77. 243 |mwbi l e, i f . i 9 =g Invalid segnent retransmssion. |, 6
Ret r ansni ssi on Packet dr opped.
23.242.15.119 |Wited Sates |[147.237.77.216|dover.idf.il SYN Attack SYN -> SYN-ACK -> Tinmeout |[reject 5
reamn ine: TCP Invali i i ssi
46.19.86.145  |Israel 147. 237. 72. 166 |aka i of . i | Streamng Engi ne: TCP alid|invalid segnent retransnission | op 3
Ret r ansni ssi on Packet dr opped.
Sreaming Engine: TGP Invalid i i sSi
37.26.149.195 |Israel 147.237.72. 166 |aka. i df . 9 =9 Invalid segnent retransmssion. |, 3
Ret r ansni ssi on Packet dropped.
Russi an L Streaning Engine: TCP Invalid|invalid segrent retransmission.
5. 255. 253. 188 er ot on 147. 237.72. 166 |aka. i of .i | Ret r ansm ssi on Packet dr opped. drop 3
98.246.110.40 |Wiited Sates |[147.237.77.216|dover.idf.il SYN Attack SYN -> SYN-ACK -> Tineout |reject
167.114. 156. 16 |Canada 147.237.77. 216 |dover.idf .il SYN Attack SYN -> SYN-ACK -> RST rej ect
Sreaning Engine: TCP Invalid i i ssi
66.249.79.13  |Uited Sates [147.237.72. 166 |aka i of i1 9 =g Invalid segnent retransmssion. |, 2
Ret r ansni ssi on Packet dr opped.
. . . . Geo- | ocat i on i nbound
74.82.47.52 Wited Sates |147.237.72. 217 |e.idf.il Geo- | ocati on enf or cenent enf or coment drop 1
46.19. 85. 244 I srael 147. 237.72. 166 |aka. i of .i | Bad TCP sequence Invalid ACK nunber monitor |1
. . . . Geo- | ocat i on i nbound
218.22.211.69 |China 147.237.8.14 |e.orchot.idf.il Geo- | ocati on enf or cenment enf or cenent drop 1
2.52.148. 204 I srael 147.237.72. 156 |anan. i df .i| SYN Attack SYN -> SYN-ACK -> RST rej ect 1
112.74.67.109 |China 147.237.0.15 |kosher-kravi.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 1
64.125.239.193 |thited Sates [147.237.72. 167 |i shuri maka.idf il SYN At t ack SYN -> SYN-ACK -> Tineout |reject 1
37.26.149.161 |lsrael 147.237.76.31 |nakchal .idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 1
185. 56. 80. 138 [Nt her| ands 147.237.77.74 |lawidf.il dr op SAMrul e drop 1
104.192.0.226 |wnited Sates [147.237.76.31 |nakchal .idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
74.82. 47. 60 Lhited Sates [147.237.8.27 |enadimatal.icf.il  |Geo-1ocation enforcenment Geo- | ocati on i nbound drop 1
enf or cenent
185. 106. 94. 2 147. 237.77. 226 ‘I’W“Cha"mz' aka.1df-1 |\ At t ack SYN -> SYN-ACK -> Tinmeout |reject 1
104.192.0.226 |Uhited Sates |147.237.76.86 |navy.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 1
54.244.22.103 |lhited Sates |147.237.77.233|atal .idf.il drop First packet isn't SN drop 1
184.105.139.96 |Wited Sates |147.237.8.27 |e.madimatal.idf.il  |Geo-1ocation enforcenent ;?O'rggi'n:’” I nbound drop 1
104. 131. 199. 242|thited Sates [147.237.77. 216 |dover.idf.il SYN At ack SYN -> SYN-ACK -> RST rej ect 1
. . . Geo- | ocat i on i nbound
188.138.17. 205 |France 147.237.76.201 |e.atal .idf.il Geo- 1 ocati on enf or cenent enf or cenent drop 1
104.192.0.226 |lhited Sates [147.237.77.233|atal.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 1
85. 65. 6. 58 I srael 147.237.72. 166 |aka.i df .il Bad TCP sequence Invalid AGK nunber aert 1
184.105. 139. 112|Lhited Sates [147.237.77.74 |lawidf.il SYN Attack SYN -> SYN-ACK -> RST rej ect
104.192.0.226 |wited Sates [147.237.0.17 m” kosher-kravi.d loyN At ack SYN -> SYN-ACK -> RST rej ect 1
109. 201. 154. 186 |Net her | ands 147. 237.77. 216 |dover.idf .il Drectory Traversal directory traversal overflow noni t or 1
85. 65. 6. 58 I srael 147.237.72. 166 |aka.i df .i | Bad TCP sequence I'nval i d ACK nunber monitor |1
64.125.239.28 |[Lhited Sates |147.237.77.216 |dover.idf.il SYN At ack SYN -> SYN-ACK -> Tineout |reject 1
185. 56. 80. 138  |Net her| ands 147.237.76.86 |navy.idf.il dr op SAMrul e drop 1
104.192.0.226 |wited Sates [147.237.0.33 |idf.il dr op drop 1
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry ‘Target Address |[Site Sgnature Action ‘Count
2.54.136. 236 | srael 147.237.77.243|nobi | e. i df . i | Distributed Suspici ous Response Gode B ock 4
192. 166.96. 61  |Netherl ands 147.237.76.31 |nakchal .idf.il Dstributed PHP Attenpt B ock 3
66.49.211.78  |Canada 147.237.77. 176 |mat pash. i df . i | Distributed PHP Attenpt Bl ock 3
192.166. 96. 61  |Net herl ands 147.237.76.31 |nakchal .idf.il Mil ti pl e Unaut hori zed URL Access from 192. 166. 96. 61 B ock 3
62.219.78.148 |[Israel 147.237.77. 216 |dover.i df .i | Dstributed PHP Attenpt B ock 3
60.241.215.85 |Australia 147.237.76.30 |hi nush.idf.il PHP Attenpt B ock 3
91. 203. 108. 218 |Ger nany 147.237.77.216|dover. i df . i | Dstributed PHP At tenpt B ock 3
192. 166. 96. 61  |Nether| ands 147.237.77. 216 |dover . i df . i | Dstributed PHP Attenpt B ock 3
79.182.8.237  [israel 147. 237.77. 243 |nobi | e. i df . i | ﬁ;ﬂtg‘?rc:fz_??/t‘;‘eggfy‘im oo/l st chi | ddocument o/ 1152 Bl ock 3
66.49. 211. 78 Canada 147.237.77. 176 |nat pash. i df . i | D stributed Adnin B ocki ng B ock 2
62.219.78.148 [Israel 147.237.77. 216 |dover.i df .i | Distributed Admin B ocki ng B ock 2
2.52.152. 78 I srael 147.237.77.243|nobi l e. i df . i | Distributed Suspicious Response Code B ock 2
192. 166. 96. 61  |Net herl ands 147.237.77.216|dover.i df .i | Lhaut hori zed URL Access to waw i df.il/index. php B ock 2
213.57.215.159 [Israel 147.237.77.243|nobi [ e.i df . i | D stributed Suspici ous Response Code B ock 2
66.49.211.78  |Canada 147.237.77. 176 [nat pash. i of . i | Mil tipl e Unaut hori zed URL Access from 66.49. 211. 78 Bl ock 2
176.13.10. 61 I srael 147.237.72. 166 |aka. i df . i | Lhtraceabl e S Sessi ons: sigal gs DoS A tack None 2
91. 203. 108. 218 |Ger many 147.237.77. 216 |dover.i df .i | Distributed Admin B ocki ng B ock 2
192. 166. 96. 61  |Net her| ands 147.237.77. 216 |dover . i df . i | Distributed Adnin B ocking B ock 2
149.88.191. 116 |Israel 147.237.72. 166 |aka. i df . i | Lhtraceabl e S Sessi ons: sigal gs DoS Atack None 2
62.219.78.148 [Israel 147.237.77. 216 |dover.i df .i | Mil tipl e Uhaut hori zed URL Access from 62. 219. 78. 148 B ock 2
208.184.112. 74 |Wited Sates [147.237.77. 216 |dover. i df . | e 1) 1155, 2461 el dover. aue B ock 2
54.244.22.103 |wnited Sates [147.237.76. 147 |chi nuch. aka. i df.i | D stributed Suspicious Response Code_Qust om Tenpor ary B ock 2
208.184.112.75 |Wited Sates (147, 237.77. 216 |dover. i df . | D stri buted 1?:;?%;?&%\/?212;” B ock 2
192.166.96.61 |[Netherlands  |147.237.76.31 [nakchal .idf.il Distributed Adnin Bl ocki ng Bl ock 2
60.241.215.85 |Australia 147.237.76.30 |hi nush.idf.il Lhaut hori zed URL Access to ww chi nush. atal .idf.il/index.php |B ock 2
91.203.108. 218 |Ger many 147.237.77. 216 |dover . i df .i | Mil ti pl e Unaut hori zed LRL Access from 91.203. 108. 218 B ock 2
2.52.152.78 I srael 147.237.72. 166 |aka. i df . i | Lhtraceabl e S Sessi ons: sigal gs DoS Atack None 2
157.55.39.226 |lhited Sates [147.237.76. 147 |chi nuch. aka. i df .i | Uhaut hori zed URL Access to wa chi nuch. aka. i df.il/404. htm B ock 1
60.241.215.85 |Australia 147.237.76.30 |hinush.idf.il Adnin Bl ocki ng B ock 1
107.178.194.83 |Wited Qates [147.237.77. 216 |dover. i df .i | D stri butec ;f;;_t;ggigg_eﬁeﬁvﬁc_ispzn Bl ock 1
91.196.50.33  |Pol and 147. 237.77. 216 |dover . i df . i | Pe;t ;'Zb:;:rd bi?l;t\,&o; ff:stﬁxéc_%izs on Bl ock 1
212.90.148.38  |Ger many 147.237.76.42 |refuah.idf.il ?;f‘j;h;rélzfgfﬁ ﬁﬁsrse;;m . Bl ock 1
66.249. 64. 166 |l srael 147.237.76.31 |nakchal .idf.il Unaut hori zed URL Access to 147.237.76. 31/ robot s. t xt B ock 1
112. 199. 109. 213 |Phi | i ppi nes 147.237.77.74 |law i df.il PHP At t enpt Bl ock 1
91. 203. 108. 218 [Ger many 147.237.77. 216 |dover.i df .i | Uhaut hori zed LRL Access to waw i df.il/index. php B ock 1
68.180.228.112 [lnited Sates |[147.237.77.216|dover.idf.il D stributed Suspici ous Response Code B ock 1
157.55.39.227 |Uited Sates |147.237.76. 147 |chi nuch. aka. i df . i | mghfﬁhiﬁ ?kzuf z?”l Izleioﬁtﬁfcess on B ock 1
60.241.215.85 [Australia 147.237.76.30 |hi nush.idf.il Ml tipl e Admin Bl ocking from 60. 241, 215. 85 B ock 1
107.178.194.87 |Uhited Sates |147.237.77. 216 |dover . i df . i | e 1) 1155, 23650 el dover. aue B ock 1
91. 196. 50. 33 Pol and 147.237.77. 226 V\:V\:W chamat z. aka. i df Uhaut hori zed URL Access to testp3. pospr.waw pl/testproxy. php |B ock 1
66. 249. 69. 26 I srael 147.237.77. 216 |dover . i df . i | Distributed Suspicious Response Code B ock 1
112.199. 109. 213|Phi | i ppi nes 147.237.77.74 |law i df.il Uhaut hori zed URL Access to www | aw i df.il/xnirpc. php B ock 1
93.172.124. 219 |[lIsrael 147.237.72. 166 |aka. i df . i | Uhaut hori zed Met hod HEAD for aka.idf.il/mai n/ sachar B ock 1
207. 46. 13. 87 Uited Sates [147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147.237. 76. 42/ robot s. t xt B ock 1
73.191.251.40 |lWnited Sates |[147.237.77.216|dover.idf.il Lhaut hori zed URL Access to www i df.il/894-en/idf gdover.aspx |B ock 1
109. 64.207.12  |Israel 147.237.0.34 |tikshuv.idf.il Distributed PHP Attenpt B ock 1
60.241.215.85 [Australia 147.237.76.30 |hi nush.idf.il Mil tipl e Unauthori zed URL Access from 60. 241. 215. 85 B ock 1
216.104.160. 96 |lhited Sates |147.237.76.42 |refuah.idf.il Lhaut hori zed LRL Access to refua. atal.idf.il/test/wo-admn/ B ock 1
66.249.74.93  |israel 147.237.72. 166 |aka. i df . i | m”;’k"‘g_ i:afr_ﬁrﬁtgj n'}‘;fy?}‘;?;;?}gf;”_ aspx None 1
40.77.167.91 Lhited Sates |147.237.77.216|dover.idf.il D stributed Suspici ous Response Gode B ock 1
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