11-29-2015-03:04:09 to 11-29-2015-04:04:09

1"PT SwNn Q.
Ov IDF Under Attack
www.gov.il Da.||y Report

|Top Target s |
2, 4004,
el M dover.idf.il
] M aka.idf.il
1, 200" Meitan aka. idf.il
1 M tikshuv.idf.il
Number ’ M robile. i df i
thcks 600 M i nush. i df i |
M nadimatal .idf.i
M navy.idf.il
nmaarachot . idf.il
M natpash. i df i |

Top Tar get

M 167. 114. 156. 16
41.33.231.90
I 46. 19. 86. 53
69.174.52. 11
W 40.77.167.12
M 59. 45. 79. 117
I 176.13. 9. 226
M 2. 54. 136. 236
103. 9. 64. 178
M 187. 32.58. 200

Top Attackers



11-29-2015-03:04:09 to 11-29-2015-04:04:09

|Top Attackers | n DDoS- Def ence |

Attacker Address

|Attacker Country

Target Address

Signature

Device Action

167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il DCS- Tool - Swi t chbl adG dest - r eset 3378
93.174. 93. 151 Net her | ands 147.237.76. 177 ncore.idf.il Bl ock_Udp All _Nets drop 1
198. 20. 69. 98 Lhited Sates 147.237.76. 31 nakchal .idf.il B ock Wp Al Nets drop 1
93.174. 93. 151 Net her | ands 147.237.76. 44 e.refuah.idf.il |[Bock Udp All Nets drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qount ry et Address |Site ‘Sgnaiure Devi ce Action |Count |
188. 165. 15. 192 France 147.237.76.86  |navy.idf.il |28 HITP AnrefBot craw er B ock 1
195. 154. 188. 158 |France 147.237.77.216 |dover.idf.il[9221: HTTP. PUT Method Execution over HTTP/ WbDAV B ock 1
195. 154. 211. 220  |France 147.237.77.216 |dover.idf.il[9221: HTTP. PUT Method Execution over HTTP/ WbDAV B ock 1
195. 154. 216. 164  |France 147.237.77.216 |dover.idf.il|9221: HTTP. PUT Method Execution over HTTP/ VebDAV B ock 1
151. 80. 31. 146 Italy 147.237.77.233 |atal .idf.il [C228 HITP. AnrefBot craw er B ock 1
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195. 34. 150. 18 147.237.77.216  |Austria dover.idf.il Tehila - Perl LW with fake user agent 4
104. 47. 149. 54 147.237.76.196  |Uhited Sates e.svivaidf.il ET SCAN Potential SSH Scan 1
31.184. 198. 90 147. 237. 0. 200 Russi an Feder ati on rdu. i df i | ET SCAN Potential WNC Scan 5900- 5920 1
104. 47. 149. 54 147.237.0. 15 Lhited Sates kosher -kravi . i df.il ET SCAN Potential SSH Scan 1
59. 45. 79. 117 147.237.77.234  |China hal ag.i df.il ET SCAN Potential SSH Scan 1
59. 45. 79. 117 147.237.77. 74 Chi na lawidf.il ET SCAN Potential SSH Scan 1
59. 45. 79. 117 147. 237.76. 176 Chi na test.ncore.idf.il ET SCAN Potential SSH Scan 1
59. 45. 79. 117 147.237.76.147  |China chi nuch. aka. i df .i | ET SCAN Potential SSH Scan 1
195. 154. 188. 41 147.237.77.216  |Fance dover . idf.il SERVER- WEBAPP phpt est . php access 1
59. 45. 79. 117 147. 237.72. 167 Chi na ishurimaka.idf.il ET SCAN Potential SSH Scan 1
193. 105. 134. 220 147.237.8. 28 Sweden e.nobi | e-ks.idf.il ET SCAN NVAP -sS wi ndow 1024 1
59. 45. 79. 117 147.237.0. 17 Chi na mny- kosher -kravi . i df.il ET SCAN Potential SSH Scan 1
185. 106. 94. 6 147.237.77. 216 dover.idf.il ET DC5 SSL Bonb DoS At enpt 1
54.224. 149. 230 147.237.77.216  |Uhited Sates dover.idf.il Tehila - Perl LWP with fake user agent 1
104. 47. 149. 54 147.237.0. 17 Lhited Sates m ny-kosher - kravi . i df . i ET SCAN Potential SSH Scan 1
31.184. 198. 90 147.237.0. 34 Russi an Feder ati on tikshuv.idf.il ET SCAN Potential VNC Scan 5900- 5920 1
94.102. 48. 195 147.237.77.233  |Netherl ands atal.idf.il ET SCAN NVAP -sS wi ndow 1024 1
59. 45. 79. 117 147.237.77. 233 Chi na atal.idf.il ET SCAN Potential SSH Scan 1
59. 45. 79. 117 147. 237. 76. 202 Chi na e halag.idf.il ET SCAN Potential SSH Scan 1
59. 45. 79. 117 147.237.76.148  |China gocent er. aka. i df .i | ET SCAN Potential SSH Scan 1
195. 154. 211. 26 147.237.77.216  |Fance dover.idf.il SERVER- WEBAPP phpt est . php access 1
59. 45. 79. 117 147. 237.76. 42 Chi na refuah.idf.il ET SCAN Potential SSH Scan 1
59. 45. 79. 117 147. 237. 8. 46 Chi na e.chinuch. i df .il ET SCAN Potential SSH Scan 1
193. 105. 134. 220 147.237.0. 17 Sweden m ny-kosher - kravi . i df . i ET SCAN NVAP -sS wi ndow 1024 1
59. 45. 79. 117 147.237.0. 15 Chi na kosher -kravi . i df.il ET SCAN Potential SSH Scan 1




11-29-2015-03:04:09 to 11-29-2015-04:04:09

|Top Attackers In FW |

‘Attacker Qountry |Target Address |Ste Signature
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 36
46. 19. 86. 53 I srael 147.237. 72. 166 [aka.i of .i | Bad TCP sequence Inval i d AGK nunber noni tor |12
Sreaning Engine: TGP Invalid i i ssi
40.77.167.12 |wited Sates 147.237.77. 216 |dover. i df . i 9 =g Invalid segnent retransmssion. |, 12
Ret ransmi ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
2.54.136.236  |Israel 147. 237. 77. 243 |mobi l e. i of . i | 9 =g Invalid segnent retransmssion. |, 9
Ret r ansmi ssi on Packet dr opped.
Sreaning Engine: TGP Invalid i i ssi
77.125. 129. 197 |I srael 147.237.72. 166 |aka.i df . i 9 =g Invalid segnent retransmssion. |, 6
Ret ransmi ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
66.249.69.34 |wnited Sates 147. 237.77. 216 |dover . i f .1 9 =g Invalid segnent retransmssion. |, 6
Ret r ansmi ssi on Packet dr opped.
Sreanming Engine: TGP Invalid i i ssi
66.249.79.10 |Uhited Sates 147.237.72. 166 |aka.i df . i 9 =9 Invalid segnent retransmssion. |, 6
Ret ransmi ssi on Packet dropped.
46.19. 86. 53 I srael 147. 237. 72. 166 |aka.i df .i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 4
Sreaming Engine: TCP Invalid i i ssi
157.55.12.67 |Wited Sates 147. 237. 76. 200 |ei tan. aka. i df . g =g Invalid segnent retransmssion. | 4
Ret ransmi ssi on Packet dr opped.
Sreaning Engine: TQP Invalid i i ssi
213. 57. 215. 159 |I srael 147. 237.77. 243 |nobi l e. i f . | 9 =g Invalid segnent retransmssion. |, 4
Ret r ansmi ssi on Packet dr opped.
46. 19. 86. 53 I srael 147.237.72. 166 |aka.i df .il Bad TCP sequence Inval id ACK nunber alert
54.244.22.103 |UWhited Sates 147.237.77. 176 |nat pash. i df .i | dr op First packet isn't SN drop
; . . SWretransmit wth different .
204.12.251.37 |Whited Sates 147.237.77. 216 |dover.idf.il Bad TCP sequence vi ndow scal e noni t or 3
37.8.101. 30 EP;ICis;ilg(ljan Territoy 47 237.77. 176 nat pash. i df .l drop First packet isn't SN drop 2
S : TLS Servers QG pher Suites .
185. 106. 94. 6 147.237. 77. 216 |dover.i df . i | SS. Enforcenent Mol ation Wil nerabi | ty Scanni ng Tool s rej ect 2
Sreaning Engine: TGP Invalid i i ssi
66.249.69.26 |Uhited Sates 147.237.77. 216 |dover. i df . i 9 =g Invalid segnent retransmssion. |, 2
Ret ransmi ssi on Packet dropped.
77.127.60.124 |Israel 147. 237. 72. 166 |aka.i df .i | SYN At t ack SYN -> SYN-ACK -> Ti neout rej ect 2
46.19.86.251  [Israel 147.237.77. 233 |atal .idf.il Bad TCP sequence Inval id ACK nunber nonitor |1
109. 66. 35. 190 [l srael 147.237.72. 166 |aka.i df . i1 SYN Att ack SYN -> SYN-ACK -> RST rej ect
64. 125. 239. 182 |Uhited Sates 147.237.77. 121 |e. navy. i of .1 Geo-l ocation enforcement |0 !ocation inbound drop 1
enf or cenent
185. 106. 94. 2 147.237.0.15 |kosher-kravi.idf.i|SYN At t ack SYN -> SYN-ACK -> Ti meout rej ect 1
74.82.47.6 Lhited Sates 147.237.0.35 |akaws.idf.il drop drop 1
149.78.136. 73 |[lIsrael 147.237. 72. 166 [aka.i of .i | Bad TCP sequence Inval i d AGK nunber noni tor |1
64.125. 239. 201 |Wnited Sates 147. 237. 76. 147 [chinuch. aka.i df .i | |SYN At t ack SYN -> SYN-ACK -> Ti neout rej ect 1
185. 106. 94. 2 147.237.0.19 [nadimatal.idf.il |SYN At tack SYN - > SYN-ACK -> Ti meout rej ect 1
76.97. 49. 14 Lhited Sates 147. 237. 77. 216 |dover.i df .i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
64.125.239.6 |Uhited Sates 147.237.76. 201 |e.atal .idf il Geo- | ocati on enf or cement Geo-| ocati on i nbound drop 1
enf or cenent
204.12.251.37 |lhited Sates 147.237.77. 216 |dover.idf.il Drectory Traversal directory traversal overflow noni t or 1
46. 19. 86. 86 I srael 147.237.77. 216 |dover.idf .il Bad TCP sequence Inval i d ACK nunber alert 1
185. 106. 94. 2 147. 237. 76. 148 |gacent er. aka. i df . i [dr op drop 1
64.125.239.54 |[Lnited Sates 147.237.0.34 |tikshuv.idf.il SYN At t ack SYN -> SYN-ACK -> Ti neout rej ect 1
46.19.85.213  |[Israel 147.237.77. 170 |nmarachot.idf.i1 |Bad TCP sequence Inval i d ACK nunber nonitor |1
167. 114. 156. 16 |Canada 147.237. 77. 216 [dover.idf il SYN Attack SYN -> SYN-ACK -> RST rej ect 1
46. 19. 86. 86 I srael 147. 237. 77. 216 |dover.i df .i | Bad TCP sequence Invalid ACGK nunber noni tor |1
185. 106. 94. 2 147.237.77.19 |lawforumidf.il |SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 1
64. 125, 239. 122 |hited Sates 147.237.77.61 |e.cogat.idf.il  [Geo-location enfor cenent Geo-| ocati on i nbound drop 1
enf or cenent
185. 56. 80. 138 |Net her | ands 147.237.77. 216 |dover.idf.il drop SAMrule drop 1
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|Top Attackers In V\AF|

A tacker

Devi ce

ountry Target Address |Site Sgnature Action ‘Count

176.13.9.226 |[Israel 147.237.0.19 |nadimatal .idf.i|Ostributed Suspicious Response Code Bl ock 12
69.174.52.11 |Lhited Sates 147.237.76.30 |hi nush.idf.il Mil ti pl e Unaut horized URL Access from 69.174.52. 11 B ock 3
91.227.4.98 Tur key 147.237.76.200|ei tan. aka. i df . i | |Dstributed PHP Attenpt B ock 3
71.46.208.29 |lited Sates 147.237.72. 166 |aka. i df . i | Distributed PHP Attenpt B ock 3
188. 121. 60. 113 [Net her| ands 147.237.76.30 |hi nush.idf.il D stributed PHP Attenpt B ock 3
37.148. 209. 103 |Turkey 147.237.77. 170 |maarachot . i df . i | |Distributed PHP Attenpt B ock 3
69.174.52.11 |lLhited Sates 147.237.77.216|dover.idf .il Dstributed PHP Attenpt Bl ock 3
187.32.58.200 |Brazil 147.237.76.200|ei tan. aka. i df . i | [Distributed PP Attenpt B ock 3
5.29.17.24 I srael 147.237.72. 166 [aka. i df . i | Uhtraceabl e S3. Sessi ons: si gal gs DoS Attack None 3
62.219.78.148 |lIsrael 147.237.0.34 |ti kshuv.idf.il Dstributed PHP Attenpt Bl ock 3
113.192. 21. 100 |Australia 147.237.76.200|ei tan. aka. i df . i | [Distributed PP Attenpt B ock 3
60.241.215.85 [Australia 147.237.76.86 |[navy.idf.il Distributed PHP Attenpt Bl ock 3
175. 126. 62. 59 Efrea’ RPUDIIC 1147 237.0.34 [tikshuv.idf.il |Dstributed PP Attenpt B ock 3
83.145.194. 172 |Finl and 147.237.77.216|dover.idf .il Dstributed PHP At tenpt B ock 3
111.67.11.193 |Australia 147.237.76.200|ei tan. aka. i df . i | |Dstributed PHP Attenpt B ock 3
69.174.52.11 |lLhited Sates 147.237.76.30 |hi nush.idf.il Dstributed PHP Attenpt B ock 3
103. 16. 181. 44 |New Zeal and 147.237.76.200|ei tan. aka. i df . i | |Dstributed PHP Attenpt B ock 3
82.37.151.106 |United Ki ngdom [147.237.77.216|dover.idf.il O stributed PHP A tenpt B ock 3
103.9.64.178 |Austraia 147.237.76.200|ei tan. aka. i df .i | [Dstributed PHP Attenpt B ock 3
175. 126. 62. 59 okfrea Republic 1147 237.0.34 |tikshuv.idf.il |Mitiple Unauthorized UR Access from175.126.62.59 Bl ock 3
111.67.11.193 |Asstralia 147.237.76. 200 |ei tan. aka. i df . i | Vt\jwjvt;i tb:;.eai;?i;f"' ??;: fggxﬁ‘pmcess on Bl ock 2
103.16.181. 44 [New Zealand  |147.237.76.200|ei t an. aka. i df . i | mg tb;;_eai;?"’c‘;”_ t‘f;: ﬁggx_ﬁppccess on Bl ock 2
82.37.151.106 |United Ki ngdom |147.237.77.216|dover.idf.il Mil tipl e Uhaut horized URL Access from 82.37.151. 106 Bl ock
71.46.208.29 |Lhited Sates 147.237.72. 166 |aka. i df . i | D stributed Admin B ocking B ock
103.9.64.178 |Astraia 147.237.76.200|ei tan. aka. i df . i | m; tb:;_eai;??f“_ t‘lo;: ﬁsgx_ﬁpmess on Bl ock 2
188. 121. 60. 113 |Net her| ands 147.237.76.30 |hi nush.idf.il D stributed Adnin B ocking B ock 2
60.241.215.85 |Australia 147.237.76.86 |navy.idf.il Uhaut hori zed URL Access to v navy. i df.il/index. php B ock 2
37.148. 209. 103 |Turkey 147.237.77. 170 |maar achot . i df . i | |Distributed Adnin B ocki ng B ock 2
69.174.52.11 |lWiited Sates 147.237.77.216|dover.idf.i D stributed Admin B ocking B ock 2
91.227.4.98  |Turkey 147.237.76.200|ei tan. aka. i df . i | mg tb;;_eai;?"’c‘;”_ t‘f;: ﬁggx_ﬁppccess on Bl ock 2
187.32.58.200 |Rrazil 147.237.76.200|ei tan. aka. i df . i | |Ostributed Adnmin B ocki ng B ock

46. 19. 85. 60 I srael 147.237.72. 166 |aka. i df . i | Suspi ci ous Response Code_Qust om Tenpor ary B ock
208.184.112.75 |Uited Sates  |147.237.77. 216 |dover. i df . il |0 o TLoeC 1?;;_‘;;;2;?36%\/??;‘)2” B ock 2
62.219.78.148 |Israel 147.237.0.34 |tikshuv.idf.i|l |Dstributed Adnin B ocking Bl ock

79.183. 202. 221 (I srael 147.237.72. 166 [aka. i df . i | Uhtraceabl e S3. Sessi ons: si gal gs DoS Attack None

113.192. 21. 100 |Australia 147.237.76.200|ei tan. aka. i df . i | |Dstributed Adnin B ocki ng B ock

175. 126. 62. 59 OKfrea’ RpUDIIC 1147, 237.0.34 |tikshuv.idf.il |Oistributed Adnin B ocking B ock 2
83.145.194. 172 |Finl and 147.237.77.216|dover.idf .il Ostributed Admin B ocki ng B ock 2
60.241.215.85 |Australia 147.237.76.86 |navy.idf.il D stributed Admn B ocking Bl ock 2
111.67.11.193 |Australia 147.237.76.200|ei tan. aka. i df . i | |Dstributed Adnin B ocki ng B ock 2
69.174.52.11 |lhited Sates 147.237.76.30 |hinush.idf.il Ostributed Admin B ocki ng B ock 2
188. 121. 60. 113 |Net her | ands 147.237.76.30 |hinush.idf.il Mil tipl e Waut hori zed URL Access from 188.121. 60. 113 Bl ock 2
103. 16. 181. 44 New Zeal and 147.237.76.200|ei tan. aka. i df . i | |Dstributed Adnin B ocki ng B ock 2
82.37.151.106 |United Ki ngdom |147.237.77.216|dover.idf.il Ostributed Admin B ocki ng B ock 2
37. 148. 209. 103 |Tur key 147.237.77. 170 |maar achot . i df . i | [Mul ti pl e Unaut hori zed URL Access from 37. 148. 209. 103 Bl ock 2
103.9.64.178 |Australia 147.237.76.200|ei tan. aka. i df . i | |Dstributed Adnmin B ocki ng B ock 2
187.32.58.200 |mrazil 147.237.76.200|ei tan. aka. i df . i | m; tb:;_eai;??f“_ t‘lo;: ﬁsgx_ﬁpmess on Bl ock 2
71.46.208.29 |lLhited Sates 147.237.72. 166 |aka. i df . i | Lhaut hori zed URL Access to waw aka. i df.il/index. php B ock
91.227.4.98 Turkey 147.237.76.200(ei tan. aka. i df . i| [Ostributed Adnin B ocking B ock
113.192. 21. 100 |Australia 147.237.76. 200 [ei tan. aka. i df . i | |1 511U e Hhauthor ﬁsgxlﬁpmess on Bl ock 2
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