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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site Signature Device Action |Count]|
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il DCS- Tool - Swi t chbl adG dest - reset 3318
220.181. 108. 83 Chi na 147.237.76. 86 navy.idf.il TCP handshake viol ation, first packet not syn |drop 400
79. 180. 53. 252 | srael 147.237.72. 166 aka.idf.il B ock Wp Al Nets dr op 3
79.181. 135. 50 I srael 147.237.72. 167 i shurimaka.idf.il[B ock Wip All Nets drop 3
79.181. 135. 50 | srael 147.237.77. 216 dover.idf.il Bl ock_Up Al _Nets drop 3
222.174.5. 28 Chi na 147.237.76. 44 e.refuah.idf.il JLMPurple Gon Limt_Tcp drop 1
93.174.93. 151 Net her | ands 147.237. 76. 202 e halag.idf.il ock Wp Al _Nets drop 1
71.6.167. 142 Lhited Sates 147.237.76. 38 e.e.neitav.idf.il |B ock Udp All Nets drop 1
77.127.108. 206 | srael 147.237.76. 177 ncore.idf.il B ock Wp Al Nets drop 1
82.118. 236. 47 Bul gari a 147. 237. 76. 202 e halag.idf.il Block Udp All Nets drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qount ry et Address |Site ‘Sgnaiure Devi ce Action |Count |
194. 54. 168. 76 I srael 147.237.77.233 |atal .idf.il |CL000004: HITP. options nethod (M crosoft) B ock 2
195. 154, 191. 162  |France 147.237.77.216 |dover.idf.il[9221: HTTP. PUT Method Execution over HTTP/ WbDAV B ock 1
195. 154. 216. 86 France 147.237.77.216 |dover.idf.il[9221: HTTP. PUT Method Execution over HTTP/ WbDAV B ock 1
198. 245. 49. 180 Canada 147.237.77.216 |dover.idf.il|ClL000106: HTTP. najestic bot B ock 1
195. 154. 188. 224  |France 147.237.77.216 |dover.idf.il[9221: HTTP. PUT Method Execution over HTTP/ WbDAV B ock 1
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|Top Attackers In |D|

Attacker Address |Target Addr ess |Attacker Qountry |Ste |Signature |Count |
195. 34. 150. 18 147.237.77. 216 Austria dover.idf.il Tehila - Perl LW with fake user agent 4
206. 162. 239. 75 147.237.77.19 Lhited Sates I awforumi df il ET SCAN Potential SSH Scan 2
199. 101. 186. 202 147.237.8. 28 Lhited Sates e. nobi | e-ks.idf.il ET SCAN NMAP -sS wi ndow 3072 1
188. 214. 128. 12 147.237.72. 217 Rormani a eidf.il ET SCAN NMAP -sS wi ndow 1024 1
180. 210. 201. 106 147. 237.72. 217 S ngapor e eidf.il ET SCAN Potential SSH Scan 1
206. 162. 239. 75 147.237.77. 216 Lhited Sates dover.idf.il ET SCAN Potential SSH Scan 1
80. 82.78. 27 147.237.0. 16 Net her | ands ny- kosher -kravi .i df . i ET SCAN NVAP -sS w ndow 1024 1
206. 162. 239. 75 147.237.77. 179 Lhited Sates e.nazi.idf.il ET SCAN Potential SSH Scan 1
46. 151. 55. 35 147.237.77. 212 krai ne e. dover.idf.il ET SCAN NMAP -sS wi ndow 1024 1
206. 162. 239. 75 147. 237. 76. 197 Lhited Sates e. hinush.idf.il ET SCAN Potential SSH Scan 1
31.6.71.154 147. 237.76. 199 Pol and e.nakchal .idf il ET SCAN NMAP -sS wi ndow 1024 1
206. 162. 239. 75 147.237.76. 38 Lhited Sates eengitav.idf.il ET SCAN Potential SSH Scan 1
206. 162. 239. 75 147. 237.72. 217 Lhited Sates eidf.il ET SCAN Potential SSH Scan 1
206. 162. 239. 75 147.237.0. 33 Lhited Sates idf.il ET SCAN Potential SSH Scan 1
180. 210. 201. 106 147.237.77. 74 S ngapor e lawidf.il ET SCAN Potential SSH Scan 1
206. 162. 239. 75 147.237.77. 233 Lhited Sates atal.idf.il ET SCAN Potential SSH Scan 1
149. 202. 186. 50 147. 237.76. 38 Ger many e.eneitav.idf.il ET SCAN NVAP -sS w ndow 1024 1
206. 162. 239. 75 147. 237. 77. 205 Lhited Sates prisha.idf.il ET SCAN Potential SSH Scan 1
80. 82. 70. 230 147.237.0. 19 Net her | ands nadi matal .idf.il ET SCAN NMAP -sS wi ndow 1024 1
46.121. 135. 46 147.237.77. 216 I srael dover.idf.il portscan: TCP O stributed Portscan 1
206. 162. 239. 75 147.237.76. 177 Lhited Sates ncore.idf.il ET SCAN Potential SSH Scan 1
206. 162. 239. 75 147.237.76. 31 Lhited Sates nakchal .idf.il ET SCAN Potential SSH Scan 1
206. 162. 239. 75 147.237.72. 156 Lhited Sates anan.idf.il ET SCAN Potential SSH Scan 1




11-29-2015-00:04:09 to 11-29-2015-01:04:09

|Top Attackers In FW |

A tacker

Devi ce

Attacker Address count ry Target Address |Ste Signature Action ‘Count
Sreanming Engine: TCP Invalid i i SSi
77.125.141.51  |Israel 147. 237. 76. 200 |ei tan. aka. i df .| 9 =g Invalid segnent retransmssion. | 336
Ret r ansni ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
66.249.60.26  |Lnited Sates |147.237.77. 216 |dover.idf. il 9 =9 Invalid segnent retransmssion. |, 54
Ret r ansni ssi on Packet dr opped.
41.33.231.90 Egypt 147.237.77. 216 |dover . i df i | drop SAMrule drop 34
100. 100. 0. 69 147.237. 72. 156 |aman.i df .i | drop Frst packet isn't SYN drop 24
100. 100. 34. 130 147. 237. 72. 156 |anan. i df .i dr op First packet ismt SN drop 12
Sreanming Engine: TCP Invalid i i SSi
109.65.58.22  |israel 147. 237. 76. 200 |ei tan. aka. i df .| 9 =g Invalid segnent retransmssion. | 12
Ret r ansni ssi on Packet dropped.
100. 100. 60. 218 147.237.72. 166 |aka.idf. il dr op First packet isn't SYN drop 11
2. 54, 159. 53 I srael 147.237. 72. 166 |aka.i df . i1 SYN Attack SYN -> SYN-ACK -> RST rej ect 8
176. 106. 226. 202|! srael 147. 237. 72. 166 |aka.i df .i | Bad TCP sequence Inval i d ACK nunber nonitor |8
213.57.143.86 |[lIsrael 147.237.77. 216 |dover. i df .i SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 8
213.57.130. 144 [Israel 147.237.72. 166 |aka.i df . i1 SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 7
185. 3. 144. 150 |l srael 147.237.76.42 |refuah.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 7
Sreamng Engine: TCP Invalid i i ssi
77.125.139. 253 |Israel 147. 237, 77. 243 |robi 1 e. i of . i 9 =9 Invalid segnent retransmssion. | 6
Ret r ansni ssi on Packet dr opped.
Sreanming Engine: TCP Invalid i i SSi
109. 65.51. 104 |Israel 147.237.72. 166 |aka.i df . i1 9 =g Invalid segnent retransmssion. |, 6
Ret r ansni ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
79.180. 141. 198 | srael 147.237.72. 166 |aka.i df .l 9 =9 Invalid segnent retransmssion. | 6
Ret r ansni ssi on Packet dr opped.
Sreanming Engine: TCP Invalid i i SSi
46.19.85.181  |Israel 147, 237. 77. 243 |nobi | e. i of . i | 9 =g Invalid segnent retransmssion. | 6
Ret r ansni ssi on Packet dropped.
46.19.85. 1 I srael 147.237.77. 216 |dover.idf il Bad TCP sequence Inval i d ACK nunber nonitor |6
Sreaning Engine: TQP Invalid i i ssi
46.19.85.119  |Israel 147.237.77. 243 |robi L e. i of . i1 g =g Invalid segnent retransmssion. | 6
Ret r ansmi ssi on Packet dropped.
92.228.97.210 |Ger many 147.237.77. 216 |dover.idf .il SYN Attack SYN -> SYN-ACK -> RST rej ect 5
100. 100. 100. 189 147. 237. 72. 166 |aka.i of .i dr op First packet ismt SN drop 5
84. 38.226. 70 Net her | ands 147.237.0.34 |tikshuv.idf.il dr op SAMrul e drop 4
206.225.95.98 |lhited Sates |147.237.76.31 |nakchal .idf.il dr op SAMrul e drop 4
89. 138. 36. 10 I srael 147.237.72. 166 |aka.i df .il Bad TCP sequence nonitor |4
174.127.116. 185|hited Sates |147.237.76. 200 |eitan. aka.idf i dr op SAMrule drop 4
107.6.152. 122  [Netherl ands 147.237.0.34 |tikshuv.idf.il dr op SAMrul e drop 4
192. 175. 106. 199|Canada 147.237.77. 216 |dover.idf.il dr op SAMrul e drop 4
84. 38.226. 70 Net her | ands 147.237.76. 200 |eitan. aka.idf.il dr op SAMrul e drop 4
206.225.95.98 |lhited Sates |147.237.77.216|dover.idf.il dr op SAMrul e drop 4
46.19.85. 1 I srael 147.237.77. 216 |dover.idf. il Bad TCP sequence Invalid ACK nunber alert 4
reamn ine: TCP Invali i i ssi
176.12.148.40 |israel 147. 237. 76. 200 |ei tan. aka. i df .| Streamng Engi ne: TCP I nval i d invalid segnent retransnissi on drop 4
Ret r ansni ssi on Packet dropped.
111. 223. 236. 146|Austraia 147.237.76.31 |nakchal .idf.il drop SAMrul e drop 4
213.57.132.46 |[lIsrael 147.237.72. 166 |aka.i df . i1 SYN Attack SYN -> SYN-ACK -> Ti neout alert 4
107.6.152.122  |Netherlands  [147.237.77. 226 '} chamatz. aka. df | o SAMrul e drop 4
192. 175. 106. 199|Canada 147. 237.77. 226 "‘f":‘“ chamatz. aka. df g o SMrule drop 4
37.247.36.109 |Netherlands  |147.237.8.14 [e orchot.idf.il Geo- | ocati on enf or cenent Geo- | ocati on i nbound drop 4
enf or cenent
85.234.189. 190 |Latvia 147.237.76. 200 |eitan. aka.idf.il dr op SAMrul e drop 4
84.38.226.70  [Netherlands  |147.237.77.226"}" chanat z. aka. 1AM 14r oy SAMrule drop 4
100. 100. 83. 201 147.237.77. 243 |nobil e.idf .il dr op First packet isn't SYN drop 4
111. 223. 236. 146|Australia 147.237.77. 226"} " chanatz. aka. tdf e op SAMrul e drop 4
213.57.132.46 |lsrael 147.237.72. 166 |aka.idf .il SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 4
Russi an . s
46. 101. 40. 87 Federat i on 147.237.0.34  |tikshuv.idf.il drop SAMrule drop 4
37.247.36.113 |Netherlands  |147.237.72.217|e.idf.il Geo- | ocati on enf or cenent Geo-| ocati on i nbound drop 4
enf or cenent
77.125.135. 223 |l srael 147.237.72. 166 |aka.i df .il Bad TCP sequence Invalid ACK nunber nonitor |4
213.57.132.46 | srael 147. 237.72. 166 |aka i of i Bad TCP sequence SINGAKC retransm t with moni tor |4
di fferent w ndow scal e
2.54.48.9 I srael 147.237.72. 166 |aka.idf .il SYN Attack SYN -> SYN-ACK -> RST rej ect 4
174.127.116. 185|Wnited Sates [147.237.0.34 |tikshuv.idf.il drop SAMrule drop 4
192. 175. 106. 199|Canada 147.237.76.86 |navy.idf.il drop SAMrule drop 4
46. 19. 85. 51 I srael 147.237. 72. 156 |anan.i df .il Bad TCP sequence Inval i d ACK nunber nonitor |4
Sreaning Engine: TCP Invalid i i ssi
109. 65. 37. 145 | srael 147.237.72. 166 |aka.i df . g =g Invalid segnent retransmssion. | 3
Ret r ansmi ssi on Packet dropped.
Sreaning Engine: TGP Invalid ' i ssi
79.182.103.50 |l srael 147. 237.72. 166 |aka. i of . i 9 =9 Invalid segnent retransmssion. | 3
Ret r ansni ssi on Packet dropped.
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Action ‘Count
ww. chanat z. aka. i df )
149. 210.132. 21 |Netherlands |147.237.77.226 N O stributed PHP A tenpt B ock 6
176. 13. 0. 130 I srael 147.237.0.19 |[madi matal .idf.il D stributed Suspici ous Response Code B ock 5
www. chamat z. aka. i df ) )
149. 210. 132. 21 |Net herl ands 147.237.77. 226 i Mul tipl e Whauthorized URL Access from 149. 210. 132. 21 B ock 5
ww. chanat z. aka. i df
149. 210. 132. 21 |Net herl ands 147.237.77. 226 | D stributed Admn B ocki ng B ock 4
79.181. 0. 180 | srael 147.237.76.42 |refuah.idf il Par anet er Type \/1 ol _atl on ct | 00%Cont ent A acetHbl der 1$t xt Last Nane i n B ock 4
vy ref ua. atal . i df . il/1518- he/ ref uah. aspx
m ny- kosher - kravi . i
176.12.142. 141 |l srael 147.237.0. 17 of niyl Dstributed I11egal Paraneter Encodi ng None 4
192. 145.239.26 |[Lhited Sates [147.237.77.234|hal ag.idf.il Distributed PHP Attenpt Bl ock 3
: . . Unaut hori zed URL Access to
208.115.113.88 |thited Sates [147.237.76.86 |navy.idf.il navy. i df . i1/ gi yus/ f or und asp/ show or um asp Bl ock 3
Lhi t ed wwv. chamat z. aka. i df )
37.123.117.68 ) 147.237.77. 226 . Ostributed PHP Attenpt B ock 3
Ki ngdom il
175.107. 131. 153|Australia 147.237.77.74 |lawidf.il Dstributed PHP Attenpt B ock
205.134.251.17 |thited Sates [147.237.76.86 |navy.idf.il Distributed PHP Attenpt Bl ock
75. 98. 175. 84 Lhited Sates [147.237.0.34 |tikshuv.idf.il O stributed PHP A tenpt B ock
94. 23.121. 14 Ei“'ntgegom 147. 237.76.200 |ei tan. aka. i df . i | Ostributed PP Attenpt B ock 3
185. 24. 99. 199 LK*i"rf:gom 147.237.76. 200 [ei t an. aka. i df . i | Ostributed PHP At enpt B ock 3
209. 188.85.176 |Lhited Sates |147.237.76.200|eitan. aka.idf.il O stributed PHP Attenpt B ock 3
103. 23. 46. 52 Ml aysi a 147.237.0.34 |tikshuv.idf.il Ostributed PHP At tenpt B ock 3
89.221.250.12 |Sweden 147.237.0.34 |tikshuv.idf.il O stributed PHP A tenpt B ock 3
189.113. 4. 19 Brazil 147.237.77. 176 |mat pash. i df . i | Dstributed PHP At enpt B ock 3
Lhited www. chamat z. aka. i df |
37.122.209. 14 . 147.237.77. 226] . Distributed PHP Attenpt B ock 3
Ki ngdom il
75.98.175. 84 Lhited Sates [147.237.76.200|eitan. aka.idf.il Mil tipl e Uhaut horized URL Access from 75. 98. 175. 84 Bl ock 3
. wWwv. chamat z. aka. i df |
173.254. 124. 193|Whited Sates |147.237.77.226 | O stributed PHP At enpt B ock 3
) www. chamat z. aka. i df )
184.170.149. 34 |lLnited Sates |147.237.77.226 . Ostributed PHP A tenpt B ock 3
74.220.207.153 |Lhited Sates |147.237.76.31 |nakchal .idf.il Dstributed PHP Attenpt B ock 3
Lhited www. chamat z. aka. i df )
91. 146. 107. 207 | . 147.237.77. 226 . O stributed PHP Attenpt B ock 3
Ki ngdom il
103. 9. 64. 178 Australia 147.237.76.31 |nakchal .idf.il O stributed PHP Attenpt B ock
173.254.74.60 |Uited Sates |147.237.0.34 |tikshuv.idf.il Ostributed PHP At tenpt B ock
209.188.85.176 [lhited Sates [147.237.76.200|eitan. aka.idf.il Ml tipl e Unaut hori zed URL Access from 209. 188. 85. 176 B ock
' ww. chamat z. aka. i df
5.77.35. 18 Wi ted 147.237.77. 226 . Ostributed PHP At enpt B ock 3
Ki ngdom il
103. 23. 46. 52 Ml aysi a 147.237.0.34 |tikshuv.idf.il Ml tipl e Unaut horized URL Access from 103. 23. 46. 52 B ock 3
i wwy. chanat z. aka. i df )
66.117.0. 129 Lhited Sates |147.237.77.226 i Dstributed PHP At enpt B ock 3
85.158.203.16 |Netherlands [147.237.76.200|eitan. aka.idf.il Ostributed PHP At tenpt B ock 3
) www. chamat z. aka. i df )
173. 247.241. 107 |Wnited Sates |147.237.77.226 . Dstributed PHP Atenpt B ock 3
78.47.17.5 Ger many 147.237.76.200|ei tan. aka.i df .i | Dstributed PHP Attenpt B ock
66.117. 0. 129 Uited Sates |147.237.77.216|dover.idf.il Ostributed PHP At tenpt B ock
37.122.209. 14 E?';;gom 147.237.76. 200 |ei tan. aka. i df . i | Ostributed PP Attenpt B ock 3
184.170. 149. 34 |Uhited Sates |147.237.76.200(ei tan. aka.idf.il Ostributed PHP At tenpt B ock 3
91. 146. 107. 207 z";ggom 147.237.76.200 |ei tan. aka. i df . i | Ostributed PP A tenpt B ock 3
78.47.17.5 Ger many 147.237.0.34 |tikshuv.idf.il Ostributed PHP Attenpt B ock
66.117. 0. 129 Uited Sates |147.237.0.34 |tikshuv.idf.il Ostributed PHP At tenpt B ock
112.109.80.41 [New Zeal and [147.237.77.74 |lawidf.il Dstributed PHP At enpt Bl ock
. wWwv. chamat z. aka. i df |
75.98.175. 84 Lhited Sates |147.237.77.226 | O stributed PHP At enpt B ock 3
Lhited . . ! .
91.109. 15. 16 Ki ngdom 147.237.76.31 |nakchal .idf.il Dstributed PHP Attenpt B ock 3
149.210.132. 21 |Netherlands |147.237.0.34 |tikshuv.idf.il Ostributed PHP Attenpt B ock 3
) wwv. chamat z. aka. i df )
103. 23. 46. 52 Ml aysi a 147.237.77. 226 i Ostributed PHP At enpt B ock 3
184.170.149. 34 |Uhited Sates [147.237.0.34 |tikshuv.idf.il Dstributed PHP Attenpt B ock
119.47.121.65 [New Zeal and |147.237.77. 176 |nat pash. i df . i | Distributed PHP Attenpt Bl ock
37.122.209. 14 z";ggom 147.237.76.200 |ei tan. aka. i df . i | Mil tipl e Unaut hori zed URL Access from 37.122.209. 14 B ock 3
66. 55. 88. 52 Lhited Sates [147.237.0.34 |tikshuv.idf.il Ostributed PHP Attenpt B ock
184.170.149. 34 |Uhited Sates |147.237.76.200(ei tan. aka.idf.il Ml tipl e Unhaut horized URL Access from 184.170. 149. 34 B ock
i ww. chanat z. aka. i df )
209.188.85.176 |Lhited Sates |147.237.77.226 i Dstributed PHP At enpt B ock 3
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