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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site |Signature |Device Action |Count |
167. 114. 156. 16 Canada 147.237.77. 216 dover.idf.il |DC5- Tool - Swi t chbl adG dest - r eset 3653

188. 49. 61. 249 Saudi Arabi a 147.237.77. 216 dover.idf.il |JLMDover _Con Limt_Htps drop 28

188. 49. 61. 249 Saudi Arabi a 147.237.77.216 dover.idf.il |DCS- HTTP-firefl ood dest - r eset 14

8. 37.224. 40 Anonynous Pr oxy 147.237.77. 216 dover.idf.il |F Dover Under Attack Con H ps drop 2

188. 49. 61. 249 Saudi Arabi a 147.237.77. 216 dover.idf.il |F Dover Under Attack Con Htp drop 2

0.0.0.0 147.237.77. 216 dover.idf.il |HTTP Page H ood Attack drop 2

188. 49. 61. 249 Saudi Arabi a 147.237.77. 216 dover.idf.il |F Dover Under Attack_Con_H ps drop 1
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|Top Attackers In IPS|

At t acker

Attacker Address Qount ry ’Target Address |Site Sgnature
59.58.107.199 [China 147.237.77. 216 |dover.i df .i | ClL000108: HTTP. Trying to | ocate existing FQeditor B ock 2
wwy, chanat z. aka. i df . i )
176. 228. 140. 19 |l srael 147.237.77. 226 | Cl000004: HTTP: options nethod (M crosoft) B ock 1
195. 154. 194. 59 |France 147.237.77. 216 |dover . i df . i | 9221: HTTP. PUT Method Execution over HTTP/ VbDAV B ock 1
195. 154. 200. 16 |France 147.237.0.34 |tikshuv.idf.il 025: HITP: access to admni strator/index. php -> Bl ock 1
Quar anti ne
195. 154. 217. 123|France 147.237.77.216|dover. i df .i | 9221: HTTP: PUT Method Execution over HTTP/ VbDAV B ock 1
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|Top Attackers In |D|

Attacker Address

Target Address ‘

At acker
Gountry

Signature

Federati on

195. 34. 150. 18  |147.237. 77. 216 |Austria dover.idf.il Tehila - Perl LWP with fake user agent 4
66.249. 79. 10 147.237.72.166|nited Sates  |aka.idf.il ET SCAN NVAP -sA (2) 2
o SFRER IS Mcrosoft Wndows 11S 6 multipl e executabl e
195. 154. 191. 177|147. 237. 77. 216 |France dover.idf.il ) 1
ext ensi on access attenpt
31.184.198.90 |147.237.8.46 ?;Z:;:I”ion e.chi nuch.idf il ET SCAN Potential VNC Scan 5900- 5920 1
193. 105. 134. 220|147. 237. 77. 212 |Sneden e dover.idf.il ET SCAN NVAP -sS wi ndow 1024 1
173. 209. 158. 154|147. 237. 77. 179 |Canada e nazi.idf.il ET SCAN NVAP -sS wi ndow 4096 1
104. 243.16. 107 |147. 237. 76. 44 e.refuah.idf.il ET SCAN NVAP -sS w ndow 1024 1
91. 201. 236. 113 |147.237.0.33 |kraine idf.il ET SCAN NVAP -sS wi ndow 1024 1
80. 82. 78. 27 147. 237.77. 212 |Net her | ands e dover.idf.il ET SCAN NVAP -sS wi ndow 1024 1
31.184.198.90 |147.237.77.243 ?ég;;m nobil e.i df il ET SCAN Potential VNC Scan 5900- 5920 1
198.154. 60.27 |147.237.77.216|United Sates dover.idf.il ET SCAN Potential SSH Scan 1
31.184.198.90 |147.237.77.121 ?;Z:;:I”ion e navy.idf.il ET SCAN NVAP -sS wi ndow 1024 1
31.184.198.90 |147.237.0.34 23::;'}0'1 tikshuv.idf. il ET SCAN Potential VNC Scan 5900- 5920 1
193. 105. 134. 220|147. 237. 76. 148 [Sweden gqcenter. aka. i df.il ET SCAN NVAP -sS w ndow 1024 1
, L ET SCAN Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons,
113. 84. 140. 250 |147.237.0.15 Chi na kosher-kravi .idf.il . 1
Potential Scan or Brute Force
104. 243.16. 106 |147.237.76. 86 navy.idf.il ET SCAN NVAP -sS w ndow 1024 1
89. 255. 21. 58 147.237.8.46  |Netherl ands e. chinuch.idf.il ET SCAN Potential SSH Scan 1
, o ET SCAN Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons,
73.29.163.252 |147.237.77.212|thited Sates e. dover.idf.il . 1
Potential Scan or Brute Force
51.254.46.129 |147.237.76.38 |United Kingdom|e. e neitav.idf.il ET SCAN NVAP -sS w ndow 1024 1
31.184.198.90 |147. 237. 77. 226 |SS' &1 v chamat z. aka. i df . i1 [ET SCAN Potential VNC Scan 5900- 5920 1
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|Top Attackers In FW |

A tacker . Devi ce

Attacker Address count ry Target Address |Ste Signature Acti on

188.49.61.249 |[Saudi Arabia 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 110

8. 37. 224. 40 g”&;ymus 147.237.77. 216 |dover. i df .i drop First packet isnt SIN drop 47

46.19. 86. 11 | srael 147.237.72. 167 |ishurimaka. i of .i[Bad TCP sequence Inval i d ACK nunber noni t or 41

46. 19. 86. 80 I srael 147.237.72. 167 |ishurimaka. i df .i[Bad TCP sequence Invalid ACK nunber noni t or 40

41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 36
Sreaning Engine: TQP Invalid i i ssi

176. 12. 136. 167 | srael 147. 237. 77. 243 |robi l e. i df . i 9 =g Invalid segnent retransmssion. drop 29
Ret ransm ssi on Packet dropped.

100. 100. 34. 130 147.237.72. 156 |anan. i df . i | drop Frst packet isn't SYN drop 24

100. 100. 0. 69 147.237.72. 156 |anan.idf .il drop First packet isn't SYN drop 24

149.88.26.9  [Israel 147.237.77.234|ndlag.icf.i1  |Bad TCP sequence S retransmt with different monitor |20

w ndow scal e

100. 100. 92. 76 147.237.72. 156 |anan.idf .il drop First packet isn't SYN drop 13
Sreaning Engine: TQP Invalid i i ssi

109.67.12.165 | srael 147.237.77. 243 |nobi l e.i df . i g =g Invalid segnent retransnssion. drop 12
Ret ransm ssi on Packet dropped.
Sreanmng Engine: TCP Invalid i i ssi

46.19.85.112  |israel 147.237.76. 200 |ei tan. aka. i df .i 9 =9 Invalid segnent retransmssion. g 12
Ret r ansni ssi on Packet dr opped.

100. 100. 111. 52 147.237. 72. 166 |aka. i df .i | dr op First packet isn't SN drop 12
Sreaning Engine: TGP Invalid i i ssi

176.12. 138. 204 |Israel 147. 237. 77. 243 |nubi 1 e. i of . i1 9 =g Invalid segnent retransmssion. |, 10
Ret r ansni ssi on Packet dropped.
Sreaning Engine: TGP Invalid i i ssi

79.178.129.15 |israel 147. 237.77. 243 |robile. i o . | 9 =9 Invalid segment retransmssion. drop 9
Ret r ansm ssi on Packet dropped.

100. 100. 39. 250 147.237.72. 166 |aka. i df .i | dr op First packet isn't SN drop

100. 100. 106. 151 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop

79.176.153.72  |lIsrael 147.237.72. 166 [aka. i df .i | Bad TCP sequence Invalid ACK nunber noni t or

188. 191. 153. 20 E?';gegom 147.237.77.74 [lawidf.il drop SAVirule drop 8

46. 19. 86. 152 I srael 147.237.72. 166 [aka i df . i | Bad TCP sequence Inval i d ACK nunber noni t or 8
Sreaning Engine: TCP Invalid i i ssi

176.13.11.54  [Israel 147.237.77. 243 |nobil e i df . i1 9 =g Invalid segnent retransmssion. g 8
Ret r ansni ssi on Packet dropped.

o SN retransmit wth different .

79.177.205. 135 |Israel 147.237.77. 233 |atal .idf.il Bad TCP sequence vi ndow scal e noni t or 8

100. 100. 23. 117 147.237. 77. 216 |dover.idf.il dr op First packet isn't SN drop

188. 120. 148. 172l srael 147.237.77. 216 |dover. i df il Bad TCP sequence Inval i d AGK nunber noni t or

84.228.0.178 I srael 147.237.72. 166 [aka i df . i | Bad TCP sequence Inval i d ACK nunber noni t or
Sreaning Engine: TCP Invalid i i ssi

46.117.223.120 |Israel 147. 237. 77. 243 |robi | e. i of . i | g =g Invalid segnent retransmssion. drop 6
Ret r ansni ssi on Packet dropped.

5. 28. 130. 104 I srael 147.237.76.42 |refuah.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 6
Sreaning BEngine: TQP Invalid i i ssi

79.179. 131. 174 | srael 147.237.77. 243 |nobi l e.i df . i g =g Invalid segnent retransnssion. drop 6
Ret ransm ssi on Packet dropped.
Sreanmng Engine: TCP Invalid i i ssi

84.100.8.47  |Israel 147. 237, 77. 243 |nobi l e, f . 9 =9 Invalid segnent retransmssion. g 6
Ret r ansni ssi on Packet dr opped.
Sreaning BEngine: TQP Invalid i i ssi

79.182.209. 143 |israel 147.237. 72. 166 |aka. i df . i g =g Invalid segnent retransnssion. drop 6
Ret ransm ssi on Packet dropped.

172.250.58.64 [Lhited Sates |147.237.77.216|dover.idf.il drop Frst packet isn't SYN drop 6
Sreaning Engine: TQP Invalid i i ssi

79.183.55.31  |Israel 147. 237. 72. 166 |aka. i of . i | 9 =9 Invalid segment retransmssion. drop 6
Ret ransm ssi on Packet dropped.

188.49.61.249 |[Saudi Arabia  [147.237.77. 216 |dover.idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect

213.57.130.121 |[lIsrael 147. 237.72. 166 |aka. i df . i | SYN Attack SYN -> SYN-ACK -> Ti neout rej ect
Sreaning BEngine: TQP Invalid i i ssi

66.249.79.10  |Wnited Sates |147.237.72.166 |aka.idf.il g =g Invalid segnent retransmssion. drop 6
Ret ransm ssi on Packet dropped.
Sreanming Engine: TCP Invalid i i ssi

176.12. 143. 136 |Israel 147.237.77. 243 |nobi 1 e.i o i 9 =9 Invalid segnent retransmssion. g 6
Ret r ansni ssi on Packet dr opped.

46.19. 86. 124 I srael 147. 237.72. 166 |aka. i df . i SYN Attack SYN -> SYN-ACK -> RST rej ect 5

77.127.32.228 |Israel 147.237.72. 166 |aka. i df i Bad TCP sequence Inval i d ACK nunber noni t or 5

81.218.127. 100 |[lsrael 147. 237.77. 216 |dover.idf.il Bad TCP sequence Invalid sequence nunber noni t or 5

100. 100. 40. 81 147.237.72. 166 |aka.idf .il drop First packet isn't SYN drop 5

46. 19. 85. 165 I srael 147.237.72.167 |ishurimaka. i df .i[Bad TCP sequence Invalid ACK nunber noni t or 4

141. 0. 14. 225 Eur ope 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 4

46.19. 85. 126 I srael 147.237.0.19 |nadimatal.idf.il|SYN At t ack SYN -> SYN-ACK -> RST rej ect 4

103.227.176.6 |S ngapore 147.237.77.74 [lawidf.il drop SAMrul e drop 4
Sreanming Engine: TCP Invalid i i ssi

213.57.207. 146 |Israel 147. 237. 77. 243 |robi 1 e. i of . i | 9 =g Inval i d segnent retransnission. drop 4
Ret r ansmi ssi on Packet dr opped.
Sreaning Engine: TCP Invalid i i ssi

157.55.39.107 |UWnited Sates  |147.237.76. 200 |ei tan. aka i df i 9 =g Invalid segnent retransmssion. g 4
Ret r ansni ssi on Packet dropped.

188.49.61.249 |[Saudi Arabia 147.237.77. 216 |dover.idf.il SYN Attack rej ect 4

192.145.239.17 |Wited Sates [147.237.77.74 [lawidf.il dr op SAMrul e drop 4

5. 44.154. 219 Tur key 147.237.77.74 |lawidf.il drop SAMrule drop 4

166. 63. 124. 173 |lLhited Sates 147.237.77.74 [lawidf.il drop SAMrul e drop 4
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Action ‘Count
46. 19. 85. 68 I srael 147.237.0.19 |madimatal .idf.il Zg?lhf;ys.oéethe Sane Response (bde (404) in Session from B ock 252
46. 19. 85. 68 I srael 147.237.0.19 |nadi matal .idf.il Zgélgf%_ogsthe Sane Response (bde (403) in Session from Bl ock 179
37.142.210.199 |[lsrael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock 100
46.120.69.119 |Israel 147.237.0.19 |nadimatal .idf.il Distributed Suspicious Response Code B ock 52
37.142.210.199 [israel 147.237.0.19 |[nadimatal .idf.il Dstributed Too Mainy of the Sane Response Code (404) B ock 18
94.230.85.123 | srael 147.237.77. 243 |nobi | e. i df . i | fb.aff ?&Tﬁfs\gcﬁ;t/ic?;ngggai?ﬁsjmrd in B ock 10
176.12. 144.57  |Israel 147.237.0.19 |[nadimatal .idf.il D stributed Suspici ous Response Code B ock 8
176.12. 136. 167 |l srael 147.237.77.243|nobi l e.i df . i | D stributed Suspicious Response Code B ock 8
217.132.53. 4 I srael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock 5
46.19. 85. 126 I srael 147.237.0.19 |[nadimatal .idf.il D stributed Suspici ous Response Code B ock 4
2.52.54. 237 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 4
207.46.13.137 |lhited Sates |[147.237.77.216|dover.idf.il D stributed Suspici ous Response Code B ock 4
176.12. 138. 204 |l srael 147.237.77.243|nobi l e.i df . i | D stributed Suspici ous Response Code B ock 4
46. 19. 85. 98 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 4
92. 53. 96. 105 :Z:::t”i on 147.237.77.74 [lawidf.il Distributed PHP Attenpt B ock 3
192. 254.213.74 |Uited Sates [147.237.77.74 [lawidf.il Distributed PHP Attenpt B ock 3
108.179.251.85 |Uhited Sates [147.237.77.74 [lawidf.il Ostributed PHP Attenpt Bl ock 3
116.0.23.227  |Austraia 147.237.77. 176 [nat pash. i df . i | Distributed PHP Attenpt B ock 3
216.119. 143. 130|tnited Sates [147.237.77.74 |lawidf.il Distributed PHP Attenpt B ock 3
83.172.144.20 |Netherl ands 147.237.77.74 |lawidf.il Dstributed PHP Attenpt B ock 3
205.186. 162. 88 |lhited Sates |147.237.77. 176 [nat pash. i df .i | Distributed PHP Attenpt B ock 3
91.201.63.116 |Sweden 147.237.77.74 [lawidf.il Distributed PHP Attenpt B ock 3
192. 254. 157. 127|United Sates |147.237.77.74 |lawidf.il Dstributed PHP Attenpt B ock 3
162. 254. 250. 31 |lhited Sates [147.237.77.74 [lawidf.il Dstributed PHP Attenpt B ock 3
65. 39. 128. 48 Uited Sates [147.237.77.74 |lawidf.il Distributed PHP Attenpt B ock 3
221.121.154. 42 |Austraia 147.237.77.74 |lawidf.il Dstributed PHP At enpt B ock 3
116. 0. 23. 227 Australia 147.237.77.74 |lawidf .il Dstributed PHP Attenpt B ock 3
83.172.144.20 |Netherl ands 147.237.72. 166 [aka. i df . i | Distributed PHP Attenpt B ock 3
89.221.250.23 |Sweden 147.237.77.74 |lawidf.il Dstributed PHP At enpt B ock 3
192. 163. 195. 188|lnited Sates [147.237.77.74 [lawidf.il Dstributed PHP Attenpt B ock 3
46.19. 85. 68 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 3
205.186.162. 88 |[Wnited Sates [147.237.77.74 [lawidf.il Ostributed PHP Attenpt B ock 3
162.247.78.230 |wnited Sates [147.237.77.74 [lawidf.il Dstributed PHP Attenpt B ock 3
62.212.152.123 |Netherl ands 147.237.77.74 [lawidf.il Distributed PHP Attenpt B ock 3
95. 86. 99. 60 | srael 147.237.0. 17 m n_y_ kosher -kravi . | C?Ié)?égnt-rgr??ﬂva?eﬁloger 1%t xt AreaRenarks in B ock 3
df.il mny- kosher-kravi .idf.il/tenpl ates/trai ni ng/trai ni ng. aspx
111.118. 222. 150|Australia 147.237.77.74 |lawidf.il Dstributed PHP Attenpt B ock
199.59. 158. 146 |United Sates [147.237.77.74 [lawidf.il Distributed PHP Attenpt B ock
162.242.171.13 |lhited Sates [147.237.0.34 |tikshuv.idf.il Dstributed PHP A tenpt B ock
109. 169. 50. 31 zi;gegom 147.237.77.74 [lawidf.il Distributed PHP Attenpt B ock 3
173.205.127.98 |Uited Sates [147.237.77.74 [lawidf.il Distributed PHP Attenpt B ock 3
103.241.148.4 |Austraia 147.237.77.74 |lawidf.il Dstributed PHP At tenpt B ock 3
162. 144. 209. 193|nited Sates [147.237.77.74 [lawidf.il Dstributed PHP Attenpt B ock 3
198. 1. 94. 202 Uited Sates [147.237.77.74 |lawidf.il Distributed PHP Attenpt B ock 3
173.254.55.58 [lhited Sates [147.237.77.176 |mat pash.idf .i| Ostributed PHP Attenpt B ock 3
192.145.239.11 |Wnited Sates [147.237.77.74 [lawidf.il Dstributed PHP Attenpt B ock 3
199.59. 158. 146 |Uhited Sates [147.237.77.74 [lawidf.il Mil tipl e Unhaut hori zed LRL Access from 199. 59. 158. 146 B ock 3
103. 18. 6. 33 Mi et nam 147.237.77.216|dover . i df . il Ostributed PHP Attenpt B ock 3
198. 154. 252. 207|Wnited Sates [147.237.77.74 [lawidf.il Dstributed PHP Attenpt B ock 3
162.144.43.65 |uited Sates [147.237.77.74 [lawidf.il Distributed PHP Attenpt B ock 3
75.98.174.130 |Wited Sates |147.237.77.74 |lawidf.il Dstributed PHP Attenpt B ock 3
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