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M dover.idf.il
M nadi matal .idf.il
W aka.idf.il
Wiawid.il
Banan.idf.il
M natpash. i df.il
I nobi le.idf.il
Meitan aka.idf.il

atal .idf.il
B wun chanat z. aka. i df . i |

W 167. 114. 156. 16
37.26. 146. 211
[ 5.29.62.171

176.12. 151. 196
B 87.69. 141. 173
M 66. 249. 66. 125

Top Attackers

I 66. 249. 69. 26

W 37. 142. 228. 201
100. 100. 100. 48

M 46. 43. 110. 96
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|Top Attackers | n DDoS- Def ence |

Attacker Address|Attacker Country |Target Address|Site |Signature |Device Action|Count]|
167. 114. 156. 16 Canada 147.237.77. 216 dover.idf.il |DO5- Tool - Swi t chbl adG dest - r eset 3516
46. 43. 110. 96 Pal estinian Territory, Qcupi ed147.237.77.176 nat pash. i df . i | | TGP handshake vi ol ation, first packet not syn |drop 2378
66. 249. 66. 39 | srael 147.237.77. 74 lawidf.il TCP handshake vi ol ation, first packet not syn |drop 792

54. 244. 22. 103 Lhited Sates 147.237.77.233 atal.idf.il TCP handshake vi ol ation, first packet not syn |drop 741

66. 249. 66. 33 | srael 147.237.77. 74 lawidf.il TCP handshake vi ol ation, first packet not syn |drop 737

66. 249. 74. 97 | srael 147.237.72. 166 aka.idf.il TCP handshake viol ation, first packet not syn |drop 285
79.183. 14. 170 | srael 147.237.72. 156 anan.idf.il ock Wp Al _Nets drop 6
93.174. 93. 151 Net her | ands 147.237. 76. 30 hi nush.idf.il ock_Udp All _Nets drop 1

85. 25. 43. 94 Cer many 147.237. 76. 30 hinush.idf.il |Block Udp All Nets drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry  [Target Address |Site |Sgnature Devi ce Action |Oount |
195.154.188.35  [France 147.237.77.216 |dover.idf.il|9221: HTTP. PUT Method Execution over HTTP/ WbDAV B ock 1
195.154. 211. 94  |France 147.237.77.216 |dover.idf.il [9221: HTTP. PUT Method Execution over HTTP/ \bDAV B ock 1
195. 154.217.38  |France 147.237.77.216 |dover.idf.il [9221: HTTP: PUT Method Execution over HTTP/ \bDAV B ock 1
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|Top Attackers In |D|

Attacker Address

Target Address

At acker

Signature

Gountry

66.249.66. 125 |[147.237.77.74 |Whited Sates [lawidf.il ET SCAN NVAP -sA (2) 78
195. 34.150. 18  [147.237.77. 216 |Austria dover.idf.il Tehila - Perl LW with fake user agent 4
66. 249. 66. 33 147.237.77.74 |Wited Sates |lawidf.il ET SCAN NVAP -sA (2) 2
54.183.246.95 [147.237.0.15 |[Wited Sates |kosher-kravi.idf.il|ET SCAN NMAP -sS wi ndow 4096 1
218.104. 49. 211 |147.237.76.42 |China refuah.idf.il ET SCAN Potential SSH Scan 1
190, 185, 208, 131|147, 237. 76.30 | genti na b rsh i | ET SCAN Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
188. 214.128. 12 |147. 237. 76. 199 |Ronani a e.nakchal .idf.il |ET SCAN NVAP -sS wi ndow 1024 1
128.199. 139. 56 |147.237.77. 74 |9 ngapore lawidf.il ET DRCP Spamhaus DRCP Listed Traffic | nbound 1
115.182.17.13  [147.237.76.39 |China nobi | e. nei tav.idf.i |[ET SCAN NVAP -f -sS 1
58.253.96.122 |147.237.76.34 |China yohal an. i df .i| ET SCAN NMAP -sS wi ndow 3072 1
189, 34. 74. 19 147 237 8.28  |mrasil o robi | e-ks. i f | ET SCN\I Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
176.12.151. 196 [147.237.0.19 |[lIsrael madi matal .idf.il |ET SCAN Possible SS. Brute Force attack or Ste Gaw 1
115.182.17.13  [147.237.76.39 |China nobi | e. nei tav.idf.i|[ET SCAN NVAP -sS wi ndow 2048 1
58.253.96. 122 [147.237.76.34 |thina yohal an. i df.il ET SCAN NVAP -sS w ndow 4096 1
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|Top Attackers In FW |

Devi ce

Attacker Address [Attacker Gountry |Target Address ([Ste Signature Action ‘Count
Sreaning Engi ne: TCP i i ssi
66.249.69.26  |nited Sates 147. 237.77. 216 |dover i of . i mng tngine: 1 Invalid segnent retransmssion. |, 66
Inval i d Retransmission Packet dropped.
S reaning Engi ne: TCP i i sSi
79.182.181. 144 |israel 147.237.76.200 |eitan. aka. i of . mng Engine: 1 Invalid segnent retransmssion. |, 42
Inval i d Retransmi ssion Packet dropped.
Pal esti ni an S -
46. 43. 110. 96 Territory, Grcup ed 147.237. 77. 176 |nat pash. i df . i | drop First packet isn't SN drop 40
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 36
37.142.228.201 |l srael 147.237.72. 166 |aka. i df .i | SYN At t ack SYN -> SYN-ACK -> Timeout |reject 35
100. 100. 77. 54 147.237.72. 156 |anan.idf.il drop First packet isn't SYN drop 30
100. 100. 19. 155 147.237. 72. 166 |aka. i of .i drop First packet isnt SN drop 26
100. 100. 70. 245 147.237.72. 166 |aka. i df .i | drop First packet isn't SWN drop 24
100. 100. 11. 84 147.237.72. 156 |anan.idf .il dr op First packet isn't SYN drop 24
100. 100. 76. 150 147.237. 77. 216 |dover.idf.il dr op Frst packet isn't SN drop 22
100. 100. 100. 48 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 22
100. 100. 43. 161 147.237.72.166 |aka.idf .il dr op First packet isn't SYN drop 21
100. 100. 39. 173 147.237. 72. 166 |aka. i of .i drop First packet isnt SN drop 20
213.57.133. 180 |[Israel 147.237.72. 166 |aka. i df .i | SYN At t ack SYN -> SYN-ACK -> Timeout |reject 20
o SYN+tACXK retransmt wth .
37.142.228.201 |l srael 147.237.72. 166 |aka.i df .i | Bad TCP sequence different vi ndow scal e nonitor |18
100. 100. 87. 229 147.237.72. 166 |aka. i df . il dr op Frst packet isn't SN drop 18
100. 100. 100. 48 147.237.0. 16 Iny'kOSher'kra""'df" drop First packet isn't SWN drop 15
54.244.22.103 |thited Sates 147.237.77. 233 |atal .idf.il drop First packet isnt SN drop 14
84.228.34. 46 I srael 147.237.77. 216 |dover. i df . i drop First packet isn't SWN drop 13
100. 100. 100. 48 147.237.0.15 |kosher-kravi.idf.il dr op First packet isn't SYN drop 12
S reaning Engi ne: TCP i i ssi
40.77.167.35  |Uited Qates 147. 237. 77. 216 |dover. i of . i1 mng tngine: ! Invalid segnent retransmssion. | 12
Inval i d Retransmnission Packet dropped.
S reaning Engi ne: TCP i i ssi
46. 19. 86. 88 | srael 147.237.72. 167 |i shurimaka. i df . il . 9 9 .. Invalid segnent retransmssion drop 12
Inval i d Retransmission Packet dropped.
100. 100. 15. 106 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 12
reamng Engi ne: T i i ssi
37.26.147.187 |israel 147.237.77. 243 |nobi | e. i of .| Streamng Engi ne: TCP Invalid segnent retransmssion. | ., 12
Inval i d Retransmnission Packet dropped.
Sreaning Engi ne: TCP i i ssi
66.249.69.42  |ited Sates 147. 237.77. 216 |dover. i df .i | mng tngine. 1 Invalid segment retransmssion. f 10
Inval i d Retransmnission Packet dropped.
S reaning Engi ne: TCP i i ssi
66.249.93.228 |Uited Qates 147. 237.77. 243 |mwbi l e, i f . i mng tngine: ! Invalid segnent retransmssion. | 9
Inval i d Retransmission Packet dropped.
100. 100. 0. 69 147.237. 72. 156 |anan.idf .il dr op Frst packet isn't SN drop
79.136.113.86 |Sweden 147.237.77.74 |lawidf.il drop SAMrul e drop
100. 100. 2. 84 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop
Sreaning Engi ne: TCP i i ssi
207.46.13.119 |United Sates 147. 237.77. 216 |dover i of . i mng tngine: 1 Invalid segnent retransmssion. |, 8
Inval i d Retransmission Packet dropped.
46.19.86.181  |Israel 147.237.77. 226 WiAIWChanatZ' aka 1df |oyN At tack SYN -> SYN-ACK -> RST rej ect 8
ream n ine: T i i ssi
109.66. 197.21  |israel 147.237.72. 166 |aka. i df . Streamng Engi ne: TCP Invalid segnent retransmssion. | . 6
Inval i d Retransmission Packet dropped.
S reaning Engi ne: TCP i i ssi
194.90.167.12 |Israel 147. 237.72. 166 |aka. i f .11 mng tngine: ! Invalid segnent retransmssion. | 6
Inval i d Retransmission Packet dropped.
Sreaning Engi ne: TCP i i ssi
212.117. 154. 242|i srael 147. 237.77. 216 |dover i of . i mng tngine: 1 Invalid segnent retransmssion. |, 6
Inval i d Retransmission Packet dropped.
S reaning Engi ne: TCP i i sSi
84.228.188. 251 | srael 147.237.72. 166 |aka.i df . i mng Engine: 1 Invalid segnent retransmssion. |, 6
Inval i d Retransmi ssion Packet dropped.
S reaning Engi ne: TCP i i ssi
66.249.69.34  |lited Sates 147. 237. 77. 216 |dover . i of . i | mng tngine. Invalid segnent retransmssion. f 6
Inval i d Retransnission Packet dropped.
S reaning Engi ne: TCP i i ssi
46.19.85.188  |israel 147. 237. 72. 166 |aka i f . i mng tngine: ! Invalid segnent retransmssion. |, 6
Inval i d Retransnission Packet dropped.
Sreaning Engi ne: TCP i i ssi
31.168. 244. 253 |Israel 147. 237. 77. 243 |nobi | e. i of . | mng Ehgihe. Invalid segnent retransmssion. | ., 6
Inval i d Retransmnission Packet dropped.
100. 100. 15. 106 147.237.0.34  |tikshuv.idf.il drop Frst packet isn't SN drop
87.69. 210. 139 | srael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop
S reaning Engi ne: TCP i i ssi
37.26.147.180 | srael 147.237.77. 243 |nobi L e. i of .| mng gl ne. Invalid segnent retransmssion. | ., 6
Inval i d Retransnission Packet dropped.
Sreaning Engi ne: TCP i i ssi
82.102.136.70 |Israel 147. 237. 77. 216 |dover. i of . i | mng tngine. Invalid segnent retransmssion. |, 6
Inval i d Retransmnission Packet dropped.
46. 19. 85. 68 I srael 147.237.77. 216 |dover.idf . i1 Bad TCP sequence Inval i d ACK nunber alert 5
46. 19. 85. 68 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber noni t or 5
177.75.157.37 |Bazil 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 5
84.108.234.55 |[lIsrael 147.237.72. 166 |aka. i df . i | SYN At tack SYN -> SYN-ACK -> Tineout |reject 4
100. 100. 17. 168 147.237.76.86 |navy.idf.il drop First packet isn't SWN drop 4
5. 22. 250. 240 Net her | ands 147.237.77.74 |(lawidf.il dr op SAMrul e drop 4
213.205.38.29 |[italy 147.237.77. 176 |natpash. i df .i| Bad TCP sequence Invalid ACK nunber alert 4
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Attacker Address [Attacker Gountry |Target Address ([Ste Signature

77.81.165. 43 Rormani a 147.237.77.74 |lawidf.il drop SAMrul e drop 4
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Acti on ‘Count
37.26.146.211 |lIsrael 147.237.0.19 |nadimatal .idf.il|Dstributed Too Many of the Sane Response Code (404) B ock 301
5.29.62. 171 I srael 147.237.0.19 |madimatal .idf.il|Dstributed Too Many of the Sane Response Code (404) B ock 267
37.26.146.211 |[Israel 147.237.0.19 |[madimatal .idf.il|Dstributed Too Miny of the Sane Response Code (403) B ock 129
37.26.146.211 |lIsrael 147.237.0.19 |madimatal .idf.il|Dstributed Suspicious Response Code B ock 108
5.29. 62. 171 I sr ael 147.237.0.19 |nadi matal .idf.il :’cz’g'?%? lo;clthe Sane Response (ode (403) in Session from B ock 107
5.29.62. 171 I srael 147.237.0.19 |madimatal .idf.il|Dstributed Suspicious Response Code Bl ock 105
176.12.151. 196 |Israel 147.237.0.19 |madimatal .idf.il|Dstributed Suspicious Response Code B ock 91
176.12. 151. 196 |l srael 147.237.0.19 |[nadimatal .idf.il|Dstributed Too Miny of the Sane Response Code (404) B ock 90
87.69.141.173 |Israel 147.237.0.19 |madimatal .idf.il|Dstributed Suspicious Response Code Bl ock 88
87.69.141.173 |[lIsrael 147.237.0.19 |nadimatal .idf.il|Dstributed Too Many of the Sane Response Code (404) B ock 46
79.179. 150. 244 [israel 147.237.0.19 |[nmadimatal .idf.il|Dstributed Suspicious Response Code B ock 45
185. 32.179. 219 |l srael 147.237.0.19 |madimatal .idf.il|Dstributed Suspicious Response Code Bl ock 31
46.19. 86. 48 I srael 147.237.0.19 |madimatal .idf.il|Dstributed Suspicious Response Code B ock 16
176.13.1.91 I srael 147.237.0.19 |[nmadimatal .idf.il|Dstributed Suspicious Response Code B ock 16
176.12. 148. 192 |l srael 147.237.0.19 |madimatal .idf.il|{Dstributed Suspicious Response Code Bl ock 15
77.127.202. 244 |lsrael 147.237.72. 166 |aka. i df . i | Mil tipl e Unaut hori zed Method for Known URL from 77.127.202.244 |B ock 5
149. 88. 123. 122 |Israel 147.237.72. 166 [aka. i df . i | Mil tipl e Unauthorized Method for Known URL from 149. 88.123.122 [B ock 5
109. 160. 204. 1861 srael 147.237.77.243|mobi l e. i df . i | Lhaut hori zed URL Access to nobile.idf.il/sachar/index B ock 4
87.230.85. 14 Ger many 147.237.77.74 |lawidf.il Dstributed PHP At enpt B ock 3
216.172.176. 112|lhited Sates [147.237.77.74 |lawidf.il Ostributed PHP At tenpt B ock 3
37.26.148.179 |Israel 147.237.0.19 |madimatal .idf.il|{Dstributed Suspicious Response Code Bl ock 3
93.172.174.138 |lsrael 147.237.0.19 |madimatal .idf.il|Dstributed Suspicious Response Code B ock 3
176. 56. 62. 44 LKTi;gegom 147.237.77.74 |lawidf.il Dstributed PHP At enpt B ock 3
146. 185. 149. 117 |Net her | ands 147.237.77.74 |lawidf.il Dstributed PHP At enpt B ock 3
213.205.38.29 |[italy 147.237.77. 176 |mat pash. i df . i | Dstributed PHP Attenpt B ock 3
50. 87. 107. 49 Uited Sates |[147.237.77.216|dover.idf.il Ostributed PHP At tenpt B ock 3
162.242.152. 71 |Uited Sates [147.237.77.74 |lawidf.il Dstributed PHP At enpt B ock 3
66.147.240. 155 |lhited Sates [147.237.77. 176 |nat pash. i df . i | Distributed PP Attenpt B ock 3
50.87.52. 71 Wited Sates [147.237.77.176 |mat pash. i df . il Distributed PHP Attenpt B ock 3
162. 144. 123. 182|United Sates [147.237.77.74 |lawidf.il Dstributed PHP At enpt B ock 3
200.73.17.115 |Giile 147.237.77.74 |lawidf .il Dstributed PHP Attenpt B ock 3
37.26.147.187 [israel 147.237.0.19 |[madimatal .idf.il|Dstributed Suspicious Response Code B ock 3
193.180.217.93 |Uited Sates |147.237.77.74 |lawidf.il Ostributed PHP Attenpt Bl ock 3
185. 41. 10. 58 zi;g’gom 147.237.77.74 |lawidf.il Dstributed PHP Attenpt Bl ock 3
192. 163.238. 217|lhited Sates [147.237.77.74 |lawidf.il Ostributed PHP At tenpt B ock 3
212.48.87. 37 zi;gegom 147.237.77.74 [lawidf.il Dstributed PHP At tenpt B ock 3
79.182.214.85 |israel 147.237.0.19 |nadi matal .idf.il nma;“;]h;r;f_?‘éfﬁ/ Spﬁ;eesdslatj‘;xl it enalt Gaunt . 45K Bl ock 2
176. 56. 62. 44 zi;gegom 147.237.77.74 [lawidf.il Distributed Admn B ocki ng B ock 2
50.87.52. 71 Lhited Sates |147.237.77.176|nat pash. i df . i | Uhaut hori zed LRL Access to wwu cogat . i df . il/index. php B ock

146. 185. 149. 117 |Net her | ands 147.237.77.74 |lawidf.il D stributed Adnin B ocking B ock

185. 41. 10. 58 zi;g’gom 147.237.77.74 |lawidf.il Mil tipl e Uhaut horized URL Access from 185. 41. 10. 58 B ock 2
213.205.38.29 |[italy 147.237.77. 176 |nat pash. i df . i | Dstributed Adnin B ocking Bl ock 2
54.244.22.103 |Wited Sates [147.237.76. 147 |chi nuch. aka. i df . i|D stributed Suspici ous Response Code_Qust om Tenpor ary B ock 2
200.73.17.115 |Giile 147.237.77.74 [lawidf.il Uhaut hori zed URL Access to waw | aw i df.il/index. php B ock 2
50. 87. 107. 49 Lhited Sates |147.237.77.216|dover.idf.il Dstributed Adnin B ocking Bl ock 2
162.242.152. 71 |Uiited Sates |147.237.77.74 |lawidf.il D stributed Adnin B ocking Bl ock 2
66.147.240. 155 |hited Sates [147.237.77.176 |mat pash. i df . i | Distributed Adnin Bl ocki ng B ock 2
50. 87.52. 71 Lhited Sates [147.237.77.176|mat pash. idf.il  [Ostributed Admin Bl ocki ng B ock 2
192.163.238. 217|United Sates [147.237.77.74 |lawidf.il Unhaut hori zed URL Access to waw | aw i df.il/index. php B ock 2
162. 144. 123. 182|United Sates  [147.237.77.74 |lawidf .il Dstributed Admn B ocki ng B ock 2
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