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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |[Site |Signature |Device Action |Count |
31.6.39.173 Fai n 147.237.77. 216 dover.idf.il TP Scan (vertical) drop 5995

167. 114. 156. 16 Canada 147.237.77.216 dover.idf.il DOS- Tool - Swi t chbl adG dest - r eset 3763
79.176. 205. 103 | srael 147.237.72. 166 aka.idf.il B ock Wp Al Nets drop 6
93.174.93. 151 Net her | ands 147.237. 76. 39 nobile.neitav.idf.il |Bock Udp All Nets drop 1

195. 154. 191. 162 France 147.237.77. 216 dover.idf.il SYN H ood unverified cooki e drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qount ry et Address |Site ‘Sgnature Devi ce Action |Count |
195. 154. 188. 186 |[France 147.237.77.216 |dover.idf.il|9221: HTTP. PUT Method Execution over HTTP/ VebDAV B ock 1
195. 154. 188. 224  |France 147.237.77.216 |dover.idf.il[9221: HTTP. PUT Method Execution over HTTP/ WbDAV B ock 1
195. 154. 191. 208  |France 147.237.77.216 |dover.idf.il[9221: HTTP. PUT Method Execution over HTTP/ WbDAV B ock 1
77.125. 99. 250 I srael 147.237.72.166 |aka.idf.il ]13840: TLS (penSSL Heartbeat Packet B ock 1
195. 154. 216. 123  |France 147.237.77.216 |dover.idf.il[9221: HTTP. PUT Method Execution over HTTP/ WbDAV B ock 1
106. 38. 241. 106 Chi na 147.237.77.216 |dover.idf.il|Cl03: HTTP. User Agent Sogou+web+spi der Bl ock 1
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|Top Attackers In |D|

Attacker Address

Target Address

At acker
Gountry

‘Ste

Signature

195. 34. 150. 18  |147.237. 77. 216 |Austria dover.idf.il Tehila - Perl LWP with fake user agent 4
. SRVER IS Mcrosoft Wndows 11S 6 multiple executabl e extension
195. 154. 216. 123|147. 237. 77. 216 |France dover.idf.il 4
access attenpt
195. 154. 216. 123(147. 237. 77. 216 |France dover.idf.il SRVER IS miltiple extensi on code execution attenpt 3
L ET VB SERVER Possi bl e Mcrosoft Internet Infornation Services (119
195. 154. 216. 123|147. 237. 77. 216 |France dover.idf.il — . . . 3
H | enane Extension Parsing File Wload Security Bypass Attenpt (asp)
o ET VB SFRVER Possi bl e Mcrosoft Internet Informati on Services (119
195. 154. 191. 208|147. 237. 77. 216 |France dover.idf.il — ) . . 2
H | enane Extension Parsing File Wload Security Bypass Attenpt (asp)
195. 154. 188. 224(147. 237. 77. 216 |France dover.idf.il LOCAL RUES - Request with the string install.phpinit 2
66. 249. 69. 26 147.237.77. 216 |Wnited Sates |dover.idf.il ET SCAN NVAP -sA (2) 2
66.249.66.33  |147.237.77.74 |Wited States |lawidf.il ET SCAN NVAP -sA (2) 2
L SFRER IS Mcrosoft Wndows [1S 6 mul tipl e executabl e ext ensi on
195. 154. 188. 186|147. 237. 77. 216 |France dover.idf.il 2
access attenpt
L ET VB SERVER Possi bl e Mcrosoft Internet Infornation Services (119
195. 154. 188. 186|147. 237. 77. 216 |France dover.idf.il — ) . . 2
H | enane Extension Parsing File Wload Security Bypass Attenpt (asp)
195. 154. 191. 208|147. 237. 77. 216 |France dover.idf.il SERVER 1S multipl e extensi on code execution attenpt 2
195. 154. 191. 208(147. 237. 77. 216 |France dover.idf.il LOCAL RULES - Request with the string install.phpinit 2
66. 249. 66. 39 147.237.77.74 |Wnited Sates|lawidf.il ET SCAN NVAP -sA (2) 2
195. 154. 188. 186|147. 237. 77. 216 |France dover.idf.il SERVER 1S multipl e extensi on code execution attenpt 2
195. 154. 188. 186(147. 237. 77. 216 |France dover.idf.il LOCAL RULES - Request with the string install.phpinit 2
195. 154. 188. 74 |147.237. 77. 216 |France dover . idf.il SERVER- WEBAPP phpt est . php access 2
o SFRER IS Mcrosoft Wndows |1S 6 multipl e executabl e extensi on
195. 154. 191. 208|147. 237. 77. 216 |France dover.idf.il 2
access attenpt
L ET VB SERVER Possi bl e Mcrosoft Internet Infornation Services (119
195.154. 188. 74 |147.237. 77. 216 |France dover.idf.il — . . . 1
FH | enane Extension Parsing File Wload Security Bypass Attenpt (asp)
195. 154. 188. 224(147. 237. 77. 216 |France dover.idf.il SRVER IS miltiple extensi on code execution attenpt 1
149. 202. 186. 50 |147.237.77. 179 |Ger many enazi.idf.il |ET SCAN NVAP -sS wi ndow 1024 1
195. 154. 188. 186|147, 237. 77. 216 |France dover . idf il SERVER- WEBAPP phpt est . php access 1
202.129.59. 146 |147.237.76. 202 |Thai | and ehalag.idf.il |ET SCAN NVAP -sS wi ndow 4096 1
58.253.96.122 [147.237.77.19 [China lawforumidf.il|ET SCAN NMAP -f -sS 1
195. 154. 216. 123(147. 237. 77. 216 |France dover.idf.il LOCAL RUES - Request with the string install.phpinit 1
195. 154. 188. 74 [147.237.77. 216 |France dover.idf.il SRVER IS miltiple extensi on code execution attenpt 1
195. 154. 188. 74 [147.237.77. 216 |France dover.idf.il LOCAL RULES - Request with the string install.phpinit 1
195. 154. 180. 24 |147.237. 77. 216 |France dover . idf il SERVER- WEBAPP phpt est . php access 1
195. 154. 188. 224|147. 237. 77. 216 |France dover.idf.il SERVER- WEBAPP phpt est . php access 1
149. 202. 186. 50 |147.237. 77. 243 |Ger many nobi le.idf.il |ET SCAN NVAP -sS w ndow 1024 1
L SFRER IS Mcrosoft Wndows [1S 6 mul tipl e execut abl e ext ensi on
195. 154. 188. 224|147. 237. 77. 216 |France dover.idf.il 1
access attenpt
149. 202. 186. 50 |147.237.77. 170 |Ger nmany maar achot . i df .il[ET SCAN NVAP -sS wi ndow 1024 1
105, 154. 188, 224|147 237. 77 216 |Fr ance dover i df il ET VB SERVER Possi bl e Mcrosoft Internet Infornmation Services (119 1
T Y o Fi l enane Extension Parsing File Wl oad Security Bypass Attenpt (asp)
218.104.49. 211 |147.237.8.24 |China elifestyle.idf.|[ET SCAN Potential SSH Scan 1
58.253.96.122 |147.237.77.19 |China lawforumidf.il[ET SCAN NMAP -sS w ndow 2048 1
195. 154. 216. 123|147, 237. 77. 216 |France dover.idf.il SERVER- WEBAPP phpt est . php access 1
- SFRER IS Mcrosoft Wndows |1S 6 multiple executabl e extensi on
195. 154. 188. 74 |147.237.77. 216 |France dover.idf.il 1
access attenpt
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|Top Attackers In FW |

A tacker

Attacker Address Country Target Address |Ste Signature

100. 100. 15.0 147.237.72. 166 |aka.idf . il dr op First packet isn't SN drop 47

66.249.60.26  |Uited Sares  |147.237. 7. 216 |cover ict. i || SAM NG Bngine: TP Invalid - finvalid segnent retransni ssi on drop 46
Ret r ansni ssi on Packet dropped.

100. 100. 15.0 147.237. 72. 156 |anan.i df .i | drop First packet isn't SYN drop 38

41.33.231.90 Egypt 147.237.77. 216 |dover.idf.il  |drop SAMrul e drop 36

66.240.81.212 |United Sares  |147. 237 77. 216 |dover it i1 || 2 Ng Engine: TP Invalid  finvalid segnent retransnission drop 30
Ret r ansni ssi on Packet dr opped.

185. 56. 80. 138 [Nt her| ands 147. 237. 77. 170 |naar achot . i df . i I|dr op SAMrul e drop 28

134.191. 232. 71 |Israel 147. 237,77 216 |dover i1 || SN Engine: TCP Invalid invalid segnent retransnission drop 24
Ret r ansni ssi on Packet dr opped.

100. 100. 62. 154 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 24

100. 100. 87. 183 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 18

134.191.232.72 |israel 147237, 77. 216 |dover i @r.i1 | €AM NG Engine: TG Invalid —invalid segnent retransnission. drop 18
Ret r ansni ssi on Packet dr opped.

100. 100. 0. 69 147.237. 72. 156 |aman.i df .i| drop Frst packet isn't SN drop 14

93. 173. 255. 106 I srael 147. 237,77 216 |dover i1 || SN Engine: TCP Invalid invalid segnent retransnission drop 12
Ret r ansni ssi on Packet dr opped.

100. 100. 60. 150 147.237. 72. 166 [aka. i of .i | drop First packet isn't SWN drop 12

100. 100. 61. 19 147.237.72. 166 |aka. i df .i | drop First packet isn't SWN drop 12

100. 100. 11. 84 147.237. 72. 156 |aman.i df .i | drop First packet isn't SYN drop 12

100. 100. 0. 229 147.237. 72. 156 |anan.i df .i | drop First packet isn't SYN drop 11

46.116. 210. 118 |Israel 147.237.72. 166 |aka.i of .i | Bad TCP sequence I'nvalid ACK nunber noni t or 11

40.77.167.35  |Uited Sates  |147.237.77. 216 |dover. it i1 || SAM NG Engine: TP Invalid  finvalid segnent retransnission drop 10
Ret r ansni ssi on Packet dr opped.

79.182. 125. 36 | srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 10

134.191. 232. 69 |Israel 147. 237,77 216 |dover i1 || SN Engine: TCP Invalid invalid segnent retransnission drop 10
Ret r ansni ssi on Packet dr opped.

66. 249. 81. 215 gz::;”i o 147. 237.77. 216 |dover. i df . ;: ?ZTS?‘? SESr:g;:e: TP Invalid Lg‘éakgtd (;eg:;g:j. retransmissi on drop 10

213.57.129.202 |lsrael 147.237.72. 166 |aka. i df . i SYN At t ack SYN -> SYN-ACK -> Ti neout rej ect 10

80. 246. 136. 216 | srael 147.237.77. 243 |rvi e i i1 || S NG Engi e TCP Invalid invalid segnent retransnission. drop 9
Ret r ansni ssi on Packet dropped.

77.125.1. 19 I'srael 147237, 77, 243 |mbi e i 11| €AM NG Engi ne: TGP Invalid finvalid segnent retransnissi on drop 9
Ret r ansni ssi on Packet dropped.

2.54.22.90 I sr ael 147.237. 72. 166 [aka. i of .i | SYN At t ack SYN -> SYN-ACK -> RST rej ect

46. 19. 86. 26 I srael 147. 237. 77. 216 |dover . i f . i | SYN Att ack SYN -> SYN-ACK -> RST rej ect

213.57.132.211 |lsrael 147.237.72. 156 |anan.idf . il SYN At t ack SYN -> SYN-ACK -> Ti neout rej ect

213.57.132.211 |israel 147.237.72. 156 |[anan.idf.il  [Bad TOP sequence mﬁﬁsg Lansm't wthdifferent | onitor |7

66.249.81. 218 |hited Sates  |147.237.77. 216 |dover ich.i1 | SamNg Engine: TCP Invalid - finvalid segnent retransmissi on. drop 6
Ret r ansni ssi on Packet dropped.

46. 19. 85. 97 I 'srael 147.237. 77. 216 [dover. i df i Bad TCP sequence Inval id ACK nunber alert 6

100. 100. 0. 64 147.237.72. 166 |aka. i df . il dr op First packet isn't SN drop 6

46. 19. 85. 157 I srael 147.237.77. 216 |dover. i df . i | Bad TCP sequence Invalid ACK nunber noni t or 6

46. 19. 85. 97 I 'srael 147.237. 77. 216 [dover. i df i Bad TCP sequence Inval id ACK nunber noni t or 6

66.249.60.34  |Uited Sares  |147.237. 7. 216 |cover ict. i || SAM NG Engine: TP Invalid  finvalid segnent retransnissi on drop 6
Ret r ansni ssi on Packet dropped.

77.126.3.202  |Israel 147.237.72. 166 |aka. i df . Streaning Engine: TCP Invalid invalid segnent retransmission. drop 6
Ret r ansni ssi on Packet dr opped.

66.249.60.42  |Uited Sares  |147.237. 7. 216 |cover ict. i || SAM NG Engine: TP Invalid - finvalid segnent retransnissi on drop 6
Ret r ansni ssi on Packet dropped.

100. 100. 0. 64 147.237. 72. 156 |aman.i df .i| drop First packet isn't SYN drop 6

100. 100. 85. 30 147.237.76.31 |nakchal .idf.il |drop First packet isn't SYN drop 5

46.19. 85. 97 I srael 147.237.76.86 |navy.idf.il Bad TCP sequence I'nvalid ACK nunber alert 5

46. 19. 86. 26 I srael 147.237.77. 216 |dover.idf il Bad TCP sequence Invalid ACK nunber noni t or 5

46. 19. 85. 32 | srael 147.237.77. 170 |naarachot . i df . i [[Bad TCP sequence Inval i d ACK nunber noni t or 5

46. 19. 85. 97 I srael 147.237.76.86 |navy.idf.il Bad TCP sequence Invalid ACK nunber noni t or 5

37.46. 39. 141 I 'srael 147.237.72. 166 |aka.idf . il Bad TCP sequence Invalid ACK nunber noni t or 5

46. 19. 85. 157 | srael 147.237.77. 216 |dover.idf .il Bad TCP sequence Invalid ACK nunber alert 5

84.108.38.153 |Israel 147.237.77. 233 |atal .idf. il SYN Att ack SYN -> SYN-ACK -> RST rej ect 5

217.167.147. 156|F ance 147.237.77.74 |lawidf.il drop SAMrul e drop 4

111. 223. 236. 146 |Australi a 147.237.77.74 [lawidf.il drop SAMirul e drop 4

197.85.184.79 |South Arica 147.237.77.74 |lawidf.il dr op SAMrul e drop 4

157.55.81. 9 Uited Sates  |147.237. 77. 216 |dover i i1 || €3N NG Engine: TP Invalid invalid segnent retransmssi on. drop 4
Ret r ansni ssi on Packet dr opped.

149. 210. 132. 21 |Net her | ands 147.237.77.74 [lawidf.il drop SAMrul e drop 4




11-28-2015-17:04:04 to 11-28-2015-18:04:04

|Top Attackers In V\AF|

Devi ce

Attacker Address |Attacker Qountry|Target Address |Site Sgnature Action ‘Count
46. 19. 86. 48 | srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 100
46. 19. 86. 48 I srael 147.237.0.19 |nadimatal .idf.i Zg?l':%ojgthe Sane Response (bde (404) in Session from Bl ock 16
173.254.77.122 |Uhited Sates 147.237.77.74 [lawidf.il Ostributed PHP At tenpt Bl ock 3
212.126. 112. 254]Iraq 147.237.77.216|dover. i df .i | D stributed Whaut hori zed UR. Access on waw idf.il/arr/ B ock 3
85.65.183.235 |[Israel 147.237.72. 166 [aka. i df . i | Ml ti pl e Unaut hori zed Method for Known URL from 85.65.183.235  |B ock 3
5.29.62. 171 I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 3
80. 246. 136. 156 |l srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 3
192. 163. 202. 228|United Sates 147.237.77.74 [lawidf.il Ostributed PHP At tenpt Bl ock 3
46.28.108. 101 [Czech Republic |147.237.77.176|mat pash.idf.il |Dstributed PHP Atenpt Bl ock 3
192. 145.239. 26 |Uhited Sates 147.237.77.74 [lawidf.il Dstributed PHP Attenpt B ock 3
64.207.184.125 [lLnited Sates 147.237.77.74 [lawidf.il Ostributed PHP At tenpt Bl ock 3
216. 180. 241. 106|lhited Sates 147.237.77.74 [lawidf.il Ostributed PHP At tenpt Bl ock 3
5.153.225.110 |Wnited Kingdom |147.237.77.74 |lawidf.il Dstributed PHP At enpt B ock 3
85. 64. 27. 107 I srael 147.237.0.19 |[madimatal .idf.i|Dstributed Suspicious Response Qode Bl ock 3
54.252.198.64 [Australia 147.237.77.74 [lawidf.il Ostributed PHP At tenpt Bl ock 3
184.170.149. 34 |Uited Sates 147.237.77.74 |lawidf.il Dstributed PHP At enpt B ock 3
84.108.205.99 |[Israel 147.237.72. 166 |aka. i df . i | D stributed Whaut hori zed LRL Access on waw aka. i df.il/ufi/reaction/ |B ock 3
37.26.146.192  |Israel 147.237.77. 243 |nobi | e. i df . i | ﬁ;”lt:?rc;leef , tgegpgfﬁsem;es“ <t ohi 1 ddocument s/ 1071 Bl ock 3
54. 206. 4. 38 Australia 147.237.77. 74 |lawidf.il Dstributed PHP Attenpt B ock 3
23.235.192.34 [lnited Sates 147.237.77.74 [lawidf.il Ostributed PHP At tenpt Bl ock 3
85.158.203.16  |Netherl ands 147.237.77.74 |lawidf.il O stributed PHP Attenpt B ock 3
46.116. 210. 118 |Israel 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessions: sigal gs oS Attack None 3
85.65.132.134 [Israel 147.237.0.19 |[madimatal .idf.i|Dstributed Suspicious Response Code Bl ock 3
54.252.198.64 |Australia 147.237.77.74 [lawidf.il Unaut hori zed URL Access to waw | aw i df.il/index. php B ock 2
107.178.194.83 |Uited Sates  [147.237.77. 216 |dover . i df . i | D stri utec ll‘f;;_t;géisg?ﬂe%vi‘ffssp;” B ock 2
192. 163. 202. 228|lhited Sates 147.237.77.74 [lawidf.il Distributed Admn B ocki ng Bl ock 2
184.170.149.34 |Uited Sates 147.237.77.74 |lawidf.il Unaut hori zed URL Access to waw | aw i df.il/index. php B ock 2
46.28.108. 101  [Czech Republic |147.237.77.176|mat pash.idf.il |Ostributed Adnmn B ocking Bl ock 2
85.158.203.16  |Net herl ands 147.237.77.74 [lawidf.il Ml tipl e Unaut horized URL Access from 85. 158. 203. 16 Bl ock 2
37.26.149.155 |[lIsrael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 2
54. 206. 4. 38 Australia 147.237.77.74 [lawidf.il Uhaut hori zed URL Access to waw | aw i df.il/index. php Bl ock 2
192. 145. 239. 26 |Uhited Sates 147.237.77.74 [lawidf.il Distributed Admn B ocki ng Bl ock 2
64.207.184. 125 |lnited Sates 147.237.77.74 [lawidf.il D stributed Adnin B ocking B ock 2
216. 180. 241. 106|lhited Sates 147.237.77.74 [lawidf.il Dstributed Admn B ocki ng Bl ock 2
5.153.225.110 |United Kingdom (147.237.77.74 |lawidf.il Distributed Admn B ocki ng Bl ock 2
204.13.200.200 |Uhited Sates  |147.237.77. 216 |dover. i df . | D stri utec 1?;;}2§g;§?ﬂe%v§?isp£” B ock 2
54.252.198.64 |Australia 147.237.77.74 [lawidf.il Distributed Admn B ocki ng Bl ock 2
184.170. 149. 34 |Uhited Sates 147.237.77.74 |law i df.il D stributed Adnin B ocking B ock 2
173.254.77.122 |wited Sates 147.237.77. 74 |lawidf.il Unaut hori zed URL Access to waw | aw i df . il /i ndex. php B ock 2
54. 206. 4. 38 Australia 147.237.77.74 [lawidf.il Distributed Admn B ocki ng Bl ock 2
46.28.108.101 |Czech Republic |147.237.77.176 |mat pash. i df . il Mil ti pl e Wnaut horized URL Access from 46. 28. 108. 101 B ock 2
23.235.192.34 |[thited Sates 147.237.77. 74 |lawidf.il Dstributed Admin B ocking B ock 2
85.158.203.16  |Net herl ands 147.237.77.74 [lawidf.il Distributed Admn B ocki ng Bl ock 2
176.12. 145. 178 |Israel 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 2
216.180. 241. 106|thited Sates 147.237.77. 74 |lawidf.il Ml ti pl e Unauthorized URL Access from 216. 180. 241. 106 B ock 2
192. 163. 202. 228|Uhited Sates 147.237.77.74 [lawidf.il Unaut hori zed URL Access to waw | aw i df.il/index. php Bl ock 2
5.153.225.110 |Wited Kingdom |147.237.77.74 |lawidf.il Mil ti pl e Unaut horized URL Access from5. 153. 225, 110 B ock 2
178. 154. 243. 114 g{sj:;;nl on 147.237.77.216|dover. i df . i | D stributed Suspici ous Response Code B ock 2
173.254.77.122 |Uhited Sates 147.237.77.74 [lawidf.il Distributed Admn B ocki ng Bl ock

192. 145.239. 26 |Uhited Sates 147.237.77.74 |lawidf.il Lhaut hori zed URL Access to waw | aw i df.il/index. php B ock
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