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|Top Attackers | n DDoS- Def ence |

Attacker Address

|Attacker Country
31.6.39. 173

|Target Address  |Site
Spai n

|Signature |Device Action  |Count |
147.237.77. 216 dover.idf.il |TQP Scan (vertical) drop 6265
167. 114. 156. 16 Canada 147.237.77.216 dover.idf.il |DCS- Tool - Swi t chbl adG dest - r eset 3694
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|Top Attackers In IPS|

Attacker Address |Attacker Qount ry get Address |Site |Sgna1 ure Devi ce Action |Oount ‘
85. 64. 113. 244 I srael 147.237.76.86 |navy.idf.il [|CL000004: HTTP: options nethod (M crosoft) B ock 4
195. 154. 180. 69  |France 147.237.77.216 |dover.idf.il |9221: HTTP. PUT Method Execution over HTTP/ VbDAV B ock 1
78.135.79. 101 Tur key 147.237.72.166 |aka.idf.il Q025: HITP. access to adninistrator/index. php -> Quarantine B ock 1
195.154.188. 74  |France 147.237.77.216 |dover.idf.il [9221: HTTP. PUT Method Execution over HTTP/ VbDAV B ock 1
195. 154. 188. 158 |France 147.237.77.216 |dover.idf.il |9221: HTTP. PUT Method Execution over HTTP/ VbDAV B ock 1
91.121. 60. 119 France 147.237.0. 34 ti kshuv.idf.i @25 HITP. access to administrator/index. php -> Quarantine Bl ock 1
195. 154.180. 24  |France 147.237.77.216 |dover.idf.il [9221: HTTP. PUT Method Execution over HTTP/ VbDAV B ock 1
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|Top Attackers In |D|

Attacker Address

| Target Address

Attacker Qountry

Signature

195. 34. 150. 18 147.237.77. 216 Austria dover.idf.il Tehila - Perl LW with fake user agent 4
218. 104. 49. 211 147. 237.76. 86 Chi na navy.idf.il ET SCAN Potential SSH Scan 2
66. 249. 66. 39 147.237.77. 74 Lhited Sates lawidf.il ET SCAN NVAP -sA (2) 2
66. 249. 74. 97 147.237.72. 166 Lhited Sates akaidf.il ET SCAN NVAP -sA (2) 2
218. 104. 49. 211 147.237.8.14 Chi na e.orchot.idf.il ET SCAN Potential SSH Scan 1
51. 254. 46. 129 147.237.77. 179 Uni ted Ki ngdom e mazi.idf.il ET SCAN NVAP -sS w ndow 1024 1
31.6.71.154 147. 237.76. 176 Pol and test.ncore.idf.il ET SCAN NMAP -sS wi ndow 1024 1
218. 104. 49. 211 147. 237.8.28 Chi na e.nobi | e-ks. i df .il ET SCAN Potential SSH Scan 1
195. 154. 188. 158 147.237.77. 216 France dover.idf.il SERVER- WEBAPP phpt est . php access 1
51. 254. 46. 129 147.237.77. 243 Uhi ted Ki ngdom nobi | e.idf.il ET SCAN NVAP -sS w ndow 1024 1
51. 254. 46. 129 147. 237.77. 170 Uni ted Ki ngdom naar achot . i df .i | ET SCAN NVAP -sS wi ndow 1024 1
31.6.71.154 147. 237.76. 30 Pol and hi nush. i of . i | ET SCAN NMAP -sS wi ndow 1024 1
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|Top Attackers In FW |

A tacker

Attacker Address count ry ‘Target Address |Ste Signature

213.57.128.170 |Israel 147.237. 72. 166 |aka. i of .i SYN Att ack SYN -> SYN-ACK -> Ti neout rej ect 44

213.57.133.180 |Israel 147.237.72. 166 |aka.i df .il SYN Att ack SYN -> SYN-ACK -> Ti neout rej ect 43
Sreaning Engine: TGP Invalid i i sSi

181. 241. 56. 249 |Col onbi a 147. 237. 77. 216 |dover. i of . i | 9 =g Invalid segent retransmssion. drop 36
Ret ransm ssi on Packet dropped.

41.33.231. 90 Egypt 147.237.77. 216 |dover. i df .i drop SAMrul e drop 36

. . SYNPAXK retransmit with different .

213.57.128.170 |Israel 147.237. 72. 166 |aka.i of .i Bad TCP sequence wi ndow scal 6 noni t or 30

167. 114. 156. 16 |Canada 147.237.77. 216 |dover. i df .i drop First packet isn't SN drop 27
Sreaning Engine: TGP Invalid i i ssi

84.228.29.180 |Israel 147.237.0.19  |nadi matal .idf i g =g Invalid segnent retransmssion. -y 24
Ret ransmi ssi on Packet dropped.

100. 100. 0. 229 147.237.72. 156 |anan.idf .il drop First packet isn't SN drop 24

100. 100. 0. 69 147.237.72. 156 |anan.idf .il dr op Frst packet isn't SWN drop 23

100. 100. 62. 233 147.237.72. 156 |anan. i df . il drop First packet isn't SYN drop 22

213.57.29.52  |Israel 147.237.77. 234 |nal ag.icf.il  |Bad TOP sequence SN retransnmt wih different monitor |14

w ndow scal e

Sreaning Engine: TGP Invalid i i ssi

213.57.40.165 |Israel 147. 237.77. 243 |nubi l e.i df .i g =g Invalid segnent retransmssion. -y 14
Ret ransmi ssi on Packet dropped.

100. 100. 103. 223 147.237.72. 156 |anan.idf .il drop First packet isn't SN drop 12

100. 100. 111. 147 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 12

46. 19. 85. 225 I srael 147.237.77. 233 |atal .idf. il Bad TCP sequence Inval i d ACK nunber noni t or 12

167.114. 156. 16 |Canada 147.237.77. 216 |dover.idf .il SYN Attack SYN -> SYN-ACK -> RST rej ect 9

100. 100. 32. 148 147.237.72. 156 |anan.idf . il dr op Frst packet isn't SWN drop 7

193.194. 86. 119 |Ageria 147.237.77. 216 |dover.idf.il drop drop 7

46. 19. 86. 199 I srael 147.237.77. 216 |dover.idf .il SYN Attack SYN -> SYN-ACK -> RST rej ect 6
Sreaning Engine: TCP Invalid i i ssi

31.168.144.48 |israel 147. 237. 72. 166 |aka. i of . i 9 =g Inval i d segnent retransmssi on. drop 6
Ret r ansni ssi on Packet dropped.

Russi an L Sreamng Engine: TGP Invalid Inval i d segnent retransnission.

5. 255. 253. 188 er ot on 147.237. 72. 166 |aka. i df il Ret 1 ansmi Ssi on Packet dr opped. drop 6

79.176. 136. 219 |Israel 147.237.72. 166 |aka.i of .i Bad TCP sequence Invalid AGK nunber alert 6
Sreaning Engine: TGP Invalid i i SSi

46.19. 86. 12 I srael 147.237. 77. 243 |robi | e. i df . i | g =g nval i d segnent retransmssi on. drop 6
Ret r ansmi ssi on Packet dr opped.

79.176. 136. 219 |Israel 147.237. 72. 166 |aka. i of .i Bad TCP sequence Invalid ACK nunber noni t or 6
Sreaning Engine: TCP Invalid i i ssi

66.249.73.185 |lnited Sates  |147.237.77. 216 |dover.idf.il g =g Invalid segnent retransmssion. -y 6
Ret ransmi ssi on Packet dropped.

100. 100. 15.0 147.237. 72. 156 |anan.idf .il drop First packet isn't SYN drop 5

5.29.19. 108 I srael 147.237. 72. 156 |aman. i df .i | SYN Att ack SYN -> SYN-ACK -> Ti meout rej ect 5

37.247.36.124  |Nether| ands 147.237.76.202e.hal ag.idf.il |Geo-1 ocati on enf or cenent Geo-| ocati on i nbound enf or cenent |dr op 5

37. 46.39. 27 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval id ACK nunber noni t or 5
Sreaning Engine: TCP Invalid i i ssi

212.179. 61. 123 | srael 147. 237. 76. 200 |ei tan. aka.i of . i 9 =g Invalid segnent retransmssion. 4
Ret ransni ssi on Packet dropped.

80.172.241.58 |Portugal 147.237.77.74 |lawidf.il drop SAMrul e drop

94.230. 86.251 |Israel 147.237.77. 216 |dover. i df .i Bad TCP sequence Invalid ACK nunber noni t or
Sreaning Engine: TCP Invalid i i ssi

181. 134. 16. 115 |Col onbi a 147. 237. 77. 216 |dover i of . i g =g Invalid segnent retransmssion. -y 4
Ret ransmi ssi on Packet dropped.

37.123.117.68 |United Kingdom|147.237.77.74 |lawidf.il drop SAMrul e drop 4

87. 69. 208. 74 I srael 147.237.76.30 |himush.idf.il |Bad TCP sequence Invalid ACK nunber noni t or 4

213.57.133.180 |Israel 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti nmeout rej ect 4

46. 19. 86. 199 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval id ACK nunber noni t or 4
Sreaning Engine: TCP Invalid i i ssi

93.173. 230. 154 I srael 147.237.76. 200 |6i tan. aka i df .i 9 =g Imvalid segnent retransmssion. g 4
Ret ransni ssi on Packet dropped.

46. 19. 85. 178 I srael 147.237.77. 216 |dover.idf. | Bad TCP sequence Inval i d ACK nunber noni t or 4

37.46.39. 37 I srael 147.237. 72. 166 |aka. i of .i Bad TCP sequence Invalid ACK nunber noni t or 3

109. 64. 175. 218 |l srael 147.237.76.31 |nakchal .idf.il |SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 3

79.177.211.58 |lsrael 147.237.72. 166 |aka. i df .i | Bad TCP sequence Inval i d ACK nunber noni t or 3
Sreaning Engine: TGP Invalid i i ssi

77.125.6.254  |Israel 147.237.72. 166 |aka. i df .| 9 =g nvalid segnent retransmssi on. drop 3
Ret ransmi ssi on Packet dropped.
Sreaning Engine: TGP Invalid i i SSi

84.229.27.196 |Israel 147.237.72. 166 |aka. i df . g =g nval i d segnent retransmssi on. drop 3
Ret r ansmi ssi on Packet dr opped.

213.57.141. 203 |Israel 147.237. 72. 166 |aka. i of .i SYN Att ack SYN -> SYN-ACK -> Ti neout rej ect 3
Sreaning Engine: TCP Invalid i i ssi

84.94.99.109  |israel 147.237.72. 166 |aka i f .11 g =g Invalid segnent retransmssion. g 3
Ret ransmi ssi on Packet dropped.

94.159. 139. 112 |l srael 147.237.72. 166 |aka. i df .i | SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 3
Sreaning Engine: TCP Invalid i i ssi

5.22.131.114  |israel 147. 237. 72. 166 |aka. i o . i 9 =g Inval i d segnent retransmssi on. drop 3
Ret ransni ssi on Packet dropped.

37.46.39. 114 I srael 147.237.72.166 |aka i df .i | Bad TCP sequence Inval i d ACK nunber noni t or 3
Sreaning Engine: TAP Invalid i i ssi

109.66. 27. 177 |israel 147.237.72. 166 |aka. i df .| 9 =g nvalid segnent retransmssi on. drop 3
Ret ransmi ssi on Packet dropped.
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|Top Attackers In V\AF|

Attacker Address

A tacker

Sgnature

Devi ce

‘Tar get Address |Site

‘Count

Country Action

176. 13. 3. 64 I srael 147.237.0.19 |nadi matal .idf.i 1(7’2 '\g.‘é.oé‘lthe Sane Response (ode (404) in Session from Bl ock 114
176.13.3. 64 I srael 147.237.0.19 |[madimatal .idf.i|Dstributed Suspicious Response Qode Bl ock 104
93.173.230. 154 |[Israel 147.237.76.200(ei tan. aka. i df . il [DOstributed Too Many of the Same Response Code (404) Bl ock 41
31.210.187.174 |lIsrael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 31
176.13. 3. 64 I srael 147.237.0.19 |nadimatal .idf.i E’g '\l";'_“;_ogzlthe Sane Response (bde (403) in Session from Bl ock 13
185. 32.179. 3 | srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 9
77.126. 220. 155 |l srael 147.237.72. 166 |aka. i df . i | Ml tipl e Unaut horized Method for Known URL from 77.126.220.155 |B ock 7
109. 160. 204. 186|I srael 147.237.77.243|nobi [ e.i df . i | Paraneter Type M ol ation Password in nobile.idf.il/sachar/login Bl ock 5
76.12.219. 39 Lhited Sates 147.237.77.74 |lawidf.il Dstributed PHP At enpt B ock 3
173.44.38.200 |lnited Sates 147.237.77.74 |lawidf.il Dstributed PHP Attenpt B ock 3
75.98. 175. 89 Lhited Sates 147.237.77.74 [lawidf.il Ostributed PHP At tenpt Bl ock 3
188. 166. 250. 183 :Zg::t”i on 147.237.77. 176 |mat pash. i df .i| |Dstributed P Attenpt Bl ock 3
166. 63. 124. 152 |Uited Sates 147.237.77.74 [lawidf.il Ostributed PHP At tenpt Bl ock 3
80. 246.136.86 |l srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Gode B ock 3
173.44.38.200 |Uited Sates 147.237.77.74 |lawidf.il Mil ti pl e Unaut horized URL Access from 173. 44. 38. 200 B ock 3
162.249. 4. 102 |Uited Sates 147.237.77.74 [lawidf.il Ostributed PHP At tenpt Bl ock 3
186. 202. 161. 32 |Brazil 147.237.77. 176 |mat pash. i df .i|l |Ostributed P Attenpt Bl ock 3
54.229.137.156 |Ireland 147.237.77. 176 |nat pash. i df . i | Dstributed PHP At enpt B ock 3
185. 96. 93. 157 147.237.77. 176 |mat pash. i df .i|l |Dstributed P Attenpt Bl ock 3
198. 46. 81. 15 Lhited Sates 147.237.77.74 [lawidf.il Ostributed PHP At tenpt Bl ock 3
79.180.27.218 |[lIsrael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 3
80. 246. 137. 110 |[Israel 147.237.0.19 |[madimatal .idf.i|Dstributed Suspicious Response Qode Bl ock 3
46.231.201. 171 |Switzerland 147.237.77.74 [lawidf.il Ostributed PHP At tenpt Bl ock 3
5.157.84.15 Net her | ands 147.237.77. 176 |nat pash. i df . i | Dstributed PHP At enpt B ock 3
81.218.205. 124 [Israel 147.237.0.19 |[madimatal .idf.i|Dstributed Suspicious Response Qode Bl ock 3
217.170. 205. 27 |Nor way 147.237.77. 176 |mat pash. i df .i| [Dstributed PHP Attenpt Bl ock 3
175.107.174.1 |Austraia 147.237.77. 176 |nat pash. i df . i | Dstributed PHP At enpt B ock 3
27.121.104.121 |Australia 147.237.77.74 [lawidf.il Ostributed PHP At tenpt Bl ock 3
162.249. 4. 102 |Uhited Sates 147.237.77.74 [lawidf.il Distributed Admn B ocki ng Bl ock 2
186. 202. 161. 32 |Brazil 147.237.77. 176 |nat pash. i df . il  |Ostributed Admn B ocki ng B ock 2
46.116. 86. 75 I srael 147.237.0.19 |[madi matal .idf.i|Dstributed Suspicious Response Qode Bl ock 2
93.172.40.8  [israel 147.237.72. 166 |aka. i df . i | m“;grii ;ﬁ?lﬁmﬁlcgf;js;&mml o at Ul A Bl ock 2
84.228.29.180 |[Israel 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 2
185. 96. 93. 157 147.237.77.176 [mat pash. i df . il |Dstributed Admin Bl ocking Bl ock 2
54.229.137.156 |irel and 147.237.77. 176 |nat pash. i df . il |Ostributed Admn B ocki ng B ock 2
198. 46. 81. 15 Lhited Sates 147.237.77.74 |lawidf.il Dstributed Admin B ocking B ock 2
176.13.19. 227 |Israel 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: sigal gs DS Attack None 2
75.98. 175. 89 Lhited Sates 147.237.77.74 |lawidf.il Mil tipl e Uhaut horized URL Access from 75. 98. 175. 89 B ock 2
175.107.174.1 |Ausstraia 147.237.77.176 |mat pash. i df . i|  [Unaut horized URL Access to wwwy cogat . i df . il /i ndex. php B ock 2
85.250. 36. 152  [Israel 147.237.72. 156 [anan. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 2
166. 63. 124. 152 |Uhited Sates 147.237.77.74 |lawidf.il Mil tiple Unaut horized URL Access from 166. 63. 124. 152 B ock 2
149.88.241.92 |Israel 147.237.77. 234 |hal ag. i df . i | mﬂtog?rsiﬂzgg LR focess stic;)_st or et Fill e 1/ s 203380 153 Bl ock 2
46.231.201. 171 |Switzerland 147.237.77.74 [lawidf.il Distributed Admn B ocki ng Bl ock 2
208.184.112.74 |United Sates  [147. 237.77. 216 |dover . i df . i | D stri outec 1T§;f2§g;§?ﬂe%v§f§p£” B ock 2
5.157. 84. 15 Nt her | ands 147.237.77.176 [mat pash. i df .i| |Dstributed Admin Bl ocking Bl ock 2
188. 166. 250. 183 :Zg::t”i on 147.237.77. 176 |mat pash. i df . i|  [Unaut hori zed URL Access to www cogat . idf . il/index. php Bl ock 2
54.229.137.156 |Ireland 147.237.77. 176 [mat pash. i df .il |Miltiple Wauthorized URL Access from 54.229. 137. 156 Bl ock 2
185. 96. 93. 157 147.237.77. 176 [mat pash. i df .il  |Miltiple Unauthorized UR. Access from 185.96. 93. 157 Bl ock 2
176.13.9. 186 | srael 147.237.72. 166 |aka. i df . i | Lht raceabl e SSL Sessi ons: sigal gs DoS At ack None 2
46.19. 85. 138 I srael 147.237.0.19 |[madimatal .idf.i|Dstributed Suspicious Response Qode Bl ock 2
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