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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site Signature Device Action |Count|
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il DCS- Tool - Swi t chbl adG dest - r eset 3704

66. 249. 66. 65 | srael 147.237.77. 74 lawidf.il TCP handshake viol ation, first packet not syn |drop 565

66. 249. 73. 185 | srael 147.237.77. 216 dover.idf.il SYN H ood out of context drop 3
62.209. 11. 138 Bahrai n 147.237.72. 156 anan.idf.il Invalid TGP H ags drop 1

169. 54. 233. 119 Net her | ands 147.237.76. 38 eeneitav.idf.i|lB ock Wdp All Nets drop 1

62. 209. 11. 136 Bahrai n 147.237.72. 156 anan.idf.il Invalid TGP H ags drop 1

62. 209. 11. 137 Bahrai n 147.237.72. 156 aman.idf.il Invalid TGP H ags drop 1
81.218. 130. 229 | srael 147.237.72. 156 anan.idf.il Bl ock_Udp All _Nets drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry | Target Address |Site |Sgna1ure Device Action ‘Count |
5.29. 145. 33 I srael 147.237.76.31  |nakchal .i df.i| |C1000004: HTTP. options nethod (M crosoft) B ock 2
84.228.83.122 I srael 147.237.77. 74 lawidf.il C1000004: HTTP. options nethod (M crosoft) B ock 2
106. 38. 241. 106 Chi na 147.237.77.216 |dover.idf.il C103: HTTP: User Agent Sogou+web+spi der B ock 1
161. 202. 41. 12 Net her | ands 147.237.72.156 |anan.idf.il Q003: HTTP: phpM/Adnin access B ock 1
188. 165. 15. 60 France 147.237.77.233 |atal .idf.il 28: HITP.  AnhrefBot craw er B ock 1
195. 154. 188. 35 France 147.237.77.216 |dover.idf.il [9221: HTTP. PUT Method Execution over HTTP/ VbDAV B ock 1
195. 154. 191. 208 |France 147.237.77.216 |dover.idf.il [9221: HTTP. PUT Method Execution over HTTP/ VbDAV B ock 1
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|Top Attackers In |D|

At acker .
Attacker Address |Target Address count ry ‘Ste Signature
41.33.231.90 147. 237. 77. 216 |Egypt dover.idf.il Tehila - Perl LW with fake user agent 4
195. 34.150. 18  [147.237.77. 216 |Austria dover.idf.il Tehila - Perl LW with fake user agent 3
195. 154. 216. 164|147, 237. 77. 216 |France dover . idf.il SHRVER 11 S mul ti pl e extensi on code execution attenpt 2
ET VB SERVER Possi bl e Mcrosoft Internet |nformation Services
195. 154. 216. 164(147. 237. 77. 216 |France dover.idf.il (1S .asp Hlenane Extension Parsing Fle Wl oad Security Bypas|2
Attenpt (asp)
66.249.66. 72  |147.237.77.176 ?f;fif mat pash. i df .i | ET SCAN NVAP -sA (2) 2
195. 154. 216. 164|147. 237. 77. 216 |France dover.idf.il SERVER WEBAPP phpt est . php access 2
L SRER IS Mcrosoft Wndows 11S 6 mul tiple executabl e
195. 154. 216. 164|147, 237. 77. 216 |France dover.idf.il _ 2
ext ensi on access attenpt
183. 60. 48. 25 147.237.0.17 |China mny-kosher-kravi.idf.il [ET SCAN Potential SSH Scan 1
98. 119. 105. 221 [147.237. 76. 30 g;::s hi nush. i df i1 ET SCAN NVAP -sS wi ndow 1024 1
i SERVER APACHE Apache nod_ssl non- SSL connection to SSL port
66.249. 67. 224  |147. 237. 72. 166 |1 L& aka. idf.il ) 'Ap - P 1
Sates deni al of service attenpt
58177 138182 |147 237 76.30 |Hong K Hvshi df i ET SCAN Behavi oral Lhusual |y fast inbound Tel net Gonnecti ons, 1
. . . . . . n on . . .
9 9 Potential Scan or Brute Force
37.59.31.135 147.237.76. 42 |France refuah.idf.il Tehila - Perl LW with fake user agent 1
31.6.71. 154 147. 237. 76. 196 |Pol and e.svivaidf.il ET SCAN NVAP -sS wi ndow 1024 1
L SRER IS Mcrosoft Wndows 11S 6 mul tiple executabl e
195. 154. 191. 208|147, 237. 77. 216 |France dover.idf.il _ 1
ext ensi on access attenpt
183. 60. 48. 25 147. 237. 76. 201 |Chi na eaa.idf.il ET SCAN Potential SSH Scan
98. 119. 105. 221 [147.237. 76. 30 g;::s hi nush. i df i1 ET SCAN NVAP -sS w ndow 2048 1
98. 119. 105. 221 [147.237. 76.30 g";tt:g hi nush. i df .| ET SCAN NVAP -f -sS 1
37.59.31.135 147.237.76.31 [France nakchal .idf.il Tehila - Perl LW with fake user agent 1
195. 154. 211. 94 |147.237. 77. 216 |France dover . idf.il SERVER- WEBAPP phpt est . php access 1
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|Top Attackers In FW |

A tacker

Attacker Address count ry Target Address |Ste Signature
reanmn ine: TCP Invali i i ssi
66.249.73.185 |lnited Sates |147.237.77. 216 |dover.idf. il Streamng Engi ne: TCP alid invalid segnent retransnissi on, drop 54
Ret r ansni ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
2.52.184. 23 I srael 147. 237. 76. 200 |ei tan. aka. i df . 9 =9 Invalid segnent retransmssion. g 42
Ret r ansni ssi on Packet dr opped.
100. 100. 52. 185 147. 237. 77. 216 |dover.i df .i | drop First packet isn't SN drop 41
41.33.231.90 Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 36
100. 100. 52. 185 147. 237. 72. 166 |aka.i of .i drop First packet isnt SN drop 26
100. 100. 27. 135 147. 237. 77. 216 |dover.i df .i | drop First packet isn't SN drop 24
100. 100. 117. 40 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 24
100. 100. 51. 194 147. 237. 72. 166 |aka.i of .i drop First packet isnt SN drop 24
100. 100. 0. 69 147.237. 72. 156 |anan. i df . il drop Frst packet isn't SN drop 24
100. 100. 80. 36 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 21
80.179. 225. 170 |Israel 147.237.72. 166 |aka.idf.il dr op First packet isn't SYN drop 18
reanmn ine: TCP Invali i i ssi
220.225.71. 205 |india 147.237.77. 216 |dover. i df . i Streamng Engi ne: TCP alid invalid segnent retransnissi on, drop 18
Ret r ansni ssi on Packet dropped.
100. 100.94.9 147.237.72. 166 |aka.idf.il dr op First packet isn't SYN drop 16
216.185.39. 168 |lhited Sates |147.237.77.170|naarachot.idf.il drop First packet isn't SN drop 16
100. 100. 82. 201 147.237.72. 166 |aka.i of .i drop First packet isn't SN drop 16
100. 100. 114. 11 147.237.72. 166 |aka.idf.il dr op First packet isn't SYN drop 14
79.176.97.19  [israel 147.237. 72. 166 |aka. i f .i Bad TCP sequence S retransmt wth different — Jopnitor |13
w ndow scal e
100. 100. 77. 228 147.237.72. 166 |aka.idf.il drop First packet isn't SN drop 12
100. 100. 115. 19 147.237. 72. 156 |anan. i df . il dr op First packet isn't SYN drop 12
31.154.91. 4 I srael 147.237.72. 166 |aka.idf .il SYN Attack rej ect 12
100. 100. 119. 229 147.237. 72. 156 |anan. i df . il drop First packet isn't SN drop 10
Sreaming Engine: TGP Invalid i i ssi
109. 66.51. 252 |Israel 147.237.72. 166 |aka.i df . i 9 =g Invalid segnent retransmssion. 9
Ret ransni ssi on Packet dropped.
Sreaning Engine: TCP Invalid i i ssi
80. 246. 136. 188 |I srael 147. 237.77. 243 |mobi l e i o . i 9 =9 Invalid segnent retransmssion. | 9
Ret r ansni ssi on Packet dropped.
79.178.52.231 |lsrael 147.237.72. 166 |aka.i of .il Bad TCP sequence I'nval i d AGK nunber nonitor |9
Russi an L Streaming Engine: TCP Inval id |invalid segnent retransmission.
66.249.81.215 |- - 147. 237. 77. 216 |dover .i df .i | Ret r ansmi ssi on Packet  dr opped. drop 8
Sreamng Engine: TCP Invalid i i ssi
85. 64. 4. 181 I srael 147. 237. 77. 243 |nobi | e. i of . i 9 =9 Invalid segnent retransmssion. g 8
Ret r ansni ssi on Packet dr opped.
77.127.114. 102 |l srael 147. 237. 72. 166 |aka.i df .i | Bad TCP sequence I'nval i d ACGK nunber alert 6
84.108. 82. 71 I srael 147.237. 72. 166 [aka.i of .i | Bad TCP sequence I'nval i d AGK nunber nonitor |6
84.111.242. 143 |l srael 147.237.72. 166 |aka.i of .il Bad TCP sequence I'nval i d AGK nunber nonitor |6
31.154.91. 4 I srael 147.237.72. 166 |aka.idf .il SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 6
46. 19. 85. 127 | srael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 6
77.127.114. 102 |l srael 147.237.72. 166 |aka.i of .il Bad TCP sequence I'nval i d AGK nunber nonitor |6
Sreanming Engine: TCP Invalid i i SSi
194.90.37.152 |Israel 147.237.72. 166 |aka.i df . i1 9 =g Invalid segnent retransmssion. | 6
Ret r ansni ssi on Packet dropped.
100. 100. 39. 173 147.237.72. 166 |aka.idf.il dr op First packet isn't SYN drop
157. 55. 39. 36 Lhited Sates |147.237.77.170 |naarachot .idf.il drop First packet isn't SN drop
46.19. 85. 195 | srael 147.237.76.42 |refuah.idf.il Bad TCP sequence Inval i d ACK nunber noni t or
Sreamng Engine: TCP Invalid i i ssi
37.26.146.230 |Israel 147. 237. 77. 176 |nat pash. i of . i | 9 =9 Invalid segnent retransmssion. g 6
Ret r ansni ssi on Packet dr opped.
Sreanming Engine: TCP Invalid i i SSi
66.249.73.193 |Wited Sates |147.237.77. 216 |dover.idf. il 9 =g Invalid segnent retransmssion. g 6
Ret r ansni ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
84.109. 102. 246 |Israel 147.237.72. 166 |aka. i df . 9 =9 Invalid segnent retransmssion. g 6
Ret r ansni ssi on Packet dr opped.
Sreanming Engine: TCP Invalid i i SSi
81.218.39.94  |Israel 147.237.72. 166 |aka.i df . i1 9 =g Invalid segnent retransmssion. | 6
Ret r ansni ssi on Packet dropped.
Sreaming Engine: TCP Invalid i i ssi
79.179.215.8  |Israel 147.237.72. 166 |aka. i df . 9 =9 Invalid segnent retransmssion. g 6
Ret r ansni ssi on Packet dr opped.
100. 100. 116. 162 147.237. 72. 156 |anan.i df .il dr op Frst packet isn't SN drop
79. 180. 61. 70 I srael 147.237.72. 166 |aka.idf .il SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 5
213.57.236.124 |l srael 147.237.72. 166 |aka.i of .il Bad TCP sequence I'nval i d AGK nunber nonitor |5
46.19.85.223  |israel 147.237.77. 226 [} chanat z. aka. 1df 1paq TOP sequence Inval i d ACK nurber moni tor |4
Sreamng Engine: TCP Invalid i i ssi
149. 78. 140. 202 | srael 147.237.72. 166 |aka. i df . 9 =9 Invalid segnent retransmssion. g 4
Ret r ansni ssi on Packet dr opped.
54.244.22.103 |Lhited Sates |147.237.77. 176 |nat pash. i df .i | drop First packet isn't SN drop 4
46. 19. 85. 195 I srael 147.237.77. 216 |dover.i df .i | Bad TCP sequence I'nval i d AGK nunber nonitor |4
103. 227.176.6 |9 ngapore 147.237.77. 176 |nat pash. i df . i | dr op SAMrul e drop 4
Sreanming Engine: TCP Invalid i i SSi
66.249.66.61  |United Sates |147.237.72. 166 |akaidf.il 9 =g Invalid segnent retransmssion. g 4
Ret r ansni ssi on Packet dropped.
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|Top Attackers In V\AF|

Devi ce

Attacker Address |Attacker Qountry |Target Address |Site Sgnature Acti on ‘Count
176.13.11.242 |Israel 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 50
46.19. 85. 123 I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 49
79.178.228.44 |israel 147.237.77. 243|mobi L e. i off i1 | Ie;fo'f’fs:Cﬁ;ra}Lﬁgngi‘é‘z:\jD“%d in Bl ock 30
176.13.16. 79 I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Gode B ock 10
119. 81. 160. 220 |Hong Kong 147.237.76.42 |refuah.idf.il Distributed PHP Attenpt B ock 3
80. 93. 28. 183 Irel and 147.237.77. 176 |nat pash. i df .i| |Dstributed P Atenpt B ock 3
31.15.10.5 Czech Republic [147.237.77.176 |mat pash. i df . il |Dstributed PP Attenpt B ock 3
67.222.144.48 |lhited Sates 147.237.77. 176 |nat pash. i df .i| |Ostributed PP Atenpt B ock 3
205. 186. 139. 218|lhited Sates 147.237.77. 176 |nat pash. i df .i| |Dstributed P Atenpt B ock 3
198.1.103.132 |[lnited Sates 147.237.77. 176 |nat pash. i df . il |Ostributed PHP Attenpt Bl ock 3
79.178.228.44 |[israel 147.237.77.243|nobi [ e.i df . i | D stributed Lhaut hori zed URL Access on nobi | e.idf.il/sachar/index B ock 3
199. 59. 158. 146 |[Lhited Sates 147.237.77. 176 |nat pash. i df .i| |Dstributed P Atenpt B ock 3
92.53.118.53 :Z:::t”i on 147.237.77. 176 |mat pash. i df .i| |Dstributed PP Attenpt B ock 3
192.145.239.17 |[lhited Sates 147.237.77. 176 |nat pash. i df .i| |Dstributed PP Atenpt B ock 3
122.99.117.21 |Austraia 147.237.77. 176 |mat pash. i df . i | Dstributed PHP At tenpt B ock 3
221.121.154. 42 |Australia 147.237.77. 176 |nat pash. i df .i| |Dstributed PH Atenpt B ock 3
89. 238.188. 202 |United Kingdom (147.237.77.176|matpash.idf.il |Dstributed PHP Attenpt B ock 3
192.145.239. 11 |lnited Sates 147.237.77. 176 |nat pash. i df . il |Ostributed PHP Attenpt Bl ock 3
75.98.175.78  |lhited Sates 147.237.77. 176 |nat pash. i df .i| |Dstributed PH Atenpt B ock 3
85. 214.38. 11 Ger many 147.237.77. 176 |mat pash. i df . il [Distributed PP Atenpt B ock 3
37.26.146.168 |lsrael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 3
64. 64. 6. 159 Lhited Sates 147.237.77. 176 |nat pash. i df .i| |Dstributed PH Atenpt B ock 3
190.54.21.2 Qile 147.237.77. 176 |nat pash. i df .i| |Dstributed PP Atenpt B ock 3
5.61.249. 41 Net her | ands 147.237.77. 176 |mat pash. i df . i | Dstributed PHP At tenpt B ock 3
85.158.203.5  |Netherl ands 147.237.77. 176 |nat pash. i df .i| |Dstributed PH Atenpt B ock 3
64.37.49.193  |lhited Sates 147.237.77. 176 |nat pash. i df .i| |Dstributed PP Atenpt B ock 3
188. 165. 238. 24 [France 147.237.77. 176 |nat pash. i df . il |Ostributed PHP Attenpt Bl ock 3
178.79.161. 135 |United Kingdom [147.237.77.176|nat pash.idf.il [Dstributed PHP Attenpt B ock 3
80. 246. 136. 156 |[lIsrael 147.237.0.19 |[madimatal .idf.i|Dstributed Suspicious Response Code B ock 3
54.200. 237. 189 |Lhited States 147.237.77. 176 |nat pash. i df . il |Ostributed PHP Attenpt Bl ock 3
109. 226.10.55  |Israel 147.237.77. 176 |nat pash. i df .i| |Dstributed PH Atenpt B ock 3
50.87.161.155 |lhited Sates 147.237.77. 176 |nat pash. i df .i| |Dstributed P Atenpt B ock 3
112.78.6.71 M et nam 147.237.77. 176 |nat pash. i df . i | Dstributed PHP At tenpt B ock 3
199. 59. 158. 146 |[Uhited Sates 147.237.77.176 |nat pash. i df .i| |Ostributed Adnin B ocking B ock 2
192.145.239. 17 |[lhited Sates 147.237.77. 176 [mat pash. i df . il |Dstributed Adnin B ocking B ock 2
221.121.154.42 |Australia 147.237.77. 176 [nat pash. i df .i| |Ostributed Adnin B ocking Bl ock 2
86. 67. 9. 88 France 147.237.77. 216 |dover . i df . il Distributed Suspicious Response Code B ock 2
107.178.194.83 |Uited Sates  [147.237.77. 216|dover. i df . il [0 o0 O 1T§;t;§gggeﬁeﬁvﬁcispf” B ock 2
89.238.188.202 |United Kingdom [147.237.77.176|mat pash.idf.il |Dstributed Adnin B ocking Bl ock 2
192.145.239.11 [lhited Sates 147.237.77. 176 [mat pash. i df .i| |Dstributed Admin B ocking B ock 2
85. 214.38. 11 Ger many 147.237.77. 176 |mat pash. i df .i]  [Distributed Adnin B ocki ng B ock 2
75.98. 175. 78 Wited Sates 147.237.77. 176 |mat pash. i df . il  |Dstributed Adnin B ocking B ock 2
80. 93. 28. 183 Irel and 147.237.77. 176 |mat pash. i df . i]l  |Miltipl e Lhauthorized URL Access from 80.93.28.183 B ock 2
64. 64. 6. 159 Lhited States 147.237.77. 176 |mat pash. i df .i| |Ostributed Adnin B ocking B ock 2
5.61.249.41 Net her | ands 147.237.77. 176 |nat pash. i df .i]  |Ostributed Admn B ocking Bl ock 2
50.87.161.155 [lhited Sates 147.237.77. 176 |mat pash. i df . i|  |Unauthori zed URL Access to ww cogat . i df .il/index. php B ock 2
112.78.6.71 M et nam 147.237.77. 176 |nat pash. i df . i|  |Unauthorized URL Access to waw cogat. idf.il/index. php B ock 2
198.1.103.132 |Uited Sates 147.237.77. 176 |mat pash. i df . i | Mil ti pl e Unaut hori zed URL Access from198. 1.103. 132 B ock 2
176.12.144.57  |Israel 147.237.0.19 |[madimatal .idf.i|Dstributed Suspicious Response Code B ock 2
66. 249. 66. 61 I srael 147.237.72. 166 [aka. i df . i | D stributed Suspicious Response Code_Qust om Tenpor ary B ock 2
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