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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site Signature Device Action
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il DCS- Tool - Swi t chbl adG dest - r eset 3755
66. 249. 64. 243 | srael 147.237.77.216 dover.idf.il SYN H ood out of context dr op 10
171. 250. 102. 22 \i et nam 147.237.0. 34 tikshuv.idf.il Frk Under Attack Con Tcp drop 2
198. 20. 69. 98 Lhited Sates 147.237.76. 30 hi nush. i df .i | B ock Udp All Nets drop 1
171.107.211. 127 Chi na 147.237.76. 39 nobi l e.neitav.idf.il |Block Udp All Nets drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Gountry | Target Address |Site |SgnaIure Devi ce Action |Count ‘
91. 228. 248. 251 I srael 147. 237.76. 42 ref uah. i df . il [C1000004: HTTP. options method (M crosoft) B ock 12
161. 202. 41. 12 Net her | ands 147.237.72.166 |aka.idf.il Q003: HTTP: phpM/Adni n access B ock 1
195. 154. 211. 94 France 147.237.77.216 |dover.idf.il |[9221: HTTP: PUT Method Execution over HTTP/ \WbDAV Bl ock 1
195. 154. 216. 164  |France 147.237.77.216 |dover.idf.il [9221: HTTP: PUT Method Execution over HTTP/ \bDAV B ock 1
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|Top Attackers In |D|

Attacker Address

| Target Address

Attacker Country

Signature

195. 34. 150. 18 147.237.77. 216 Austria dover.idf.il Tehila - Perl LW with fake user agent 3
66. 249. 66. 61 147.237.72. 166 Lhited Sates akaidf.il ET SCAN NVAP -sA (2) 2
171. 250. 102. 22 147.237.0. 35 Mi et nam akavs. i df . il ET SCAN Potential SSH Scan 1
115. 248. 179. 198 147.237.72. 217 India eidf.il ET SCAN NMAP -sS wi ndow 3072 1
196. 47.173. 21 147. 237. 8. 50 Qte Dlvoire e.tikshuv.idf.il ET SCAN NMAP -sS wi ndow 1024 1
185.22.32.6 147.237.77. 216 Lebanon dover.idf.il portscan: TCP D stributed Portscan 1
180. 153. 104. 125 147.237.72. 14 Chi na dover.idf.il (ol d) ET SCAN NVAP -sS wi ndow 2048 1
171. 250. 102. 22 147. 237.76. 199 Mi et nam e. nakchal .idf .i ET SCAN Potential SSH Scan 1
171. 250. 102. 22 147. 237.76. 38 Mi et nam e.eneitav.idf.il ET SCAN Potential SSH Scan 1
171. 250. 102. 22 147. 237. 0. 200 Mi et nam mu.idf il ET SCAN Potential SSH Scan 1
171. 250. 102. 22 147.237.0.15 Mi et nam kosher-kravi .i df .i | ET SCAN Potential SSH Scan 1
196. 47.173. 21 147. 237. 8. 50 Qte Dlvoire e tikshuv.idf.il ET SCAN NMAP -sS wi ndow 4096 1
180. 153. 104. 125 147.237.72. 14 Chi na dover.idf.il (ol d) ET SCAN NVAP -sS wi ndow 3072 1
180. 153. 104. 125 147.237.72. 14 Chi na dover.idf.il (ol d) ET SCAN NVAP -f -sS 1
171. 250. 102. 22 147. 237.76. 177 Mi et nam ncore.idf.il ET SCAN Potential SSH Scan 1
171. 250. 102. 22 147. 237.76. 30 M et nam hi nush. i df i | ET SCAN Potential SSH Scan 1
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|Top Attackers In FW |

A tacker

Devi ce

Attacker Address count ry Target Address ‘Ste ‘Slgnature Action ‘Count
reamn ine: TCP Invali i i ssi
84.228.119.67 |Israel 147, 237. 76. 200 e tan. aka i of | .| 2 NG Engine: TCP Invalid Invalid segnent retransmssi on. drop 51
Ret r ansni ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
77.126.18.94  |Israel 147. 237. 76. 200 |ei tan. aka. i df . | 9 =g nval i d segnent retransmssi on. drop 51
Ret r ansni ssi on Packet dropped.
Sreaning Engine: TCP Invalid i i SSi
66.249.73.185 |United Sates [147.237.77.216 |dover.idf.il 9 =g nval i d segnent retransmssi on. drop 46
Ret r ansni ssi on Packet dropped.
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il |dr op SAMrul e drop 36
109. 65.202. 14  |Israel 147.237.76.42 |refuah.idf.il |Bad TCP sequence i’;:;e”ansm with different wndow) ooivor |24
100. 100. 0. 69 147.237.72. 156 |anan.idf . il drop First packet isn't SN drop 24
Sreaming Engine: TGP Invalid i i sSi
79.176.72.100 |Israel 147. 237.76. 200 |ei tan. aka. i df . | 9 =g Invalid segnent retransmssion. drop 18
Ret r ansni ssi on Packet dropped.
Sreaning Engine: TGP Invalid ' i ssi
79.183. 221. 179 | srael 147. 237.72. 166 |aka i of . i 9 =9 Inval i d segrent retransmssi on. drop 18
Ret r ansni ssi on Packet dropped.
Sreaming Engine: TGP Invalid i i sSi
109. 65. 199. 214 |Israel 147.237.72. 166 |aka.i df . i1 9 =g Invalid segnent retransmssion. drop 15
Ret r ansni ssi on Packet dropped.
100. 100. 115. 19 147.237. 72. 156 |aman.i df .i | drop First packet isn't SN drop 14
100. 100. 117. 52 147.237.72. 166 |aka. i df . il drop First packet isn't SYN drop 12
100. 100. 112. 178 147. 237. 72. 166 [aka. i df .i | drop First packet isn't SN drop 12
100. 100. 11. 143 147.237. 72. 166 |aka. i df .i | drop First packet isn't SN drop 11
100. 100. 57. 182 147.237.72. 166 |aka. i df . il drop First packet isn't SYN drop 10
reaming BEngine: TCP Invali i i ssi
188. 120. 148. 140|i srael 147 237.77. 216 |dover a1 | SAM NG Engine: TP Invalid Invalid segnent retransmssi on. drop 10
Ret r ansm ssi on Packet dropped.
100. 100. 114. 40 147.237.72. 156 |anan.idf . il drop First packet isn't SN drop 8
46. 19. 86. 70 I sr ael 147.237.77. 216 [dover.idf.il |SYN Attack SYN -> SYN-ACK -> RST rej ect 8
167.114. 156. 16 |Canada 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 7
100. 100. 105. 211 147.237.72. 156 |anan.idf . il drop First packet isn't SN drop 7
Sreaming Engine: TGP Invalid i i sSi
66.249.66.61  |lited Sates |147.237.72.166|aka.idf.il 9 =g Invalid segnent retransmssion. drop 6
Ret r ansmi ssi on Packet dropped.
2.52.144. 170 I sr ael 147.237. 72. 166 |aka. i df .i | SYN Att ack SYN -> SYN-ACK -> RST rej ect 6
Sreamng Engine: TCP Invalid i i ssi
94.230.93.156  |Israel 147. 237. 77. 216 |dover . i df .i 9 =g nval i d segnent retransmssi on. drop 6
Ret r ansni ssi on Packet dropped.
5.102.254.133 |Israel 147. 237. 72. 166 [aka. i df .i | Bad TCP sequence I'nval i d ACK nunber noni t or 6
Sreaning Engine: TGP Invalid i i ssi
79.179.161.27 |israel 147. 237.72. 166 |aka. i of .11 9 =9 nval i d segnent retransmssi on. drop 6
Ret r ansni ssi on Packet dropped.
reaming BEngine: TCP Invali i i ssi
94.230.93.163 |Israel 147 237.77. 216 |dover a1 | SAM NG Engine: TP Invalid Invalid segnent retransmssi on. drop 6
Ret r ansm ssi on Packet dropped.
100. 100. 90. 168 147.237.72. 166 |aka.i df . il drop First packet isn't SN drop 6
46.19. 85. 11 I srael 147.237.77. 216 |dover.idf.il |Bad TCP sequence I'nval i d ACK nunber alert 6
reamn ine: TCP Invali i i ssi
94.230.93.195 |Israel 147,237, 77. 216 |dover icr.i1 | €M NG Engi ne: TP alid Inval i d segnent retransmssi on. drop 6
Ret r ansni ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
94.230.93.150 |Israel 147. 237. 77. 216 |dover . i df .i 9 =g nval i d segnent retransmssi on. drop 6
Ret r ansni ssi on Packet dropped.
46.19. 85. 11 I sr ael 147.237.77. 216 |dover.idf.il |Bad TCP sequence I'nval i d ACK nunber noni t or 6
79.129.27.28 G eece 147.237.77. 216 |dover.idf.il |dr op First packet isn't SN drop 5
212.199. 143. 202l srael 147.237.77. 216 |dover.idf.il |Bad TCP sequence Inval i d ACK nunber noni t or 5
46. 19. 86. 70 I sr ael 147.237.77. 216 |dover.idf.il |Bad TCP sequence I'nval i d ACK nunber noni t or 5
100. 100. 114. 40 147.237.72. 166 |aka.i df . il drop First packet isn't SN drop 5
Sreaming Engine: TGP Invalid i i sSi
157.55.39.122 |Wited Sates |147.237.76.200 |eitan. aka.idf . i 9 =g Invalid segent retransmssion. drop 4
Ret r ansmi ssi on Packet dropped.
79.177.196. 44  |israel 147.237.76.86 |[navy.idf.il  [SYN Attack SYN -> SYN-ACK -> RST rej ect 4
Sreamng Engine: TCP Invalid i i ssi
31.13.112.117 |ireland 147. 237.77. 216 |dover i df .i 9 =g nval i d segnent retransmssi on. drop 4
Ret r ansni ssi on Packet dropped.
185. 3. 146. 249 I srael 147.237.0.34 |tikshuv.idf.il |Bad TCP sequence Invalid ACK nunber noni t or 4
5. 29. 56. 158 | srael 147.237.77. 216 |dover.idf.il |SYN Attack SYN -> SYN-ACK -> RST rej ect 4
Sreaming Engine: TP Invalid i i sSi
46.121.83.42  |israel 147.237.72. 166 |aka.i df . i 9 =g Invalid segnent retransmssion. drop 4
Ret r ansmi ssi on Packet dropped.
Sreaning Engine: TGP Invalid ' i ssi
31.168. 181. 129 |israel 147. 237.72. 166 |aka i of . i 9 =9 Inval i d segrent retransmssi on. drop 3
Ret r ansni ssi on Packet dropped.
5.102.254. 133 [lIsrael 147.237.72. 156 |anan.i df .i | Bad TCP sequence Inval i d ACK nunber noni t or 3
212.199. 143. 202|I sr ael 147.237.77. 216 |dover.idf.il |Bad TCP sequence I'nval i d ACK nunber alert 3
Sreaning Engine: TQP Invalid i i ssi
109. 66. 179. 115 |Israel 147. 237.72. 166 |aka. i of .11 9 =9 nval i d segnent retransmssi on. drop 3
Ret r ansmi ssi on Packet dr opped.
Sreaning Engine: TCP Invalid i i Ssi
46.19.85.146  |Israel 147.237.72. 166 |aka.i df . i g =g nvalid segnent retransmssi on. drop 3
Ret r ansm ssi on Packet dropped.
Sreaning Engine: TQP Invalid i i ssi
84. 228. 160. 144 I srael 147. 237.72. 166 |aka. i of . i 9 =9 nval i d segnent retransmssi on. drop 3
Ret r ansmi ssi on Packet dropped.
5.29.202.144  |israel 147.237.72. 166 |akaidf.il  [Bad TCP sequence SAK retransmt with different ooqiior s
W ndow scal e
213.57.135.26 |lsrael 147.237.72. 166 |aka.idf . il SYN Attack SYN -> SYN-ACK -> Ti neout alert 3
5.22.131. 203 I srael 147.237.76.42 |refuah.idf.il |[Bad TCP sequence I'nval i d ACK nunber noni t or 3
Sreaning Engine: TCP Invalid i i SSi
79.179. 168. 103 |l srael 147.237.72. 166 |aka.i df . i1 9 =g Inval i d segnent retransmssi on. drop 3
Ret r ansni ssi on Packet dropped.
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|Top Attackers In V\AF|

At acker

Devi ce

Count ry ‘Target Address |Site Sgnature Action ‘Count
79.181.61.75 |Israel 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code Bl ock 84
46.19.85.146 |Israel 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 60
79.181.61.75 [Israel 147.237.0.19 |nadimatal .idf. i ;g‘_’l'\ﬁr_‘y6ff7éhe Sane Response (bde (404) in Session from Bl ock 25
80. 246. 136. 67 |Israel 147.237.77. 243 |nobi | e. i df . i | fbﬁf ?&T?’ffs\;cﬂaii;gngggaegﬁs;wd in Bl ock 7
46.19.85.239 [Israel 147.237.0.19 |[madi matal .idf.i|Dstributed Suspicious Response Qode B ock 6
2.54.149. 25 | srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code Bl ock 6
46.19.85.146 |Israel 147.237.0.19 |nadimatal .idf.i|Dstributed Too Miny of the Sane Response Code (404) B ock 5
109. 65. 199. 214 |l srael 147.237.72. 166 [aka. i df . i | D stributed Suspicious Response Code_Qust om Tenpor ary B ock 5
68.180.228. 112 |Uhited Sates |147.237.77.216|dover.idf.il D stributed Suspici ous Response Code Bl ock 3
195. 62. 28. 134 LKjiqirfgegom 147.237.77. 176 |mat pash. i df . i | Dstributed PHP At enpt Bl ock 3
188. 165. 238. 24 |France 147.237.77.74 [lawidf.il Ostributed PHP At tenpt B ock 3
31.170.109. 30 |Ger many 147.237.77. 176 |mat pash. i df . i | Dstributed PHP At enpt Bl ock 3
192. 145. 238. 10 |Lhited Sates [147.237.72.166 |aka.idf .| Ostributed PHP At tenpt B ock 3
167. 114. 52. 149 |Canada 147.237.77. 176 |nat pash. i df .i| |Ostributed P Attenpt Bl ock 3
103.23.20. 117 |l ndonesi a 147.237.77.74 |lawidf.il Dstributed PHP At enpt Bl ock 3
174. 36. 6. 89 Lhited Sates [147.237.77.176|matpash.idf.il [Ostributed PHP A tenpt Bl ock 3
67.225.180. 145 |Lhited States [147.237.77.176 |nat pash.idf .il [DOstributed PHP Attenpt Bl ock 3
50. 87. 43. 17 Lhited Sates |147.237.77.176 [mat pash. i df . il Dstributed PHP At enpt Bl ock 3
46.19. 86. 48 I srael 147.237.0.19 |[madi matal .idf.i|Dstributed Suspicious Response Qode B ock 3
2.54.152. 81 I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 3
188. 65. 117. 69 zi;gegom 147.237.77. 176 |mat pash. i df .i| |Dstributed P Attenpt Bl ock 3
72.47.234.114 |Wnited Sates [147.237.77.176|matpash.idf.il [DOstributed PHP Attenpt Bl ock 3
88. 208. 205. 115 k?irfggom 147.237.77. 176 |mat pash. i df .i| |Ostributed P Attenpt Bl ock 3
198.46.83.195 [lhited Sates |147.237.77.176|matpash.idf.il [Dstributed PP Attenpt Bl ock 3
198.35.30. 115 [lhited Sates |147.237.77.176|matpash.idf.il [Dstributed PP Attenpt Bl ock 3
198. 46.83.195 |Lhited Sates |147.237.77.176|matpash.idf.il [Miltiple Wauthorized URL Access from 198.46.83. 195 B ock 2
176. 12. 140. 222 |l srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessions: sigal gs DS Atack None 2
66.249.66. 61 |lsrael 147.237.72. 166 |aka. i df . i | D stributed Suspicious Response Code_Qust om Tenpor ary B ock 2
80. 246. 137. 25 |Israel 147.237.77. 243 |nobi | e. i df . i | szti:'et.’ti’td‘id_ I'ﬁr:'af:]z: /I{]ﬁg\gﬁg\kgf dozaranet o Qrrent Passuord Bl ock 2
67.225.180. 145 |Lhited Sates [147.237.77.176|mat pash.idf.il [Dstributed Admn B ocki ng Bl ock 2
195. 62. 28. 134 k?irfggom 147.237.77. 176 [mat pash. i df . il  |Miltiple Wnauthorized UR. Access from 195.62. 28. 134 Bl ock 2
208.184.112. 75 [United Sates [147.237.77. 216 |dover . i df . i | b stri uted li“;;f;;;gfﬂe%ﬁ?isp;” Bl ock 2
31.170.109. 30 |Ger many 147.237.77. 176 |mat pash. i df . i | Mil ti pl e Unaut horized URL Access from 31.170. 109. 30 Bl ock 2
167. 114. 52. 149 |Canada 147.237.77.176 |mat pash. i df .il |Mitiple Wauthorized URL Access from 167.114. 52. 149 B ock 2
103. 23.20. 117 |I ndonesi a 147.237.77.74 [lawidf.il Ml tipl e Unaut hori zed URL Access from 103. 23. 20. 117 B ock 2
5.175.193. 164 |Ger many 147.237.77.216|dover. i df . i | D stributed Suspici ous Response Code Bl ock 2
188. 165. 238. 24 |France 147.237.77.74 |lawidf.il Ml tiple Uhauthorized URL Access from 188. 165. 238. 24 B ock 2
84.228.72.82 |lsrael 147.237.77. 170 [maar achot . i df . i | [Uhaut hori zed URL Access to maarachot.idf.il/pdf/files/ 0/ 11304690 B ock 2
176.13.13.11  |[Israel 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code Bl ock 2
67.225.180. 145 |Lhited Sates |147.237.77.176 |mat pash. i df . il  |Wauthorized LRL Access to waw cogat. i df.il/index. php B ock 2
50. 87. 43. 17 Lhited Sates |147.237.77.176|mat pash.idf.il |Uauthorized UR. Access to www cogat.idf.il/index. php B ock 2
176. 106. 226. 92 |l srael 147.237.72. 166 |aka. i df . i | Lhaut hori zed URL Access to ww aka.idf.il/ufi/reaction/ B ock 2
72.47.234.114 |lhited Sates |147.237.77.176 |natpash.idf.il |Mitiple Unauthorized UR Access from72.47.234.114 B ock 2
88.208. 205. 115 k?iﬁgeé’om 147.237.77. 176 |mat pash. i df . il  [Miltiple Wauthorized URL Access from 88.208. 205. 115 Bl ock 2
213.57. 202. 223 |l srael 147.237.72. 166 |aka. i df . i | SSL ht raceabl e Gonnection - Unknown SSL Sessi on None 1
79.179. 133. 236 |l srael 147.237.76.200(ei tan. aka. i df . i | [Uhaut hori zed LRL Access to waw ei tan. aka.idf.il/xmrpc. php B ock 1
182. 68.56. 244 |india 147.237.77. 176 |mat pash. i df .i]l |Dstributed Unauthorized LR. Access on wmw cogat. i df.il/xnirpc. php B ock 1
46.19.86.228 |lsrael 147.237.77.243|nobi | e. i df . i | D stributed Whaut hori zed URL Access on nobil e.idf.il/sachar/index Bl ock 1
109. 65. 202. 14 |l srael 147.237.76.42 |refuah.idf.il Uhaut hori zed URL Access to 147.237. 76. 42/ styl el shared/ reset . css B ock 1
40.77.167.35 |Lhited Sates [147.237.77.216|dover.idf.il D stributed Suspicious Response Gode B ock 1
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