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11-28-2015-11:04:00 to 11-28-2015-12:04:00

|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address|Site

|Signature

|Device Action|Count]|

167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il DCS- Tool - Swi t chbl adG dest - r eset 3348
66. 249. 66. 33 | srael 147.237.77. 74 lawidf.il TCP handshake vi ol ation, first packet not syn |drop 148
76.219. 164. 154 Lhited Sates 147.237.76. 39 nobi | e.neitav.idf.il|B ock Udp All Nets drop 3
91.211.116. 32 Lkrai ne 147.237.76. 38 eeneitav.idf.il B ock Up Al Nets drop 3
134.147. 203. 115 Cer many 147.237.76. 34 yohal an.idf.il B ock Np Al Net drop 2
134.147. 203. 115 Ger nany 147.237.76. 34 yohal an.idf.il B ock Wp Al _Nets drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qount ry Target Address |Site |Sgna1ure Devi ce Action |Oount
69. 30. 239. 106 Lhited Sates 147.237.77. 216 dover.idf.il C1000106: HITP: naj esti ¢ bot B ock 1
69. 30. 214. 38 Lhited Sates 147.237.77. 216 dover.idf.il C1000106: HTTP. maj estic bot B ock 1




11-28-2015-11:04:00 to 11-28-2015-12:04:00

|Top Attackers In |D|

Attacker Address |Target Addr ess |Attacker Qount ry |Ste |Signature |Count |
195. 34. 150. 18 147.237.77. 216 Austria dover.idf.il Tehila - Perl LW with fake user agent 4
66. 249. 66. 61 147.237.72. 166 Lhited Sates akaidf.il ET SCAN NVAP -sA (2) 2
196. 47.173. 21 147. 237.76. 39 Qite Dlvoire nobi | e. nei tav.idf.il ET SCAN NMAP -sS wi ndow 2048 1
50. 252. 197. 194 147. 237.72. 166 Lhited Sates akaidf.il ET SCAN NMAP -sS wi ndow 2048 1
46.228.207. 18 147.237.77.179 Ger many e.nmazi.idf.il ET SCAN NVAP -sS w ndow 1024 1
162. 222. 185. 165 147. 237.0. 35 Lhited Sates akavs. i df . i | ET SCAN Potential SSH Scan 1
162. 222. 185. 165 147.237.0. 17 Lhited Sates mny-kosher -kravi .i df.il ET SCAN Potential SSH Scan 1
94.102. 48. 195 147.237.72. 14 Net her | ands dover.idf.il (ol d) ET SCAN NMAP -sS wi ndow 1024 1
59. 45. 79. 117 147. 237.77. 234 Chi na hal ag.idf.il ET SCAN Potential SSH Scan 1
59. 45. 79. 117 147. 237.76. 196 Chi na e.svivaidf.il ET SCAN Potential SSH Scan 1
59. 45. 79. 117 147. 237.76. 86 Chi na navy.idf.il ET SCAN Potential SSH Scan 1
196. 47.173. 21 147. 237.76. 39 Qite Dlvoire nobi | e. nei tav.idf.il ET SCAN NMAP -sS wi ndow 3072 1
59. 45. 79. 117 147.237.0. 15 Chi na kosher-kravi .idf.il ET SCAN Potential SSH Scan 1
196. 47.173. 21 147. 237.76. 39 Mte Dlvoire nobi | e. nei tav. i df il ET SCAN NVAP -f -sS 1
50. 252. 197. 194 147. 237.72. 166 Lhited Sates aka.idf.il ET SCAN NVAP -f -sS 1
162. 222. 185. 165 147. 237. 0. 200 Lhited Sates . i df i ET SCAN Potential SSH Scan 1
31.6.71.154 147.237.0. 15 Pol and kosher-kravi .idf.il ET SCAN NMAP -sS wi ndow 1024 1
162. 222. 185. 165 147.237.0. 19 Lhited Sates madi matal .idf.il ET SCAN Potential SSH Scan 1
162. 222. 185. 165 147.237.0. 16 Lhited Sates ny- kosher-kravi .idf.il ET SCAN Potential SSH Scan 1
59. 45. 79. 117 147. 237.76. 198 Chi na e.yohal an.idf il ET SCAN Potential SSH Scan 1
59. 45. 79. 117 147. 237. 76. 147 Chi na chi nuch. aka. i df . i ET SCAN Potential SSH Scan 1
59. 45. 79. 117 147.237.76. 31 Chi na nakchal . i df.il ET SCAN Potential SSH Scan 1




11-28-2015-11:04:00 to 11-28-2015-12:04:00

|Top Attackers In FW |

A tacker

Attacker Address count ry Target Address |Ste Signature

149. 88. 156. 194 |l srael 147.237.72. 166 |aka. i df . i SYN Attack SYN -> SYN-ACK -> RST rej ect 67

100. 100. 117. 81 147.237.72. 166 |aka. i df .il drop Frst packet isn't SN drop 60

41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 36

100. 100. 0. 69 147.237.72. 156 |anan. i df . il drop First packet isn't SN drop 24
Sreaning BEngine: TP Invalid i i ssi

66.249.73.185 |United Sates |147.237. 77. 216 |dover. i df il 9 =9 nval i d segnent retransmssi on. drop 22
Ret r ansm ssi on Packet dr opped.

213.57.187.124 |lsrael 147.237.77. 243 |nobi | e.i df .i | drop First packet isn't SN drop 20

54.244.22.103 |lhited Sates [147.237.77.233|atal.idf.il drop First packet isn't SWN drop 14

100. 100. 8. 246 147.237.72. 166 |aka.idf .il drop First packet isn't SYN drop 12
Sreaning Engine: TQP Invalid i i ssi

66.249.73.201 |Wnited Sates |147.237.77. 216 |dover.idf.il g =g nvalid segnent retransmssion. drop 12
Ret ransm ssi on Packet dr opped.

100. 100. 33. 240 147.237.72. 166 |aka. i df .il drop Frst packet isn't SYN drop 12

100. 100. 105. 211 147.237.72. 166 |aka.i df .i | dr op First packet ismt SYN drop 12

46. 19. 86. 195 | srael 147.237.72. 167 |ishurimaka.i df .i[Bad TCP sequence Invalid ACK nunber noni t or 11
Sreaning BEngine: TGP Invalid i i ssi

185.32. 179. 243 |Israel 147.237.77. 243 |nobi 1 e.i o i 9 =9 nval i d segnent retransmssi on. drop 9
Ret r ansm ssi on Packet dr opped.

185. 120. 126. 14 147.237.77. 233 |atal .i . i Bad TCP sequence SN retransmt wth i fferent monitor |9

w ndow scal e

Sreaning BEngine: TGP Invalid i i ssi

176.12.144.42  |israel 147.237.77. 243 |nobi 1 e.i o i 9 =9 nval i d segnent retransmssi on. drop 9
Ret r ansm ssi on Packet dr opped.

100. 100. 107. 242 147.237.72. 156 |anan.idf.il drop First packet isn't SYN drop 8
Sreaning BEngine: TGP Invalid i i ssi

85.65.111.136 | srael 147. 237. 76. 200 |ei tan. aka.i of . i1 9 =g Inval i d segnent retransmssi on. drop 8
Ret r ansm ssi on Packet dr opped.

100. 100. 100. 8 147.237.72. 166 |aka.idf .il drop First packet isn't SYN drop 6
Sreaning Engine: TCP Invalid i i ssi

79.178.112. 162 |Israel 147. 237. 72. 167 |i shuri maka. i of . i 9 =g Inval i d segnent retransmssi on. drop 6
Ret r ansm ssi on Packet dr opped.
Sreaning Engine: TGP Invalid i i SSi

157.55.39. 112 |wited Sates |147.237. 76. 200 |ei tan. aka.i df . i 9 =g nval i d segnent retransmssi on. drop 6
Ret r ansmi ssi on Packet dr opped.
Sreaning Engine: TCP Invalid i i ssi

37.26.149.219 |israel 147.237.77. 243 |nobil e, i df . i1 9 =g nval i d segnent retransmssi on. dr op 6
Ret r ansm ssi on Packet dr opped.
Sreaning Engine: TGP Invalid i i SSi

157.55.39. 208 |Wnited Sates |147.237.77.234|halag.idf. il 9 =g nval i d segnent retransmssi on. drop 6
Ret r ansmi ssi on Packet dr opped.
Sreaning Engine: TQP Invalid i i ssi

79.183.152.43 |Israel 147. 237. 72. 166 |aka. i of . i | 9 =g nval i d segnent retransmssi on. drop 6
Ret r ansm ssi on Packet dr opped.
Sreaning Engine: TGP Invalid i i SSi

84.109. 213. 168 |Israel 147.237. 77. 243 |robi 1 e. i of . i 9 =g nval i d segnent retransmssi on. drop 6
Ret r ansmi ssi on Packet dr opped.
Sreaning Engine: TQP Invalid i i ssi

149.88.69.232  |Israel 147.237.77. 243 |nobil e, i df . i1 9 =g Inval i d segnent retransmssi on. dr op 6
Ret r ansm ssi on Packet dr opped.

100. 100. 41. 224 147.237.72. 166 |aka.idf .il drop First packet isn't SYN drop

100. 100. 0. 45 147.237.72. 166 |aka.idf .il drop First packet isn't SN drop
Sreaning BEngine: TGP Invalid i i ssi

31.168.20.109 | srael 147. 237. 77. 243 |nubi 1 e. i of . i1 9 =g Inval i d segnent retransmssi on. drop 6
Ret r ansm ssi on Packet dr opped.
Sreaning Engine: TGP Invalid i i sSi

109. 65. 62. 140 |Israel 147. 237. 72. 166 |aka. i of . i | 9 =9 Invalid segent retransmssion. drop 6
Ret ransm ssi on Packet dropped.

100. 100. 57. 182 147.237.72. 166 |aka. i df .i | dr op Frst packet isn't SN drop 6
Sreaning Engine: TCP Invalid i i SSi

79.177.208. 111 |Israel 147. 237. 77. 243 |robi 1 e. i of . i | 9 =g nval i d segnent retransmssi on. drop 6
Ret r ansmi ssi on Packet dr opped.

213.57.141. 205 |l srael 147.237.72. 156 |anan.i df .i| SYN Attack SYN -> SYN-ACK -> Ti neout aert

213.57.141. 205 |l srael 147.237.72. 156 |anan.i df .i| SYN At t ack SYN -> SYN-ACK -> Ti nmeout rej ect 5

89. 138. 106, 202 I srael 147. 237.77. 233 |atal .i . i Bad TCP sequence SNretransmt with i fferent mnitor |5

W ndow scal e
213.57.143.209 |l srael 147.237.72. 166 |aka i df .i 1 SYN At t ack SYN - > SYN-ACK -> Ti meout rej ect 4
e SYNHAK retransmit with different .

213.57.143.209 |l srael 147.237.72. 166 |aka. i df i Bad TCP sequence wi ndow scal noni t or 4
Sreaning Engine: TCP Invalid i i ssi

37.142.68.104 [ srael 147.237.72. 166 |aka. i df .i | 9 =g Inval i d segnent retransmssi on. drop 4
Ret r ansm ssi on Packet dr opped.

213.57.187. 124 |lsrael 147.237.77. 243 |nobi l e.i df . i | SYN Attack SYN -> SYN-ACK -> Ti nmeout rej ect 4
Sreaning Engine: TQP Invalid i i ssi

176.12. 144. 215 |israel 147.237.77. 243 |nobi l . i df . i g =g nvalid segnent retransmssi on. drop 4
Ret ransm ssi on Packet dr opped.

. SYNHAK retransmit with different .

213.57.187.124 |l srael 147.237.77. 243 |nobi | e.i f i | Bad TCP sequence i ndow scal noni t or 4

176.13.13.51 I srael 147.237.77. 233 |atal .idf. il Bad TCP sequence Inval i d ACK nunber noni t or 3
Sreaning BEngine: TGP Invalid i i ssi

2.54.11. 71 I'srael 147. 237. 72. 166 |aka. i f . i1 9 =g Inval i d segnent retransmssi on. drop 3
Ret r ansm ssi on Packet dr opped.
Sreaning Engine: TQP Invalid i i sSi

79.183.117.10 |Israel 147. 237. 72. 166 |aka. i of . i | 9 =9 Invalid segent retransmssion. drop 3
Ret ransm ssi on Packet dropped.
Sreaning BEngine: TCP Invalid i i ssi

109. 66. 162. 239 |l srael 147. 237. 72. 166 |aka. i f . i1 9 =g Inval i d segnent retransmssi on. drop 3
Ret r ansm ssi on Packet dr opped.
Sreaning Engine: TQP Invalid i i sSi

79.180.113.6  |israel 147. 237. 72. 167 |i shuri maka i df . i 9 =9 Invalid segent retransmssion. drop 3
Ret ransm ssi on Packet dropped.
Sreaning BEngine: TCP Invalid i i ssi

109. 65. 58. 247 |Israel 147. 237. 72. 166 |aka. i f . i1 9 =g Inval i d segnent retransmssi on. drop 3
Ret r ansm ssi on Packet dr opped.
Sreaning Engine: TGP Invalid i i sSi

77.125.128. 201 |Israel 147. 237. 72. 166 |aka. i of . i | 9 =9 Invalid segent retransmssion. drop 3
Ret ransm ssi on Packet dropped.




Attacker Address

11-28-2015-11:04:00 to 11-28-2015-12:04:00

A tacker
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Target Address

dte

Signature
Sreaning Engine: TGP Invalid

Inval i d segnent retransnission.

87.68.252. 4 I srael 147.237.72.167 [ishurimaka i of i o T S Packet. o opped. drop
Sreaning Engine: TGP Invalid i i SSi

109. 65. 61. 197  |Israel 147.237.72. 166 |aka. i df . 9 =g nval i d segnent retransmssi on. drop
Ret r ansmi ssi on Packet dr opped.
Sreaming Engine: TGP Invalid i i ssi

77.126.166.25 |l srael 147.237.72. 166 |aka.i df .i 9 59 Invalid segent retransmssion. drop

Ret r ansm ssi on

Packet dropped.




11-28-2015-11:04:00 to 11-28-2015-12:04:00

|Top Attackers In V\AF|

A tacker

Devi ce

Country Target Address |[Site Sgnature Action ‘Count

79.181.61.75 |[lsrael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock 98
85.65.111. 136 |Israel 147.237.76. 200 |ei t an. aka. i df . i | ;g?e'\:”f'lfflgge Sane Response (bde (404) in Session from Bl ock 47
5.28.165.114 |lIsrael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 9
176.12. 144. 42 |l srael 147.237.77.243|nobi [ e.i df . i | Uhaut hori zed URL Access to nobil e.idf.il/sachar/index Bl ock 6
89.138.68.59 |Israel 147.237.72. 166 [aka. i df . i | Ostributed PHP Attenpt B ock 4
89.138.68.59 |Israel 147.237.72. 166 [aka. i df . i | Uhaut hori zed URL Access to ww aka. i df.il/aj ax/ pages/ fan_stat us. php |Bl ock 4
79. 181. 137. 237 |l srael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock 3
5.28.131.167 |Israel 147.237.72. 166 [aka. i df . i | Ml ti pl e Unaut hori zed Method for Known URL from 5. 28. 131. 167 B ock 3
176.13.0.130 |Israel 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Gode B ock 3
162. 247. 78. 230 |Lhited Sates |147.237. 77. 176 |mat pash. i df . i | Distributed PHP Attenpt B ock 3
176.12. 144. 42 |Israel 147.237.77.243|nobi [ e.i df . i | D stributed Suspici ous Response Code B ock 3
2.54.179.137 |lIsrael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Gode B ock 3
91. 203. 108. 218 |Ger many 147.237.77. 176 |mat pash. i df . i | Dstributed PHP Attenpt B ock 3
91. 203. 108. 218 |Ger many 147.237.77. 176 |nat pash. i df . i | Ml ti pl e Uhaut horized URL Access from 91.203.108. 218 B ock 2
5.28.131.167 |Israel 147.237. 72. 166 |aka. i df . i | pstr buted Mt :/o;ii yzues‘j g“f;;‘;?;;’;xmo"‘” R on Bock |2
31.168. 20. 109 |[Israel 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock

2.54. 156. 86 I srael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock
91.143.80.201 |Germany  |147.237.77.216|dover.idf il b stri bt oc gggfgggigg?geﬁvi‘fzsssp;” Bock |2
84.109. 213. 168 |I srael 147.237.77.243|nobi [ e.i df . i | D stributed Suspici ous Response Code B ock 2
87.69.42.217 |Israel 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessions: sigal gs DS Attack None 2
162. 247. 78. 230 |Lhited Sates |147.237. 77. 176 |mat pash. i df . i | Mil tipl e Lhaut hori zed URL Access from 162. 247. 78. 230 B ock 2
84.111.65.20 |Israel 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessions: si gal gs DS Attack None 2
37.142.132.68 |Israel 147.237.0.19 |nadimatal .idf.il P e T‘i";‘?\iﬁl‘j'lac‘)té;”hgr'mofzﬁ’f‘;gf acetdl der 13xt Aty in Bock |2
208. 184. 112. 75 |Ui ted Sates [147. 237. 77. 216 [dover . i df . i | D stri utec ll‘f;;_t;;’;gi_eﬂe%vi‘fisp;” Bock 2
46.19. 86. 6 | srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock
54.244.22.103 |Lhited Sates [147.237.76. 147 |chi nuch. aka. i df . i | Distributed Suspi ci ous Response Code_Qust om Tenpor ary B ock

5. 29. 25. 20 I sr ael 147.237.72. 166 |aka. i df . i | m“;ﬁ:_ri';?‘:Iﬁmﬁfgfjjsffontrol o at udel A B ock 2
149. 88. 69. 232 |l srael 147.237.77.243|nobi | e. i df . i | D stributed Suspici ous Response Code B ock 2
66.249.66.28 |Israel 147. 237.72.166 |aka. i df . i | ﬂ?“tzggr ;;?‘ieﬁmﬁf‘;siut;gener ol . aspx B ock 1
176.13.18.63 |[Israel 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessi ons: sigal gs oS Attack None 1
41.42.92.136 |Egypt 147.237.77.216|dover.idf . il D stributed Whaut hori zed URL Access on www i df .il/xnrpc. php B ock 1
173. 245. 115. 78 |Lhited Sates [147. 237. 76. 147 |chi nuch. aka. i df . i | D stributed Suspicious Response Code_Qust om Tenpor ary B ock 1

Unknown Par arret er
109. 67.42.41  |[Israel 147.237.72. 166 [aka. i df . i | ct | 00%ct | 00$cphivai n$TochenP! aceHol der $bt nAt udaBack in None 1
wan aka. i df . i |/ mai n/ gi yus/ at uda/ asnacht a. aspx

66. 249. 69. 81 | srael 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77. 233/ 1351- he/ at al . aspx B ock 1
185. 120. 126. 14 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77. 233/ 1501- he/ at al . aspx B ock 1
107. 178. 194. 87 |Uni ted States |147. 237. 77. 216 |dover . i df . i | D stri buted 1%";?;;&;?&%\/??:;“ Bock |1
89. 138. 196. 202 |Israel 147.237.77.233|at al . i df . i | o aed Lo hor zed W .A;’;’;fs on Bock |1
46.117.249.76 |lsrael 147.237.77. 216 |dover.idf.il Uhaut hori zed URL Access to waw idf.il/https: /v idf.il/ B ock 1
176.12.149. 34 |l srael 147.237.0. 17 g; niyl- kosher-kravi .| Miltiple Ill1egal Paraneter Encoding from176.12.149. 34 None 1
84.108. 240. 71 |Israel 147.237.76. 147 |chi nuch. aka. i df i | |sheuthorized Wthod POSEfor aspx None 1
162. 247.78. 230 |Lhited Sates |147.237. 77. 176 |nat pash. i df . i | D stributed Admn B ocking B ock 1
109. 66. 30. 143 [l srael 147.237.76.86 |[navy.idf.il Distributed PHP Attenpt B ock
79.176. 223, 133 I srael 147.237. 72. 166 |aka. i df . i | chaut hort zed /'\f;jr;‘l’gi m;ﬂ%’r . aspx Bock |1
207.46.13.137 |wited Sates |147. 237. 77. 216 (dover.idf.i | Unaut hor i zed URL Access to waw i df .il/1133-18219- he/ dover B ock 1
91. 203. 108. 218 |Ger many 147.237.77. 176 |mat pash. i df . i | Uhaut hori zed LRL Access to wwu cogat. i df.il/index. php B ock 1
66.249.66. 61 |Israel 147.237.72. 166 [aka. i df . i | D stributed Suspicious Response Code_Qust om Tenpor ary B ock 1
180. 76. 15. 142 |Chi na 147.237.72. 156 |anan. i df . i | Lhaut hori zed UR. Access to list.ips.gov.il/robots. txt B ock 1
46.19.85. 75 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: si gal gs DS Attack None 1
176.12.138.29 |[lIsrael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessions: sigal gs DS Attack None 1
87.68.253.112 |[Israel 147.237.72. 166 |aka. i df . i | Lhtraceabl e SS. Sessi ons: sigal gs DoS Atack None 1
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