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|Top Attackers | n DDoS- Def ence |

Attacker Address  |Attacker Country  |Target Address |Site |Signature |Device Action  |Count |
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il DOS- Tool - Swi t chbl adG dest - r eset 3651

93. 158. 203. 169 Net her | ands 147.237.76. 176 test.ncore.idf.il |B ock Udp Al Nets dr op 1

185. 35. 62. 68 Snitzerl and 147.237. 76. 202 e halag.idf.il Block Np All Net drop 1

93. 158. 203. 169 Net her | ands 147.237.76. 198 e.yohal an.idf.il Bl ock Udp All _Nets drop 1

93. 158. 203. 169 Net her | ands 147.237.76. 201 e atal .idf.il Bl ock Udp All _Nets drop 1
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|Top Attackers In IPS|

|Att acker Gountry

Attacker Address

Target Address

|Site

|Sgnature

Devi ce Action

‘Count

106. 38. 241. 106 Chi na 147.237.77. 216 dover.idf.il |CL03: HTTP: User Agent Sogou+web+spi der B ock 1
188. 165. 15. 60 France 147.237.77. 233 atal.idf.il 28: HITP.  AhrefBot craw er B ock 1
188. 165. 15. 79 France 147. 237.76. 42 refuah.idf.il |28 HITP. AhrefBot craw er B ock 1
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|Top Attackers In |D|

At acker

‘Target Addr ess count ry Signature
195. 34. 150. 18 |147. 237. 77. 216 |Austria dover.idf.il Tehila - Perl LWP wth fake user agent 4
66.249. 66. 61  |147.237.72.166|lhited Sates  |akaidf.il ET SCAN NVAP -sA (2) 2
66.249. 78.130 |147.237.76.86 |Lhited Sates  |navy.idf.il ET SCAN NVAP -sA (2) 2
2.54.5.89 147.237.77. 170 I srael n@ar achot . i df . i ET D05 Large anount of TGP ZeroWndow - Possible Nkiller2 Chos 1
attack
204. 151. 29. 209 |147. 237. 76. 147 |Lhited S ates chinuch. aka. i df .i [|[ET SCAN NVAP -sS w ndow 3072 1
119. 73. 228. 130 |147. 237. 72. 156 |9 ngapor e anan.idf.il ET SCAN NMAP -sS wi ndow 3072 1
204. 151. 29. 209 [147.237.76. 147 |Lhited Sates  [chinuch. aka.idf.il[ET SCAN NVAP -sS w ndow 4096 1
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|Top Attackers In FW |

Devi ce

‘Attacker Country Target Address ‘Ste ‘Signature Acti on ‘Count

100. 100. 0. 69 147.237. 72. 156 |anan. i df . il dr op Frst packet isn't SN drop 37

41.33.231.90 |Egypt 147.237.77. 216 |dover.idf.il |drop SAMrul e drop 36
Sreaming Engine: TGP Invalid i i ssi

66.249.73. 185 |Lnited Sates 147. 237. 77. 216 |dover . i of . i | 9 =g Invalid segnent retransmssion. |, 22
Ret ransm ssi on Packet dropped.

100. 100. 0. 69 147.237.72. 166 |aka. i df . il dr op Frst packet isn't SN drop 10
Sreaming Engine: TGP Invalid i i ssi

49. 180. 163. 147 |Australia 147. 237. 77. 216 |dover. i df .1 9 =9 Invalid segnent retransmssion. |y, 9
Ret r ansni ssi on Packet dropped.

reamn ine: TCP Invali i i ssi

94. 159. 215. 44 |Israel 147. 237, 76. 200 |ei tan. aka. i o | | S N9 Engi ne: TP alid invalid segnent retransnission drop 9
Ret r ansni ssi on Packet dropped.

46.19.86.131 |Israel 147.237.77.216|dover.idf.il |SYN At ack SYN -> SYN-ACK -> RST rej ect 8

46.19.85.171  [lsrael 147.237.72. 156 [anan.idf.il  |Bad TCP sequence Invalid ACK nunber monitor |7
Sreanming Engine: TGP Invalid i i ssi

79.182. 173. 135 |I srael 147. 237. 72. 166 |aka. i f . i1 9 =g Invalid segnent retransmssion. |, 6
Ret r ansni ssi on Packet dropped.
Sreaming Engine: TGP Invalid i i ssi

66.249.73.193 |Wnited Sates 147. 237. 77. 216 |dover . i of . i | 9 =g Invalid segnent retransmssion. |, 6
Ret ransm ssi on Packet dropped.
Sreanming Engine: TGP Invalid i i ssi

46.19.85.186 |l srael 147. 237. 72. 166 |aka. i f . i1 9 =g Invalid segent retransmssion. |, 6
Ret r ansni ssi on Packet dropped.

84.228. 142. 110 |l srael 147. 237. 72. 166 |aka. i df . i | Bad TCP sequence Inval i d ACK nunber noni t or 6

reanmn ine: TCP Invali i i ssi

66.249.66.61 |Uited Sates 147.237.72. 166 |aka icr. i1 | €AMNg Engine: TCP Invalid - invalid segnent retramsmssion. | 6
Ret r ansni ssi on Packet dropped.

84.228. 142. 110 |l sr ael 147.237.72. 166 [aka i df . i | Bad TCP sequence Inval i d ACK nunber alert

94. 230. 86. 152 |l srael 147.237.76.42 |refuah.idf.il |Bad TCP sequence Inval i d AK nunber noni t or

46.19. 86. 131 | srael 147.237.77.216|dover.idf.il |Bad TCP sequence Invalid ACK nunber noni t or
Sreaming Engine: TGP Invalid i i ssi

213.57. 173. 227 I srael 147. 237. 76. 200 |ei tan. aka. i of . i 9 =9 Invalid segnent retransmssion. |y, 4
Ret r ansni ssi on Packet dropped.

85.64.214.64 |Israel 147.237.76.86 |navy.idf.il |Bad TCP sequence Invalid ACK nunber alert 4

37.247.36.110 |Netherlands 147.237.0.200 |mu.idf.il  |Geo-1ocation enf or cenent Geo-I ocat i on i nbound drop 4

enf or cenent

85.64.214.64  |lIsrael 147.237.76.86 |[navy.idf.il |Bad TCP sequence Invalid ACK nunber noni t or

78.46.5. 136 Ger nany 147.237.77. 176 [met pash.idf.i | {dr op SAMrule drop 3
Sreaming Engine: TGP Invalid i i ssi

79. 180. 168. 107 |I srael 147.237.72. 166 |aka. i df .| 9 =9 Invalid segnent retransmssion. |y, 3
Ret r ansni ssi on Packet dropped.
Sreaning Engine: TP Invalid i i ssi

31. 168. 147. 148 |I srael 147. 237. 72. 166 |aka. i of . i | 9 =g Invalid segent retransmssion. |, 3
Ret r ansni ssi on Packet dropped.
Sreaming Engine: TGP Invalid i i ssi

79.182.215.92 |israel 147.237.72. 166 |aka. i df .| 9 =9 Invalid segnent retransmssion. |y, 3
Ret r ansni ssi on Packet dropped.

78.46.7. 81 Ger many 147.237.77. 176 [met pash.i df.i | {dr op SAMrul e drop 3
Sreanmng Engine: TCP Invalid i i ssi

79.181.57.45 |israel 147.237.72. 166 |aka. i f .11 9 =9 Invalid segnent retransmssion. g, 3
Ret r ansni ssi on Packet dropped.

213.57. 142. 224 |l srael 147.237.72. 166 |aka. i df . i SYN Attack SYN -> SYN-ACK -> Ti meout alert 3

78.47.17.5 Ger nany 147.237.77. 176 [met pash.idf.i | {dr op SAMrule drop 3

85.65.149.70 |[Israel 147.237. 72. 156 |aman. i df . i | SYN Attack SYN -> SYN-ACK -> RST rej ect 3

5. 34. 163. 163 zlcisgi'géa” Territory. 147, 237. 77. 233atal .ic.il  |drop First packet isn't SN drop 3
Sreanmng Engine: TCP Invalid i i ssi

79.182.26.202 |israel 147.237.72. 166 |aka. i of .11 9 =9 Invalid segnent retransmssion. g ., 3
Ret r ansni ssi on Packet dropped.

119. 81. 64. 59 S ngapor e 147.237.77. 176 |nat pash.i df . il |dr op SAMrul e drop 3

213. 57. 142. 224 |l srael 147.237.72. 166 |aka. i df .i | SYN At tack SYN -> SYN-ACK -> Ti neout rej ect 3
Sreaming Engine: TGP Invalid i i ssi

2.54.38. 81 I srael 147. 237. 77. 243 |robi 1 e. i of . i | 9 =9 Invalid segnent retransmssion. |y ., 3
Ret r ansni ssi on Packet dropped.

103. 14. 203. 170 |Australia 147.237.76.42 |refuah.idf.il |drop SAMrul e drop 3
Sreanmng Engine: TCP Invalid i i ssi

77.126.99.29  |israel 147.237. 77. 243 |nobi L e. i f . 9 =9 Invalid segnent retransmssion. |y, 3
Ret r ansni ssi on Packet dropped.
Sreaming Engine: TGP Invalid i i ssi

79.183.203.6 |Israel 147.237. 72. 166 |aka. i df . i 9 =g Invalid segnent retransmssion. g, 3
Ret ransm ssi on Packet dropped.

s SYNPAXK retransnmit with different .

213. 57. 142. 224 |l srael 147.237.72. 166 |aka. i of .i Bad TCP sequence wi ndow Scal e monitor |3

104. 237. 50. 194 147.237.77. 176 [mat pash.i df .i | {dr op SAMrul e drop 3
Sreanming Engine: TGP Invalid i i ssi

87.68.51.175 |israel 147. 237. 72. 166 |aka. i f . i1 9 =9 Invalid segent retransmssion. |, 3
Ret r ansni ssi on Packet dropped.

5.102. 254. 207 |l srael 147.237.77. 216 |dover.idf.il |Bad TCP sequence Inval i d ACK nunber noni t or 2

85. 65. 0. 131 | srael 147.237.77. 216 |dover.idf.il |Bad TCP sequence Inval i d ACK nunber noni t or 2

46.19. 85. 17 I srael 147.237.77. 176 [matpash.idf .1l |Bad TCP sequence I'nval i d ACK nunber noni t or 2

5.22.131.137 |[lsrael 147.237.77. 216 |dover.idf.il |Bad TCP sequence Inval i d ACK nunber monitor |2

179. 43. 147. 207 |Snit zerl and 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 2
Sreanmng Engine: TCP Invalid i i ssi

208. 115. 113. 89 |United Sates 147.237.77. 216 |dover i of . i1 9 =9 Invalid segnent retransmssion. g ., 2
Ret r ansni ssi on Packet dropped.

46. 19. 85. 46 I srael 147.237.72. 166 [aka. i df .i | Bad TCP sequence Invalid ACK nunber alert 2
Sreanming Engine: TGP Invalid i i ssi

76.164.208.98 |Wited Sates 147. 237. 77. 216 | dover. i of . i1 9 =g Invalid segent retransmssion. |, 2
Ret r ansni ssi on Packet dropped.

100. 100. 46. 73 147.237.76.86 |navy.idf.il drop First packet isn't SN drop 2

46. 19. 85. 46 | srael 147.237.72. 166 |aka. i df .il Bad TCP sequence Inval i d ACK nunber noni t or 2
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|Top Attackers In V\AF|

Attacker Address

A tacker

Target Address

Site

Sgnature

Devi ce

‘Count

Country Action
94.159. 215. 44 | srael 147.237.76.200|ei tan. aka. i df . i | ;Z(.)l'\SﬁQr.]yZCI(.); ize Same Response (pde (404) in Session from B ock 264
77.126.99.29  |israel 147.237.0.19 |nadi matal .idf.i ;;’?féz%go_fzéhe Sane Response (bde (404) in Session from Bl ock 175
77.126.99. 29 I srael 147.237.0.19 |nadimatal .idf.i|Ostributed Suspicious Response Code Bl ock 104
77.126.99.29  |israel 147.237.0.19 |nadimatal .idf.i ;‘;f’f;%;fzéhe Sane Response (bde (403) in Session from Bl ock 39
176.13.17.110 |[lIsrael 147.237.0.19 |madimatal .idf.i|Dstributed Suspicious Response Gode B ock 12
5. 61. 253. 39 Net her | ands 147.237.72. 166 |aka. i df . i | PHP At t enpt B ock 3
111.67.11.193 |Australia 147.237.77. 176 |nat pash. i df . i|  |Ostributed P Atenpt Bl ock 3
193. 169. 188. 230 krai ne 147.237.77. 176 |nat pash. i df . i|  |Dstributed P Attenpt Bl ock 3
176. 106. 227. 45 |Israel 147.237.0.19 |nadimatal .idf.i|Ostributed Suspicious Response Code B ock 3
74.120.220. 114 |Canada 147.237.77. 176 |nat pash. i df . i|  |Ostributed P Atenpt Bl ock 3
213.57.49.8 I srael 147.237.0.19 |madimatal .idf.i|Dstributed Suspicious Response Gode B ock 3
96. 30. 56. 141 Lhited Sates |147.237.77.176|nat pash.idf.il |[Dstributed PHP Attenpt B ock 3
217.199. 164. 217|Uni ted Ki ngdom|147.237.77.74 [lawidf.il Dstributed PHP At tenpt B ock 3
77.74.51. 87 Nt her | ands 147.237.77. 176 |nat pash. i df . i|  |Dstributed P Attenpt Bl ock 3
198.57.209. 102 |wnited Sates |147.237.77.74 [lawidf.il Distributed PHP Attenpt B ock 3
109. 169. 50. 31  |United Ki ngdom|147.237.77.176|nat pash.idf.il [Dstributed PHP Attenpt B ock 3
216.167.200. 171|United Sates  [147.237.77. 176 |natpash.idf .i| |[DOstributed PHP Attenpt Bl ock 3
50. 87. 165. 17 Lhited Sates |147.237.77.176|nat pash.idf.il |[Dstributed PHP Attenpt B ock 3
198.46.82.33  [lhited Sates [147.237.77.176|mat pash.idf.il |[Ostributed PHP Attenpt Bl ock 3
213. 202. 223. 160|Ger many 147.237.77. 176 |mat pash. i df . il  [Distributed PP Attenpt Bl ock 3
31.193. 8. 36 United Kingdom|147.237.77.176|nat pash.idf.il |[Dstributed PHP Attenpt B ock 3
197.85.182.58 [South Africa  |147.237.77.176 [mat pash.idf.il |Ostributed PHP Attenpt Bl ock 3
75.98.175.92  |Wnited Sates [147.237.77.176|natpash.idf .il [DOstributed PHP Attenpt Bl ock 3
185.11.164. 14 |Portugal 147.237.77. 176 |mat pash. i df . i | Dstributed PHP Attenpt Bl ock 3
162. 144. 210. 204[thited Sates  [147.237.77.176 [mat pash. i df . il |Ostributed PHP Attenpt Bl ock 3
37.230.102. 197 |Nether| ands 147.237.77. 176 |nat pash. i df . i|  |Dstributed PP Attenpt Bl ock 3
195. 62. 28. 15 United Kingdom|147.237.77.176|nat pash.idf.il |[Dstributed PHP Attenpt B ock 3
74.220.215.244 |wnited Sates |147.237.77.74 [lawidf.il Dstributed PHP At tenpt B ock 3
128. 65.127.231 |italy 147.237.77. 176 |mat pash. i df . il  [Distributed PP Attenpt Bl ock 3
195. 35. 83. 187  [Sweden 147.237.77. 176 |nat pash. i df . il |Dstributed PHP Attenpt B ock 3
74.220.207.112 |Wnited Sates [147.237.77.176|natpash.idf .i|l [DOstributed PHP Attenpt Bl ock 3
87.106. 179. 206 |Ger many 147.237.77. 176 |mat pash. i df . il  [Distributed PP Attenpt Bl ock 3
79.182.108. 167 |[lsrael 147.237.77.216|dover.idf .l Lhaut hori zed LRL Access to ww i df.il/navy/ B ock 2
195. 62. 28. 15 Uni ted Ki ngdom|147.237.77.176|nat pash.idf.il |Miltiple Wauthorized URL Access from 195.62. 28. 15 B ock 2
107.178.194.87 [Uited Sates  [147.237.77. 206 |dover i df i1 |0 TSGR I TR eoess on B ock 2
195. 35.83.187  [Sweden 147.237.77. 176 [mat pash. i df .i| |Miltiple Wauthorized URL Access from 195. 35. 83. 187 B ock 2
54.159.50.242 |lhited Sates |147.237.77.216|dover.idf .il O stributed Suspicious Response Code B ock 2
162. 144. 210. 204|hited Sates  |147.237.77. 176 |mat pash. i df .i|  [Wauthorized URL Access to ww cogat.idf.il/index. php B ock 2
87.106. 179. 206 |Ger many 147.237.77. 176 |nat pash. i df . il  |Mil tiple Uhauthorized URL Access from 87.106. 179. 206 B ock 2
193. 169. 188. 230 |krai ne 147.237.77. 176 [mat pash. i df .i| |Miltiple Whauthorized URL Access from 193. 169. 188. 230 Bl ock 2
74.220.215.244 |Wited Sates |147.237.77.74 |lawidf.il Lhaut hori zed URL Access to waw | aw i df.il/index. php Bl ock 2
176. 106. 227. 215|1 sr ael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessions: sigal gs S Attack None 2
74.120. 220. 114 |Canada 147.237.77. 176 [mat pash. i df .i| |Miltiple Wauthorized URL Access from 74.120. 220. 114 Bl ock 2
2.54.38.39 I srael 147.237.0.19 |nadimatal .idf.i|Ostributed Suspicious Response Code Bl ock 2
74.220.207.112 |thited Sates  [147.237.77.176nat pash. i df . il |Unauthorized URL Access to wun cogat . idf.il/index. php B ock 2
66.249.73.201 [Israel 147.237.77.216|dover.idf . il O stributed Suspicious Response Code B ock 2
111.67.11.193 |Austraia 147.237.77. 176 |mat pash. i df . i | Lhaut hori zed LRL Access to ww cogat . i df.il/index. php Bl ock 2
204.13.200.200 |Uited Sates  [147.237.77. 216 |dover. idf. il (D S!1DUeC 1?;;};%;;?&%\/’2‘;‘??:{);” B ock 2
77.74.51. 87 Nt her | ands 147.237.77. 176 [mat pash. i df .i| |Miltiple Unauthorized URL Access from 77.74.51.87 B ock
198.57.209. 102 |wnited Sates |147.237.77.74 [lawidf.il Mil tipl e Unaut horized URL Access from 198.57. 209. 102 B ock
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