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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site

Signature

Device Action |Count|

167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il DCS- Tool - Swi t chbl adG dest - r eset 3770
66. 249. 66. 39 | srael 147.237.77. 74 lawidf.il TCP handshake viol ation, first packet not syn |drop 6
58. 215. 79. 100 Chi na 147.237. 76. 196 e.sviva.idf.il [|JLM Under Attack Con Tcp drop 2
185. 35. 62. 42 Sntzerl and 147.237.76.176 test.ncore.idf.i|B ock Np Al Net drop 1
216. 239. 179. 230 Lhited Sates 147. 237. 76. 201 eatal.idf.il |Block Udp Al Nets drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address Site Sgnature Devi ce Action
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|Top Attackers In |D|

At acker

Attacker Address |Target Address count ry Signature

195. 34. 150. 18  |147.237. 77. 216 |Austria dover.idf.il Tehila - Perl LWP with fake user agent 4
66. 249. 66. 61 147.237.72.166|lhited Sates  [akaidf.il ET SCAN NVAP -sA (2) 4
37.238. 75. 80 147.237.76. 147 |Iraq chinuch.aka.idf.il |ET SCAN Potential SSH Scan 2
37.238. 75. 80 147.237.77.216|Iraq dover.idf.il ET SCAN Potential SSH Scan 1
37.238.75.80 147. 237.76.198|Iraq e.yonalanidf.il |ET SCAN Potential SSH Scan 1
37.238. 75. 80 147.237.76.39 |lrag nobi | e. nei tav.idf.i |[ET SCAN Potential SSH Scan 1
37.238. 75. 80 147.237.72.167 |Iraq ishurimaka.idf.il |[ET SCAN Potential SSH Scan 1
5 140213 201|147 237 76 30 |RUSSiaN himsh i df | ET SCAN Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons, 1
' Federati on Potential Scan or Brute Force

119.179.59. 13  [147.237.8.28 |China e.nobi | e-ks.idf.il ET SCAN Behavioral Lhusually fast inbound Tel net Connections, 1

Potential Scan or Brute Force

104. 238. 136. 116|147. 237. 76. 176 test.ncore.idf.il |ET SCAN NVAP -f -sS 1
37.238.75. 80 147. 237.76. 200 [l ragq eitan.akaidf.il |ET SCAN Potential SSH Scan 1
37.238.75. 80 147.237.76. 177 [Irag ncore.idf.il ET SCAN Potential SSH Scan 1
37.238.75. 80 147.237.76.42 |iragq refuah.idf.il ET SCAN Potential SSH Scan 1
37.238.75. 80 147.237.76.31 [irag nakchal . i df.il ET SCAN Potential SSH Scan 1
31.6.71.154 147.237.76.30 [Pol and hi nush. i df . i ET SCAN NMAP -sS wi ndow 1024 1
149. 202. 186. 50 |147.237.8.14 |Ger many e.orchot.idf.il ET SCAN NMAP -sS wi ndow 1024 1
104. 238. 136. 116|147. 237. 76. 176 test.ncore.idf.il |ET SCAN NVAP -sS w ndow 2048 1
101, 187 183, 201|147 237 77 74 |astralia Lawid il ET SCAN Behavi oral Lhusual |y fast inbound Tel net Gonnecti ons, 1

Potential Scan or Brute Force
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|Top Attackers In FW |

A tacker

Attacker Address count ry Target Address |Ste Signature

41.33.231. 90 Egypt 147.237. 77. 216 |dover.idf .i | drop SAMrul e drop 36
Sreamng Engine: TCP Invalid i i ssi

66.249.73.185 |lnited Sates |147.237.77. 216 |dover.idf.il g =g Invalid segnent retransmssion. g 24
Ret r ansmi ssi on Packet dr opped.

100. 100. 56. 220 147.237.72. 166 |aka. i df . i | dr op First packet isn't SYN drop 22
Sreamng Engine: TCP Invalid ' i ssi

185.3.144.100 |l srael 147. 237, 72. 166 |aka i of . i 9 =g Invalid segnent retransmssion. |, 21
Ret r ansni ssi on Packet dr opped.

176.12.142.87  |Israel 147.237.0.17 |M-kosher-kravi.idpay TP sequence SN retransmt wih different moni tor |20

f.il W ndow scal e

100. 100. 0. 69 147.237.72. 166 |aka. i df .i | drop First packet isn't SN drop 17
Sreanming Engine: TCP Invalid i i ssi

82.80.42.185  |Israel 147. 237, 77. 216 |dover i df .i g =g Invalid segnent retransmssion. g 9
Ret ransmi ssi on Packet dr opped.
Sreaning Engine: TCP Invalid i i ssi

176.13.0.167  [Israel 147. 237.77. 243 |nobi l e. i . i 9 =g Invalid segnent retransmssion. | 8
Ret r ansmi ssi on Packet dr opped.
Sreanming Engine: TCP Invalid i i ssi

66.249.73.193 |lhited Sates |147.237.77.216 |dover.idf.il g =g Invalid segnent retransmssion. g 6
Ret ransmi ssi on Packet dr opped.

54.244.22.103 |lhited Sates |147.237.77.176|matpash.idf.il dr op Frst packet isn't SN drop 6
Sreamng Engine: TCP Invalid i i ssi

2.54.143. 80 I srael 147. 237.72. 166 |aka. i of .11 g =g Invalid segnent retransmssion. g 6
Ret r ansmi ssi on Packet dr opped.
Sreaning Engine: TCP Invalid i i ssi

207.46.13.119 |Wited Sates |147.237.77. 216 |dover.idf. il 9 =g Invalid segnent retransmssion. |, o, 6
Ret ransm ssi on Packet dr opped.
Sreamng Engine: TCP Invalid i i ssi

66.249.66.61  |Lnited Sates |147.237.72. 166 |aka idf.il g =g Invalid segnent retransmssion. g 4
Ret r ansmi ssi on Packet dr opped.

37.46.39. 133 I srael 147.237.72. 166 |aka.i df .il Bad TCP sequence Inval i d ACK nunber nonitor |4

207.241.226.41 |Uhited Sates |147.237.77.233|atal.idf.il drop First packet isn't SWN drop 4

5.22.134.82 I srael 147.237.72. 166 |aka.i df .il Bad TCP sequence Invalid ACK nunber nonitor |3

74. 85. 66. 62 Whited Sates [147.237.76.42 |refuah.idf.il drop SAMirul e drop 3

; . . SWNretransmit wth different .
52.16.5.197 Lhited Sates |147.237.77.216|dover.idf.il Bad TCP sequence Vi ndow scal e noni t or 3
Czech R

31.15.10.16 Republ i ¢ 147.237.77.74 |lawidf.il drop SAMrule drop 3

74. 85. 66. 62 Lhited Sates [147.237.77.74 [lawidf.il drop SAMrule drop 3
Sreaming Engine: TCP Invalid i i ssi

77.125.161. 191 |Israel 147.237.72. 166 |aka. i df . g =g Invalid segnent retransmssion. g 3
Ret ransmi ssi on Packet dr opped.

192. 175. 106. 199|Canada 147.237.77.74 |lawidf.il drop SAMrul e drop 3

50. 87. 35. 180 Lhited Sates |147.237.77.176 |natpash.idf.il drop SAMrul e drop 3

195. 178. 106. 120 |Rormani a 147.237.77.74 [lawidf.il drop SAMirul e drop 3

5.22.131. 203 I srael 147.237.76.42 |refuah.idf.il Bad TCP sequence Invalid ACK nunber monitor |3

50. 87. 119. 96 Lhited Sates |147.237.77.176 |natpash.idf.il drop SAMrul e drop 3
Sreaning Engine: TGP Invalid i i ssi

149.78.46.49  |Israel 147.237.72. 166 |aka.i df . i 9 =g Invalid segnent retransmssion. | 3
Ret ransmi ssi on Packet dropped.

24.17.155.131 |Wited Sates |147.237.77.216 |dover.idf.il SYN Att ack SYN -> SYN-ACK -> RST rej ect

195. 178. 106. 120|Ronani a 147.237. 77. 176 |nat pash. i df .i | drop SAMrul e drop

188. 40. 0. 148 Ger many 147.237. 77. 176 |nat pash. i df .i | drop First packet isn't SYN drop

. . SWNretransmit wth different .

85. 250. 252. 27 |l srael 147.237.77. 216 |dover.idf.il Bad TCP sequence vi ndow scal e noni t or 2
Sreaning Engine: TGP Invalid i i ssi

68.180.228. 112 |lnited Sates |147.237.77.216 |dover.idf.il 9 =g Invalid segnent retransmssion. | 2
Ret ransmi ssi on Packet dropped.
Sreamng Engine: TCP Invalid ' i ssi

87.69.67.226  |Israel 147. 237.77. 243 |mobi l e, i of . i | 9 =g Invalid segnent retransmssion. |, 2
Ret r ansni ssi on Packet dr opped.

71. 6. 158. 166 Wited Sates [147.237.72.167|ishurimaka.idf.il SYN Att ack SYN -> SYN-ACK -> Tinmeout |reject 2

216.218.206.78 |Uhited Sates |147.237.76.196|e. svivaidf.il Geo- | ocati on enf or cenent Geo-I ocati on i nbound drop 1

enf or cenent

167. 114. 156. 16 |Canada 147.237.77. 216 |dover.idf .i | SYN Attack SYN -> SYN-ACK -> RST rej ect 1

139. 162. 141. 118|Netherlands  [147. 237. 76. 202 [e. hal ag. i of . Geo- | ocati on enf or cenent ﬁ?o'rgzx]f” I nbound drop 1

84.108.123.46 |Israel 147.237.77. 234 |ha ag.i df .il Bad TCP sequence Inval i d AGK nunber noni t or

203. 127. 96. 220 |S ngapore 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop

184. 105. 247. 228|wnited Sates [147.237.0. 17 ]["I”Iy kosher-kravi.id oy At t ack SYN -> SYN-ACK -> RST rej ect 1

45.79. 166. 59 147.237.76.86 |navy.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 1

141.212.121. 211 |thited Sates |147. 237. 76. 200 [ei tan. aka. i df .il SYN At t ack SYN -> SYN-ACK -> RST rej ect 1

5.28.173.89 I srael 147.237.77. 233 |atal .idf.il Bad TCP sequence Invalid ACK nunber monitor |1

112.74.67.109 |China 147.237.76.38 |e.e.neitav.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 1

216.218.206.78 |Wnited Sates [147.237.77. 176 |nat pash.idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 1

188. 40. 0. 148 Ger many 147.237. 77. 176 |nat pash. i df .i | drop SAMrul e drop 1

37.26.149.212 |lIsrael 147.237.76.39 |mobile.neitav.idf.il |[Bad TCP sequence Inval i d ACK nunber alert 1

139. 162. 141. 118|Netherlands  [147. 237. 77. 178 |e. nat pash. i of . i Geo- | ocati on enf or cenent ﬁ?;ggﬁ;}f” I nbound drop 1

203. 127. 96. 220 |S ngapore 147.237.77. 216 |dover.idf .il SYN Att ack SYN -> SYN-ACK -> Ti neout rej ect

184. 105. 247. 244 |tnited Sates |147.237.77. 235 [sviva.idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry ‘Target Address |Site Sgnature Action ‘Count
207.241.226.41 |Uited Sates 147.237.77.233|atal .idf.il Mil tiple Abnormal |y Long Request from 207.241.226. 41 B ock 4
176. 56. 62. 44 Uni ted Kingdom|147.237.77.176 |nmat pash. i df.il[Ostributed PHP Attenpt B ock 3
205. 134.241. 101|Wnited Sates  |147.237.76.42 |refuah.idf.il |Ostributed PHP Attenpt B ock 3
162.242.152. 71 |Uited Sates 147.237.76.42 |refuah.idf.il [DOstributed PHP Attenpt Bl ock 3
154. 66.204. 37 |South Africa 147.237.77. 74 |lawidf.il Ostributed PHP Attenpt B ock 3
85.17.48.237  |Netherl ands 147.237.77. 176 |mat pash. i df . i [|Dstributed P Attenpt Bl ock 3
205. 134. 241. 101 |Wited Sates 147.237.77.74 |lawidf.il PHP Att enpt Bl ock 3
162. 144. 249. 119|thited Sates  [147.237.77. 176 |nat pash. i df . i [|Oistributed PHP Attenpt B ock 3
91. 201. 60. 3 Sweden 147.237.77. 176 |mat pash. i df . i [|Dstributed P At enpt Bl ock 3
69. 50. 222. 20 Wited Sates  |147.237.77.176 |nat pash. i df . i l[Distributed PHP Attenpt B ock 3
216.172.176. 112|thited Sates  [147.237.77. 176 |nat pash. i df . i I|0 stributed PHP Attenpt B ock 3
107.178.194.79 |Uited Sates  [147.237.77. 216 |dover. i df i1 |0 e H‘;g:;;g?ﬂe%v’;‘ff:p;” Bl ock 3
198. 1. 99. 25 Wited Sates  [147.237.77.176 |nat pash. i df . i l|Distributed PP Attenpt B ock 3
206.214.219.90 |thited Sates  [147.237.77.176 |nat pash. i df . i l|0stributed PHP Attenpt Bl ock 3
50.87.107.49  |lnited Sates  [147.237.77.176 |mat pash. i df . i ||Ostributed PHP Attenpt Bl ock 3
129.7.107.7 Lhited Sates 147.237.77. 176 |nat pash. i df . i I|Distributed PP Attenpt Bl ock 3
113.192.21.100 [Australia 147.237.77. 176 |mat pash. i df . i [|Distributed P At enpt Bl ock 3
95.76.161.34  |Romani a 147.237.77. 176 |nat pash. i df . i [|Dstributed P Attenpt Bl ock 3
196. 2. 164. 70 South Africa 147.237.77.74 |lawidf.il Ostributed PHP At enpt Bl ock 3
67.20.76.105 |tnited Sates  [147.237.77.176 |nat pash. i df . i ||Ostributed PHP Attenpt Bl ock 3
206.214.219.90 [lnited Sates  [147.237.77.74 |lawidf.il Ostributed PHP At tenpt Bl ock 3
91.194.234.18 |Romani a 147.237.77. 176 |nat pash. i df . i I|Distributed PP Attenpt Bl ock 3
50. 87. 11. 34 Wited Sates  |147.237.77. 176 |nat pash. i df . i D stributed PHP A tenpt Bl ock 3
117.55.235.30 [|Australia 147.237.77. 176 |nat pash. i df . i [|Dstributed P Attenpt Bl ock 3
173.254.101. 75 |hited Sates  [147.237.77.176 |nat pash. i df . i [|Ostributed PHP Attenpt B ock 3
107.178.194.79 |Uited Sates  [147.237.77. 216 |dover. i df i1 | o e 1?;;};%;;?&%&??:&” Bl ock 3
192.145.239.21 |Uited Sates 147.237.77. 176 [nat pash. i df . i I|Distributed PP Attenpt Bl ock 3
205.134.251.17 |wited Sates [147.237.77.74 [lawidf.il Ostributed PHP Attenpt B ock 3
173.254.101. 75 |Uhited Sates  [|147.237.77.74 [lawidf.il Ostributed PHP At tenpt B ock 3
188.65.113. 171 |United Kingdom|147.237.77.176 [nat pash. i df . il|Ostributed PHP Attenpt Bl ock 3
173.254.83.101 [lhited Sates  [147.237.77.176 |nat pash. i df . i [|Oistributed PHP Attenpt B ock 3
192.145.239.21 |[thited Sates  [147.237.77. 176 |mat pash. i df . i [|[Miltiple Wauthorized URL Access from 192. 145, 239. 21 Bl ock 2
50. 87. 107. 49 Lhited Sates 147.237.77. 176 |n@t pash. i df . i I{Uhaut hori zed URL Access to www cogat. i df . il/index. php B ock 2
205.134.251.17 |wited Sates [147.237.77.74 |lawidf.il Mil ti pl e Unhauthorized URL Access from 205. 134, 251. 17 B ock 2
113.192.21.100 |Australia 147.237.77. 176 |mat pash. i df . i I|haut hori zed URL Access to wmn cogat.idf.il/index. php B ock 2
208.184.112.75 |Uited Sates  [147.237.77. 216 |dover. i df . i1 |2 S!11 e 1T;g:§gi3§?ﬁeﬁvﬁcfsspﬁn Bl ock 2
196. 2. 164. 70 South Africa 147.237.77.74 [lawidf.il Uhaut hori zed URL Access to waw | aw i df.il/index. php B ock 2
67.20. 76. 105 Lited Sates  [147.237.77.176 |nat pash. i df . i l|Uhaut horized LR Access to ww cogat . idf.il/index. php Bl ock 2
188.65.113. 171 [Wnited Ki ngdom|147.237.77. 176 |nat pash. i df . i [|Mil tipl e Lnhaut hori zed URL Access from 188.65. 113. 171 Bl ock 2
50.87.11. 34 Lhited Sates  [147.237.77.176 |mat pash. i df . i l|Uhaut hori zed LR Access to www cogat . idf.il/index. php B ock 2
117.55.235.30 |Australia 147.237.77. 176 |mat pash. i df . i I|{haut hori zed URL Access to wmn cogat.idf.il/index. php Bl ock 2
216.172.180.60 |Lhited Sates 147.237.77. 176 |nat pash. i df . i I|Distributed PP Attenpt Bl ock 2
176. 56. 62. 44 Uni ted Ki ngdom|147.237.77.176 |mat pash. i df . i ||Miltiple Unauthorized URL Access from 176.56. 62. 44 B ock 2
205. 134.241. 101|Wnited Sates  |147.237.76.42 |refuah.idf.il |Dstributed Uauthorized URL Access on waw refua. atal.idf.il/index.php [B ock 2
173.254.101. 75 |Uited Sates 147.237.77.74 |lawidf.il Uhaut hori zed URL Access to waw | aw i df.il/index. php Bl ock 2
162.242.152. 71 |Uiited Sates  |147.237.76.42 |refuah.idf.il |Ostributed Unhauthori zed URL Access on www refua. atal .idf.il/index.php |B ock 2
99.249.104. 45 [Canada 147.237.77.216|dover.idf.i| |Wauthorized URL Access to wwvidf.il/1133-19149- he/ dover B ock 2
85. 17. 48. 237 Net her | ands 147.237.77. 176 |n@t pash. i df . i Ml tipl e Unauthorized URL Access from 85.17.48. 237 Bl ock 2
173.254.83.101 |[lhited Sates  [147.237.77.176 [nat pash. i df . i [|Unaut hori zed URL Access to wan cogat . i df.il/index. php B ock 2
162. 144. 249. 119|thited Sates  [147.237.77. 176 [nat pash. i df . i [|Mil tipl e Waut hori zed URL Access from 162. 144. 249. 119 B ock 2
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