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|Top Attackers | n DDoS- Def ence |

Attacker Address  |Attacker Country  |Target Address |Site |Signature |Device Action |Count |
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il DCS- Tool - Swi t chbl adG dest - r eset 3485
93.174. 93. 181 Net her | ands 147.237.76.176 test.ncore.idf.il B ock_UWp Al _Nets dr op 1
93.174.93. 181 Net her | ands 147.237. 76. 196 e.sviva.idf.il B ock Wp Al Nets drop 1

69. 25. 27. 111 Lhited Sates 147. 237.76. 86 navy. i df i Bl ock Udp All Nets drop 1

104. 233. 78. 168 147.237.76. 39 nobi | e. nei tav.idf.il B ock_Ulp Al Nets drop 1

69. 25. 27. 116 Lhited Sates 147.237.76. 86 navy.idf.il B ock Wp Al _Nets drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qount ry Target Address |Site Sgnature Devi ce Action |Count
51. 254, 141. 216 Uni ted Ki ngdom 147.237.72. 166 aka.idf.il C1000106: HTTP. maj estic bot B ock 1
188. 165. 15. 193 France 147.237.0.15 kosher-kravi .idf.il 28: HITP.  AhrefBot craw er B ock 1
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|Top Attackers In |D|

Attacker Address

Target Address

At acker
Gountry

Signature

195. 34. 150. 18  |147.237. 77. 216 |Austria dover.idf.il Tehila - Perl LWP with fake user agent 4
66. 249. 66. 36 147.237.77.74 |Wited Sates  [lawidf.il ET SCAN NVAP -sA (2) 2
203. 197. 205. 118(147.237.76. 42 |India refuah.idf.il ET SCAN NVAP -f -sS 1
183. 80. 162. 188 |147.237. 76. 197 [M et nam e. hinush.idf.il ET SCAN NVAP -sS wi ndow 2048 1
183. 80. 162. 188 |147.237. 76. 197 |M et nam e. hinush.idf.il ET SCAN NVAP -f -sS 1
223.4.174.30 147. 237. 76. 201 |Chi na eatal.idf.il ET SCAN Potential VWNC Scan 5900- 5920 1
Russi an L ET SCAN Behavioral Lhusual |y fast Terminal Server Traffic,
31.184.198.90 |[147.237.77.235 . svivaidf.il ) ) 1
Federation Potential Scan or Infection
223.4.174.30 147. 237.76. 42 |China refuah.idf.il ET SCAN Potential VWNC Scan 5900- 5920 1
223.4.174. 30 147. 237. 76. 34 |Chi na yohal an.idf.il ET SCAN Potential VNC Scan 5900- 5920 1
223.4.174.30 147.237.0.19 [China nadi matal .idf.il |[ET SCAN Potential VNC Scan 5900- 5920 1
203.197. 205. 118(147. 237. 76. 42 [India refuah.idf.il ET SCAN NVAP -sS w ndow 1024 1
183. 80. 162. 188 |147. 237. 76. 197 |M et nam e. hinush.idf.il ET SCAN NMAP -sS wi ndow 1024 1
. .. |ET SCAN Behavi oral ULhusual Iy fast inbound Tel net Gonnecti ons,
111. 243. 221. 251|147.237.0.15 |Tai wan kosher-kravi .idf.il . 1
Potential Scan or Brute Force
51.254.46.129 |147.237.8.14 |united Ki ngdom |e.orchot.idf.il ET SCAN NVAP -sS w ndow 1024 1
223.4.174.30 147.237.76.86 |China navy. i df.il ET SCAN Potential VNC Scan 5900- 5920 1
223.4.174.30 147.237.76.39 |China nobi | e. nei tav.idf.i|[ET SCAN Pot ential VNC Scan 5900- 5920 1
223.4.174.30 147.237.76.31 |China nakchal . i df il ET SCAN Potential VWNC Scan 5900- 5920 1
203. 197. 205. 118(147.237.76. 42 |India refuah.idf.il ET SCAN NVAP -sS wi ndow 2048 1
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|Top Attackers In FW |

A tacker

Attacker Address count ry Target Address |Ste Signature
Sreaning BEngine: TCP Invalid i i ssi
46.166.170.3  |Lithuania 147. 237. 77. 216 |dover. i df . i | 9 =g Invalid segnent retransmssion. |, 174
Ret r ansmi ssi on Packet dr opped.
Sreanming Engine: TCP Invalid i i ssi
66.249.73.185 |lhited Sates |147.237.77.216 |dover.idf.il g =g Invalid segnent retransmssion. g 52
Ret ransmi ssi on Packet dr opped.
41.33.231. 90 Egypt 147. 237. 77. 216 |dover. i of . i | drop SAMirul e drop 36
100. 100. 26. 10 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 12
5.102. 254. 18 I srael 147.237.72. 166 |aka.i df .il Bad TCP sequence I'nval i d ACK nunber nonitor |8
Sreaning BEngine: TCP Invalid i i ssi
109.65.33.22  |Israel 147.237.72. 166 |aka.i df . i1 9 =g Invalid segnent retransmssion. | 6
Ret r ansmi ssi on Packet dr opped.
Sreanming Engine: TCP Invalid i i ssi
66.249.73.193 |lhited Sates |147.237.77.216 |dover.idf.il g =g Invalid segnent retransmssion. g 6
Ret ransmi ssi on Packet dr opped.
Sreaning Engine: TCP Invalid i i ssi
66.249.73.201 |lnited Sates |147.237.77.216 |dover.idf.il 9 =g Invalid segnent retransmssion. | 6
Ret r ansmi ssi on Packet dr opped.
Sreaming Engine: TCP Invalid i i ssi
2.54.48. 42 I srael 147.237.72. 166 |aka. i df . g =g Invalid segnent retransmssion. g 6
Ret ransmi ssi on Packet dr opped.
122.174.50.14 |India 147. 237. 77. 176 |nat pash. i of . i | SYN At t ack SYN -> SYN-ACK -> Timeout [reject
122.174.50.14 |India 147.237.77. 176 |nat pash. i df .i | drop Frst packet isn't SN drop
Sreaning Engine: TGP Invalid i i ssi
79.178.101.25 |israel 147.237.72. 166 |aka.i df . i 9 =g Invalid segnent retransmssion. | 3
Ret ransmi ssi on Packet dropped.
74. 85. 66. 62 Lhited Sates |147.237.77.176 |natpash.idf.il drop SAMrul e drop
200.128.77.24 |Bazil 147.237.77.74 |lawidf.il dr op SAMrul e drop
111. 223. 236. 146 |Australi a 147. 237. 77. 176 |nat pash. i of . i | drop SMMrul e drop
Sreamng Engine: TCP Invalid ' i ssi
81.218. 192. 206 |I srael 147, 237. 72. 166 |aka i of . i 9 =g Invalid segnent retransmssion. |, 3
Ret r ansni ssi on Packet dr opped.
89.221.250.22 |Sweden 147.237.76.42 |refuah.idf.il dr op SAMrul e drop 3
Sreaning BEngine: TCP Invalid i i ssi
77.125.85.126 |l srael 147.237.72. 166 |aka.i df . i1 9 =g Invalid segnent retransmssion. |, 3
Ret r ansmi ssi on Packet dr opped.
78.47.17.5 Ger many 147.237.77.74 |lawidf.il dr op SAMrul e drop
31.168. 135. 252 [lIsrael 147.237. 77. 216 [dover. i df il SYN Attack SYN -> SYN-ACK -> Ti meout rej ect
Sreamng Engine: TCP Invalid ' i ssi
85. 64. 4. 181 I'srael 147. 237.77. 243 |mobi l e. i . i 9 =g Invalid segnent retransmssion. |, 2
Ret r ansni ssi on Packet dr opped.
213.57.137. 117 |israel 147.237. 72. 166 [aka. i df .i | SYN At t ack SYN -> SYN-ACK -> Timeout [reject
46. 116. 209. 254 |l srael 147.237.76.86 |navy.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect
Sreamng Engine: TCP Invalid i i ssi
46.121.28.72  |israel 147. 237. 77. 243 |nobi l e.i df .i | g =g Invalid segnent retransmssion. g 2
Ret r ansmi ssi on Packet dr opped.
Sreaning Engine: TCP Invalid i i ssi
66.249.66.61  |Wnited Sates |147.237.72. 166 |aka idf. il 9 =g Invalid segnent retransmssion. |, o, 2
Ret ransm ssi on Packet dr opped.
100. 100. 53.0 147.237.72. 166 |aka. i df .i | drop Frst packet isn't SN drop 2
64.125.239.81 |lnited Sates |147.237.76. 198 |e yohal an.idf.il Geo- | ocati on enf or cenent S;]?O'rggi'nf” I nbound drop 1
141.212.121. 219|thited Sates |147.237.77. 176 |nat pash. i of .il SYN Att ack SYN -> SYN-ACK -> RST rej ect 1
46. 19. 86. 238 I srael 147.237.77. 216 |dover.idf . il Bad TCP sequence Invalid ACK nunber alert 1
216.218. 206. 100|United Sates [147.237.0.35 |akavs.idf.il dr op drop 1
184. 105. 247. 219|Whited Sates [147.237.0.33 [idf.il drop drop 1
46.117.37.239 [Israel 147.237.72. 166 |aka.i df .il Bad TCP sequence Inval id ACK nunber nonitor |1
139. 162. 141. 118|Netherl ands ~ |147. 237. 77. 176 |nat pash. i df . i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
64.125.239.123 |Whited Sates |147.237.77.233|atal.idf.il SYN Att ack SYN -> SYN-ACK -> Tinmeout |reject 1
141.212. 122. 112|Lhited Sates |147.237.76. 148 |ggcenter. aka.idf.il drop drop 1
46. 19. 86. 238 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 1
216.218. 206. 102|Uhited Sates |147.237.0.35 |akaws.idf.il drop drop 1
184. 105. 247. 239| Wi ted Sates [147.237. 76. 196 [e. sviva i df il Geo- 1 ocati on enf or cement gﬁ?;'rggixn I nbound drop 1
46.117.221.37 |Israel 147. 237. 72. 166 |aka.i df .il Bad TCP sequence Invalid ACK nunber noni t or
141.212.121. 212|hited Sates |147.237. 77. 170 [mmarachot . i df .i | SYN Att ack SYN -> SYN-ACK -> RST rej ect
37.26.148.222 |israel 147.237.0.34 [tikshuv.idf.il SYN Att ack SYN -> SYN-ACK -> Timeout [reject
64.125.239. 181 |Whited Sates |147.237.8.27 |enadimatal.idf.il  |Geo-1ocation enfor cenent Geo-I ocati on i nbound drop 1
enf or cenent
141. 212. 122. 127|lhited Sates |147.237.76. 148 |ggcenter. aka.idf.il drop drop
84.108.7.101 I srael 147.237.72. 166 |aka.i df .il Bad TCP sequence Inval i d ACK nunber aert
216.218. 206. 116|Wni ted Sates |147.237.0.17 fmlnly kosher-kravi.id oy At t ack SYN -> SYN-ACK -> RST rej ect 1
74.82.47.31 Wited Sates [147.237.77.216|dover.idf.il SYN Att ack SYN -> SYN-ACK -> RST rej ect 1
185.3.146.186 |Israel 147.237.72. 166 |aka. i df . i Bad TCP sequence Inval i d ACK nunber noni t or 1
141.212.121. 213|hited Sates |147.237. 77. 170 [mmarachot . i df .i | SYN Att ack SYN -> SYN-ACK -> RST rej ect 1
77.127.227.194 |israel 147. 237. 72. 156 [anan.i df . i | SYN Att ack SYN -> SYN-ACK -> RST rej ect 1
216.218.206.86 |Lhited Sates |147.237.77.227 |e. hanaz.idf.il Geo- | ocati on enf or cenent S‘;?O'rggﬁé'nfn I nbound drop 1
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|Top Attackers In V\AF|

Devi ce

Attacker Address |Attacker Qountry |Target Address |Site Sgnature Action ‘Count
84.109.108.88 |lsrael 147.237.77.216|dover. i df . il Mil tipl e Uhaut horized URL Access from 84.109. 108. 88 B ock 21
207.241.226.41 |whited Sates 147.237.77.233|atal .idf.il D stributed PHP Attenpt B ock 4
207.241.226.41 [Lnited Sates 147.237.77.233|atal .idf .il Ml tiple Abnormal |y Long Request from 207.241.226. 41 B ock 4
207.241.226.41 |Wited Sates 147.237.77.233|atal .idf.il Mil tipl e Unaut hori zed URL Access from 207.241. 226. 41 B ock 4
87.237.210. 146 |Sweden 147.237.77. 176 |nat pash. i df . i|  |Dstributed PH Attenpt B ock 3
192. 163. 220. 160|Lhited Sates 147.237.77.216|dover. i df . il Mil ti pl e Uhaut hori zed URL Access from 192. 163. 220. 160 B ock 3
80.172.241.58 |Portugal 147.237.77. 176 |mat pash. i df . i | Dstributed PHP Attenpt B ock 3
200.128.77.24 |Brazil 147.237.76.42 |refuah.idf.il D stributed PHP Attenpt B ock 3
174.127.116. 185|Uhited Sates 147.237.76.42 |refuah.idf.il Dstributed PHP At tenpt B ock 3
205.134.251.17 |Lhited States 147.237.77. 176 |nat pash. i df . il |Dstributed PHP Attenpt Bl ock 3
198.143.135.82 [Uhited Sates 147.237.77. 176 |nat pash. i df . i|  |Dstributed PH Attenpt B ock 3
213. 154. 242. 163|Net her | ands 147.237.77. 176 |nat pash. i df .i| |Dstributed PP Atenpt Bl ock 3
69. 50. 222. 20 Lhited Sates 147.237.72. 166 |aka. i df . i | Distributed PHP Attenpt B ock 3
159. 203.68. 17 |lnited Sates 147.237.76.42 |refuah.idf.il Distributed PHP Attenpt B ock 3
5.61. 251. 87 Nt her | ands 147.237.77. 176 |nat pash. i df .i| |Dstributed PP Atenpt Bl ock 3
198.1.67.71 Lhited Sates 147.237.76.42 |refuah.idf.il Dstributed PHP Attenpt B ock 3
50.87.207.154 |lhited Sates 147.237.77. 176 |nat pash. i df . i|  |Dstributed PH? Attenpt B ock 3
46. 101. 40. 87 :3::;’} on 147.237.77. 176 |mat pash. i df . i| [Distributed PP Attenpt B ock 3
37.122.209.14 |United Kingdom [147.237.77.176|nat pash.idf.i| Dstributed PHP Attenpt B ock 3
89.221.250.12 |Sweden 147.237.77. 176 |nat pash. i df . i| |Dstributed P Atenpt Bl ock 3
50. 87.207.154 |Lhited Sates 147.237.76.42 |refuah.idf.il O stributed PHP A tenpt B ock 3
107.6.152.122  [Netherl ands 147.237.77. 176 |nat pash. i df . il |Dstributed PHP Attenpt Bl ock 3
45. 55. 36. 68 147.237.77. 176 |nat pash. i df . i| |Ostributed PP Atenpt Bl ock 3
94.23.121. 14 United Kingdom [147.237.77.176(natpash.idf.il |Ostributed PHP Attenpt B ock 3
119. 31. 234. 146 |3 ngapore 147.237.77.74 |lawidf.il Dstributed PHP Attenpt B ock 3
88.208.192. 231 |United Kingdom |147.237.77.176|nat pash.idf.il |[Dstributed PHP Attenpt B ock 3
213. 154. 242. 163|Net her | ands 147.237.77.74 [lawidf.il Ostributed PHP At tenpt B ock 3
104.131.35.91 |Uited Sates 147.237.77.74 [lawidf.il Ostributed PP Attenpt Bl ock 3
122.174.50.14 |india 147.237.77. 176 |nat pash. i df . i|  [Wauthorized URL Access to ww cogat. i df.il/1279-en/ cogat B ock 3
5. 61. 251. 87 Net her | ands 147.237.76.42 |refuah.idf.il O stributed PHP A tenpt B ock 3
192. 163. 220. 160|Uhited Sates 147.237.77.216|dover.idf.i |l Ostributed PP Attenpt Bl ock 3
119. 9. 76. 189 Hong Kong 147.237.77. 176 |mat pash. i df . i|  [Distributed PP Atenpt B ock 3
186.192.129. 73 |Brazil 147.237.77. 176 |nat pash. i df . i|  |Dstributed P Attenpt Bl ock 3
107.190. 137. 66 |lhited Sates 147.237.72. 166 |aka. i df . i | Distributed PHP Attenpt B ock 3
192. 163. 209. 98 |Uited Sates 147.237.77.74 [lawidf.il Dstributed PHP At tenpt B ock 3
50. 87.207.154 [Lhited Sates 147.237.76.42 |refuah.idf.il Uhaut hori zed URL Access to waw refua. atal .idf.il/index. php B ock 2
186.192.129. 73 |Rrazil 147.237.77. 176 |mat pash. i df . i | Mil tipl e Unaut hori zed URL Access from 186.192. 129. 73 B ock 2
45. 55. 36. 68 147.237.77. 176 |mat pash. i df . i|  |Unhauthorized URL Access to ww cogat.idf.il/index. php B ock 2
192.163.209. 98 |Uhited Sates 147.237.77.74 [lawidf.il Mil tipl e Unauthorized URL Access from 192. 163. 209. 98 B ock 2
176.13. 8. 217 I srael 147.237.0.19 |nadimatal .idf.i|Ostributed Suspicious Response Code B ock 2
119. 9. 76. 189 Hong Kong 147.237.77. 176 |mat pash. i df . i|  |Unhauthorized URL Access to ww cogat.idf.il/index. php B ock 2
107.190. 137.66 |lLhited Sates 147.237.72. 166 [aka. i df . i | Uhaut hori zed URL Access to waw aka. i df.il/index. php B ock 2
80.172.241.58 |Portugal 147.237.77. 176 |mat pash. i df . i | Mil tipl e Uhaut horized URL Access from 80.172. 241. 58 B ock 2
185. 3. 146. 186 |l srael 147.237.72. 166 [aka. i df . i | Uhtraceabl e SI. Sessi ons: si gal gs DoS Attack None 2
87.69. 168. 40 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e S3. Sessi ons: si gal gs DoS Attack None 2
213. 154. 242. 163|Net her | ands 147.237.77. 176 |mat pash. i df . i | Mil tipl e Unaut hori zed URL Access from 213. 154. 242. 163 B ock 2
159.203.68.17 |Uited Sates 147.237.76.42 |refuah.idf.il Ml tipl e Unaut horized URL Access from 159. 203. 68. 17 B ock 2
5.61. 251. 87 Nt her | ands 147.237.77. 176 [mat pash. i df .i| |Miltiple Unauthorized URL Access from5. 61. 251. 87 Bl ock 2
198.1.67. 71 Uited Sates 147.237.76.42 |refuah.idf.il \?ﬂ;\:: ;fbuizctj d@?g;ﬂ‘f/iiﬁixﬁpmcess on B ock 2
50.87.207.154 |lhited Sates 147.237.77. 176 [mat pash. i df .i| |Miltiple Wauthorized URL Access from 50.87. 207. 154 Bl ock 2
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