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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |[Site |Signature |Device Action |Count |

167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il DCS- Tool - Swi t chbl adG dest - reset 3246
8. 37.227.139 Anonynous Pr oxy 147.237.77. 216 dover.idf.il JLM Dover _Gon_Linmt_Htps drop 28

8. 37.227.139 Anonynous Pr oxy 147.237.77. 216 dover.idf.il F Dover Unhder Attack Con Htp drop 2
153. 31.119. 142 Lhited Sates 147.237.76. 176 test.ncore.idf.il |Block Np All Net dr op 1
93.174. 93. 181 Net her | ands 147.237.76. 30 hi nush. i df . i | Bl ock Wp Al Nets drop 1
153. 31. 119. 142 Lhited Sates 147.237.76. 177 ncore.idf.il B ock Np Al _Net drop 1

8. 37.227.139 Anonynous Pr oxy 147.237.77. 216 dover.idf.il F Dover _Under Attack_Con H ps drop 1
93.174. 93. 181 Net her | ands 147.237.76. 31 nakchal .idf.il B ock_Udp Al _Nets drop 1
93.174.93. 181 Net her | ands 147.237.76. 199 e.nakchal .idf.il |Bock Wdp All Nets drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qount ry Target Address |Site |Sgnature Devi ce Action |Oount
24.230.181. 31 Lhited Sates 147.237.77. 216 dover.idf.il C1000106: HITP: naj esti ¢ bot B ock 1
51.254.121.184 Ui ted Ki ngdom 147.237.77. 216 dover.idf.il C1000106: HTTP. maj estic bot B ock 1

158. 69. 192. 207 Lhited Sates 147.237.77. 216 dover.idf.il C1000106: HTTP. mnaj estic bot B ock 1
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|Top Attackers In |D|

Target Address

At acker
Gountry

Signature

195. 34. 150. 18 |147.237.77. 216 |Austria dover.idf.il Tehila - Perl LW with fake user agent

66.249. 78. 147 |147.237.76.86 |[lhited Sates |navy.idf.il ET SCAN NVAP -sA (2)

82.117. 208. 243 |147. 237. 76. 199 e.nakchal .idf.il |ET SCAN NVAP -sS w ndow 1024

66.249. 67. 224 |147.237.72.166|lhited Sates [aka idf.il SER\/ER.APAO_E Apache ned_ssl non-SSL connection to SS. port denial
of service attenpt

149. 202. 186. 50 |147. 237. 72. 167 |Ger many ishurimaka.idf.i[ET SCAN NMAP -sS wi ndow 1024

119, 96. 12014 1147 237 76.31 |ni na vekehal i df i1 ET SCAN Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons,
Potential Scan or Brute Force

185. 93. 187. 49 |147.237.72. 166 aka.idf.il SERVER- WEBAPP adm n. php access

149. 202. 186. 50 |147. 237. 72. 156 |Ger many anan. i df il ET SCAN NVAP -sS wi ndow 1024
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|Top Attackers In FW |

A tacker . Devi ce
Attacker Address count ry ‘Target Address |Ste Signature Action
41.33.231.90  |Egypt 147. 237. 77. 216 |dover. i df .i | dr op SMrul e drop 36
Sreaming Engine: TCP Invalid i i ssi
66.249.73.185 |lnited Sates |147. 237. 77. 216 |dover. i df .i 9 =9 Inval i d segnent retransmssion. |, 34
Ret ransn ssi on Packet dr opped.
Sreanming Engine: TCP Invalid i i SSi
66.249.66.39  |Uited Sates |147.237.77.234|hal ag.idf.il 9 =g Invalid segnent retransmssion. |, 28
Ret ransnmi ssi on Packet dr opped.
: s SWNretransnmit wth different .
99.103.119. 108 |United Sates [147.237.77.233[atal.idf.il Bad TCP sequence vi ndow scal & monitor |15
8.37.227.139 g”&;ymus 147. 237. 77. 216 |dover. i of . i | SYN At t ack SYN -> SYN-ACK -> Timeout |reject 8
Sreaming Engine: TCP Invalid i i ssi
66.249.83.155 |lnited Qates |147.237.77. 216 |dover. idf.il 9 =9 Inval id segnent retransmssion. |, 8
Ret ransn ssi on Packet dr opped.
Sreanming Engine: TCP Invalid i i SSi
66.249.66.61  |Uited Sates |147.237.72. 166 |aka i df il 9 =g Invalid segnent retransmssion. |, 6
Ret ransm ssi on Packet dr opped.
Sreaming Engine: TCP Invalid i i ssi
66.249.83. 161 |lnited Sates |147. 237. 77. 216 |dover. i df .i 9 =9 Inval id segnent retransmssion. |, 6
Ret ransn ssi on Packet dr opped.
8.37.227.139 g”&;y”ous 147. 237. 77. 216 |dover. i of . i | drop First packet isn't SWN drop 6
Sreaming Engine: TCP Invalid i i ssi
199.30.25.90  |Wited Sates |147.237.72. 166 |aka idf. il 9 =9 Inval id segnent retransmssion. |, 4
Ret ransnm ssi on Packet dr opped.
113. 110. 235. 238|Chi na 147.237.77. 176 |nat pash.i df .i | dr op First packet isn't SN drop
74. 85. 66. 62 Lhited Sates |147.237.77.74 |lawidf.il drop SAMrul e drop
Sreamng Engine: TCP Invalid i i ssi
2.54.183.158  |Israel 147.237.72. 166 |aka. i df . 9 =9 Inval id segnent retransmssion. |y, 3
Ret r ansn ssi on Packet dr opped.
79.136.113.86 |Sweden 147.237.76. 42 |refuah.idf.il dr op SAMrul e drop 3
167.114. 156. 16 |Canada 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SYN drop 3
84.22.107.124 |Netherl ands 147.237.77.74 |(lawidf.il dr op SAMrul e drop 3
93.125. 99. 42 Bel arus 147.237.77. 176 |nat pash. i df .i | dr op SAMrul e drop 3
46. 19. 85. 170 I srael 147.237.76.86 [navy.idf.il Bad TCP sequence Inval i d AGK nunber nonitor |2
Lhi ted . C e . Geo- | ocati on i nbound
128. 232. 110. 28 Ki ngdom 147.237.8.24 |e.lifestyle.idf.il Geo-| ocati on enf or cenent enf or cenent drop 2
46. 19. 85. 170 I sr ael 147.237.76.86 |[navy.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 2
128. 232. 110. 28 LKTI;;gom 147. 237. 76. 200 |ei tan. aka. i df . i SYN At tack SYN -> SYN-ACK -> Tineout |reject 2
5.29.148. 112 I sr ael 147. 237. 72. 166 |aka.i df .i | Bad TCP sequence I'nval i d ACK nunber alert 2
Sreaming Engine: TCP Invalid i i ssi
40.77.167.35  |Uited Sates |147.237.77. 216 |dover.idf i1 9 =9 Inval i d segnent retransmssion. |, 2
Ret ransn ssi on Packet dr opped.
128. 232. 110. 28 z";;gom 147.237.77.74 |lawidf.il SYN At t ack SYN -> SYN-ACK -> Timeout |reject 2
167. 114. 156. 16 |Canada 147.237.77. 216 |dover.idf .il SYN Attack SYN -> SYN-ACK -> RST rej ect
5.29.148. 112 I srael 147.237.72.166 |aka. i df .i | Bad TCP sequence Inval i d ACK nunber noni t or
128. 232. 110. 28 E?'r:gegom 147.237.77. 234 |hal ag.i df .il SYN At t ack SYN - > SYN-ACK -> Timeout |reject 2
Lhi ted R . Geo- | ocati on i nbound
128.232.110.28 [ oo 147.237.0.200 |ndu.idf.il Geo- | ocati on enf or cenent onf or conent drop 2
195. 154. 227. 118|France 147. 237. 77. 216 |dover. i df .i | dr op SAMrul e drop 1
149.78.154.69 |lsrael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 1
139. 162.203.26 |Netherlands  [147.237.0.34 |tikshuv.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect
216.218.206. 95 |lWhited Sates |147.237.77. 121 |e navy.idf. il Geo- | ocati on enf or cenent Geo-I ocati on i nbound drop 1
enf or cenent
74.82.47.7 Lhited Sates |147.237.76.31 |nakchal .idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 1
184.105.139. 67 |Uhited Sates [147.237.76.86 |navy.idf.il drop SMMrul e drop 1
46.120. 106. 180 |l srael 147. 237. 72. 166 |aka.i df . i | Bad TCP sequence I'nval i d ACK nunber nonitor |1
141.212.122. 113|lhited Sates |147.237.72. 166 |aka. i df .i SYN Attack SYN -> SYN-ACK -> RST rej ect 1
74.208.105.30 [Uited Sates [147.237.77. 216 |dover.idf.il Header Rej ection ?gitrej ection pattern found inf oiior |1
151. 0. 58. 20 Bl garia 147.237.77. 216 |dover.idf .il Bad TCP sequence Invalid sequence nunber moni t or
139. 162.203.26 |Netherlands  |147.237.76.42 |refuah.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect
112.74.67.109 |china 147. 237. 76. 148 |gocent er . aka. i df . i | dr op drop
216.218. 206. 106|Uited Sates |147.237.0.17 ;nlnly kosher-kravi . 1d |qy\ At t ack SYN -> SYN-ACK -> RST rej ect 1
74.82.47.7 Lhited Sates |147.237.76.202 |e. hal ag.i df . i Geo- | ocati on enf or cenent Geo-| ocati on i nbound drop 1
enf or cenent
184.105.139.79 |Wited Sates [147.237.0.33 |idf.il drop drop 1
64.125.239.72 |wited Sates [147.237.72.217|e.idf.il Geo- | ocati on enf or cenent Geo-I ocati on i nbound drop 1
enf or cenent
141.212.122. 114|hited Sates [147.237.72. 166 |aka. i of .il SYN Attack SYN -> SYN-ACK -> RST rej ect 1
24.230.181.31 |Wited Sates |147.237.77.216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Tineout [reject 1
209. 251.133.98 |lhited Sates |[147.237.77.216|dover.idf.il dr op First packet isn't SN drop 1
46. 19. 86. 247 I sr ael 147. 237. 77. 216 |dover. i df .i | Bad TCP sequence I'nval i d ACK nunber alert 1
140. 207. 198. 157|Chi na 147.237.77. 226 :""WCha"mZ'aka' M5 rectory Traversal directory traversal overflow monitor |1
74.82.47.12 Lhited Sates |147.237.72.217|e.idf. il Geo- | ocati on enf or cenent Geo-| ocati on i nbound drop 1

enf or cenent
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|Top Attackers In V\AF|

Devi ce

Attacker Address |Attacker Qountry ‘Target Address |Site Sgnature Action ‘Count
40.77.167.14  |wiited Sates 147. 237. 76. 147 |chi nuch. aka. i df . i mghf}ﬁhiﬁ ::Z”f Z?r'l ffioﬁtﬁfce‘c’s on B ock 4
81. 95. 96. 233 Czech Republic  [147.237.77.176 |mat pash. i df . i | Distributed PHP Attenpt B ock 3
95. 85. 19. 27 Nt her | ands 147.237.77. 176 [nat pash. i df . i | Distributed PHP Attenpt Bl ock 3
67.222.12.77 Lhited Sates 147.237.76.42 |refuah.idf.il Dstributed PHP At tenpt Bl ock 3
198. 46.81. 6 Lhited Sates 147.237.76.42 |refuah.idf.il Distributed PHP Attenpt B ock 3
62.212.152. 123 |Nether| ands 147.237.77. 176 [nat pash. i df . i | Distributed PHP Attenpt Bl ock 3
109. 169.50. 31  |Wnited Kingdom |[147.237.76.42 |refuah.idf.il Ostributed PHP Attenpt B ock 3
192. 163. 238. 217 [Lhited Sates 147.237.77. 176 [mat pash. i df . i | Distributed PP Attenpt Bl ock 3
216.180. 241. 106|thited Sates 147.237.77. 176 [nat pash. i df . i | Distributed PHP Attenpt Bl ock 3
95. 85. 19. 27 Net her | ands 147.237.77.74 |lawidf.il Ostributed PHP Attenpt B ock 3
173.44.38.200 |Uited Sates 147.237.76.42 |refuah.idf.il Distributed PHP Attenpt B ock 3
195. 178. 106. 120|Ronani a 147.237.76.42 |refuah.idf.il Dstributed PH> A tenpt B ock 3
217.78.1.159 Irel and 147.237.76.42 |refuah.idf.il Dstributed PHP At tenpt Bl ock 3
62.24.32.14 Nor way 147.237.77. 176 |mat pash. i df . i | Distributed PHP Attenpt B ock 3
192.145.239.3 |lhited Sates 147.237.77.74 [lawidf.il Distributed PHP Attenpt Bl ock 3
92. 53. 125. 204 :Z::I”i on 147.237.76.42 |refuah.idf.il Distributed PH> A tenpt B ock 3
175. 107. 131. 153|Australia 147.237.76.42 |refuah.idf.il Distributed PHP Attenpt B ock 3
162.249.4.102 |Uited Sates 147.237.76.42 |refuah.idf.il Dstributed PHP Attenpt Bl ock 3
50. 87. 3. 235 Lhited Sates 147.237.77. 176 |nat pash. i df . i | Distributed PHP Attenpt B ock 3
188.124.17.15 |Turkey 147.237.76.42 |refuah.idf.il Distributed PHP Attenpt B ock 3
177. 85. 96. 86 Brazil 147.237.77.74 |lawidf.il Dstributed PHP At enpt Bl ock 3
92.53.98.31 gz::;”i on 147.237.77. 176 |mat pash. i df . i | Dstributed PHP Attenpt Bl ock 3
162.242.171.13 |lhited Sates 147.237.77. 176 [nat pash. i df . i | Distributed PHP Attenpt Bl ock 3
50. 87. 3. 235 Wited Sates 147.237.76.42 |refuah.idf.il Ostributed PHP Attenpt B ock 3
186. 202. 127. 81 |Brazil 147.237.76.42 |refuah.idf.il Distributed PHP Attenpt B ock 3
91.185.213.137 [Jovenia 147.237.77.74 [lawidf.il Distributed PHP Attenpt Bl ock 3
162.242.171. 13 |Uited Sates 147.237.76.42 |refuah.idf.il Dstributed PHP At tenpt Bl ock 3
109. 67. 201. 174 |l srael 147.237.0.19 |madimatal .idf.il|Dstributed Suspicious Response Code B ock 3
119. 31. 234. 146 |9 ngapore 147.237.77. 176 |mat pash. i df . i | Distributed PHP Attenpt Bl ock 3
46.118. 155. 216 [Wkrai ne 147.237.77.216|dover . i df . i | Mil tipl e Unhaut hori zed URL Access from 46. 118. 155. 216 B ock 3
109. 204. 243. 17 |Finl and 147.237.77. 176 |mat pash. i df . i | Distributed PP Attenpt Bl ock 3
91. 146. 107. 207 |United Kingdom |(147.237.77.176 |nat pash. i df.il Distributed PHP Attenpt Bl ock 3
104.155. 4.193 |Uited Sates 147.237.77. 176 |mat pash. i df . i | Dstributed PHP At tenpt Bl ock 3
119. 31. 234. 146 |9 ngapore 147.237.76.42 |refuah.idf.il Distributed PHP Attenpt B ock 3
198. 46.81.8 Lhited States 147.237.77. 176 [nat pash. i df . i | Distributed PHP Attenpt Bl ock 3
109. 169.50. 31  [United Kingdom [147.237.77.176 |nat pash.idf.il Ostributed PHP Attenpt B ock 3
162.242.171.13 |Uited Sates 147.237.76.42 |refuah.idf.il Uhaut hori zed URL Access to wan refua. atal .idf.il/index. php B ock 2
119. 31. 234. 146 |9 ngapore 147.237.77. 176 |mat pash. i df . i | Mil tipl e Unaut hori zed LRL Access from 119. 31. 234. 146 Bl ock 2
37.142.68. 85 I srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 2
109. 204. 243. 17 |Finl and 147.237.77. 176 [mat pash. i df . i | Mil tiple Unauthorized URL Access from 109. 204. 243. 17 Bl ock 2
157.55.39.112 |thited Sates  |147. 237. 76. 147 |chi nuch. aka. i df . i mghrﬁhiﬂ :;2”7 2?”' Izleioﬁt:cess on Bl ock 2
104.155.4.193 |[Uhited Sates 147.237.77. 176 |nat pash. i df . i | Mil tipl e Unauthorized LR Access from 104. 155. 4. 193 B ock 2
119. 31. 234. 146 |9 ngapore 147.237.76.42 |refuah.idf.il Mil ti pl e Unaut hori zed LRL Access from 119. 31. 234. 146 B ock 2
198.46.81.8 Lhited Sates 147.237.77. 176 |nat pash. i df . i | Ml tipl e Uhauthorized URL Access from 198.46.81.8 B ock 2
41.230.218.175 |[Tunisia 147.237.77. 216 |dover . i df . i | Lhaut hori zed URL Access to waw i df.il/xmrpc. php B ock 2
66. 249. 66. 61 I srael 147.237.72. 166 [aka. i df . i | D stributed Suspicious Response Code_Qust om Tenpor ary B ock 2
109. 169.50. 31  [United Kingdom [147.237.77.176 |nat pash.idf.il Ml tiple Lhauthorized URL Access from 109. 169. 50. 31 B ock 2
67.222.12. 77 Lhited Sates 147.237.76.42 |refuah.idf.il Ml tipl e Unaut hori zed URL Access from 67.222.12. 77 B ock 2
109. 169.50.31 |United Kingdom [147.237.76.42 |refuah.idf.il Mil tipl e Unhaut hori zed URL Access from 109. 169. 50. 31 B ock 2
192. 163. 238. 217|United Sates 147.237.77. 176 |mat pash. i df . i | Mil ti pl e Unhaut hori zed URL Access from 192. 163. 238. 217 Bl ock 2
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