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|Top Attackers | n DDoS- Def ence |

11-28-2015-03:04:05 to 11-28-2015-04:04:05

Attacker Address |Attacker Country |Target Address |Site |Signature |Device Action |Count |
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il DCS- Tool - Swi t chbl adG dest - r eset 3745
204. 93. 154. 203 Lhited Sates 147.237.77.216 dover.idf.il TP Scan (vertical) dr op 195

109. 66. 65. 177 | srael 147.237.77.170 naar achot . i df.il B ock Wp Al Nets drop 3

115. 231. 222. 40 Chi na 147.237. 76. 148 gocenter. aka.idf.il JLM Under Attack Con Htp drop 2

204. 42, 253. 132 Lhited Sates 147. 237.76. 34 yohal an. i df .i | Block Udp All Nets drop 1

204. 42. 253. 132 Lhited Sates 147.237.76. 39 nobi | e. nei tav.idf.il ock Wdp Al _Nets drop 1

204. 42. 253. 132 Lhited Sates 147.237.76. 44 e.refuah.idf.il ock Wdp Al _Nets drop 1

204. 42. 253. 132 Lhited Sates 147.237.76. 31 nakchal .idf.il B ock_Udp All _Nets dr op 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qount ry |Target Addr ess |Sgna1ure Devi ce Action |Oount |
91.121.60.119 |Fance 147.237.76.86 |[navy.idf.il Q025: HITP. access to adninistrator/index.php -> Quarantine  |B ock 1
151.80.31.129 [itay 147.237.76.31 |nakchal .idf.il 28: HITP.  AhrefBot craw er B ock 1
188. 165. 15. 236 |France 147.237.77.176 |nat pash. i df.il 228: HITP.  AhrefBot craw er B ock 1
79.181.176.107 |[lsrael 147.237.0.19 |nadi matal .idf.il]|13840: TLS enSSL Heartbeat Packet B ock 1
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|Top Attackers In |D|

Attacker Address |Target Addr ess |Attacker Qountry |Ste |Signature \Count |
41.33.231.90 147. 237.77. 216 Egypt dover.idf.il Tehila - Perl LWP wth fake user agent 4
195. 34. 150. 18 147.237.77. 216 Austria dover.idf.il Tehila - Perl LWP wth fake user agent 4
66. 249. 73. 193 147.237.77. 216 Wited Sates dover.idf.il ET SCAN NVAP -sA (2) 2
65. 255. 43. 24 147.237.0. 34 Lhited Sates tikshuv.idf.il ET SCAN NMAP -sS wi ndow 1024 1
14. 49. 39. 170 147.237.8. 28 Korea, Republic of e nobi | e-ks.idf.il ET SCAN Potential SSH Scan 1
36. 110. 15. 162 147.237.77. 243 Chi na nobi | . i df il ET SCAN Potential SSH Scan 1
14. 49. 39. 170 147.237.8. 24 Korea, Republic of elifestyle.idf.il ET SCAN Potential SSH Scan 1
36. 110. 15. 162 147. 237.77. 233 Chi na atal.idf.il ET SCAN Potential SSH Scan 1
36. 110. 15. 162 147. 237.77. 226 Chi na wwv chamat z. aka. i df . i | ET SCAN Potential SSH Scan 1
36. 110. 15. 162 147.237.77. 212 Chi na e.dover.idf.il ET SCAN Potential SSH Scan 1
36. 110. 15. 162 147.237.77.178 Chi na e. mat pash. i df .i | ET SCAN Potential SSH Scan 1
36. 110. 15. 162 147.237.77. 170 Chi na maar achot . i df . i | ET SCAN Potential SSH Scan 1
36.110. 15. 162 147. 237. 77. 61 Chi na e cogat.idf.il ET SCAN Potential SSH Scan 1
14. 49. 39. 170 147.237.8. 46 Korea, Republic of e.chinuch.idf.il ET SCAN Potential SSH Scan 1
14. 49. 39. 170 147.237.8. 27 Korea, Republic of e madimatal .idf.il ET SCAN Potential SSH Scan 1
36. 110. 15. 162 147.237.77. 235 Chi na sviva.idf.il ET SCAN Potential SSH Scan 1
14. 49. 39. 170 147.237.8. 14 Korea, Republic of e.orchot.idf.il ET SCAN Potential SSH Scan 1
36. 110. 15. 162 147. 237.77. 227 Chi na e. hanaz. i df .il ET SCAN Potential SSH Scan 1
36. 110. 15. 162 147.237.77. 216 Chi na dover.idf.il ET SCAN Potential SSH Scan 1
36. 110. 15. 162 147. 237.77. 205 Chi na prishaidf.il ET SCAN Potential SSH Scan 1
36.110. 15. 162 147. 237.77. 176 Chi na nat pash. i df .i | ET SCAN Potential SSH Scan 1
36.110. 15. 162 147.237.77. 121 Chi na e navy.idf.il ET SCAN Potential SSH Scan 1
36. 110. 15. 162 147.237.77.19 Chi na I awforumidf il ET SCAN Potential SSH Scan 1
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|Top Attackers In FW |

Attacker Address

Signature

Attacker CQountry ‘Target Address |Ste

S reamng Engi ne: TCP

Inval id segnent retransnission.

enf or cenent

62. 90. 165. 239 | srael 147.237. 77. 216 |dover.idf.il . L. droj 36
Inval i d Retransnission Packet dropped. P
41.33.231. 90 Egypt 147.237.77. 216 |dover.idf .i | drop SAMrul e drop 24
85.65.174.116 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 21
100. 100. 66. 25 147.237. 72. 156 |anan.i df . il drop First packet isn't SN drop 8
S reami ng Engi ne: TCP i i ssi
87.68.69.248  |Israel 147. 237. 72. 166 |aka. i df . i | mng Engine: 7 Invalid segnent retransmssion. | 6
Inval i d Retransmi ssi on Packet dr opped.
S reanming Engi ne: TCP i i ssi
66.249.73.193 |lnited Sates 147. 237. 77. 216 |dover. i of . i | mng tngihe. Invalid segnent retransmssion. | 6
Inval i d Retransmission Packet dropped.
167. 114. 156. 16 |Canada 147.237.77. 216 |dover.idf .il SYN Attack SYN -> SYN-ACK -> RST rej ect 5
S reamng Engi ne: TCP i i ssi
66.249.66.61  |Uited Sates 147. 237. 72. 166 |aka i of . i mng tngine- 1 Invalid segnent retransmssion. | 4
Inval i d Retransnission Packet dropped.
S reamng Engi ne: TCP i i ssi
40.77.167.38  |Wited Sates 147.237.77. 243 |mubi le.i o . i1 mng Engine: 1 Invalid segnent retransmssion. | . 3
Inval i d Retransnission Packet dropped.
89.138.27.166 |l srael 147.237. 72. 156 |anan.i df .i | SYN Att ack SYN -> SYN-ACK -> RST rej ect
79.183.30.126 |[lIsrael 147.237.72. 166 |aka. i df .i | SYN Attack SYN -> SYN-ACK -> RST rej ect
S reamng Engi ne: TCP i i ssi
84.228.115.10 | srael 147. 237. 72. 166 |aka i of . i mng tngine- 1 Invalid segnent retransmssion. | 3
Inval i d Retransnission Packet dropped.
S reamng Engi ne: TCP i i ssi
46.19.85.227  |israel 147.237.77. 243 |mubi le.i o . i1 mng Engine: 1 Invalid segnent retransmssion. | . 3
Inval i d Retransnission Packet dropped.
S reaming Engi ne: TCP i i ssi
62.219. 146. 214 |Israel 147.237.77. 243 |nobil e. i of . mng Engine: 1 Invalid segnent retransmssion. | . 3
Inval i d Retransmi ssion Packet dr opped.
188. 120. 148. 170l srael 147.237.72. 166 |aka.i df .il Bad TCP sequence I'nval i d AGK nunber noni tor |2
128.232.110.28 |United Kingdom  [147.237.76. 199 |e. nakchal .idf i Geo- | ocati on enf or cenent Sﬁ;’o'rggi'mon  nbound drop 2
109. 226. 22. 186 |l srael 147.237.72. 166 |aka i df .i | Bad TCP sequence I'nval i d ACK nunber monitor |2
reamng BEngi ne: T i i ssi
40.77.167.14  |uwiited Sates 147.237.72. 166 |aka i df . Strean ng Engine: TGP Invalid segnent retransmssion. | 2
Inval i d Retransnission Packet dropped.
128.232.110.28 |United Kingdom  [147.237.72. 217 e idf il Geo-l ocation enforcement  |C20;! ocation inbound drop 2
enf or cenent
S ream ng Engi ne: TCP i i ssi
162.209.8.106 |lited Sates 147. 237. 77. 216 |dover. i of . i | mng Engine: 1 Invalid segnent retransmssion. | . 2
Inval i d Retransmi ssion Packet dr opped.
128.232.110. 28 |United Ki ngdom 147.237.76.39 [nobile neitav.idf.il |SYN Attack SYN -> SYN-ACK -> Tineout [reject 2
S reaning Engi ne: TCP i i ssi
66. 249. 66. 1 Wited Sates 147. 237. 72. 166 |aka i of . i mng tngine. 1 Invalid segnent retransmssion. | 2
Inval i d Retransnission Packet dropped.
54.244.22.103 |Wited Sates 147.237. 77. 176 |nat pash. i df . i | drop First packet isn't SN drop
128.232.110.28 |United Kingdom  |147.237.76. 147 |chi nuch. aka. i df .i | SYN Att ack SYN -> SYN-ACK -> Tineout [reject
128.232.110.28 |Wnited Kingdom  |147.237. 76. 198 |e. yohal an.idf . il Geo- 1 ocati on enf or cenent Sﬁfolrggihton i nbound drop 2
64.125. 239. 204 |Whited Sates 147.237.8.50 |e.tikshuv.idf.il Geo-l ocation enforcement  [C20;! ocation inbound drop 1
enf or cenent
157. 55. 39. 24 Lhited Sates 147.237.77. 176 |nat pash.i df .i| SYN Attack SYN -> SYN-ACK -> Tineout |[reject 1
46.121. 253. 6 I srael 147.237.72. 166 |aka.i df .i 1 Bad TCP sequence I'nval i d AGK nunber alert 1
2.52.143.61 | srael 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Tineout [reject 1
204.93. 154. 203 |lLnited Sates 147.237.77. 216 |dover.idf .il SYN Attack SYN -> SYN-ACK -> Tineout |[reject 1
74.82.47.7 Lhited Sates 147.237.76.42 |refuah.idf.il SYN Att ack SYN -> SYN-ACK -> RST rej ect 1
179.43.177.194 [Satzerland 147.237.77. 216 |dover.idf.il Directory Traversal directory traversal overflow noni t or 1
64.125.239.60 |lLited Sates 147. 237.77. 170 |maar achot . i df . i | SYN Attack SYN -> SYN-ACK -> Tineout |[reject 1
141.212. 121. 221 |Wited Sates 147. 237. 77. 227 |e. haraz. i of . i | Geo- | ocati on enf or cenent Sﬁ?olrggﬁ:nton  nbound drop 1
188. 120. 148. 251l srael 147.237.72. 156 |aman. i df .i | Bad TCP sequence I'nval i d AGK nunber noni tor |1
66.240. 192. 138 |United Sates 147.237.8.50 |e.tikshuv.idf.il Geo-l ocation enforcement  |C20! ocation inbound drop 1
enf or cenent
46.121. 253. 6 I srael 147.237.72. 166 |aka i df .i | Bad TCP sequence I'nval i d ACK nunber monitor |1
139. 162. 141. 118|Net her | ands 147. 237.72. 156 |anan. i df . i | SYN Attack SYN -> SYN-ACK -> RST rej ect 1
Pal esti ni an R -
5.43.201. 127 Territory, Goeup ed 147.237.77.74 |lawidf.il drop Frst packet isn't SN drop 1
112. 74.67.109 |China 147.237.0.19 |nadimatal.idf.il SYN Att ack SYN -> SYN-ACK -> RST rej ect 1
79.181.219.49 |l srael 147.237.72.166 |aka.i df .i | Bad TCP sequence I'nval i d AGK nunber monitor |1
183.136.142. 92 |china 147.237.77. 226 "‘:’Y“Cha"atz'aka' "9 I rectory Traversal directory traversal overflow [menitor |1
64.125.239.66 |lLited Sates 147.237.77. 176 |nat pash.i df .i| SYN Attack SYN -> SYN-ACK -> Tineout |[reject 1
141. 212. 121. 222|wited Sates 147. 237. 77. 227 |e. haraz. i of . i | Geo- | ocati on enf or cenent Sﬁ?olrzgﬁ:m(’”  nbound drop 1
188.138.1.218 |Germany 147.237.76. 44 |e.refuah.idf.il Geo-1 ocation enforcenent  |0! ocation inbound drop 1
enf or cenent
162. 224.173. 219|Uhited Sates 147.237.77. 216 |dover.idf .i | SYN Att ack SYN -> SYN-ACK -> RST rej ect 1
139. 162. 141. 118|Net her| ands 147. 237.77. 212 |e. dover. i df .1 Geo-1 ocation enforcenent |0 !ocation inbound drop 1
enf or cenent
Iran, Islamc R -
5.235.139. 28 Republ i ¢ of 147.237.77.74 |lawidf.il dr op First packet isn't SWN drop 1
112.74.67.109 |China 147.237.8.46 |e.chinuch.idf.il SYN Att ack SYN -> SYN-ACK -> RST rej ect 1
184. 105. 247. 232|Wnited Sates 147.237.76. 202 |e.hal ag.i of .1 Geo-1 ocation enforcenent  |0! ocation inbound drop 1
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|Top Attackers In V\AF|

Devi ce

Attacker Address |Attacker Qountry|Target Address |Site Sgnature Action ‘Count
64.79.85.205 |wnited Sates  [147.237.76.31 |nakchal .idf.il nmasﬁ;hﬂréfzﬁdl /ﬁsﬁcjizr;? doc. gt/ doc. T asp B ock 4
217.199. 164. 217|Uni ted Ki ngdom (147.237.72. 166 |aka. i df . i | Dstributed PHP Attenpt B ock 3
50.87.161.155 |[lhited Sates 147.237.0.15 |kosher-kravi.idf.i|Dstributed PP Attenpt B ock 3
162. 144. 210. 204|United Sates 147.237.77.74 |lawidf.il Dstributed PHP Attenpt Bl ock 3
78.46.157.220 |Ger many 147.237.77. 176 |mat pash. i df . i | Dstributed PHP Attenpt B ock 3
198.46.81.7 Lhited Sates 147.237.77.74 [lawidf.il Dstributed PHP Attenpt B ock 3
92.53.118. 53 :Z::I”i on 147.237.77.170|n@arachot . i df . il |[Distributed PP Attenpt B ock 3
162. 144.152. 41 |Uited Sates 147.237.77.74 [lawidf.il Dstributed PHP Attenpt B ock 3
50.87.161.155 |lhited Sates 147.237.0.15 |kosher-kravi . i df . i[Miltipl e Unaut horized URL Access from 50. 87. 161. 155 B ock 3
78.46.5. 136 Ger many 147.237.76.42 |refuah.idf.il Dstributed PHP Attenpt B ock 3
198.20.241.76 |Uited Sates 147.237.77. 216 |dover.idf .il Dstributed PHP Attenpt B ock 3
91. 207. 158. 161 |Nor way 147.237.77.74 |lawidf.il Dstributed PHP Attenpt Bl ock 3
76.12.191. 16 Lhited Sates 147.237.77.74 |lawidf.il Dstributed PHP Attenpt B ock 3
92.53.118. 53 :3::;’} on 147.237.77.170 |maarachot . i df . i| |Mil tiple Wauthori zed URL Access from92.53.118. 53 Bl ock 3
91.201.63.116 |Sweden 147.237.77. 176 |mat pash. i df . i | Dstributed PHP At tenpt Bl ock 3
202.191.63. 147 |Australia 147.237.76.42 |refuah.idf.il Dstributed PHP Attenpt B ock 3
195. 62.28.134 |United Ki ngdom |147.237.77.216|dover.idf.il Dstributed PH> A tenpt B ock 3
50.87.161.155 |Lnited Sates 147.237.77.74 |lawidf.il Ostributed PHP Attenpt B ock 3
113. 23. 215. 139 |Mil aysi a 147.237.77.74 [lawidf.il Dstributed PHP Attenpt B ock 3
84.38.226.70  [Netherl ands 147.237.77. 176 |nat pash. i df . i | Distributed PHP Attenpt B ock 3
201. 148. 104. 107|Chil e 147.237.76.42 |refuah.idf.il Dstributed PHP At tenpt Bl ock 3
82.37.151.106 |United Kingdom [147.237.76.42 |refuah.idf.il Dstributed PHP Attenpt B ock 3
198. 46. 81. 12 Lhited Sates 147.237.77. 216 |dover . i df . i | Dstributed PH> A tenpt B ock 3
109. 226. 10.55  |Israel 147.237.77.74 [lawidf.il Ostributed PHP Attenpt B ock 3
5. 44. 154. 219 Tur key 147.237.76.86 |navy.idf.il Dstributed PHP Attenpt B ock 3
103.9.64.178  |Australia 147.237.77. 176 |nat pash. i df . i | Distributed PHP Attenpt B ock 3
217.199. 164. 217|Uni ted Ki ngdom |147.237.76.42 |refuah.idf.il Dstributed PHP At tenpt Bl ock 3
84. 38. 226. 70 Net her | ands 147.237.77. 176 |mat pash. i df . i | Ml tipl e Unaut horized URL Access from 84. 38, 226. 70 B ock 2
107.178.194.83 |lhited Sates  |147.237.77. 216 [dover. i df .i | e L1 1155, 2461 el dover. aue B ock 2
202.191. 63. 147 |Australia 147.237.76.42 |refuah.idf.il Lhaut hori zed URL Access to refua atal.idf.il/index. php B ock 2
82.37.151.106 |United Kingdom [147.237.76.42 |refuah.idf.il Ml tipl e Unaut hori zed URL Access from 82. 37. 151. 106 B ock 2
198. 46. 81. 12 Lhited Sates 147.237.77.216|dover. i df . i | Mil tipl e Unhaut horized URL Access from 198. 46. 81. 12 Bl ock 2
109. 226.10.55 |l srael 147.237.77.74 |lawidf.il Ml tipl e Unhaut hori zed URL Access from 109. 226. 10. 55 B ock 2
5.44.154. 219 Tur key 147.237.76.86 |navy.idf.il Mil tipl e Unauthorized URL Access fromb5. 44. 154, 219 B ock 2
50.87.161.155 |Lhited Sates 147.237.77.74 |lawidf.il Unaut hori zed URL Access to waw | aw i df.il/index. php B ock 2
113. 23.215. 139 |Mil aysia 147.237.77.74 |lawidf.il Uhaut hori zed URL Access to waw | aw i df.il/index. php B ock 2
201. 148. 104. 107|Chil e 147.237.76. 42 |refuah.idf.il Uhaut hori zed LRL Access to refua atal .idf.il/index. php B ock 2
204.13.200.200 [Uhited Sates  |147.237.77. 216 |dover. i df .i D stri butec gggfggggéﬂeﬁvﬁffsp;n Bl ock 2
103. 9. 64. 178 Australia 147.237.77. 176 |mat pash. i df . i | Lhaut hori zed LRL Access to wwu cogat . i df . il/index. php B ock 2
217.199. 164. 217|Uni ted Ki ngdom [147.237.76.42 |refuah.idf.il Uhaut hori zed URL Access to wan refua. atal .idf.il/index. php B ock 2
162.144.152. 41 |Uited Sates 147.237.77.74 |lawidf.il Mil ti pl e Uhaut horized URL Access from 162. 144. 152. 41 Bl ock 2
5.175.193.164 |Ger many 147.237.77. 216 |dover.idf . il D stributed Suspici ous Response Code B ock 2
78.46.5. 136 Ger many 147.237.76.42 |refuah.idf.il Ml tiple Unaut horized URL Access from 78. 46. 5. 136 B ock 2
198.20.241.76 |Uhited Sates 147.237.77.216|dover. i df . i | Mil tipl e Lhaut hori zed UR. Access from 198. 20.241. 76 B ock 2
162. 144. 210. 204|Uited Sates 147.237.77.74 [lawidf.il Uhaut hori zed LRL Access to waw | aw i df.il/index. php B ock 2
91.207. 158. 161 |Nor way 147.237.77.74 [lawidf.il Mil ti pl e Unaut horized LRL Access from 91.207. 158. 161 B ock 2
62.90.165.239 |[lIsrael 147.237.77.216|dover. i df . i | D stributed Suspici ous Response Code B ock 2
46.19. 86. 159 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: sigal gs DS Attack None 2
76.12.191. 16 Lhited Sates 147.237.77.74 [lawidf.il Mil tipl e Unauthorized URL Access from 76.12. 191. 16 B ock 2
91.201.63.116 |Sweden 147.237.77. 176 |mat pash. i df . i | Mil tipl e Uhaut hori zed UR. Access from 91.201.63. 116 B ock 2
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