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|Top Attackers | n DDoS- Def ence |

Attacker Address
167. 114. 156. 16

|Attacker Country

|Target Address

| site

|Signature |Device Action  [Count |
Canada 147.237.77. 216 dover.idf.il DOS- Tool - Swi t chbl adG dest - r eset 3325
85. 25. 43. 94 Ger many 147.237. 76. 202 e halag.idf.il |Block Np All Net dr op 1
71.6.165. 200 Lhited Sates 147.237.76. 201 e atal.idf.il Bl ock Wp Al Nets drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address Site Sgnature Devi ce Action
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|Top Attackers In |D|

Attacker Address
195. 34. 150. 18

|Tar get Address
147.237.77. 216

Attacker Qountry

Ste

Signature

Austria dover.idf.il Tehila - Perl LWP with fake user agent
46.172.71.252 147.237.8. 45 kr ai ne eeitanidf.il ET SCAN NVAP -sS w ndow 1024
31.6.71.154 147.237.0. 17 Pol and mny- kosher -kravi .idf.il ET SCAN NVAP -sS wi ndow 1024
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|Top Attackers In FW |

A tacker

Devi ce

Attacker Address Qount ry Target Address |[Ste Signature Acti on ‘Count
41.33.231.90 Egypt 147.237.77. 216 |dover. i df il drop SAMrule drop 36
100. 100. 66. 25 147.237.72. 156 |anan.idf.il drop First packet isn't SN drop 24
69.115.77.212 |Wited Sates |147.237.77.216|dover.idf.il SYN At ack SYN -> SYN-ACK -> RST rej ect 17
17.142.152.94 |wnited Sates [147.237.77. 176 |nat pash.idf.il drop First packet isn't SN drop 14
Sreamng Engine: TCP Invalid i i ssi
66.249.73.185 |United Sates |147.237.77. 216 |dover.idf.il 9 =g Invalid segnent retransmssion. |, 14
Ret r ansmi ssi on Packet dropped.
Sreaning Engine: TQP Invalid i i Ssi
62.128.41.133 | srael 147.237.76. 200 |ei tan. aka. i of . i1 g =g Invalid segnent retransmssion. | 12
Ret r ansm ssi on Packet dropped.
17.142.152.68 |lhited Sates |147.237.77.176 |natpash.idf.il drop First packet isn't SN drop 12
17.142.152.85 |Wited Sates [147.237.77. 176 |nat pash.idf .i | drop First packet isn't SN drop 10
109. 65. 37. 144 |Israel 147.237.76.86 |navy.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 9
Sreamng Engine: TCP Invalid i i ssi
37.26.147.189 | srael 147.237.72. 166 |aka i df .i 9 =g Invalid segnent retransmssion. |, 9
Ret r ansmi ssi on Packet dropped.
17.142.152.81 |Wited Sates [147.237.77. 176 |nat pash.idf .i | drop First packet isn't SN drop 8
17.142.145.3 Lhited Sates |147.237.77. 176 |nat pash. i df .i | drop First packet isn't SN drop 8
17.142.152.86 |lhited Sates 147.237.77.176 [nat pash.idf.il dr op First packet isn't SYN drop 8
17.142.152.72 |Wited Sates [147.237.77. 176 |nat pash.idf .i | drop First packet isn't SN drop 8
78.47.17.5 Ger nany 147.237.77. 216 |dover. i df .i | drop SAMrule drop 6
17.142.152. 110 |lhited Sates 147.237.77.176 [nat pash.idf . il dr op First packet isn't SYN drop 6
Sreaning Engine: TQP Invalid i i Ssi
79.54.153.25  |[italy 147.237.77. 216 |dover. i df .| g =g Invalid segnent retransmssion. | 6
Ret r ansm ssi on Packet dropped.
46. 19. 86. 103 I srael 147.237.72. 156 |anan. i df . i Bad TCP sequence Inval i d AGK nunber moni tor |6
Sreaning Engine: TGP Invalid i i ssi
66.249.73.201 |tited Sates |147.237.77. 216 |dover.idf.il 9 =g Invalid segnent retransmssion. . 6
Ret ransm ssi on Packet dropped.
17.142.152.89 |[wnited Sates [147.237.77. 176 |nat pash.idf.il drop First packet isn't SN drop 6
78.47.17.5 Ger many 147.237.77.176 [nat pash.idf.il dr op SAMrul e drop 6
46. 19. 86. 206 I srael 147.237.72. 166 |aka. i df . i | SYN At ack SYN -> SYN-ACK -> RST rej ect 6
. ) SYNWAXK retransmt with )
87. 69. 208. 55 | srael 147.237.72. 166 |aka. i df.il Bad TCP sequence di fferent w ndow scal e noni t or 5
195. 154. 226. 90 |Fance 147.237.77. 216 |dover.idf.il dr op SAMrul e drop 4
Sreaning BEngine: TCP Invalid i i SSi
40.77.167.91  |wited Sates |147.237.77. 216 |dover.idf.il 9 =g Inval id segnent retransmssion. |, 4
Ret r ansmi ssi on Packet dropped.
167. 114. 156. 16 |Canada 147. 237.77. 216 |dover.idf .il SYN Attack SYN -> SYN-ACK -> RST rej ect 4
62.128.41.133 |lsrael 147.237.76.200 |eitan. aka.idf.il drop First packet isn't SN drop 3
78.47.17.5 Ger many 147.237.0.15 |kosher-kravi.idf.il drop SAMrul e drop 3
181.117.6. 76 Argentina 147. 237.77. 216 |dover.idf .il SYN Attack SYN -> SYN-ACK -> RST rej ect 3
78.47.17.5 Ger many 147.237.76.42 |refuah.idf.il drop SAMrul e drop 3
208.115.113.92 |hited States [147.237.77. 176 |nat pash.idf.il drop First packet isn't SN drop 3
Sreanming Engine: TCP Invalid i i ssi
79.178.217. 209 |Israel 147.237.72. 166 |aka. i df . 9 =g Invalid segnent retransmssion. |, 3
Ret r ansmi ssi on Packet dr opped.
78.47.17.5 Ger nany 147.237.77.74 |lawidf.il drop SAMrule drop 3
Sreamng Engine: TCP Invalid i i ssi
109. 64.109. 46 |Israel 147.237.72. 166 |aka i df .i 9 =g Invalid segnent retransmssion. |, 3
Ret r ansmi ssi on Packet dropped.
128.232. 110, 28 | ted 147.237.8.28  |e.nobi | e-ks. i df il Geo-1 ocati on enf or cenent Geo-1 ocati on i nbound drop 2
Ki ngdom enf or cenent
Sreamng Engine: TCP Invalid i i ssi
66.249.66.61  |lnited Sates |147. 237.72. 166 |aka i df il 9 =g Invalid segnent retransmssion. |, 2
Ret r ansmi ssi on Packet dropped.
Sreaning Engine: TCP Invalid i i Ssi
199.30.24.201 [lhited Sates |147.237.76. 200 [eitan. aka idf. il g =g Invalid segnent retransmssion. | 2
Ret ransm ssi on Packet dropped.
Anonynous . . . )
8.37.227.81 Proxy 147.237.77. 216 |dover.idf .il Bl ock HTTP Non Conpl i ant Response out of state noni t or 2
17.142.152. 111 |Wited Sates [147.237.77. 176 |nat pash.idf .i | drop First packet isn't SN drop 2
Lhi ted R
128.232.110.28 | ngdom 147.237.0.33  |idf.il drop drop 2
46. 19. 86. 206 I srael 147.237.72. 166 |aka i df . i | Bad TCP sequence I'nval i d AGK nunber nonitor |2
128. 232. 110. 28 LKJ?';gegom 147.237.0.34  |tikshuv.idf.il SYN At t ack SYN -> SYN-ACK -> Tineout |reject 2
Sreanming Engine: TCP Invalid i i ssi
40.77.167.35  |Wwited Sates |147.237.77.216 |dover.idf. il 9 =g Invalid segnent retransmssion. |, 2
Ret ransmi ssi on Packet dr opped.
62.128.41.133 |l srael 147.237.76. 200 |ei tan. aka.i df .i Bad TCP sequence SYNHACK retransmt with monitor |1
different w ndow scal e
46. 19. 85. 60 I srael 147.237.76.42 |refuah.idf.il Bad TCP sequence I'nval i d AGK nunber nonitor |1
91. 78. 193. 139 RJSIS::t”ion 147, 237. 77. 176 |nat pash. i of . i | SYN At t ack SYN -> SYN-ACK -> Timeout |reject 1
141.212.122. 125|Wited Sates  |147.237.0. 17 ;”I"Iy kosher-kravi. 1d oy At t ack SYN -> SYN-ACK -> RST rej ect 1
8.37.227. 68 g”&;y”ous 147. 237. 7. 216 |dover. i f .i Bl ock HTTP Non Conpliant  |Response out of state monitor |1
141.212.121. 219|Wited Sates [147.237.0.33  |[idf.il drop drop
84.94.187.254 |lsrael 147. 237.77. 216 |dover.idf .il Bad TCP sequence Invalid sequence nunber noni t or
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|Top Attackers In V\AF|

Devi ce

Attacker Address |Attacker Qountry|Target Address |Site Sgnature Action ‘Count
62.128.41.133 | srael 147.237.76. 200 |ei tan. aka. i df . i | Zg?ll\zgr?ymo.fége Sane Response (ode (404) in Session from g 117
104. 219. 52. 250 147.237.77. 176 |mat pash. i df . i | Distributed PHP Attenpt Bl ock 3
41.42.121. 40 Egypt 147.237.77. 176 |mat pash. i df . i | Ostributed PHP A tenpt B ock 3
78.46.7.81 Ger many 147.237.77. 170 |maar achot . i df . i | Dstributed PHP Attenpt B ock 3
64. 37. 50. 82 Lhited Sates 147.237.77.74 |lawidf.il Ostributed PHP At tenpt B ock 3
198.20.241.76 |lhited Sates 147.237.72. 166 |aka. i df . i | Ostributed PHP At tenpt B ock 3
50.87.43.17 Lhited Sates 147.237.0.15 |kosher-kravi.idf.il Dstributed PHP Attenpt B ock 3
175. 126. 62. 59 ?rea’ RpUDIiC 147 237 77.74 |lawidf.il Oistributed PHP At enpt B ock 3
206. 167. 188. 171|Canada 147.237.77. 176 |mat pash. i df . i | Dstributed PHP At enpt Bl ock 3
221.121.151.95 |Australia 147.237.77. 176 |nat pash. i df . i | Distributed PP Attenpt B ock 3
5.9.176. 230 Ger many 147.237.77.74 |lawidf.il Ostributed PHP At tenpt B ock 3
78.46.7.81 Ger many 147.237.77. 176 |mat pash. i df . i | Mil ti pl e Unhaut horized UR. Access from78.46.7.81 Bl ock 3
192. 145. 238. 195|Uhited Sates 147.237.77. 176 |nat pash. i df . i | Distributed PP Attenpt B ock 3
78.46.5.136 Ger many 147.237.76.42 |refuah.idf.il Ostributed PHP At tenpt B ock 3
74.220.207.152 |Wited Sates 147.237.77. 170 |maar achot . i df . i | Dstributed PHP At enpt Bl ock 3
197.85.182.58 [South Africa 147.237.77. 216 |dover . i df . i | Dstributed PHP Attenpt B ock 3
41.42.121.40  |Egypt 147. 237.77.176 |nat pash. i df . i | mggg:: _eid def"i""I”/t:;rri :sdphf‘ Access on B ock 3
174.136. 96. 189 |United Sates 147.237.77. 176 [nat pash. i df . i | Distributed PP Attenpt B ock 3
203.162.53.47 |V etnam 147.237.76.30 |hinush.idf.il Ostributed PHP At tenpt B ock 3
69. 27.102. 9 Canada 147.237.76.31 [nakchal .idf.il Ostributed PHP A tenpt B ock 3
217.199. 164. 217|Uni ted Ki ngdom |147.237.77.216|dover.idf .il Dstributed PHP Attenpt B ock 3
103. 9. 64. 178 Australia 147.237.76.30 |hinush.idf.il Ostributed PHP At tenpt B ock 3
192. 145. 238. 195|Uhited Sates 147.237.77.74 |lawidf.il Ostributed PHP At tenpt B ock 3
78.46.5.136 Ger many 147.237.0.15 |kosher-kravi.idf.il Dstributed PHP Attenpt B ock 3
196. 41. 122. 249 |South Arica 147.237.76.42 |refuah.idf.il Ostributed PHP At tenpt B ock 3
72.47.234.114 |whited Sates 147.237.77. 216 |dover . i df . i | Ostributed PHP A tenpt B ock 3
173.254.85.31 |UWited Sates 147.237.77.74 |lawidf.il Ostributed PHP Attenpt B ock 3
201.175.20. 195 |Mexico 147.237.77. 176 |mat pash. i df . i | Distributed PHP Attenpt Bl ock 3
192. 145. 238. 195|Lhited Sates 147.237.77. 176 |mat pash. i df . i | Mil tiple Unauthorized URL Access from 192. 145. 238. 195 Bl ock 3
213. 202. 223. 160|Ger nmany 147.237.77.74 |lawidf.il Dstributed PHP Attenpt B ock 3
128. 199. 139. 56 | ngapor e 147.237.77. 176 |nat pash. i df . i | Ostributed PHP At tenpt B ock 3
103. 9. 64. 178 Australia 147.237.0.34 |tikshuv.idf.il Ostributed PHP A tenpt B ock 3
186. 202. 161. 36 |Brazil 147.237.77. 176 |mat pash. i df . i | Dstributed PHP Attenpt B ock 3
208. 77. 156. 165 |Canada 147.237.77. 176 |mat pash. i df . i | Distributed PHP Attenpt Bl ock 3
196. 41. 122. 249 |South Africa 147.237.76.31 [nakchal .idf.il Ostributed PHP A tenpt B ock 3
162. 144. 210. 204|Uhited Sates 147.237.77. 216 |dover . i df . i | Dstributed PHP Attenpt B ock 3
103. 9. 64. 178 Australia 147.237.76.30 |hinush.idf.il Ml tipl e Unaut horized URL Access from 103. 9. 64. 178 B ock 3
128. 65.127.231 |italy 147.237.77.74 |lawidf.il Ostributed PHP At tenpt B ock 3
92.53.118. 53 :Z::I”i on 147.237.77. 216 |dover . i df . i | Ostributed PHP Attenpt B ock 3
194. 100. 58. 154 |Fnland 147.237.77.74 |lawidf.il Ostributed PHP At tenpt B ock 3
78.46.157.220 |Ger many 147.237.0.15 |kosher-kravi.idf.il Dstributed PHP Attenpt B ock 3
199.103.62. 15 [Canada 147.237.77.74 |lawidf.il Dstributed PHP Attenpt B ock 3
119. 47.117. 196 |New Zeal and 147.237.77. 176 |mat pash. i df . i | Distributed PHP Attenpt Bl ock 3
194. 100. 58. 154 |Fnland 147.237.76.31 |nakchal .idf.il Dstributed PHP At enpt Bl ock 3
201. 148. 104. 107 |Qiil e 147.237.77. 226 :’\:’WV chanat . aka. i df PHP Attenpt B ock 3
198. 46. 82. 33 Lhited Sates 147.237.77. 216 |dover . i df . i | Ostributed PHP A tenpt B ock 3
118.127.32.136 |Australia 147.237.77.74 |lawidf.il Dstributed PHP Attenpt B ock 3
192. 145.239. 21 |Uited Sates 147.237.77.74 |lawidf.il Ostributed PHP At tenpt B ock 3
113. 23.215. 139 |Mil aysia 147.237.77. 216 |dover . i df . i | Dstributed PHP A tenpt B ock 3
78.46.7.81 Ger many 147.237.77. 176 |mat pash. i df . i | Dstributed PHP Attenpt B ock 3
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