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|Top Attackers | n DDoS- Def ence |

Attacker Address  |Attacker Country  |Target Address |Site |Signature |Device Action  |Count |
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il DCS- Tool - Swi t chbl adG dest - r eset 3562
0.0.0.0 147.237.77.216 dover.idf.il HITP Page H ood Attack drop 2

66. 240. 192. 138 Lhited Sates 147.237.76. 199 e. nakchal .idf.il Bl ock Wp Al Nets drop 1

153. 31.119. 142 Lhited Sates 147.237.76. 177 ncore.idf.il Bock Np Al Net drop 1
87.69.191.71 | srael 147.237.76. 38 eeneitav.idf.il |Bock Wp All Nets drop 1
93.174.93. 151 Net her | ands 147.237. 76. 199 e. nakchal .idf.il ock Wp Al _Nets drop 1

153. 31. 119. 142 Lhited Sates 147.237.76.176 test.ncore.idf.il |Bock Np Al _Net drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address ‘Site |Sgnat ure Devi ce Action |Oount
188. 165. 15. 60 France 147.237.77. 233 atal .idf.i|l |28 HITP. AhrefBot craw er B ock 1
46.19. 86. 111 I srael 147. 237. 72. 166 aka.idf.il [13840: TLS enSS. Heartbeat Packet B ock 1
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|Top Attackers In |D|

Target Address

At acker
Count ry

Signature

195. 34. 150. 18 |147.237. 77. 216 |Austria dover.idf.il Tehila - Perl LWP wth fake user agent 4
66.249. 78. 147 [147.237.76.86 |lhited Sates |navy.idf.il ET SCAN NVAP -sA (2) 2
59.45.79.117  |147.237.77. 216 |Chi na dover.idf.il ET SCAN Potential SSH Scan 1
43.229.53.89 |147.237.0.34 |Japan tikshuv.idf.il ET SCAN Potential SSH Scan 1
59.45.79.117 |147.237.77.178|Chi na e. mat pash. i df . i ET SCAN Potential SSH Scan 1
59.45.79.117 |147.237.77. 121 |Chi na e navy.idf.il ET SCAN Potential SSH Scan 1
59.45.79.117 |147.237.77.19 [China | awforumidf.il ET SCAN Potential SSH Scan 1
59.45.79.117 |147.237.76. 177 |Chi na ncore.idf.il ET SCAN Potential SSH Scan 1
925 213, 255, 87 |147. 237 8. 28  |hi na o robil eks. i df | ET SCAN Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
59.45.79.117  |147.237.76.42 |China refuah.idf.il ET SCAN Potential SSH Scan 1
190. 252. 22. 109 [147.237.8.28 |Col onbi a e.nobi | e-ks. i df.il ET SCAN Behavi oral Lhusual Iy fast inbound Tel net Connecti ons, 1
Potential Scan or Brute Force
59.45.79.117 |147.237.72. 156 |Chi na anan.idf.il ET SCAN Potential SSH Scan 1
94.102.48.195 |147.237.72.156|Netherlands  |anan.idf.il ET SCAN NVAP -sS wi ndow 1024 1
59.45.79.117 |147.237.0.34 |China tikshuv.idf.il ET SCAN Potential SSH Scan 1
46.172.71.252 (147.237.77.170|Wkrai ne nmar achot . i df .i | ET SCAN Potential VNC Scan 5900- 5920 1
59.45.79.117 |147.237.77.212|Chi na e.dover.idf.il ET SCAN Potential SSH Scan 1
43.229.53.89 |147.237.0.17 |Japan mny-kosher-kravi .idf.il1 |ET SCAN Potential SSH Scan 1
59.45.79.117 |147.237.77.170|Chi na naar achot . i df . i | ET SCAN Potential SSH Scan 1
59.45.79.117 |147.237.77.61 |China e.cogat.idf.il ET SCAN Potential SSH Scan 1
59.45.79.117  |147.237. 76. 200 |Chi na eitan aka.idf.il ET SCAN Potential SSH Scan 1
59.45.79.117 |147. 237. 76. 148 |Chi na gqcenter. aka. i df .i | ET SCAN Potential SSH Scan 1
59.45.79.117 |147.237.72. 166 |Chi na akaidf.il ET SCAN Potential SSH Scan 1
186. 210. 119, 24 |147. 237 76. 30 |mremi| Hrush i il ET SCAN Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
59.45.79.117  [147.237.0.200 [China . i df il ET SCAN Potential SSH Scan 1
20,180, 62. 124|147 237 77.74 |1 srael Lanidh il ET DO5 Large anount of TCP ZeroVindow - Possible Nkiller2 1
DDos attack
46.172.71.252 |147.237.77. 234 |krai ne hal ag. i df.il ET SCAN NVAP -sS w ndow 1024 1
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|Top Attackers In FW |

Attacker Address Atacker

Target Address

dte

Signature

Devi ce

Country

Action

‘Count

w ndow scal e

Sreamng Engine: TCP Invalid i i ssi
46.19. 86. 19 I srael 147. 237. 76. 200 |ei tan. aka. i df . i | 9 =g Invalid segnent retransmssion. g 483
Ret r ansni ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
66.249.73.185 |Whited Sates [147. 237. 77. 216 |dover.idf . il 9 =9 Invalid segnent retransmssion. g 48
Ret r ansni ssi on Packet dr opped.
41.33.231. 90 Egypt 147.237.77. 216 |dover.idf i1 drop SAMrul e drop 36
Sreanming Engine: TCP Invalid i i ssi
149.88. 228.56  |Israel 147.237.0.19  |nadi matal .idf.il 9 =9 Invalid segnent retransmssion. g 36
Ret ransni ssi on Packet dr opped.
100. 100. 121. 93 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 35
Sreaning Engine: TCP Invalid i i ssi
80. 246. 133. 138 |I srael 147. 237. 77. 216 |dover. i of . i1 9 =g Invalid segnent retransmssion. | 30
Ret r ansni ssi on Packet dropped.
100. 100. 57. 52 147.237. 72. 156 |anan.i df .il dr op First packet isn't SYN drop 24
100. 100. 120. 6 147.237.72. 166 |aka.idf .il dr op First packet isn't SN drop 17
Sreanming Engine: TCP Invalid i i ssi
37.142.64.109 | srael 147.237.77. 216 |dover i of . i 9 =9 Invalid segnent retransmssion. g 12
Ret ransni ssi on Packet dr opped.
54.244.22.103 |lhited Sates [147.237.77.233|atal .idf.il drop First packet ismt SYN drop 12
85.64. 106. 146 |l srael 147.237.72. 166 |aka i df .i | Bad TCP sequence nonitor |12
100. 100. 25. 97 147.237.72.166 |aka. i df .il dr op First packet isn't SYN drop 12
188. 120. 148. 200 sr ael 147.237.77. 226 [ " chamatz. aka.idf g TCP sequence Invalid ACK nunber monitor |9
Sreanming Engine: TP Invalid i i ssi
109. 64.39. 245  |Israel 147.237.72. 166 |aka i df .i 9 =9 Invalid segnent retransmssion. g 9
Ret ransni ssi on Packet dropped.
Sreanming Engine: TCP Invalid i i ssi
220.255.98.33 |Sngapore  |147.237.77. 216 |dover.i df . i1 9 =g Invalid segnent retransmssion. g 9
Ret ransmi ssi on Packet dropped.
Sreanming Engine: TP Invalid i i ssi
79.169.174.11  |Portugal 147.237.77. 216 |dover i of . i 9 =9 Invalid segnent retransmssion. g 8
Ret ransni ssi on Packet dropped.
188. 120. 148. 200|I srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 7
75.32.230.150 [Lhited Sates [147. 237. 77. 216 [dover. i df .i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 7
46. 19. 85. 26 I srael 147.237.77. 216 |dover.idf . i1 Bad TCP sequence Inval i d ACK nunber nonitor |6
85.130.171.48 |lIsrael 147.237.72. 166 |aka. i df .i | Bad TCP sequence Invalid ACK nunber nonitor |6
85.64. 106. 146 |l srael 147.237.72. 166 |aka i df .i | Bad TCP sequence Inval i d ACK nunber aert 6
o SYN+ACK retransmt with .
93.172. 8. 156 I srael 147.237. 72. 156 |anan.i df .i | Bad TCP sequence ditferent window scal e monitor |6
85.64. 106. 146 |l srael 147.237.72. 166 |aka.i df .i | Bad TCP sequence Invalid ACK nunber monitor |6
Sreanming Engine: TCP Invalid i i ssi
37.26.148.134 |Israel 147.237.76. 200 |ei tan. aka. i df .i 9 =9 Invalid segnent retransmssion. o 6
Ret ransn ssi on Packet dropped.
89. 138. 240. 248 [l srael 147. 237. 72. 166 |aka.i df . i1 SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 6
Sreaning Engine: TCP Invalid i i ssi
31.154. 160. 207 |Israel 147. 237. 72. 166 |aka. i f . i 9 =g Invalid segnent retransmssion. 6
Ret r ansni ssi on Packet dropped.
85. 64. 106. 146 |l srael 147.237.72. 166 |aka.i df .i | SYN At tack SYN -> SYN-ACK -> Ti meout rej ect 6
reamn ine: TCP Invali i i ssi
212.179. 173. 1371 srael 147.237. 72. 166 |aka. i df .| Streamng Engi ne: TCP Inval id invalid segnent retransnission drop 6
Ret r ansni ssi on Packet dr opped.
Sreamng Engine: TCP Invalid i i ssi
37.26.148.163 |israel 147.237.72. 166 |aka.i df . i 9 =9 Invalid segnent retransmssion. g 6
Ret r ansni ssi on Packet dr opped.
Sreamng Engine: TCP Invalid i i ssi
66.249.73.193 |Wnited Sates |147. 237. 77. 216 |dover. i df .il 9 =g Invalid segnent retransmssion. g 6
Ret r ansni ssi on Packet dr opped.
84.108. 1. 57 | srael 147.237.72. 166 |aka.idf .il dr op First packet isn't SYN drop 6
80.138. 240. 248 I srael 147.237. 72. 166 [aka. i f .i Bad TCP sequence SYNWACK retransmit with monitor |6
di fferent w ndow scal e
Sreanming Engine: TCP Invalid i i ssi
119.73.253. 6 S ngapor e 147.237.77. 216 |dover.idf.il g _g Inval i d segnent retransnission. drop 6
Ret ransn ssi on Packet dropped.
85.64. 106. 146 |l srael 147.237.72. 166 |aka.idf .il dr op First packet isn't SYN drop
93.172. 8. 156 | srael 147.237.72. 156 |anan.idf . il SYN Attack SYN -> SYN-ACK -> Ti meout rej ect
85. 130. 221. 188 |l srael 147.237.77. 216 |dover.idf . i1 Bad TCP sequence Inval i d ACK nunber noni t or
109.65.184.99  |Israel 147.237.76.42 |refuah.idf.il Bad TCP sequence SN retransnit with different monitor |5
W ndow scal e
2.52.172.5 I srael 147.237.72. 166 |aka. i df . i | SYN Attack SYN -> SYN-ACK -> RST rej ect 5
85. 130. 221. 188 [l srael 147.237. 77. 216 |dover.idf i1 SYN At tack SYN -> SYN-ACK -> RST rej ect 5
85. 130. 221. 188 |l srael 147.237.76.86 |navy.idf.il Bad TCP sequence Invalid ACK nunber monitor |5
85.130.171.48 |Israel 147.237.72. 166 |aka. i df .il Bad TCP sequence Inval i d AGK nunber aert 5
185. 120. 126. 48 147.237.0.34 |tikshuv.idf.il drop SAMrul e drop 4
2.52.172.5 | srael 147.237.72. 166 |aka.idf il Bad TCP sequence I'nval i d sequence nunier noni t or 4
100. 100. 43. 211 147.237.72. 166 |aka.idf .il dr op Frst packet isn't SYN drop 4
Sreaming Engine: TGP Invalid i i ssi
66.249.66.61  |Uited Sates [147. 237. 72. 166 |aka. i df .il 9 =g Invalid segnent retransmssion. . 4
Ret ransni ssi on Packet dropped.
197.119.77.225 |Ageria 147.237. 77. 216 |dover.idf.il dr op First packet isn't SN drop 4
o SYN+ACK retransmt with .
109. 160. 227. 1561 srael 147.237.72. 166 |aka.i df .i | Bad TCP sequence ditferent window scal e nonitor |4
94.159.140.40 | srael 147. 237.72. 166 |aka. i f . Bad TCP sequence SINFAK retransnit Wi th monitor |4
di fferent w ndow scal e
2.52.172.5 I srael 147.237.72.166 |aka i df .i | Bad TCP sequence Inval i d ACK nunber alert 4
212.235.83.63 |Israel 147, 237.72. 166 [aka. i o . | Bad TCP sequence SNretransmt with different moni tor |4
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|Top Attackers In V\AF|

Attacker Address

A tacker

Target Address

Site

Sgnature

Devi ce

‘Count

Country Action
149.88.228.56 |l srael 147.237.0.19 |madimatal .idf.il E‘;.'\B?yz;; gge Sane Response (pde (404) in Session from B ock 157
149. 88.228.56 |l srael 147.237.0.19 |[nadimatal .idf.il D stributed Suspici ous Response Code B ock 131
46.10.86.19  |israel 147. 237.76. 200 |ei tan. aka. i df . i | 100 oy of Lhe Sane Fesponse Gde (404) T Session from Bock |56
178.137.167. 94 |lkrai ne 147.237.72. 166 |aka. i df . i | PHP Att enpt B ock
178.137.167. 94 |kraine 147.237.72. 166 [aka. i df . i | Mil ti pl e Unaut hori zed LRL Access from 178. 137. 167. 94 B ock
157.55.39.122 |United Sates |147.237.76. 147 |chi nuch. aka. i df .i | V':\jm;frc'hf)ﬁhiﬁ ::Z”f Z?”I ffioﬁtﬁfcess on B ock 4
109. 65. 42. 187 |Israel 147.237.0. 17 ?fr?ll kosher-kravi.i | e I11egal Paraneter Encoding None 4
46.116. 98. 44 I srael 147.237.77. 216 |dover.i df . il D stributed Unauthorized URL Access on wa i df .il/894-he Bl ock 4
92.53. 96. 105 gz::;”i on 147.237.77. 176 |mat pash. i df . i | Dstributed PHP At enpt B ock 3
192. 116. 48. 112 |l srael 147.237.0.19 |nadimatal .idf.il Distributed Suspicious Response Qode B ock 3
89.221.250.23 |Sweden 147.237.77. 176 |mat pash. i df . i | Dstributed PHP Attenpt B ock 3
37.26.148.163 |[Israel 147.237.0.19 |[nadimatal .idf.il D stributed Suspici ous Response Code B ock 3
176.12.148.45 |lsrael 147.237.0.19 |nadimatal .idf.il Distributed Suspicious Response Qode B ock 3
37.142.68.137 |lIsrael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock 3
176.12.151. 45 |Israel 147.237.0.19 |[nadimatal .idf.il D stributed Suspici ous Response Code B ock 3
195. 56. 240. 100 |Hungary 147.237.77. 176 |nat pash. i df . i | Distributed PH> A tenpt B ock 3
104.152. 108. 121 |thited Sates [147.237.77.74 |lawidf.il Dstributed PHP Attenpt B ock 3
37.142.177.111 [israel 147.237.0.19 |[nadimatal .idf.il D stributed Suspici ous Response Code B ock 3
103.241.148.4 |Australia 147.237.77. 176 |nat pash. i df . i | Distributed PHP Attenpt B ock 3
66. 249. 66. 61 I srael 147.237.72.166|aka. i df . i | Distributed Suspici ous Response Code_Qust om Tenpor ary B ock 2
80.178.251.210 |[Israel 147.237.0.19 |[nadimatal .idf.il D stributed Suspi ci ous Response Code B ock 2
103.241.148.4 |Australia 147.237.77. 176 [nat pash. i df . i | Mil tiple Unauthorized URL Access from 103.241. 148. 4 B ock 2
176.13.23.192 |Israel 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock 2
84.94.35.75 I srael 147.237.0.19 |[nadimatal .idf.il D stributed Suspici ous Response Code B ock 2
107.178.194.83 |Uhited Sates  |147. 237, 77. 216 |dover . i df . | w1 1155, 2461 el dover. aume Bock |2
54.244.22.103 |whited Sates [147.237.76. 147 |chi nuch. aka. i df . i | D stributed Suspicious Response Code_Qust om Tenpor ary B ock
89.221.250.23 |Sweden 147.237.77. 176 [mat pash. i df . i | Mil tipl e Unauthorized URL Access from 89. 221. 250. 23 B ock
107.178.194.87 |Wited Sates  [147.237.77. 216 |dover. i df .i | D stri bt oc 1?;;}:;2;;?&%&?232” Bock |2
2.54.38.39 I srael 147.237.0.19 |[nadimatal .idf.il D stributed Suspici ous Response Code B ock
62.0.102. 146 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e S Sessions: sigal gs oS Attack None
109. 66. 62. 75 I srael 147.237.72.166|aka. i df . i | Uhaut hori zed UR. Access to ww aka. i df.il/ufi/reaction/ B ock
66.249.65.80  |Israel 147. 237. 76. 147 |chi nuch. aka. i df . i | mgk?ﬂhiﬂ ;ﬂg“f 2?”' Izleioﬁtﬁfcess on Bl ock 2
157.55.39.107 [Uited Sates |147.237.76. 147 |chi nuch. aka. i df .i | V':\jm;frc'hf)ﬁhiﬁ ::Z”f Z?”I ffioﬁtﬁfcess on B ock 2
84.228.165. 247 |[Israel 147.237.72. 166 [aka. i df . i | Untraceabl e S Sessi ons: si gal gs oS Attack None 2
109. 64. 218. 220 |l srael 147.237.0.19 |nadimatal .idf.il Distributed Suspicious Response Qode B ock 2
176.13.8.32 I srael 147.237.77.243|mobi l e. i df . i | Uhaut hori zed UR. Access to nobil e.idf.il/sachar/index B ock 2
5. 29. 160. 26 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e S Sessi ons: si gal gs oS Attack None 1
104. 152.108. 121|thited Sates [147.237.77.74 |lawidf.il Mil ti pl e Unaut hori zed URL Access from 104. 152. 108. 121 B ock 1
74.208.105.30 |lhited Sates [147.237.72.156|aman. i df.il eMii | Hoarding B ock 1
185.32.179.31 |Israel 147.237.77.216|dover.idf .l Unt raceabl e SSL Sessi ons: (pen Mbde None 1
85.65.57. 31 I srael 147.237.72. 166 |aka. i df . i | Lhaut hori zed URL Access to waw aka. i df.il/mai n/ sachar/undefined |B ock 1
212.235.83.63 | srael 147.237.72. 166 |aka. i df . i | m_t/ipgrzri‘t' L;"E f;h/ ?'?'Jn:“fi; gisf’gg%?mdi ng on B ock 1
54.167.178.253 [lLnited Sates |147.237.77.216|dover.idf.il D stributed Suspici ous Response Code B ock
141.212.121. 208|thited Sates [147.237.76.86 [navy.idf.il Unaut hori zed URL Access to 147.237. 76. 86/ Bl ock 1
40.77.167.35 Lhited Sates |147.237.77.216|dover.idf .il Uhaut hori zed URL Access to waw idf.il/atal 1/izkor/viewing.asp |B ock 1
2.54. 42, 44 I'srael 147. 237.77. 216 |dover . i df . i | mjipgrzg'érvggth/:f‘o‘;nwgﬂ L code Encading on Bock |1
66.249.73.151 I srael 147.237. 77. 216 [dover . i df . i | 2 e peess o aspx Bock |1
66.249.64.160 I srael 147.237.76.31 [nakchal .i df il e o e e nahal aspx Hock |1
149. 88. 206. 254 |Israel 147.237.72. 166 |aka. i df . i | m ;}i(:‘:td‘icl' : W?mtjt :IO;; ;js‘j/ a'\fhré‘r’]?i fcgtri f::;"r':”gjazgx | getauthuser |B % 1
109. 160. 227. 1561 srael 147. 237. 72. 166 |aka. i df . i | %&gﬁﬁﬂzﬁiﬁﬁf& Protocol violation None 1
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