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|Top Attackers | n DDoS- Def ence |

Attacker Address

|Attacker Country
167. 114. 156. 16

|Target Address  |Site

|Signature |Device Action  |Count |
Canada 147.237.77.216 dover.idf.il DOB- Tool - Swi t chbl adG dest - r eset 3581
82.118. 236. 47 Bul gari a 147.237.76. 38 eeneitav.idf.il |Bock Np All _Net dr op 1
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|Top Attackers In IPS|

|Att acker Gountry

Attacker Address
188. 165. 15. 240

France

Target Address
147.237.77.74

|Site
lawidf.il

|S gnature

Devi ce Action

|Oount

@28: HITP. AhrefBot craw er B ock 1
87.69. 139. 97 I srael 147.237.77. 216 dover.idf.il C1000004: HTTP. options nethod (M crosoft) B ock 1
188. 165. 15. 64 France 147.237.76. 30 hinush.idf.il |28 HITP. AvrefBot craw er B ock 1
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|Top Attackers In |D|

Attacker Address |Target Address Aotr;uiikre; Signature

195. 34. 150. 18  |147.237. 77. 216 |Austria dover.idf.il Tehila - Perl LWP wth fake user agent 4
61.149. 161. 186 |147.237.0.15 |China kosher-kravi.idf.i[GPL SCAN nmap TCP 2
207.219. 231. 226(147. 237.8.27 |Canada e.nadimatal .idf.i [ET SCAN NVAP -sS wi ndow 3072 1
207.219. 231. 226(147. 237. 8. 27 |Canada e.nadimatal .idf.i [ET SCAN NVAP -f -sS 1
113. 240. 250. 155(147. 237.0.15 |China kosher-kravi.idf.i |[ET SCAN NVAP -sS w ndow 1024 1
91.201. 236. 114 |[147.237.8.27 |lkraine enadimatal .idf.i [ET SCAN NVAP -sS wi ndow 1024 1
74.208.229.197 |147.237.77.178|lhited Sates |e.matpash.idf.il |ET SCAN Potential SSH Scan 1
46.172.71.252 |147.237.76. 201 |krai ne eatal.idf.il ET SCAN Potential VNC Scan 5900- 5920 1
207.219. 231. 226(147. 237.8.27 |Canada enadimatal .idf.i [ET SCAN NVAP -sS wi ndow 2048 1
96.10.185.122 |147.237.0.34 |Uhited Sates |tikshuv.idf.il ET SCAN Behavi oral Lhusually fast inbound Tel net Connections, 1

Potential Scan or Brute Force

79.176.221.20 |147.237.72. 166 |l srael akaidf.il portscan: TCP D stributed Portscan 1
74.208.229.197 |147.237.72.14 |Whited Sates |dover.idf.il(old) |ET SCAN Potential SSH Scan 1
46.172.71.252 |147.237.77.19 |Wkraine lanvforumidf.il |ET SCAN Potential VNC Scan 5900- 5920 1
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|Top Attackers In FW |

Attacker Address

A tacker

Target Address ‘ Ste

‘Signature

Country

Sreaning Engine: TGP Invalid

Inval id segnent retransnission.

Ret ransm ssi on

Packet dropped.

84.229.30.77  |Israel 147. 237. 76. 200 |ei tan. aka. i df.iRat r anSM SSi o Packet. dr opped. drop 165
46. 19. 85. 195 I srael 147.237.76.30 |[himush.icdf.il |Bad TCP sequence Inval i d ACK nunber noni t or 59
66.240.73.185 |United Sares |147.237.77. 216 |dover iar.i1 | SAM NG Engine: TP Invalid Invalid segnent retransmssi on. drop 58
Ret r ansni ssi on Packet dropped.
100. 100. 87. 76 147.237.72. 166 |aka.i df . il drop First packet isn't SN drop 36
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il |dr op SAMrul e drop 30
213.57.175. 212 |israel 147.237.77. 216 |dover.idf.il |SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 26
109. 67.115.90 |Israel 147.237.72. 166 |aka.i df . il drop First packet isn't SN drop 26
100. 100. 48. 159 147.237.72. 156 [anan.icf.il  [dr op First packet isn't SN drop 24
100. 100. 43. 211 147.237.72. 156 [anan.icf.il  [dr op First packet isn't SWN drop 22
66.249.73.201 |uited Sates |147. 237, 77. 216 |oover iar.i1 |7 SAM NG Engine: TP Invalid nval i d segnent retransmssi on. drop 18
Ret r ansni ssi on Packet dropped.
100. 100. 64. 161 147. 237. 72. 166 [aka. i df .i | drop First packet isn't SN drop 17
100. 100. 125. 75 147.237.72. 166 |aka.idf. il dr op Frst packet isn't SN drop 15
37.142.214.31 |Israel 147, 237.77. 243 ot e i o 11 |2 AT NG Engine: TP Invalid nval i d segnent retransmssi on. drop 14
Ret r ansni ssi on Packet dr opped.
100. 100. 43. 211 147. 237. 72. 166 [aka. i df .i | drop First packet isn't SWN drop 11
213.57.131.247 |lsrael 147.237.72. 166 |aka.i df . il SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 10
213.57.131. 247 |israel 147.237.72. 166 |aka i of .i | SYN At t ack SYN -> SYN-ACK -> Ti meout alert 10
46.19.85.105  [Israel 147.237.77.233|atal .idf.il  |Bad TCP sequence I'nvali d ACK nunber noni t or 9
79.183.38.11  |Israel 147,237, 72. 166 |aka i 11 | €M NG Bngine: TCP Invalid nval i d segnent retransmssi on. drop 9
Ret r ansmi ssi on Packet dr opped.
2.54.1. 114 I srael 147.237.72. 166 |aka i of.i1 || AMNg Engine: TGP Invalid Invalid segnent retransmssion. drop 9
Ret r ansni ssi on Packet dropped.
213.57.131. 247 [Israel 147.237.72. 166 |aka idf.il  |Bad TOP sequence Swacere reansm wehdifferent  Jopnitor s
199.30.25.172 |uited Sates [147. 237.77. 216 |dover iar.i1 |2 SAM NG Engine: TP Invalid Invalid segnent retransmssi on. drop 8
Ret r ansni ssi on Packet dropped.
188. 120. 148. 139|l sr ael 147.237.72. 166 |aka. i of .i | Bad TCP sequence Invalid ACK nunber noni t or 8
100. 100. 7. 67 147.237.77. 216 |dover.idf.il |dr op First packet isn't SYN drop 7
31.210. 186. 154 |[Israel 147.237.72. 166 |aka.idf. il Bad TCP sequence Invalid ACK nunber noni t or 7
46.19. 86. 12 I srael 147.237.72. 166 |aka. i of .i | Bad TCP sequence Invalid ACK nunber noni t or 7
84.228.61.205 |israel 147.237.72. 166 |aka it 11 | S NG Engine: TCP Invalid Invalid segnent retransmssion. drop 6
Ret r ansni ssi on Packet dropped.
93.173. 136. 233 [lIsrael 147.237. 72. 166 |aka. i df .i | Bad TCP sequence I'nvali d ACK nunber alert 6
2.54.55.135 I srael 147.237.72. 166 |akaicr. 11 | AMNng Engine: TP Invalid nval i d segnent retransmssi on. drop 6
Ret r ansni ssi on Packet dr opped.
84.108. 68. 35 I srael 147.237.72. 166 |aka. i of .i | Bad TCP sequence Inval i d ACK nunber alert
93.173.136. 233 |l srael 147.237.72. 166 |aka. i of .i | Bad TCP sequence Invalid ACK nunber noni t or
40.77.167.01  |uited Saes |147.237.77. 216 |dover.ior. i1 [ €3M NG Engine: TCP Invalid Invalid segnent retransmssion. drop 6
Ret r ansni ssi on Packet dropped.
46.19.86.231  [Israel 147.237.77. 216 |dover.idf.il |SYN Attack SYN -> SYN-ACK -> RST rej ect 6
121.35.221. 210 |china 147.237.77. 216 |dover.idf.il [Bad TCP sequence jg;e”ansm wih different wndowl oivor o
185. 120. 126. 48 147.237.0.34 [tikshuv.icf.il [dr op SAMrule drop 6
84.108. 68. 35 I srael 147.237.72. 166 |aka. i of .i | Bad TCP sequence Invalid ACK nunber noni t or 6
100. 100. 108. 53 147.237.72. 166 |aka. i df . il drop First packet isn't SYN drop 6
46.19. 85. 253 I srael 147.237.77. 216 |dover.idf.il [Bad TCP sequence Invalid AGK nunber noni t or 6
109.66.24.19  |Israel 147,237, 72. 166 |aka i 11 | ! €M NG Bngine: TCP Invalid nval i d segnent retransmssi on. drop 6
Ret r ansmi ssi on Packet dr opped.
84.94.123.158 |lsrael 147.237.72. 166 |aka. i df il drop First packet isn't SN drop 6
37.142.227.124 |israel 147.237.72. 166 |aka. i df .i | Bad TCP sequence noni t or 6
185. 3. 144. 35 I srael 147.237.72. 166 |aka.idf . il Bad TCP sequence Inval i d ACK nunber noni t or 5
100. 100. 116. 202 147.237. 72. 166 [aka. i df .i | drop First packet isn't SN drop 5
79. 182. 160. 253 |l srael 147.237.77. 216 |dover.idf.il |SYN Attack SYN -> SYN-ACK -> RST rej ect 5
188. 120. 148. 241 ]I srael 147.237.77. 216 |dover.idf.il |Bad TCP sequence Inval i d ACK nunber noni t or 4
77.127.177.86  |israel 147.237.77. 216 |dover.idf.il |SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 4
213.57.135. 124 |israel 147.237.77.233|atal .icf.il  |SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 4
46.117.248.19 |Israel 147.237.72. 166 |aka. i df . il drop First packet isn't SYN drop 4
100. 100. 101. 239 147.237.72. 156 [anan.icf.il  [dr op First packet isn't SN drop 4
94.124.15.138 |Poland 147.237.72. 166 |aka. i df .i | SYN Att ack SYN -> SYN-ACK -> RST rej ect 4
66.249.66.61  |Uited Sares |147.237.72. 166 lakaicr.il || €AMNg Engine: TCP Invalid Invalid segnent retransmssion. drop 4
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|Top Attackers In V\AF|

Devi ce

A tacker

Attacker Address Qount ry Target Address |Site Sgnature Action ‘Count
79.179. 204. 178 |l srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 6
. . Distributed Uhaut hori zed URL Access on
37. 46. 39. 207 I srael 147.237.72.166 |aka. i df . i | wwvaka idf i1/ ufi/reaction B ock 4
192.126.138.84 |lnited Sates |147.237.77.216|dover.idf.il D stributed Suspici ous Response Qode B ock 4
176.13.2.69 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 3
31.154.10.107 [israel 147.237.0.19 |[madi matal .idf.il O stributed Suspicious Response Code B ock 3
79.180. 122. 123 |l srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Qode B ock 3
207. 46. 13. 99 Lhited Sates [147.237.77.216|dover.idf.il D stributed Suspicious Response Code B ock 2
79.181.137.237 [israel 147.237.0.19 |[madi matal .idf.il O stributed Suspicious Response Code B ock 2
’ . . O stributed Unaut hori zed URL Access on
208.184.112.74 [Wited Sates [147.237.77.216|dover.idf.il v i dff . i |/ 1133- 22638- he/ dover . aspx. Bl ock 2
91.200.12.137 |Wraine 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessi ons: sigal gs oS Attack None 2
. . Mil tiple Ful lw dth/Hal fwidth Lhi code Encodi ng on
46.121.197.7 I srael 147.237.77. 216 |dover. i df . il URL/ Par amet er (4) from 46. 121. 197, 7 B ock 1
111. 235. 150. 143|Indi a 147.237.77. 216 |dover.i df .i | D stributed Uhaut hori zed LRL Access on waw i df.il/xmrpc. php B ock 1
- . Distributed Uhaut hori zed URL Access on
85. 64. 78. 140 I srael 147.237.72. 166 |aka. i df . i | v aka i o i1/ htt ps: / ww aka i f i1/ B ock 1
46. 19. 85. 94 I srael 147.237.72. 166 |aka. i df . i | Lht raceabl e S Sessi ons: sigal gs oS Atack None 1
109. 64. 131. 189 |l srael 147.237.77.74 |lawidf.il D stributed PHP Attenpt B ock 1
79.182.146. 138 [Israel 147.237.72. 166 [aka. i df . i | Untraceabl e S3. Sessi ons: si gal gs DoS Attack None 1
79.179. 133. 236 |l srael 147.237.77.233|atal .idf.il Dstributed PHP At enpt B ock 1
] - - Distributed Uhaut hori zed URL Access on
204.13.200. 200 |thited Sates |147.237.77.216|dover.idf.il v i dff i |/ 1133- 22461- he/ dover . aspx. Bl ock 1
5.29.100. 176 I srael 147.237.72. 166 [aka. i df . i | SSL Untraceabl e Gonnection - sigal gs DoS Attack None
107.150.56.90 |Uhited Sates [147.237.76.42 |refuah.idf.il Lhaut hori zed URL Access to refua. atal .idf.il/test/wp-adnmn/ B ock
85. 250. 69. 81 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e SI. Sessi ons: si gal gs DoS Attack None
. . Unhaut hori zed URL Access to
66.249.73.143  |Israel 147.237.77. 216 [dover. i df . il 147, 237.77. 216/ 1133- he/ dover . aspx B ock 1
84.109.191. 6 I srael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessi ons: sigal gs oS Attack None 1
46.120. 255. 9 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e S Sessi ons: si gal gs DoS Attack None 1
109. 66.177.96 |l srael 147.237.72. 166 |aka. i df . i | Suspi ci ous Response Code_Qust om Tenpor ary Bl ock 1
37.26.146.245 |Israel 147.237.72. 166 |aka. i df . i | D stributed Suspicious Response Code_Qust om Tenpor ary B ock 1
109. 64. 81. 93 I srael 147.237.76. 42 |refuah.idf.il Dstributed PHP Attenpt B ock 1
79.180.160.71 |[lIsrael 147.237.72. 166 |aka. i df . i | Lht raceabl e S Sessi ons: sigal gs oS Atack None 1
- . Unaut hori zed URL Access to
192.115.99. 130 |[lsrael 147.237.72. 166 |aka. i df . i | v aka, i df i1/ si p storagel fil es/ 4/ 59624, pf B ock 1
93.173.136. 233 |[Israel 147.237.72. 166 [aka. i df . i | Untraceabl e S Sessi ons: sigal gs oS Attack None 1
; ] . Distributed Lhaut hori zed URL Access on
74.6.53. 162 Lhited Sates [147.237.76.42 [refuah.idf.il refua. atal i df.i1/bl og vp- adnim B ock 1
66.249.64.101 |[Israel 147.237.76.31 |nakchal .idf.il Uhaut hori zed URL Access to nakhal .idf.il/page. asp B ock 1
. . . URL is Above Root DOrectory
121. 35. 221. 210 |China 147.237.77. 216 |dover . i df . i | v df i1/ ./ shar el user cont rol s/ header upper/ B ock 1
85.65.117. 143 [Israel 147.237.72. 166 [aka. i df . i | Untraceabl e SI. Sessi ons: si gal gs DoS Attack None 1
80.99. 251. 9 Hungary 147.237.77.74 [lawidf.il Ostributed PHP Attenpt B ock
46. 19. 85. 165 I srael 147.237.72. 166 |aka. i df . i | Uhtraceabl e S Sessi ons: sigal gs oS Atack None
109. 64, 131. 189 |Israel 147.237.77.74 |law i df.il Distributed Lhaut hori zed LR Access on Bl ock 1
wan mag. i df i |/ xnhrpe. php
79.179. 133. 236 |lsrael 147.237.77.233|atal .idf.il Unhaut hori zed URL Access to waw atal .idf.il/xmrpc. php B ock 1
5.135.144.131 |France 147.237.76.42 |refuah.idf.il Uhaut hori zed URL Access to refua atal.idf.il/ol d/wo-adnin/ B ock 1
] . . Distributed Lhaut hori zed URL Access on
107.178.194.79 |Wited Sates (147.237.77.216|dover.idf.il v i dff i |/ 1133- 22461- he/ dover . aspx. B ock 1
87.68.42.18 I srael 147.237.72. 166 |aka. i df . i | Lhtraceabl e S Sessi ons: sigal gs oS Atack None 1
. - Unaut hori zed URL Access to
66.249.73.151 |[Israel 147.237.77. 216 |dover. i df . i | 147. 237. 77. 216/ 1133- 19559- he/ dover . aspx B ock 1
176. 106. 226. 210|I srael 147. 237. 76. 147 |chi nuch. aka. i df . i | Dstributed PHP At enpt B ock 1
. . Distributed Uhaut hori zed URL Access on
84. 110. 40. 20 I srael 147.237.77. 216 |dover. i df .i | ww i o i1/t tps: /v df i1/ B ock 1
. . Mul tiple Whaut horized Method for Known URL from
46.121.67.244 |Israel 147.237.72. 166 |aka. i df . i | 46. 121, 67, 244 B ock 1
109. 160. 227. 1561 sr ael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: Qpen Mvde None 1
109. 64. 81. 93 I srael 147.237.76. 42 |refuah.idf.il Uhaut hori zed URL Access to refua. atal .idf.il/xmrpc. php B ock 1
m ny- kosher - kravi . i d ing - : -
77.127.169.22 |israel 147.237.0.17 y Double LRL Encoding - paraneter: Feturnu| in B ock 1
f.il m ny-kosher-kravi .idf.il/tenpl ates/| ogi n. aspx
. . Distributed Uhaut hori zed URL Access on
94. 23. 12. 207 France 147.237.76.42 |refuah.idf.il refua. atal i df i1/ wwp-adnirv B ock 1
. . Unaut hori zed URL Access to
66. 249. 66. 34 I srael 147.237.72. 166 |aka. i df . i | 147. 237.72. 166/ yohal an/ mai n/ i n. asp B ock 1
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