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|Top Attackers | n DDoS- Def ence |

Attacker Address  |Attacker Country  |Target Address |[Site |Signature |Device Action |Count |
167. 114. 156. 16 Canada 147.237.77.216 dover.idf.il DCS5- Tool - Swi t chbl adG dest - r eset 3282
0.0.0.0 147.237.77.216 dover.idf.il HITP Page H ood Attack dr op 2
93.174.93. 151 Net her | ands 147. 237. 76. 202 e halag.idf.il Bl ock Udp All Nets drop 1
71.6.158. 166 Lhited Sates 147.237.76. 196 e.svivaidf.il Bock Np Al _Net dr op 1
77.74.34. 204 Bel ar us 147.237.76. 197 e hinush.idf.il Bl ock_ Udp Al _Nets drop 1
93.174.93. 151 Net her | ands 147. 237. 76. 147 chi nuch. aka.idf.il ock Wp Al _Nets drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Gountry Target Address |Site |Slgnature Devi ce Action |Oount
106. 38. 241. 106 Chi na 147.237.77. 216 dover.idf.il Cl03: HTTP: User Agent Sogou+web+spi der B ock 1
198. 20. 69. 74 Lhited Sates 147. 237. 76. 196 e.sviva.idf.il [13840: TLS enSS. Heartbeat Packet Bl ock 1
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|Top Attackers In |D|

Target Address

At acker

Signature

Count ry
195. 34. 150. 18 |147.237. 77. 216 |Austria dover.idf.il Tehila - Perl LWP wth fake user agent 4
116. 24. 250. 31 [147.237.76.38 |China e.eneitav.idf.il ET SCAN Potential SSH Scan 2
66.249. 93.231 |147.237.77.226|lhited Sates |wwchanatz.aka.idf.il |ET SCAN NVAP -sA (2) 2
116. 24. 250. 31 [147.237.76. 34 |Chi na yohal an. i df .il ET SCAN Potential SSH Scan 2
116. 24. 250. 31 |147.237.77. 178 |Chi na e. mat pash. i df . il ET SCAN Potential SSH Scan 1
74.208.229.197 |147.237.8.24 |lhited Sates |e.lifestyle.idf.il ET SCAN Potential SSH Scan 1
116. 24. 250. 31 [147.237.77.19 |China | awforumidf.il ET SCAN Potential SSH Scan 1
74.208.229. 197 |147.237.0.34 |lhited Sates |tikshuv.idf.il ET SCAN Potential SSH Scan 1
116. 24. 250. 31 |147. 237. 76. 199 |Chi na e. nakchal .idf.il ET SCAN Potential SSH Scan 1
46.172.71.252 [147.237.77. 243 |krai ne nobi | e.idf.il ET SCAN NMAP -sS wi ndow 1024 1
116. 24. 250. 31 |147. 237. 76. 148 |Chi na gacenter. aka. i df . il ET SCAN Potential SSH Scan 1
46.117.92. 194 (147.237.77. 216l srael dover.idf.il portscan: TCP D stributed Portscan 1
23.227.196.29 |147.237.77.233|lhited Sates |atal.idf.il ET SCAN NMAP -sS wi ndow 1024 1
116. 24. 250. 31 [147.237.72. 217 |hi na eidf.il ET SCAN Potential SSH Scan 1
98. 119. 105. 221 [147. 237. 72. 167 |United Sates [ishurimaka. idf.il ET SCAN NVAP -sS w ndow 1024 1
116. 24. 250. 31 [147. 237. 77. 235 |Chi na svivaidf.il ET SCAN Potential SSH Scan 1
79.181.50. 179 [147.237.77.170]l srael naar achot . i df . i | ET DCB Large anount of TGP ZeroWndow - Possible Ndller2 1
DDos attack
116. 24. 250. 31 [147. 237. 77. 205 |Chi na prisha.idf.il ET SCAN Potential SSH Scan 1
74.208.229. 197 |147.237.8.27 |lhited Sates |e.nadimatal .idf.il ET SCAN NMAP -sS wi ndow 1024 1
116. 24. 250. 31 [147.237.77.61 |China e.cogat.idf.il ET SCAN Potential SSH Scan 1
74.208. 229. 197 [147.237.0.35 |lnited Sates [akavs.idf.il ET SCAN Potential SSH Scan 1
116. 24. 250. 31 |147. 237. 76. 201 |Chi na e.atal.idf.il ET SCAN Potential SSH Scan 1
116. 24. 250. 31 |147. 237. 76. 177 |Chi na ncore.idf.il ET SCAN Potential SSH Scan 1
46.172.71.252 (147.237.76.31 |Wkraine nakchal . i df il ET SCAN Potential VNC Scan 5900- 5920 1
116. 24. 250. 31 |147.237.76.86 |Chi na navy.idf.il ET SCAN Potential SSH Scan 1
23.227.196.29 [147.237.77.233|lnited Sates [atal.idf.il ET SCAN NMAP -sS wi ndow 2048 1
222.186. 42. 218 [147. 237. 77. 216 |Chi na dover.idf.il SERVER VEBAPP JBoss JMKI nvoker Servl et access att enpt 1
23.227.196.29 [147.237.77.233|lhited Sates [atal.idf.il ET SCAN NVAP -f -sS 1
98. 119. 105. 221 [147.237. 72. 167 |United Sates [ishurimaka.idf.il ET SCAN NVAP -sS w ndow 3072 1
167. 114. 156. 16 |147. 237. 77. 216 |Canada dover.idf.il portscan: TCP D stributed Portscan 1
05.22.80.208 |147.237.8.28 |gmin o nobi | e ke, i df i | ET SCAN Behavi oral Lhusual |y fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
116. 24. 250. 31 [147.237. 77. 234 |Chi na hal ag.idf . il ET SCAN Potential SSH Scan 1
74.208.229. 197 |147.237.76.39 |[Lhited Sates |nobile neitav.idf.il ET SCAN NMAP -sS wi ndow 1024 1
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|Top Attackers In FW |

A tacker

Target Address
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Sreamng Engine: TCP Invalid

Inval id segnent retransnission.

Ret ransm ssi on

Packet dropped.

84.229.30.77 |Israel 147. 237. 76. 200 [ei tan. aka. i of .i | Ret 1 ansmi ssi on Packet dr opped. drop 507
66.249.73.185 |Lhited Sates |147.237.77. 216 |dover.idf.il Streaning Engine: TCP Invalid  ivalid segnent retransmssi on. drop 48
Ret r ansmi ssi on Packet dr opped.
41.33.231.90 |Egypt 147. 237. 77. 216 |dover.i df .i | drop SAMrule drop 32
100. 100. 106. 25 147.237.72. 166 |aka. i df . i drop First packet isn't SN drop 29
100. 100. 39. 77 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 21
100. 100. 121. 93 147. 237. 77. 216 |dover.i df .i | drop First packet isn't SN drop 17
100. 100. 36. 203 147.237.72. 156 |anan.idf . il drop First packet isn't SN drop 16
100. 100. 106. 25 147. 237. 72. 156 |anan. i of .i drop First packet isnt SN drop 15
100. 100. 45. 4 147. 237. 72. 166 |aka.i of .i drop First packet isn't SN drop 14
46.19. 85. 46 I srael 147.237.72. 166 |aka. i of . i | Bad TCP sequence Invalid ACK nunber noni t or 13
100. 100. 92. 200 147.237.0.34  |tikshuv.idf.il drop First packet isn't SYN drop 12
134.191. 232. 71 |I srael 147. 237.77. 216 |dover. i df . i Streaning Engine: TCP Invalid invalid segnent retransnissi on. drop 12
Ret r ansni ssi on Packet dropped.
100. 100. 117. 81 147.237.72. 166 |aka.idf . il drop First packet isn't SYN drop 11
100. 100. 48. 159 147. 237. 72. 156 |anan.i df .il drop First packet isn't SN drop 10
80.246.136.2 |l srael 147237, 77. 243 |mbit e i i1 [ S NG Bngine: TP Invalid - invalid segnent retransnissi on drop 9
Ret r ansni ssi on Packet dropped.
24.114. 83. 248 [Canada 147.237. 77. 216 |dover.i df .i 1 SYN At t ack SYN -> SYN-ACK -> RST rej ect 9
46.116. 125. 173 | srael 147.237.77. 203 |rwbi e i 11 | €AM NG Engine: TCP Invalid  finvalid segnent retransnissi on drop 8
Ret r ansni ssi on Packet dropped.
66.249.66.61 |Lhited Sates |147.237.72. 166 |aka.idf.il Streaning Engine: TCP Invalid ivalid segnent retransmssi on drop 8
Ret r ansmi ssi on Packet dr opped.
93.173. 151. 121 I srael 147.237.72. 166 |aka.i df . Streaning Engine: TCP Invalid invalid segnent retransnissi on. drop 8
Ret r ansni ssi on Packet dropped.
46. 19. 85. 24 I srael 147.237. 72. 156 [aman. i df . i Bad TCP sequence Inval i d ACK nunber noni t or 7
46. 19. 86. 224 I srael 147.237.0.34 |tikshuv.idf.il Bad TCP sequence Invalid ACK nunber noni t or 7
80.179.91. 159 |l srael 147.237.77. 216 |dover.idf il Bad TCP sequence Inval i d sequence nunber noni t or 7
79.179.52.235 |Israel 147.237.72. 166 |aka.idf . il Bad TCP sequence Inval i d ACK nunber alert 6
79.179.52.235 |Israel 147.237.72. 166 |aka.i df . i1 Bad TCP sequence Inval i d ACK nunber noni t or 6
173.252.89.52 |[lhited Sates 147.237.77.74 |lawidf.il dr op Frst packet isn't SN drop 6
46.19.85.132  [Israel 147.237.72. 166 |aka.i of .il Bad TCP sequence I'nval i d AGK nunber noni t or 6
100. 100. 36. 203 147.237.72. 166 |aka.idf.il drop First packet isn't SN drop 6
37.142. 227. 254 || srael 147.237.72. 166 |aka.i of .i Bad TCP sequence I'nval i d ACK nunber alert 6
66.249.73.193 |lhited Sates |147.237.77. 216 |dover.idf.il Streaning Engine: TCP Invalid  imvalid segnent retransmssi on. drop 6
Ret r ansmi ssi on Packet dr opped.
100. 100. 39. 77 147.237.72. 167 |i shurimaka. i df . i |dr op Frst packet isn't SN drop
37.142.227. 254 [l srael 147.237.72. 166 |aka. i of .i | Bad TCP sequence Invalid ACK nunber noni t or
173.252.89.57 |lhited Sates 147.237.77.74 |lawidf.il drop First packet isn't SYN drop
8.37.228. 81 g”;(;ymus 147. 237.77. 216 |dover. i df .1 B ock HTTP Non Conpl i ant Response out of state mnitor |5
84.111.37.214 |[israel 147.237. 77. 216 |dover.i df .i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 5
93.172. 172. 249 |I srael 147. 237. 72. 166 |aka.i of .i SYN At t ack SYN -> SYN-ACK -> RST rej ect 5
85.130.212. 71 |[Israel 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 5
79.182. 146. 138 |I srael 147.237.72. 166 |aka.idf . il Bad TCP sequence Inval i d ACK nunber noni t or 5
66.249.81.175 |[lhited Sates 147.237.77.74 |lawidf.il drop First packet isn't SN drop 5
100. 100. 125. 75 147.237.72. 166 |aka.idf.il dr op Frst packet isn't SN drop 5
109. 65. 4. 141 | srael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 4
185. 120. 125. 6 147. 237. 72. 156 |anan.i df .il SYN At t ack SYN -> SYN-ACK -> Ti neout rej ect 4
199.30.24. 245 |Wnited Sates |147. 237. 77. 216 |dover. i df .1 Streaning Engine: TCP Invalid invalid segnent retransnissi on drop 4
Ret r ansni ssi on Packet dropped.
54.244.22.103 |Whited Sates 147.237.77. 176 |nat pash. i df . i | dr op First packet isn't SYN drop 4
80. 246. 139. 151 |I srael 147.237.72. 166 |aka. i df .| Bad TCP sequence mﬁsg r:'nsmt wehdifferent | onitor |
213.57. 143. 149 |l srael 147.237.72. 166 |aka. i df.il SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 4
199.30.25.224 |Whited Sates |147.237.77. 216 |dover.idf.il Streaning Engine: TCP Invalid invalid segnent retransmissi on. drop 4
Ret ransni ssi on Packet dropped.
185. 120. 126. 48 147.237.0.34 |tikshuwv.idf.il  |drop SAMrule drop
173.252.89.54 |lhited Sates 147.237.77.74 |lawidf.il drop First packet isn't SYN drop
100. 100. 92. 200 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop
2.54.6.65 I'srael 147.237.72. 166 |aka. i of . | Streamng Engine: TCP Invalid  |invalid segnent retransnission drop 3
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|Top Attackers In V\AF|

Devi ce

Attacker Address |Attacker Qountry Target Address |Site Sgnature Acti on ‘Count
2.52.150. 30 | srael 147.237.0.19 |nadimatal .idf.il|Dstributed Too Many of the Sane Response Code (404) B ock 116
2.52.150. 30 I srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 110
2.52.150. 30 I srael 147.237.0.19 |madimatal .idf.il|Dstributed Too Miny of the Sane Response Code (403) B ock 47
84.229.30.77  |israel 147.237.76.200 [ei tan. aka. i df .| [[°° My of the Sane Response Cbde (404) in Session from B ock 44
84. 229. 30. 77
176.12. 151. 132 |Israel 147.237.0.19 |[madimatal .idf.il|Dstributed Suspicious Response Code B ock 27
46. 19. 85. 45 I srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 13
31.154.10.107 |l srael 147.237.77.243|nobi | e. i df . i | Uhaut hori zed URL Access to nobil e.idf.il/sachar/index Bl ock 6
. . D stributed Lhaut hori zed URL Access on
84.108.97.237 |[Israel 147.237.72. 166 [aka. i df . i | wwe aka i i1/ ufi/reaction Bl ock 3
80. 246. 136. 2 | srael 147.237.0.19 |nadimatal .idf.il|{DOstributed Suspicious Response Code B ock 3
66. 249. 66. 61 I srael 147.237.72. 166 |aka. i df . i | D stributed Suspicious Response Code_Qust om Tenpor ary B ock 3
176. 106. 227. 208]1 srael 147.237.0.19 |[madimatal .idf.il|Dstributed Suspicious Response Code B ock 3
79.178.49.241 |lsrael 147.237.72. 166 |aka. i df . i | Mil tipl e Unhaut horized URL Access from 79. 178. 49. 241 B ock 3
46.19. 86. 118 I srael 147.237.0.19 |nmadimatal .idf.il|Dstributed Suspici ous Response Code B ock 3
- . Unaut hori zed URL Access to
149.88.127.45 |l srael 147.237.77. 216 [dover . i df . i | vy i df . i1/ resourcel userfol | ow esour ce/ creat e/ Bl ock 2
. . Unaut hori zed URL Access to
46.120.47.6 | srael 147.237.72. 166 |aka. i df . 11 www aka. i df . i | / mai n/ gi yus/ cont rol s/ at uda/ A Bl ock 2
109. 67. 29. 238 |l srael 147.237.0.19 |[madimatal .idf.il|Dstributed Suspicious Response Code B ock 2
] . . D stributed Unhaut hori zed URL Access on
208.184.112.75 |lhited Sates 147.237.77. 216 |dover. i df . il v i dff i 1/ 1133- 22638- he/ dover . aspx. Bl ock 2
. . . Unaut hori zed URL Access to
85. 64.235.230 |[Israel 147.237.77.243|nobi | e.i df . i | nobi | e, i o . i 1/ cat egoryt enpl at es/ | st chi | ddocunent s/ 1390 Bl ock 2
109. 66. 30. 143 | srael 147.237.77.74 |lawidf.il Dstributed PHP At enpt Bl ock 2
176.13. 7. 206 I srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 2
46.120.73.140 |Israel 147.237.0.19 |[madimatal .idf.il|Dstributed Suspicious Response Code B ock 2
176.12.151.81 |Israel 147.237.0.19 |nadimatal .idf.il|{DOstributed Suspicious Response Code B ock 2
] - . D stributed Lhaut hori zed URL Access on
107.178.194. 83 |Uited Sates 147.237.77.216|dover.i df .i | v i dff i 1/ 1133- 22638- he/ dover . aspx. Bl ock 2
149. 78.228.31 |lIsrael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock
2.54.38.39 I srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock
37.34.82.10 gcf;i'géa” Territoryly 47 237.77. 216 [dover. i df . i | Whaut hori zed URL Access to ww i df.il/arr/ Bl ock 2
40.77.167.35 Lhited Sates 147.237.77.216|dover. i df . i | D stributed Suspici ous Response Code B ock 2
. - Unaut hori zed URL Access to
149. 88.127.45  |lIsrael 147.237.72. 166 [aka. i df . i | wew aka, i df i 1/7esourcel user fol | ow esour cel or eat ef Bl ock 2
2.54.43.61 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessions: sigal gs oS Atack None 2
. . D stributed Lhaut horized URL Access on
37.142.68.18 I srael 147.237.72. 166 |aka. i df . i | wwvaka iof i1/ ufi/reaction Bl ock 2
. . D stributed Lhaut hori zed URL Access on
109. 64. 28. 37 I srael 147.237.72. 166 |aka. i df . il wwe aka i i1/ ufi/reaction B ock 2
. . Unaut hori zed URL Access to
66.249.67.243  |Israel 147.237.72. 166 |aka. i df . 11 aka.idf.il/nil uinitenpl at es/ wu behazdaa. or g Bl ock !
Uhited Arab . . _—
31.215.35.15 Eir ot €5 147.237.77. 170 |mmar achot . i df . i | |Dstributed PP Attenpt B ock 1
85. 64. 75. 251 | srael 147.237.72. 166 |aka. i df . i | Lht raceabl e SS. Sessi ons: si gal gs oS Attack None 1
2.54.136. 212 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e SS. Sessions: sigal gs oS Atack None 1
80.179.119.22 [israel 147.237.72. 166 [aka. i df . i | Untraceabl e SS. Sessions: sigal gs oS Atack None 1
217.132. 44.153 |lsrael 147. 237. 76. 147 |chi nuch. aka. i df . i[O stributed PHP Att enpt B ock 1
Dstributed Paraneter Read Gy Mol ation
62. 90. 153. 17 I srael 147.237.72. 166 |aka. i df . i | wawv aka. i df . i |/ mai n/ gi yus/ mi yun/ mi yunpr ocessquest i onnai re. aspx  [None 1
par anet er
109. 186. 13. 145 |l srael 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to waw refua. atal .idf.il/xnrpc. php B ock 1
109. 65. 183. 183 |l srael 147.237.76.42 |refuah.idf.il Distributed Unauthorized URL Access on 147.237. 76. 42/ Bl ock 1
79.176.200.16 |Israel 147.237.77. 216 |dover.i df .i | Unhaut hori zed LRL Access to wawidf.il/https:/wanidf.il/ B ock
] . . Unaut hori zed URL Access to
207.46.13.87  [Uited Sates 147.237.76.86 [navy.idf.il 147. 237.76. 86/ 994- 8890- he/ navy. aspx Bl ock 1
46. 19. 86. 164 | srael 147.237.72. 166 |aka. i df . i | Lht raceabl e SS. Sessi ons: si gal gs oS Attack None 1
37.142. 68. 95 I srael 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 1
93.172.50. 10 I srael 147.237.72. 166 |aka. i df . i | Uhaut hori zed LRL Access to waw aka. i df.il/natash B ock 1
68.180.229. 173 |lLnited Sates 147.237.72. 166 |aka. i df . i | Lhaut hori zed LRL Access to aka.idf.il/banmachane Bl ock 1
176.13.5.92 I srael 147.237.72. 166 [aka. i df . i | D stributed Suspicious Response Code_Qust om Tenpor ary B ock 1
. . Unknown Paraneter gt; in
66. 249. 66. 61 I srael 147.237.72. 166 |aka. i df . i | vown aka. i df . |/ mai n/ r abanut / gener al . aspx None 1
132.64.142.38 |lIsrael 147.237.77. 216 |dover.i df .i | DO stributed Suspici ous Response Qode B ock 1
] . . Unaut hori zed URL Access to
8.37.70.123  |United Sates 147.237.77. 216 |dover. i df . | waw i df . i 1 / engl i sh/ &usg=al kj r hhyunvaorér 4 xgbat ot zguyodgjw |5 °K !

11-27-2015-17:04:02 to 11-27-2015-18:04:02



