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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site |Signature |Device Action |Count |
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il DCS- Tool - Swi t chbl adG dest - r eset 3374
168. 235. 197. 173 Lhited Sates 147.237.77. 216 dover.idf.il JLM Dover_Gon_Linmt_Htps dr op 28

45, 63. 17. 42 147.237. 76. 200 eitan.aka.idf.il |Bock Np Al Net drop 1

93.174. 93. 151 Net her | ands 147. 237. 76. 199 e nakchal .idf.il [Block Wip All Nets drop 1

14.219. 42. 45 Chi na 147.237.76. 86 navy.idf.il Bl ock Wp Al Nets drop 1

168. 235. 197. 173 Lhited Sates 147.237.77. 216 dover.idf.il F Dover Under Attack _Con H ps drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qount ry Target Address |Site |S gnature Devi ce Action |Oount

89.139. 15. 115 I srael 147.237.77. 74 lawidf.il |CL000004: HITP: options nethod (M crosoft) B ock 2
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|Top Attackers In |D|

Attacker Address

| Target Address

Attacker Qountry

Ste

Signature

195. 34. 150. 18 147.237.77. 216 Austria dover.idf.il Tehila - Perl LW with fake user agent 4
162. 222. 185. 165 147.237.0.19 Lhited Sates nadi matal .idf.il ET SCAN Potential SSH Scan 1
74. 208. 229. 197 147. 237.76. 34 Lhited Sates yohal an. i df . i ET SCAN Potential SSH Scan 1
220. 245. 240. 26 147. 237.76. 199 Australia e. nakchal .idf.il ET SCAN NMAP -sS wi ndow 3072 1
116. 24. 250. 31 147.237.0.34 Chi na tikshuv.idf.il ET SCAN Potential SSH Scan 1
220. 245. 240. 26 147. 237. 76. 199 Australia e. nakchal .idf.il ET SCAN NVAP -f -sS 1
113. 240. 250. 155 147. 237. 76. 86 Chi na navy.idf.il ET SCAN NVAP -sS w ndow 1024 1
220.231.195. 122 147. 237. 8. 50 Chi na e.tikshuv.idf.il ET SCAN NMAP -sS wi ndow 2048 1
112. 65. 201. 60 147. 237.76. 196 Chi na esvivaidf.il ET SCAN Potential SSH Scan 1
211. 85. 193. 212 147.237.77. 216 Chi na dover.idf.il ET SCAN Potential WNC Scan 5900- 5920 1
112. 64. 147. 37 147. 237.76. 202 Chi na e halag.idf.il ET SCAN Potential SSH Scan 1
162. 222. 185. 165 147. 237.76. 201 Lhited Sates eatal.idf.il ET SCAN Potential SSH Scan 1
112. 64. 147. 37 147. 237. 76. 198 Chi na e yohal an.idf.il ET SCAN Potential SSH Scan 1
162. 222. 185. 165 147.237.76. 86 Lhited Sates navy.idf.il ET SCAN Potential SSH Scan 1
112. 64. 147. 37 147.237.76. 177 Chi na ncore.idf.il ET SCAN Potential SSH Scan 1
162. 222. 185. 165 147. 237. 76. 39 Lhited Sates nobi | e. nei tav. i df.il ET SCAN Potential SSH Scan 1
112. 64. 147. 37 147.237.76. 148 Chi na gacenter. aka. i df .i | ET SCAN Potential SSH Scan 1
162. 222. 185. 165 147.237.0. 33 Lhited Sates idf.il ET SCAN Potential SSH Scan 1
74.208. 229. 197 147. 237.76. 148 Lhited Sates gqcenter. aka. i df .i | ET SCAN Potential SSH Scan 1
116. 24. 250. 31 147. 237. 0. 200 Chi na rdlu, i df i | ET SCAN Potential SSH Scan 1
74.208. 229. 197 147.237.72. 166 Lhited Sates aka.idf.il ET SCAN Potential SSH Scan 1
220. 245. 240. 26 147. 237.76. 199 Australia e. nakchal .idf.il ET SCAN NMAP -sS wi ndow 2048 1
116. 24. 250. 31 147.237.0.33 Chi na idf.il ET SCAN Potential SSH Scan 1
220.231. 195. 122 147. 237. 8. 50 Chi na e tikshuv.idf.il ET SCAN NVAP -sS w ndow 3072 1
112. 65. 201. 60 147. 237.76. 199 Chi na e. nakchal .idf.il ET SCAN Potential SSH Scan 1
220.231.195. 122 147. 237. 8. 50 Chi na e.tikshuv.idf.il ET SCAN NVAP -f -sS 1
112. 65. 201. 60 147. 237.76. 147 Chi na chi nuch. aka. i df .i | ET SCAN Potential SSH Scan 1
112. 64. 147. 37 147. 237. 76. 200 Chi na eitan aka.idf.il ET SCAN Potential SSH Scan 1
162. 222. 185. 165 147.237.76. 198 Lhited Sates e.yohal an.idf.il ET SCAN Potential SSH Scan 1
112. 64. 147. 37 147. 237.76. 197 Chi na e. hinush.idf.il ET SCAN Potential SSH Scan 1
162. 222. 185. 165 147. 237.76. 42 Lhited Sates refuah.idf.il ET SCAN Potential SSH Scan 1
112. 64. 147. 37 147.237.76. 176 Chi na test.ncore.idf.il ET SCAN Potential SSH Scan 1
162. 222. 185. 165 147. 237. 0. 200 Lhited Sates ndu. i df il ET SCAN Potential SSH Scan 1
74.208. 229. 197 147. 237. 76. 198 Lhited Sates e.yohal an.idf.il ET SCAN Potential SSH Scan 1
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|Top Attackers In FW |

Attacker Address

A tacker

Target Address

dte

Signature

Devi ce

Country

Sreaning Engine: TGP Invalid

Inval i d segnent retransnission.

Action

‘Count

77.127.18.169 |Israel 147. 237. 76. 200 |ei tan. aka.i df .i | > dro 585
Ret r ansni ssi on Packet dropped. P
Sreamng Engine: TCP Invalid i i ssi
66.249.73.185 |Wited Sates  |147.237.77.216 |dover.idf. il 9 =9 Invalid segnent retransmssion. | 76
Ret r ansni ssi on Packet dropped.
168. 235.197. 173|Uhited Sates  |147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 46
Sreaning Engine: TCP Invalid i i ssi
109.30.25.65  |Wited Sates  |147.237.77. 234 |halag.if il 9 =9 Invalid segnent retransmssion. |, 40
Ret r ansni ssi on Packet dropped.
100. 100. 92. 200 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 36
41.33.231. 90 Egypt 147.237.77. 216 |dover.i df .i | drop SAMrule drop 34
100. 100. 92. 200 147.237.0.34  |tikshuv.idf.il drop First packet isn't SYN drop 32
100. 100. 32. 148 147.237.72. 166 |aka.idf. il dr op Frst packet isn't SN drop 29
100. 100. 28. 123 147. 237. 72. 166 |aka.i df .i | drop First packet isn't SWN drop 27
100. 100. 36. 203 147.237. 72. 156 |anan. i df .i | drop First packet isn't SYN drop 24
100. 100. 28. 123 147.237. 72. 156 |anan.i df .i drop Frst packet isn't SN drop 22
100. 100. 50. 124 147. 237. 72. 166 |aka.i df .i | drop First packet isn't SWN drop 18
Sreamng Engine: TCP Invalid i i ssi
66.249.81.212 |Wited Sates |147.237.77.216 |dover.idf. il 9 =9 Invalid segnent retransmssion. | 18
Ret r ansni ssi on Packet dropped.
46.19. 85. 102 I srael 147. 237. 72. 166 |aka.i df .i | Bad TCP sequence Inval i d ACK nunber noni t or 16
Sreaning Engine: TCP Invalid i i ssi
185.120. 126. 72 147.237.0.19  |nadi matal i df il 9 =9 Invalid segnent retransmssion. |, 15
Ret r ansni ssi on Packet dropped.
100. 100. 121. 93 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 13
100. 100. 125. 75 147. 237. 72. 166 |aka.i df .i | drop First packet isn't SWN drop 13
100. 100. 108. 53 147.237.72. 166 |aka. i df . il drop First packet isn't SYN drop 12
100. 100. 52. 146 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 12
Russi an S Streaming BEngine: TCP Invalid |invalid segnent retransmission.
66. 249. 81. 215 Federat i on 147.237.77. 216 |dover.idf.il Ret 1 ansni ssi on Packet dr opped. drop 12
100. 100. 6. 99 147.237. 72. 156 |anan. i df . i drop Frst packet isn't SYN drop 12
Sreanming Engine: TQP Invalid i i sSi
64.233.172.171 |Uited Sates  |147.237. 77. 216 |dover.idf. il 9 =g Invalid segnent retransmssion. drop 10
Ret r ansni ssi on Packet dropped.
185.3.144.132 |l srael 147.237.72. 166 |aka.i of .il Bad TCP sequence Inval i d ACK nunber noni t or 9
185. 120. 126. 48 147. 237. 72. 156 |anan. i df .i drop SAMrule drop 8
89. 138. 240. 248 |Israel 147.237.72. 166 |aka.i of .i Bad TCP sequence noni t or 7
46. 19. 86. 66 I srael 147.237.72. 156 |anan.i df .il Bad TCP sequence Invalid ACK nunber noni t or 7
46.19. 85. 128 I srael 147.237.77. 216 [dover.idf.il Bad TCP sequence Invalid ACK nunber alert 7
89. 138. 240. 248 |Israel 147.237.72. 166 |aka.i of .i drop First packet isn't SWN drop 7
Sreamng Engine: TCP Invalid i i ssi
66.249. 65. 14  |Wited Sates |147.237.77. 243 |nobile.idf.il 9 =9 Invalid segnent retransmssion. | 6
Ret r ansni ssi on Packet dropped.
Sreanming Engine: TCP Invalid i i sSi
80.178.97.72  |israel 147. 237.77. 243 |nobi l e i i | 9 =g Invalid segnent retransmssion. |, 6
Ret r ansni ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
199.30.25.242 |wited Sates  [|147.237.77. 216 |dover.idf. il 9 =9 Invalid segnent retransmssion. | 6
Ret r ansni ssi on Packet dropped.
Sreanming Engine: TCP Invalid i i sSi
66.249.73.201 |lwited Sates  |147.237.77. 216 |dover.idf. il 9 =g Invalid segnent retransmssion. drop 6
Ret r ansni ssi on Packet dropped.
82.166.20.222 |lsrael 147.237.72. 166 |aka.i of .il Bad TCP sequence Invalid ACK nunber noni t or 6
84.111.37.214 |lsrael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop
Sreaning Engine: TGP Invalid i i ssi
64.233.172. 163 |Uited Sates  |147.237. 77. 216 |dover. i df il 9 =9 Invalid segnent retransmssion. |, 6
Ret r ansni ssi on Packet dropped.
Sreaming Engine: TGP Invalid i i ssi
66.249.66.61 |lhited Sates |147.237.72. 166 |aka i df il 9 =g Invalid segnent retransmssi on. drop 6
Ret r ansni ssi on Packet dropped.
Sreaning Engine: TGP Invalid i i ssi
109.65.38.182  |Israel 147. 237.72. 166 |aka. i df .11 9 =g Invalid segnent retransmssion. |, 6
Ret r ansni ssi on Packet dropped.
Sreaming Engine: TGP Invalid i i ssi
79.177.56.44  |israel 147.237.72. 166 |aka.i df . i 9 =g Invalid segnent retransmssion. drop 6
Ret r ansni ssi on Packet dropped.
. . SYNretransmt wth different .
149.78. 82. 97 | srael 147.237.76.42 |refuah.idf.il Bad TCP sequence i ndow scal e noni t or 6
87. 69. 26. 46 I srael 147. 237. 72. 166 |aka.i of .i | SYN At tack SYN -> SYN-ACK -> Ti meout rej ect 6
109. 64. 142. 167 |Israel 147.237.77. 234 |hal ag.i df .i Bad TCP sequence SNretransmt with i fferent moni tor (6
w ndow scal e
Sreamng Engine: TCP Invalid i i ssi
79.180. 129. 113 |Israel 147.237.72. 166 |aka. i df . 9 =9 Invalid segnent retransmssion. | 6
Ret r ansni ssi on Packet dropped.
87. 69. 26. 46 I'srael 147.237.72. 166 |aka. i df .| Bad TCP sequence SINAXK retransmt with different 1oouior o
w ndow scal e
85.130.212. 71 [l srael 147. 237. 77. 216 |dover.i df .i | SYN At tack SYN -> SYN-ACK -> RST rej ect 5
46.19. 85. 128 I srael 147.237.77. 216 [dover.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 5
46.19. 85. 102 I srael 147.237.77. 216 |dover.i df .i | SYN At tack SYN -> SYN-ACK -> RST rej ect 5
79.176. 146. 177 |lsrael 147.237. 72. 156 |anan. i df .i | drop First packet isn't SYN drop 5
46.19. 85. 128 I srael 147.237.77. 216 [dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 5
37.247. 36. 89 Net her | ands 147.237.8.28 |e.mobile-ks.idf.illGeo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent |dr op 5
85. 65. 54. 120 I srael 147.237.72. 166 |aka.i of .il Bad TCP sequence Invalid ACK nunber noni t or 5
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|Top Attackers In V\AF|

Devi ce

Attacker Address |Attacker Qountry ‘Target Address |[Site dgnature Action ‘Count
31.168. 164. 230 |lsrael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 104
31.168. 164. 230 |Israel 147.237.0.19 |nadimatal .idf.i ;2?1'\6?3'1;1. ;gg Sane Response (bde (404) in Session from Bl ock 84
77.127.18.169  |Israel 147.237.76. 200 ei tan. aka. i df . i 1 [Jo° " O the Same Fesponse Code (404) in Session from Bl ock 84
185. 120. 126. 72 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 43
109. 160. 253. 179l srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Gode B ock 38
31.168. 164. 230 |Israel 147.237.0.19 |nadi matal .idf .j ([0 N of the Sane Response Code (403) in Session from B ock 26
31. 168. 164. 230
79.178.53.51 I srael 147.237.72. 166 [aka. i df . i | Mil tipl e Unaut horized Method for Known URL from79.178.53.51 [B ock 18
2.54.23.170 I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 9
37.26.146.205 |lIsrael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 6
199. 30. 24. 247 |Uiited Sates 147.237.76.200(ei tan. aka. i df . il |[Ostributed Too Many of the Sane Response Code (404) B ock 4
87.68.154.170 |l srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 3
79.177.192.52  |Israel 147.237.72. 166 |aka. i df . i | D stributed Whaut hori zed LRL Access on waw aka. i df.il/ufi/reaction/ |B ock 3
195. 154. 146. 225|France 147.237.77. 216 |dover.i df .i | Miltiple I11egal HITP Version from 195. 154. 146. 225 B ock 2
208.184.112. 75 |United Sates 147.287.77. 218 dover . i df i1 [ e o dover. s Bock |2
199. 16. 156. 125 |Lhited Sates 147.237.77. 216 |dover . i df . i | mult gfo_riilzlici‘ piof‘;;:ffsi It:s/ 5/ i 2622040/ 17175, | pq Bl ock 2
46.116.15.153 |Israel 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock
176.240.79.29 |Turkey 147.237.77.74 |lawidf.il Dstributed PHP At tenpt B ock
80. 242. 120. 103 ifgiegos?ﬂa 147.237.77.216|dover. i df . i | D stributed Suspici ous Response Code B ock 2
79.181.153.82 |Israel 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: sigal gs DoS At ack None 2
109. 160. 224. 60 |l srael 147.237.76.42 |refuah.idf.il Dstributed PHP Attenpt B ock 2
5.29. 148. 122 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: sigal gs DS Attack None 2
77.127.214. 146 |lsrael 147.237.72. 166 |aka. i df . i | O stributed Whaut hori zed LRL Access on wa aka. i df.il/ufi/reaction/ |B ock 1
188. 120. 148. 196|1 sr ael 147.237.76.31 |nakchal .idf.il |Uauthorized URL Access to ww nakhal .idf.il/xnrpc. php B ock 1
107.178.194.87 |Uhited Sates 147.237. 7. 216 |dover . i df .i| [0 SI7 uted 1?;;};;;;;?&%\/??5&” Bock |1
66.249.66.61  |Israel 147.237.72. 166 |aka. i df . i | Wnknown Paraneter catid in None 1
wan aka. i df . i |/ nai n/ rabanut / gener al . aspx
176. 106. 226. 210! srael 147.237.76.86 |[navy.idf.il Distributed PP Attenpt Bl ock 1
85. 65.195. 102 |l srael 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147.237. 76. 42/ 1518- he/ r ef uah. aspx  [B ock 1
79.183. 140. 103 [l srael 147.237.72. 166 [aka. i df . i | D stributed Lhaut hori zed URL Access on www aka. i df.il/ufi/reaction/ [B ock 1
46.120. 140. 165 | srael 147. 237.72. 166 |aka. i df . i | m”:k":_“i rane e S—;ﬂjﬁgﬁfgfm in None 1
149. 88. 153. 140 |l srael 147.237.72. 166 |aka. i df . i | Illegal Byte Qode Character in Header Nane B ock 1
79.178.53.51 I srael 147.237.72. 166 |aka. i df . i | Uhaut hori zed Met hod HEAD for www aka. i df . i/ mai n/ sachar/ B ock 1
195. 154. 146. 225|France 147.237.77. 216 |dover . i df . i | I1egal HITP \ersion HITH B ock 1
37.26.146.204 |israel 147.237.72. 166 |aka. i df . i | mngk":i Z?Tﬁ'}e;;rmgx]mfgfmm in None 1
109. 160. 224. 60 |Israel 147.237.76.42 |refuah.idf.il w:;fbﬁiz’ ajmf\g:hﬂr/. f;‘:pﬁhg“ess on Bl ock 1
Unaut hori zed URL Access to
8.37.70.99 Lhited Sates 147.237.77. 216 |dover.i df .i | wa i df . i 1/1511-en/ dover . aspx&usg=al kj r hh53cy6n5sgi f j i neobbo- i 6 |Bl ock 1
kcwdg
95. 86. 107. 12 I srael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessi ons: sigal gs oS Atack None 1
77.125.14.45  |israel 147.237. 72. 166 |aka. i df . i | w;:ftd?éiw;”:g;ﬁﬁi gfc_cﬁsls on B ock 1
176.240.79.29  |Turkey 147.237.77.74 [lawidf.il D stributed Lhaut hori zed UR. Access on wwu nag. i df.il/xmrpc. php [B ock 1
66. 249. 66. 31 I srael 147.237.72. 166 |aka. i df . i | Unaut hori zed LRL Access to 147.237.72. 166/ B ock 1
157.55.39. 168 |lhited Sates 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147. 237.76. 42/ B ock 1
84.108.136.82 |[lIsrael 147.237.72. 166 |aka. i df . i | Lhtraceabl e S3. Sessi ons: sigal gs DoS Atack None 1
46.19. 85. 165 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: sigal gs DS Attack None 1
141.212.122. 112|Uhited Sates 147.237.77.234|hal ag. i df . i | Mal formed URL proxytest. znap. i o: 80 B ock 1
79.181.105. 179 |[lsrael 147.237.77. 170 |n@arachot . i df . i | [Mil ti pl e Unaut hori zed URL Access from 79.181. 105. 179 B ock 1
207.46.13.137 [lLnited Sates 147.237.77. 216 |dover.i df .i | D stributed Suspici ous Response Code B ock 1
77.237.138.202 [Czech Republic 147.237.77. 216 |dover . i df . i | Distributed Lhaut hori zed LRL Access on / B ock 1
188. 120. 148. 196l srael 147.237.76.42 |refuah.idf.il Dstributed PHP At tenpt B ock 1
109. 64. 142. 167 |Israel 147.237.77. 234 |hal ag. i df . i | ﬂ?f’;g?f;;_eg3ﬁmp;§§5§h;oe &/ bul et 1. i Bl ock 1
66.249.73.143 |lIsrael 147.237.77.216|dover . i df .i | Unhaut hori zed URL Access to 147.237.77.216/ 1133- he/ dover . aspx [B ock
176. 106. 226. 210! srael 147.237.76.86 |[navy.idf.il Mil tiple Unauthorized URL Access from 176. 106. 226. 210 B ock 1
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