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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site |Signature |Device Action |Count |
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il DOS- Tool - Swi t chbl adG dest - reset 3714

79. 180. 225. 62 | srael 147.237.77. 216 dover.idf.il Bl ock_Udp All _Nets drop 14

85. 65. 199. 219 | srael 147.237.72. 166 aka.idf.il HTTP- M sc- BadBl ue-Di r- Tr ave- 2 dest - r eset 5

66. 240. 236. 119 Lhited Sates 147.237.76. 200 eitan. aka.idf.il Bl ock Udp All Nets drop 1
113.17.175. 198 Chi na 147.237.76. 44 e.refuah.idf.il Bl ock Udp All Nets drop 1

82.118. 236. 47 Bul gari a 147.237. 76. 147 chinuch. aka.idf.il |B ock Wp Al Nets drop 1
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|Top Attackers In IPS|

At t acker

Attacker Address Qount ry get Address |Site Sgnature

37.202.102.210 [Jordan 147.237.77.216|dover.idf .il 14170: HITP. B ank User-Agent (descriptor but no string) B ock 3
m ny- kosher - kravi . i df . : o iecti

111. 206. 116. 217|Chi na 147.237.0.17 0¥ 13076: HTTP: Apache Struts 2 Command 1 nj ect i on B ock 1
il Vil nerability

111. 206. 116. 217|Chi na 147.237.0.19 |nadimatal .idf.il 13076 HTTP. Apache Struts 2 CGNL Command I nj ection B ock 1

Wil nerability
182. 50. 130. 134 |9 ngapore 147.237.77.216|dover.idf .l 28: HITP.  AhrefBot craw er B ock 1
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|Top Attackers In |D|

Attacker Address

Target Address

At acker

Signature

Gountry
37.48.65.47 147.237. 77. 216 [Net her | ands dover.idf.il ET WEB SERVER Possi bl e CVE-2014- 6271 Attenpt in Headers 17
37. 48. 65. 47 147.237. 77. 216 |Net her | ands dover . idf.il SERVER- WEBAPP backup access 14
85.65.132. 175  [147.237.77. 216 |l srael dover.idf.il ET SCAN NVAP -sA (2) 4
195. 34. 150. 18  |147.237. 77. 216 |Austria dover.idf.il Tehila - Perl LWP wth fake user agent 4
37. 48. 65. 47 147.237. 77. 216 |Net her | ands dover . idf.il GL VB SERVER printenv access 2
66. 249. 66. 33 147.237.77.74 |Wited Sates |lawidf.il ET SCAN NVAP -sA (2) 2
37.48.65. 47 147. 237. 77. 216 |[Net her | ands dover.idf.il GPL EPLAT formmai | access 2
66.249. 64. 190 |147.237.72. 166 |Whited Sates  [aka.idf.il ET SCAN NVAP -sA (2) 2
37.48.65.47 147.237. 77. 216 [Net her | ands dover.idf.il VEEB- FRONTPACGE / _vti _bin/ access 2
37.48.65.47 147.237. 77. 216 [Net her | ands dover.idf.il SERVER- WEBAPP pri ntenv access 2
66.249.78.134 |147.237.76.30 |Wited Sates  |hinush.idf.il ET SCAN NVAP -sA (2) 2
66.249.64.195 |147.237.72.166|Whited Sates  [aka.idf.il ET SCAN NVAP -sA (2) 2
112. 65.201. 60 |147.237.76.31 |China nakchal .idf.il ET SCAN Potential SSH Scan 1
112. 64. 147. 37 |147.237.76.34 |China yohal an. i df .| ET SCAN Potential SSH Scan 1
37. 48. 65. 47 147.237. 77. 216 |Net her | ands dover.idf.il SERVER- EBAPP For ntHandl er. cgi access 1
222.186.21.181 |[147.237.76. 199 |Chi na e. nakchal .idf.il ET SCAN Potential SSH Scan 1
222.186.21.181 |[147.237.0.16 [China ny-kosher-kravi .idf.il [ET SCAN Potential SSH Scan 1
37.48.65.47 147.237. 77. 216 [Net her | ands dover.idf.il ET VBB SERVER (ol dFusi on admini strat or access 1
180. 153. 104. 125|147.237.0.19  |Chi na nadi matal .idf.il ET SCAN NVAP -sS wi ndow 3072 1
37. 48. 65. 47 147.237. 77. 216 |Net her | ands dover.idf.il SERVER WEBAPP server - st at us access 1
112. 65. 201. 60 |147.237.76.86 |China navy.idf.il ET SCAN Potential SSH Scan 1
112. 65.201. 60 |147.237.76.38 |China eeneitav.idf.il ET SCAN Potential SSH Scan 1
37.48.65. 47 147. 237. 77. 216 |Net her | ands dover.idf.il SERVER- VEEBAPP cl i ent negative Content-Length attenpt 1
112. 64. 147. 37  [147.237.76. 44 |China e.refuah.idf.il ET SCAN Potential SSH Scan 1
37.48. 65. 47 147.237. 77. 216 [Net her | ands dover.idf.il SERVER VERAPP JavaScript tag in ser-/gent field possible XSS 1
at t enpt
112. 64. 147.37  [147.237.76.30 |China hi nush. i df . i | ET SCAN Potential SSH Scan 1
37.48.65. 47 147.237. 77. 216 [Net her | ands dover.idf.il PCLI CF- OTHER Adobe ol dFusi on admn interface access 1
at t enpt
37. 48. 65. 47 147.237. 77. 216 |Net her | ands dover . idf.il GPL WEB_SERVER aut hor s. pwd access 1
222.186.21.181 |147.237.0.35 |China akaws. i df .i | ET SCAN Potential SSH Scan 1
46.228.207.18 |147.237.76.30 |Ger many hi nush. i df . il ET SCAN NMAP -sS wi ndow 1024 1
31.6.71.154 147. 237. 77. 234 |Pol and hal ag.idf.il ET SCAN NMAP -sS wi ndow 1024 1
37.48.65. 47 147. 237. 77. 216 |Net her | ands dover.idf.il SERVER- WEBAPP test. cgi access 1
180. 153. 104. 125|147. 237.0.19  |Chi na nadi matal .idf.il ET SCAN NVAP -sS wi ndow 1024 1
37. 48. 65. 47 147.237. 77. 216 |Net her | ands dover.idf.il SERVER- WEBAPP sear ch. cgi access 1
112. 65.201. 60  [147.237.76.42 |China refuah.idf.il ET SCAN Potential SSH Scan 1
37.48.65. 47 147.237. 77. 216 |[Net her | ands dover.idf.il SERVER- WEBAPP guest book. cgi access 1
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|Top Attackers In FW |

Attacker Address

Attacker Qountry

Target Address

dte

Signature

Devi ce

S reaning Engi ne: TCP

Inval i d segnent retransnission.

Action

Inval i d Retransnissi on

Packet dropped.

66. 249. 73. 185 Lhited Sates 147.237.77. 216 |dover.idf.il . .. droj 86
Inval i d Retransmission Packet dropped. P
141.0.9.8 Lhited Sates 147.237.77. 216 |dover.idf .i | SYN Att ack SYN -> SYN-ACK -> RST rej ect 43
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 28
S reaning Engi ne: TCP i i ssi
66.249.81.212 |Uited Sates 147. 237. 77. 216 |dover. i of . i1 mng tngine: ! Invalid segnent retransmssion. | 26
Inval i d Retransmnission Packet dropped.
100. 100. 86. 195 147.237. 72. 156 |anan.idf .il dr op Frst packet isn't SN drop 25
S reaning Engi ne: TCP i i ssi
66.249.84. 165 |lnited Sates 147. 237. 77. 216 |dover . i of . i | mng tngine. Invalid segnent retransmssion. f 24
Inval i d Retransnission Packet dropped.
185. 120. 126. 48 147.237.0.34  |tikshuv.idf.il dr op SAMrul e drop 22
37.142.227. 254 |l srael 147.237.72.166 |aka. i df .i | Bad TCP sequence Invalid ACK nunber alert 12
37.142.227.254 |l srael 147.237.72. 166 |aka i df .i | Bad TCP sequence Invalid ACK nunber monitor |12
100. 100. 117. 80 147.237.72.166 |aka.idf .il dr op First packet isn't SYN drop 12
S reaning Engi ne: TCP i i ssi
66.249.73.193 |Uited Sates 147. 237. 77. 216 |dover. i of . i1 mng tngine: ! Invalid segnent retransmssion. | 12
Inval i d Retransmnission Packet dropped.
109. 75. 67. 164  |Lebanon 147.237.77. 216 |dover.idf .i | Bad TCP sequence Invalid ACK nunber alert 10
109. 75.67. 164  [Lebanon 147.237.77. 216 |dover. i df .il Bad TCP sequence Inval i d ACK nunber noni tor |10
Pal esti ni an s -
37.8.94. 216 Territory, CGeeup ed 147.237.77. 176 [nat pash. i df . il dr op First packet isn't SWN drop 10
100. 100. 36. 203 147.237.72. 156 |anan. i df .il drop Frst packet isn't SN drop 10
reamng Engi ne: T i i ssi
93.172.116.97 |Israel 147.237. 77. 243 |robi l e i of . | Streaning Engine: TCP Invalid segnent retransmssion. |, 9
Inval i d Retransmission Packet dropped.
ream n ine: T i i ssi
41.223.141.80 |Bot swana 147. 237. 77. 216 |dover. i of . i | Streamng Engi ne: TCP Invalid segnent retransmssion. | 9
Inval i d Retransmnission Packet dropped.
S reaning Engi ne: TCP i i ssi
5. 39. 87. 86 France 147. 237. 77. 243 |nubi 1 e.i df .i mng tngine: ! Invalid segnent retransmssion. | 9
Inval i d Retransmission Packet dropped.
Sreaning Engi ne: TCP i i ssi
41.223.141.86 |Bot swana 147. 237.77. 216 |dover i of . i mng tngine: 1 Invalid segnent retransmssion. |, 9
Inval i d Retransmission Packet dropped.
46.19. 86. 183 I srael 147.237.77. 216 |dover.idf .i | SYN Att ack SYN -> SYN-ACK -> RST rej ect 8
S reaning Engi ne: TCP i i ssi
66.249. 83. 158 |Lhited Sates 147. 237. 77. 216 |dover. i df . mng tngine: Invalid segnent retransmssion. |, 8
Inval i d Retransmnission Packet dropped.
46. 19. 85. 46 I srael 147.237.72. 166 |aka i df .i | Bad TCP sequence Inval i d ACK nunber nonitor |7
84.228.131.162 |Israel 147.237.77. 233 |atal i df . Bad TCP sequence SNretransmt with different o, ;o |7
w ndow scal e
46. 19. 85. 223 I srael 147.237.77. 216 |dover. i df . i | Bad TCP sequence Invalid ACK nunber nonitor |7
S reaning Engi ne: TCP i i ssi
96. 224. 214. 237 |Uited Sates 147. 237. 77. 216 |dover. i of . i1 mng tngine: ! Invalid segnent retransmssion. | 6
Inval i d Retransmission Packet dropped.
100. 100. 87. 240 147.237.72. 166 |aka. i df .i dr op Frst packet isn't SN drop 6
S reaning Engi ne: TCP i i ssi
87.68.150.69 | srael 147.237.77. 243 |nobi l e.i df .i1 mng tngine. Invalid segnent retransmssion. f 6
Inval i d Retransnission Packet dropped.
reamng Engi ne: T i i ssi
107.77.70.126 |Wited Sates 147. 237. 77. 216 |dover . i df .1 Streaning Engine: TCP Invalid segnent retransmssion. |, 6
Inval i d Retransmission Packet dropped.
100. 100. 2. 84 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 6
Sreaning Engi ne: TCP i i ssi
66.249.83. 155 |lnited Sates 147. 237.77. 216 |dover i of . i mng tngine: 1 Invalid segnent retransmssion. |, 6
Inval i d Retransmission Packet dropped.
S reaning Engi ne: TCP i i sSi
41.223.141.84 |Botswana 147.237.77. 216 |dover. i df . mng Engine: 1 Invalid segnent retransmssion. |, 6
Inval i d Retransmi ssion Packet dr opped.
S reaning Engi ne: TCP i i ssi
79.178.148.63 |Israel 147. 237. 72. 166 |aka i of . i | mng tngine. Invalid segnent retransmssion. f 6
Inval i d Retransnission Packet dropped.
46. 19. 85. 128 I srael 147.237.77. 216 |dover.idf .| Bad TCP sequence Inval i d ACK nunber monitor |5
46. 19. 85. 52 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 5
87.69. 10. 241 | srael 147.237.72. 166 |aka. i df . il dr op Frst packet isn't SYN drop 5
46. 19. 86. 183 I srael 147.237.77. 216 |dover.idf .| Bad TCP sequence Inval i d ACK nunber monitor |5
54.244.22.103 |Uited Sates 147. 237. 77. 176 |nat pash. i df . i | drop First packet ismt SYN drop 4
S reaning Engi ne: TCP i i sSi
66.249.84. 166 |Lhited Sates 147.237.77. 216 |dover. i df . mng Engine: 1 Invalid segnent retransmssion. |, 4
Inval i d Retransmi ssi on Packet dr opped.
149. 88. 3. 185 I srael 147. 237.72. 166 |aka. i df . i | SYN Attack SYN -> SYN-ACK -> Tineout [reject 4
Sreaning Engi ne: TCP i i ssi
66.249. 84. 167 |Lited Sates 147. 237. 77. 216 |dover. i df .i | mng tngine. 1 Invalid segment retransmssion. f 4
Inval i d Retransmnission Packet dropped.
Pal esti ni an S L
188. 225. 185. 133 Territory, Goeup ed 147.237.77. 176 |nat pash. i df .i | drop Frst packet isn't SYN drop 4
213.57.141. 14 |israel 147.237.77. 226 Wi"‘IWChanatz' aka Tdf | At t ack SYN -> SYN-ACK -> Tineout [reject |4
149.88.3.185  |Israel 147.237. 72. 166 |aka. i f .i Bad TCP sequence SINFACK retransmt w th monitor |4
di fferent w ndow scal e
2.52.166. 216 I srael 147.237.77. 216 |dover.idf .il SYN Attack SYN -> SYN-ACK -> RST rej ect
46. 19. 85. 108 I srael 147.237.77. 216 |dover.idf .| Bad TCP sequence Inval i d ACK nunber noni t or
Sreaning Engi ne: TCP i i ssi
79.180.21.134 | srael 147.237.72. 166 |aka i df .i 9 =g Invalid segnent retransmssion. fq 3
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Attacker Address [Attacker Gountry |Target Address ([Ste Signature
S reaning Engi ne: TCP ' i ssi
87.68.85.234  |Israel 147.237.72. 166 |aka i df .i mng tngine: 1 Invalid segnent retransmssion. |,
Inval i d Retransmission Packet dropped.
Sreamng Engi ne: TCP i i ssi
79.182.54.172 |israel 147.237.72. 166 |aka.i df . mng Engine: 1 Invalid segnent retransmssion. |,
Inval i d Retransmission Packet dr opped.
46.19.85. 3 I srael 147.237.76.42 [refuah.idf.il Bad TCP sequence Inval i d ACK nunber noni t or
31.210. 186. 154 |l srael 147.237.72. 166 |aka.i df .i | Bad TCP sequence Invalid ACK nunber noni t or
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |[Site Sgnature Action ‘Count
85. 64. 1. 254 | srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 84
85. 64. 1. 254 I srael 147.237.0.19 |nadimatal .idf.il ;g?ﬁ'f‘? 2°5f4the Sane Response (ode (404) in Session from B ock 34
37.142. 68. 99 I srael 147.237.0.19 |nadi matal .idf.il|Dstributed Suspicious Response Gode B ock 12
80.246.137.93 |lIsrael 147.237.72. 166 |aka. i df . i | Unaut hori zed Met hod PCST for waww aka. i df.il/mai n/ gi yus/ Bl ock 11
31. 154. 0. 210 I srael 147.237.72. 166 [aka. i df . i | D stributed Unaut hori zed URL Access on ww aka. i df .il/ufi/reaction/ B ock 4
80.246.136.53 I srael 147.237. 72. 166 |aka. i df . i | Dstr out ed thadt :/oéiiyzfs Method for Known LR on Bl ock 4
176.13.16. 167 |lIsrael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock
79.182.138. 224 |Israel 147.237.72. 166 [aka. i df . i | Dstributed Unaut hori zed URL Access on waw aka. i df .il/ufi/reaction/ B ock

Unaut hori zed URL Access to
ww aka. i df . i | / mai n/ gi yus/ cont rol s/ at uda/ A

185. 120. 126. 106 147.237.0.19 |madi matal .idf.il|Dstributed Suspicious Response Code B ock 3
Lhi ted Unknown Parareter & in

109. 65. 75. 44 I srael 147.237.72. 166 |aka. i df . i | B ock 3

83.223.122.10 Ki ngdom 147.237.76. 200 [ei tan. aka. i df . i Wy ei tan. aka. i df.il/tenpl at es/ sendt of ri end/ sendt of ri end. aspx None 2
46.19. 85. 51 I srael 147.237.72. 166 |aka. i df . i | Dstributed Lhauthori zed URL Access on waw aka. i df.il/ufi/reaction/ B ock 2
40.77.167.91 Uhited Sates |147.237.77.216|dover.idf.il D stributed Suspici ous Response Code B ock 2
46. 19. 85. 106 | srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 2
109. 64. 218. 220 |l srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 2
84.228.64.43  |Israel 147.237.77. 234 |hal ag.i df .| mﬂtogﬁ"s'“zﬁ: e L o 5 storage Bl ock 2
93.172.116. 97 |Israel 147.237.77.243|nobi | e. i df . i | D stributed Suspici ous Response Code B ock 2
109. 160. 253. 179]I srael 147.237.0.19 |madi matal .idf.il|Dstributed Suspicious Response Code B ock 2
2.54. 63. 106 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e SIL Sessi ons: si gal gs oS Attack None 2
85. 250. 138. 148 |l srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 2
5. 39. 87. 86 France 147.237.77.243|nobi | e. i df . i | D stributed Suspici ous Response Code B ock 2
54.159.37.195 |[hited Sates [147.237.77.216|dover.idf.il Distributed Suspicious Response Code B ock 2
85. 250. 207. 207 |l srael 147.237.72. 166 |aka. i df . i | O stributed Unhaut horized UR. Access on www aka. i df .il/ufi/reaction/ Bl ock 2
66.249.64. 177 |l srael 147. 237. 76. 147 [chi nuch. aka. i df . i|Unaut hori zed URL Access to v chi nuch. aka.idf.il/404. htm B ock 2
77.127.214. 146 |l srael 147.237.72. 166 [aka. i df . i | Dstributed Unaut hori zed URL Access on waw aka. i df .il/ufi/reaction/ B ock 2
5.102.246.130 |[lIsrael 147.237.76.200(ei tan. aka. i df.i| |Mitiple Unauthorized URL Access from 5.102. 246. 130 B ock 1
84.228.196.187 |[Israel 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: sigal gs DS Attack None 1
66. 249. 66. 28 I srael 147.237.72. 166 |aka. i df . i | Unaut hori zed URL Access to 147.237.72. 166/ mai n/ gi yus/ gener al . aspx |Bl ock 1
109. 66. 136. 49  |Israel 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessi ons: sigal gs DoS Attack None 1
2.54. 166. 53 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: sigal gs DS Attack None 1
197. 35. 187. 191 |Egypt 147.237.77. 216 |dover . i df . i | Dstributed PH> A tenpt B ock 1
66.249.64. 3 | srael 147.237.77. 176 |nat paSh idf.il Mil tiple Unauthorized URL Access from 66.249. 64. 3 B ock 1
94.159. 155.56 [l srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: sigal gs DS Attack None 1
87. 68. 150. 69 I srael 147.237.77.243|nobi l e. i df . i | Distributed Suspicious Response Code B ock 1
79.179. 114. 184 |l srael 147.237.77. 216 |dover. i df .i | Unaut hori zed URL Access to waw idf.il/https:/wwnidf.il/ B ock 1
176. 13. 8. 129 I srael 147.237.0.19 |madimatal .idf.il|Dstributed Suspicious Response Code B ock 1
111. 206. 116. 217|Chi na 147.237.0.19 |madi matal . i df.il|Uauthorized URL Access to 147.237.0. 19/ ogi nacti on! | ogi n. action B ock 1
85. 65. 157. 249 |l srael 147.237.72. 166 |aka. i df . i | Distributed Suspici ous Response Code_Qust om Tenpor ary B ock 1
66.249.73.151 | srael 147. 237.77. 216 |dover . i df . i | thaut hori zed WRL Access Lo B ock 1

147.237.77. 216/ 1133- 9301- he/ dover . aspx
66.249. 64.190  |Israel 147.237.72. 166 |aka. i df . i | Wnaut hori zed Method GET for B ock 1
viwy aka. i df . i | /right s/ asp/ searchresul ts. asp

D stributed Lhauthori zed URL Access on

107.178.194.87 |[lhited Sates |147.237.77.216|dover.idf.il v i dff i | / 1133- 22638- he/ dover . aspx. Bl ock 1
5.29.122. 249 | srael 147.237.72. 166 |aka. i df . i | Unt raceabl e SSL Sessi ons: sigal gs DoS At ack None 1
84.228.19.253 |[Israel 147.237.77. 216 |dover.i df .i | Lhaut hori zed URL Access to wawidf.il/ufi/reaction/ Bl ock
] . . D stributed Lhauthori zed URL Access on
208.184.112.74 [Wited Sates [147.237.77.216|dover.idf.i| v i dff i | / 1133- 22638- hel dover . aspx. Bl ock 1
2.54.24.95 | srael 147.237.72. 166 |aka. i df . i | Unt raceabl e SSL Sessi ons: sigal gs DoS At ack None 1
79.181.14.182 |lIsrael 147.237.72. 166 |aka. i df . i | D stributed Lhaut hori zed LRL Access on wa aka. i df.il/ufi/reaction/ B ock 1
176. 106. 226. 210]I srael 147.237.77.74 [lawidf.il Distributed PHP Attenpt B ock 1
46.121. 30. 33 | srael 147.237.72. 166 |aka. i df . i | Distributed Suspici ous Response Code_Qust om Tenpor ary B ock 1
93.172.41.107 |israel 147.237.72. 166 |aka. i df . i | Paraeter Read Qily Molation in o None 1
wan aka. i df . i |/ mai n/ gi yus/ m yun/ nmi yunpr ocessquest i onnai r e. aspx
77.237.138. 51 g&%ﬂ . 147.237.77. 216 |dover . i df . i | Uhaut hori zed URL Access to / B ock 1
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