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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site |Signature |Device Action |Count]|
167. 114. 156. 16 Canada 147.237.77. 216 dover.idf.il DCS- Tool - Swi t chbl adG dest - r eset 3712

66. 249. 66. 33 | srael 147.237.77. 74 lawidf.il TCP handshake vi ol ation, first packet not syn |drop 30

79. 180. 58. 69 | srael 147.237.77. 216 dover.idf.il B ock Udp Al Nets drop 6

79. 176. 42. 43 I 'srael 147.237.77. 170 maarachot.idf.il |Block Udp Al Nets drop 3
45.63.17. 42 147. 237.76. 42 refuah.idf.il Block Np All Nt drop 1
45.63.17. 42 147.237.76. 148 ggcenter.aka.idf.il|B ock Np Al _Net drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qount ry Target Address |Site |Slgnat ure Devi ce Action

159. 253. 145. 150 Lhited Sates 147.237.77. 233 atal .idf.il Q095: Suspi ci ous Addresses MFA Per nit 38
159. 253. 145. 150 Lhited Sates 147.237.77. 216 dover.idf.il [Q095: Suspicious Addresses MFA Per nirt 4
37.48.65. 47 Net her | ands 147.237.77.216 dover.idf.il [10767: HITP. Acunetix Security Scanner Bl ock

136. 243.73. 82 Ger many 147.237.77. 216 dover.idf.il |CL000106: HTTP. majestic bot B ock 1
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|Top Attackers In |D|

Attacker Address

Target Address

At acker
Gountry

Signature

195. 34. 150. 18  |147.237. 77. 216 |Austria dover.idf.il Tehila - Perl LWP with fake user agent 4
66.249.75.106 |147.237.77.233|Wited Sates  |atal.idf.il ET SCAN NVAP -sA (2) 4
66.249.78.130 |147.237.76.86 |Wited Sates  |navy.idf.il ET SCAN NVAP -sA (2) 2
66. 249. 66. 33 147.237.77.74 |Wnited Sates  [lawidf.il ET SCAN NVAP -sA (2) 2
66.249. 64. 190 |147.237.72. 166 |Whited Sates  |aka idf.il ET SCAN NVAP -sA (2) 2
74.208.221.217 |(147.237.76.38 [Wited Sates |e.e.neitav.idf.il ET SCAN Potential SSH Scan 1
198. 20. 69. 98 147.237.72.166 |Wnited Sates  |aka.idf.il ET DROP Dshi el d B ock Li sted Source 1
194.50.116.59 |147.237.77.216 ?ég:;;”im dover.idf.il ET DRCP Spanhaus DRCP Listed Traffic | nbound 1
159. 122. 238. 133|147. 237. 77. 226 |Net her | ands waw chanat z. aka. i df .i 1 [ET SCAN NVAP -sS wi ndow 1024 1
58,1873 1 147 237 76.44 | na o refuahidf i ET SCAN Behavi oral Lhusual |y fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
115.182.17.13 |147.237.8.28 |China e. nobi | e-ks.idf.il ET SCAN NMAP -sS wi ndow 4096 1
31.6.71.154 147. 237. 77. 243 |Pol and nobi | e.idf.il ET SCAN NMAP -sS wi ndow 1024 1
113.59. 33. 61 147.237. 77. 234 |Chi na hal ag.idf.il ET SCAN NVAP -sS w ndow 3072 1
74.208.221.217 |(147.237.76.201|Wited Sates |e.atal.idf.il ET SCAN Potential SSH Scan 1
74.208.221.217 |147.237.76.197 |Lhited Sates  |e. hinush.idf.il ET SCAN Potential SSH Scan 1
74.208.221.217 |147.237.76.39 |Uhited Sates  [nwbile. neitav.idf.il ET SCAN Potential SSH Scan 1
23242100, 88 |147. 237 0.35  |ni na akave. i df il ET SCAN Behavi oral ULhusual |y fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
74.208.221.217 |147.237.0.33 |lhited Sates  [idf.il ET SCAN Potential SSH Scan 1
159. 122. 238. 133|147. 237. 77. 226 |Net her | ands v chanat z. aka. i df . il |ET SCAN NVAP -sS wi ndow 3072 1
195 67229 114 |147. 237 76.30 |cni na i sh i df i | ET SCAN Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
46.172.71.252 |147.237.76. 147 |krai ne chi nuch. aka.i df . i1 ET SCAN Potential VNC Scan 5900- 5920 1
115.182.17.13 |147.237.8.28 |China e. nobi | e-ks.idf.il ET SCAN NMAP -sS wi ndow 1024 1
74.208.221.217 |147.237.76.202|Wited Sates |e.halag.idf.il ET SCAN Potential SSH Scan 1
74.208.221.217 |147.237.76.199 |lhited Sates  [e.nakchal .idf.il ET SCAN Potential SSH Scan 1
74.208.221.217 |147.237.76.148|thited Sates ggcenter. aka. i df il ET SCAN Potential SSH Scan 1
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|Top Attackers In FW |

Attacker Address

A tacker

Target Address

Ste

Signature

Country

SWNretransmt wth different

Ret ransm ssi on

Packet dropped.

213.204.101. 24 |Lebanon 147.237.77. 233 |atal .idf.il Bad TCP sequence . noni t or 62
w ndow scal e
e SYNretransmt wth different
213.204.101. 24 |Lebanon 147.237.77. 233 |atal .idf.il Bad TCP sequence wi ndow scal alert 62
213.204.101. 24 |Lebanon 147.237.77. 233 |atal .idf.il drop First packet isn't SW drop 44
41.33.231.90 Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 34
100. 100. 15. 86 147.237.72. 166 |aka. i df .i | dr op Frst packet isn't SYN drop 31
100. 100. 69. 73 147.237.72. 166 |aka. i df .i | dr op Frst packet isn't SN drop 30
Sreamng Engine: TP Invalid i i ssi
66.249.81.212 |lnited Sates  |147.237.77. 216 |dover.idf i1 9 =g Invalid segnent retransmssion. g, 26
Ret ransm ssi on Packet dr opped.
100. 100. 40. 191 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 24
Sreamng Engine: TCP Invalid ' i ssi
85.65.199.179 | srael 147. 237. 72. 166 |aka i of . i 9 =g Invalid segnent retransmssion. |, 24
Ret ransnm ssi on Packet dr opped.
141. 0. 15. 152 Eur ope 147. 237. 77. 216 |dover. i df .i SYN At tack SYN -> SYN-ACK -> RST rej ect 24
213.204.101. 24 |Lebanon 147.237. 77. 216 |dover.idf .i | drop First packet isn't SW drop 21
Sreamng Engine: TP Invalid i i ssi
14.141.19.126 |india 147. 237. 77. 216 |dover i of . i 9 =g Invalid segnent retransmssion. g, 20
Ret ransm ssi on Packet dr opped.
78.109. 28. 144  |lkrai ne 147.237.76. 196 |e.sviva.idf .il Geo- | ocati on enf or cenent Geo-1 ocation i nbound enf orcenent |drop 18
46.19. 85. 84 I srael 147.237.77. 216 |dover. i df .i | Bad TCP sequence Inval i d AGK nunber moni t or 15
Sreaming Engine: TCP Invalid i i ssi
66. 133. 45. 4 Papua New 147. 237.77. 216 |dover i df .| 9 =g nval i d segnent retransmssi on. drop 14
Qui nea Ret r ansni ssi on Packet dr opped.
Sreamng Engine: TCP Invalid i i SSi
66. 133. 45. 2 Papua New 147. 237. 77. 216 |dover. i df . i | 9 =g Inval i d segnent retransmssi on. drop 14
Qui nea Ret r ansni ssi on Packet dropped.
o SYNretransmt wth different :
79.183.211. 119 |[Israel 147.237.72. 166 |aka.i df .i Bad TCP sequence wi ndow scal noni t or 14
100. 100. 52. 185 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 13
213.57.128. 172 |Israel 147.237.72. 166 |aka.idf il SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 12
159. 253. 145. 150|Wited Sates  [147.237.77. 233 |atal .idf.il drop drop 12
100. 100. 72. 240 147.237. 72. 166 |aka.i df .i 1 drop First packet isn't SWN drop 12
213.57.131. 247 |l srael 147.237. 72. 166 |aka. i df .i | SYN At t ack SYN -> SYN-ACK -> Ti neout alert 12
100. 100. 45. 4 147.237.72. 166 |aka. i df . il drop Frst packet isn't SYN drop 12
213.57.131. 247 |l srael 147.237. 72. 166 |aka.i df .i 1 SYN At t ack SYN - > SYN-ACK -> Ti neout rej ect 12
41.77.138.90 Egypt 147.237.76.196|e.sviva.idf.il |Geo-| ocati on enf or cenent Geo-l ocation inbound enf or cenent |dr op 12
Sreaming Engine: TGP Invalid i i sSi
66.249.81.218 |tnited Sates |147.237.77. 216 |dover.idf .il 9 =g Invalid segent retransmssion. drop 12
Ret ransnm ssi on Packet dropped.
Vb Server Enforcenent HITP Ceni
207.241.229.70 |Wited Sates  |147. 237. 72. 166 |aka i df .i . Veb Servers S ow HITP Denial of - 12
Mol ation Service
46. 19. 86. 103 I srael 147. 237. 77. 216 |dover. i df i SYN At tack SYN -> SYN-ACK -> RST rej ect 11
212.29.197.181 |Israel 147.237.77. 233 |atal i df .i | Bad TCP sequence SWretransmt with different monitor |11
w ndow scal e
Sreaming Engine: TCP Invalid i i ssi
207.46.13.74  |Wited Sates  |147.237.77.234|halag.idf. il 9 =g nval i d segnent retransmssi on. drop 10
Ret r ansn ssi on Packet dr opped.
46.19. 85. 84 I srael 147.237. 77. 216 |dover.idf .i | Bad TCP sequence Invalid AGK nunber aert 10
159. 253. 145. 150|Lhited Sates 147.237.77. 233 |atal .idf.il drop Frst packet isn't SN drop 9
213.204. 101. 24 |Lebanon 147.237.77. 233 |atal .idf.il Bad TCP sequence noni t or 9
reamn ine: TCP Invali i i sSi
40.77.167.91  |United Sates  |147.237.77. 216 |dover.idf.il Streamng Engi ne: TCP alid invalid segnent retransnission drop 8
Ret ransm ssi on Packet dropped.
5.102. 254. 53 I srael 147.237.77. 216 |dover.idf.i| Bad TCP sequence I'nval i d ACK nunber noni t or 8
Russi an . Streaming Engine: TCP Invalid  |invalid segnent retransnission.
66.249.81.215 |- 0 - 147.237.77. 216 |dover.i df i Ret r ansmi ssi on Packet  dr opped. drop 8
107.6.123.226 |9 ngapore 147.237.76.196 |e.sviva.idf.il Geo- | ocati on enf or cenent Geo- | ocation i nbound enf or cenent |drop 7
Sreanming Engine: TGP Invalid i i sSi
66.249.73.185 |lnited Sates |147.237.77. 216 |dover.idf.il 9 =g Invalid segent retransmssion. drop 6
Ret ransnm ssi on Packet dr opped.
Sreamng Engine: TCP Invalid ' i ssi
79.180. 177. 122 | srael 147. 237. 72. 166 |aka i of . i 9 =g Invalid segnent retransmssion. |, 6
Ret ransnm ssi on Packet dr opped.
Sreanming Engine: TGP Invalid i i sSi
79.178. 145. 214 |Israel 147.237.72. 166 |aka.i df . i 9 =g Invalid segent retransmssion. drop 6
Ret ransnm ssi on Packet dr opped.
176.12.147.17 | srael 147.237.77. 233 |atal .idf.il Bad TCP sequence Invalid AGK nunber aert 6
Sreaming Engine: TCP Invalid i i ssi
79.183.2.27 I srael 147.237.72. 166 |aka. i df . 9 =g nval i d segnent retransmssi on. drop 6
Ret r ansnm ssi on Packet dr opped.
46. 19. 85. 240 I srael 147.237. 77. 216 |dover.idf .i | Bad TCP sequence Invalid ACK nunber noni t or 6
Sreamng Engine: TP Invalid i i ssi
84.228.177. 158 |Israel 147. 237.72. 166 |aka. i of .11 9 =g Invalid segnent retransmssion. g, 6
Ret ransm ssi on Packet dr opped.
176.12.147.17  |lIsrael 147.237.77. 233 |atal .idf. il Bad TCP sequence I'nval i d ACK nunber noni t or 6
46.19. 86. 181 I srael 147.237.72. 166 [aka. i df .il Bad TCP sequence Inval id AGK nunber noni t or 6
185. 120. 126. 48 147.237.77. 216 |dover.idf.il drop SAMrul e drop
Sreanming Engine: TCP Invalid i i Ssi
182.72.157.226 |india 147.237.77. 216 |dover. i df . 9 =g Invalid segnent retransmssion. g o, 6
Ret ransm ssi on Packet dr opped.
Sreamng Engine: TP Invalid i i ssi
46.117.245.68 | srael 147. 237.72. 167 |i shuri maka. i df . i 9 =g Invalid segnent retransmssion. g, 6
Ret ransm ssi on Packet dr opped.
Sreanming Engine: TCP Invalid i i Ssi
66.249.64.190 |lWited Sates  |147.237.72. 166 |aka idf.il 9 =g nval i d segnent retransmssi on. drop 6
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry ‘Tar get Address |Site Sgnature Action ‘Count
109. 64. 218. 220 |Israel 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 74
176.12.148. 176 |l srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 58
176.13.19.115 [Israel 147.237.77. 243 |nobi | e. i df . i | fbﬂtt o T?’f’fszcﬁ;f} Lﬁgngi";‘z;%‘%d in Bock |38
46. 19. 86. 108 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 18
46.19. 86. 114 I srael 147.237.0.19 [madimatal .idf.il D stributed Suspici ous Response Code B ock 9
207. 241. 226. 41 g‘;tt:: 147.237.77. 216 |dover . i df . i | Ml tipl e Wnaut hori zed URL Access from 207, 241, 226. 41 Bock |8
89.139.57.185 |[Israel 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 6
37.26.147.159 | srael 147.237.72.166 |aka. i df . i | V%;Vt ;li(:”it d‘?éiwiﬁ :/ogii ;ues(j Method for Known LR on Bock |5
46.121.91.173 |Israel 147.237.72. 166 |aka. i df . i | Mil ti pl e Unaut horized URL Access from46.121.91. 173 B ock 4
93.172.187. 243 I srael 147.237.0.17 (rj? .niy|_ kosher-kravi. | ?rr;nlf;ser:e:{(rrjzvﬁ ioljfa.tii IC;r: e?plli\a/tE’:sIXA:_;iTiﬂg(/):ria?ni ng. aspx Bl ock 3
2.52.169. 207 | srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 3
188. 120.132. 18 |l srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 3
85. 64. 22. 233 I srael 147.237.72. 166 [aka. i df . i | O stributed Uhaut horized URL Access on vww aka. i df .il/ufi/reaction/ B ock 3
2.54.47.159 | srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 2
46.116.99.214 |Israel 147.237.72. 166 |aka. i df . i | D stributed Whauthorized URL Access on waw aka. i df.il/ufi/reaction/ B ock 2
93.172.71.212 [israel 147.237.72. 166 [aka. i df . i | D stributed Suspicious Response Code_Qust om Tenpor ary B ock 2
176.13.2.94 | srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 2
62.0.102. 146 I srael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessions: sigal gs oS Attack None 2
46.19. 85. 51 I srael 147.237.72. 166 [aka. i df . i | O stributed Uhaut horized URL Access on wvww aka. i df .il/ufi/reaction/ B ock 2
107. 178. 194.83 |1 ' 147. 237.77. 216 |dover . i df . i | b stri bt ec ;f;;_t;g;g_eﬁeﬁvﬁfzssspsn Bock |2
208.184. 112.75 |1 147.237.77. 216 |dover . i df . i | b stri buted lT:;f;gggg?ﬂe%V’;‘ffsspfn Bock  [2
149.78.22.130 |Israel 147.237.72. 166 [aka. i df . i | Unaut hori zed URL Access to ww aka. i df . i|/mai n/ sachar/ undef i ned Bl ock 2
109. 67. 186. 148 |l srael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessions: sigal gs oS Attack None 1
79.178.51.196 |[Israel 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessions: sigal gs DS Attack None 1
212.29.197.181 |[Israel 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/ 1135-he/ atal . aspx Bl ock 1
66. 249. 64. 200 |Israel 147.237.72. 166 |aka. i df . i | D stributed Suspicious Response Code_Qust om Tenpor ary B ock 1
198.103. 104. 11 |Canada 147.237.77. 176 |mat pash. i df . i | Uhaut hori zed URL Access to waw cogat . idf.il/894-en Bl ock 1
176.13.1.170 | srael 147.237.72. 166 |aka. i df . i | Lnt raceabl e SSL Sessi ons: sigal gs DoS At ack None 1
89.139.29.182 |[Israel 147.237.77. 170 |maar achot . i df . i | Dstributed PHP Attenpt B ock 1
41.45.126.171 |Egypt 147.237.77. 216 |dover.idf . il Distributed Wnaut hori zed URL Access on www i df .i|/xmrpc. php B ock 1
157.85.39. 112 LShIaIt:: 147.237.77. 226 w|Cha”&t 7kl mué:z&zzéikﬁm@ffftse;; at es/ i nagevi deogal | eryl obby/ Bl ock !
84.109. 145. 37  |Israel 147.237.72.166|aka. i df . i | D stributed Whaut hori zed LRL Access on waw aka. i df.il/ufi/reaction/ B ock
77.87.48.136 Ger many 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None
208. 115. 113. 89 g“;::s 147.237.77.216|dover . i df . i | D stributed Suspici ous Response Code B ock 1
5.29.178. 252 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessions: sigal gs DS Attack None 1
54, 183. 152. 26 Lshlaltee: 147.237.77. 226 \(/j\;M/\i/.|Chanat z. aka. i Unhaut hori zed URL Access to 147.237.77. 226/ B ock 1
176. 106. 226. 210! srael 147.237.77. 176 |mat pash. i df . i | Distributed PHP Attenpt Bl ock 1
85. 64. 189. 62 I srael 147.237.72. 166 [aka. i df . i | SSL Untraceabl e Gonnection - Cpen Mde None 1
176.12. 140. 217 |Israel 147.237.72. 166 |aka. i df . i | Lhtraceabl e S Sessi ons: sigal gs DoS Atack None 1
37.26.148.209 |[Israel 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessions: si gal gs DS Attack None 1
114.97.54.36  [china 147. 237.77. 176 |nat pash. i df . i | muzgg;t' zed UL focess 1o . asp! 1 ackback! Bock |1
79.181.66.158 |l srael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessions: sigal gs oS Attack None
212.199.57.207 |[israel 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessions: sigal gs DS Attack None
2.54.161. 33 | srael 147.237.72. 166 |aka. i df . i | Lnt raceabl e SSL Sessi ons: sigal gs DoS At ack None 1
Uhaut hori zed URL Access to
95.86.91.157  |Israel 147.237.76.42 |refuah.idf.il %Marhifj Lﬁ)oe‘ktr?vxllag\ic:qll g;?iﬁ;ﬁsrge:fﬁ;'fﬁg;‘fjﬁigi‘li‘;ﬁit‘uk_ez"fng:gs’v Bock |1
9hg
66.249.73.185 |[lIsrael 147.237.77.216|dover.idf .i | O stributed Suspicious Response Code Bl ock 1
199. 59. 148. 211 ;“;Itee: 147. 237.77. 216 |dover . i df . i | mult cho_ri'IZ/eS? pi’:;ofgsffsi IteOs/ 6/ i 2622080 4636, pg Bock |1
46.117. 62. 68 | srael 147.237.72. 166 |aka. i df . i | Uhaut hori zed LRL Access to ww aka. idf.il/main/giyus/ v navy.idf.il |B ock 1
89.139.29.182 |[Israel 147.237.77. 170 |maar achot . i df . i | Unaut hori zed LRL Access to maarachot.idf.il/xnrpc. php B ock 1
84.111.137.219 [israel 147.237.72. 166 [aka. i df . i | O stributed Uhaut horized URL Access on vww aka. i df .il/ufi/reaction/ B ock 1
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