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11-27-2015-13:04:00 to 11-27-2015-14:04:00

|Top Attackers | n DDoS- Def ence |

Attacker Address  |Attacker Country  |Target Address |Site

|Signature |Device Action  |Count |
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il DOS- Tool - Swi t chbl adG dest - r eset 3354
37. 48. 65. 47 Net her | ands 147.237.77. 216 dover.idf.il HTTP- M SC- Acunet i x- Ur | dest - r eset 8
71.6.165. 200 Lhited Sates 147.237. 76. 30 hi nush. i df .i | B ock Wp Al Nets drop 1




11-27-2015-13:04:00 to 11-27-2015-14:04:00

|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address |Site |Sgnature Devi ce Action |Oount
106. 38. 241. 106 Chi na 147.237.77. 216 dover.idf.il Cl03: HTTP. User Agent Sogou+web+spi der ock 1
198. 20. 69. 74 Lhited Sates 147.237.8.50 e.tikshuv.idf.il [13840: TLS QpenSSL Heartbeat Packet B ock 1




11-27-2015-13:04:00 to 11-27-2015-14:04:00

|Top Attackers In |D|

Attacker Address |Target Address Attacker Qountry |Signature

66. 249. 81. 164 147.237.77. 233 Lhited Sates atal.idf.il ET SCAN NVAP -sA (2) 10
195. 34. 150. 18 147.237.77. 216 Austria dover.idf.il Tehila - Perl LWP wth fake user agent 4
66. 249. 73. 185 147.237.77. 216 Lhited Sates dover.idf.il ET SCAN NVAP -sA (2) 2
176. 32. 134. 83 147.237.77. 216 Russi an Federation dover.idf.il ET SCAN Potential SSH Scan 2
46. 19. 85. 195 147.237.77. 216 I srael dover.idf.il portscan: TCP O stributed Portscan 1
220. 231. 195. 122 147. 237.77.176 Chi na mat pash. i df .il ET SCAN NVAP -sS wi ndow 1024 1
183. 80. 162. 188 147.237.0.19 M et nam nadi matal .idf.il ET SCAN NMAP -sS wi ndow 3072 1
179. 189. 18. 97 147.237.0. 35 Brazil akavs. i df il ET SCAN Potential SSH Scan 1
176. 32. 134. 83 147.237.0. 34 Russi an Federation tikshuv.idf.il ET SCAN Potential SSH Scan 1
173.14. 248. 34 147. 237. 76. 198 Lhited Sates e.yohal an.idf.il ET SCAN NVAP -sS wi ndow 4096 1
173.14. 248. 34 147. 237.76. 198 Lhited Sates e.yohal an.idf.il ET SCAN NVAP -f -sS 1
220. 231. 195. 122 147. 237.77.176 Chi na mat pash. i df .il ET SCAN NVAP -sS wi ndow 3072 1
183. 80. 162. 188 147.237.0.19 M et nam nadi matal .idf.il ET SCAN NMAP -sS wi ndow 1024 1
176. 32. 134. 83 147.237.0.19 Russi an Federation nedi matal .idf.il ET SCAN Potential SSH Scan 1
173. 14. 248. 34 147. 237. 76. 198 Lhited Sates e.yohalan.idf.il ET SCAN NVAP -sS w ndow 2048 1




11-27-2015-13:04:00 to 11-27-2015-14:04:00

|Top Attackers In FW |

A tacker

Attacker Address Country ‘Target Address |Ste Signature
66.249.73.185 |lhited Sates |147.237. 77.216 |dover.idf. il Streaning Engine: TCP Invalid |invalid segnent retransnission drop 78
Ret r ansmi ssi on Packet dr opped.
5.22.131. 148 I srael 147.237.72. 166 |aka.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 49
85.107.94. 141  |Turkey 147.237. 77. 176 |nat pash. i df .i | drop First packet isn't SYN drop 39
41.33.231. 90 Egypt 147.237.77. 216 |dover.i df .i | drop SAMrul e drop 36
100. 100. 85. 133 147.237. 72. 156 |anan. i df .i| drop First packet isn't SYN drop 33
100. 100. 52. 185 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 26
100. 100. 64. 161 147.237.72. 166 |aka.idf . il dr op Frst packet isn't SN drop 20
100. 100. 52. 185 147.237. 72. 166 |aka. i df . il drop First packet isn't SYN drop 19
100. 100. 85. 133 147.237.72. 166 |aka. i df . il dr op First packet isn't SN drop 18
100. 100. 123. 104 147.237.72. 166 |aka. i df i drop First packet isn't SWN drop 17
5.22.131.148 I srael 147.237.72. 166 |aka.idf.il Bad TCP sequence Inval i d ACK nunber alert 15
80. 246. 133. 209 |l srael 147. 237. 77. 216 |dover. i cf . i | Streamng Engi ne: TCP Invalid invalid segnent retransnission drop 12
Ret ransni ssi on Packet dr opped.
207.241. 226. 41 |United Sates |147.237.77. 216 |dover. i of il Streamng Engi ne: TCP Invalid invalid segnent retransmssi on. drop 12
Ret ransmi ssi on Packet dr opped.
66.249.73.201 |Wnited Sates |147.237.77. 216 |dover.idf. il Streaning Engine: TCP Invalid finvalid segnent retransmssi on. drop 12
Ret ransni ssi on Packet dr opped.
37.26.147.129  |israel 147. 237. 77. 216 |dover i of . i Streamng Engi ne: TCP Invalid invalid segnent retransmssi on. drop 12
Ret ransmi ssi on Packet dr opped.
100. 100. 21. 43 147.237.72. 166 |aka. i df . il drop First packet isn't SN drop 11
109. 65. 4. 141 | srael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 10
100. 100. 103. 221 147.237. 72. 156 |anan.i df .i| drop First packet isn't SYN drop 10
100. 100. 105. 73 147.237. 72. 156 |anan.i df . il drop First packet isn't SN drop 9
46.19. 85. 195 I srael 147.237.77. 216 |dover. i df .i | SYN Att ack SYN -> SYN-ACK -> RST rej ect 9
100. 100. 116. 211 147. 237. 76. 147 [chi nuch. aka. i df . i I{dr op First packet isn't SYN drop 8
46. 246. 93. 187  |Sweden 147.237.77. 176 |nat pash. i df .i | drop First packet isn't SN drop 8
37.26.146.252 |Israel 147.237.77. 216 |dover. i df .i | SYN Att ack SYN -> SYN-ACK -> RST rej ect 8
46. 19. 85. 160 | srael 147. 237.72. 156 |aman. i df .i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 8
213.57.143.232 |Israel 147.237.72. 166 |aka.i df i SYN At t ack SYN -> SYN-ACK -> Ti neout rej ect 8
37.46.39. 174 | srael 147.237.77. 170 |mmarachot.idf .il [Bad TCP sequence Inval id ACK nunber noni t or 7
109. 64. 19. 13 | srael 147.237. 72. 166 |aka. i df . il drop First packet isn't SYN drop 7
46. 19. 85. 237 I srael 147.237.77. 216 |dover.i df .i | Bad TCP sequence Inval i d ACK nunber alert 6
46.19. 85. 116 I srael 147.237.72. 166 |aka. i df i SYN Att ack SYN -> SYN-ACK -> RST rej ect 6
109. 186. 20. 235 |l srael 147.237.72. 166 |aka.i df .i | Bad TCP sequence Inval i d ACK nunber noni t or 6
100. 100. 77. 111 147.237.72. 166 |aka. i df .il drop First packet isn't SN drop 6
89.138.6.77 I srael 147.237.72. 166 |aka. i df .i | Bad TCP sequence Invalid ACK nunber noni t or 6
46. 19. 85. 237 I srael 147.237. 77. 216 [dover. i df . i Bad TCP sequence Inval i d ACK nunber noni t or 6
79.176.58.238 |Israel 147.237.76.30 |hinush.idf.il SYN At t ack SYN -> SYN-ACK -> Ti neout rej ect 6
109.64.122.93  |Israel 147. 237. 72. 166 |aka i of . i Streaning Engine: TCP Invalid invalid segnent retransnission drop 6
Ret ransni ssi on Packet dr opped.
66.249.73.193 |Wnited Sates |147.237.77.216 |dover.idf.il Streaning Engine: TCP Invalid fimvalid segnent retransmssi on. drop 6
Ret ransni ssi on Packet dropped.
79.176. 108. 130 I srael 147. 237. 72. 166 |aka i of . i Streaning Engine: TCP Invalid invalid segnent retransnission drop 6
Ret ransni ssi on Packet dr opped.
2.54.166.195  |israel 147.237.72. 166 |aka.i df . i Streaning Engine: TCP Invalid fimvalid segnent retransmssi on. drop 6
Ret ransni ssi on Packet dropped.
66.249. 64.190 |United Sates |147.237. 72. 166 |aka i df il Streaning Engine: TCP Invalid invalid segnent retransnission drop 6
Ret ransni ssi on Packet dr opped.
213.57.63.143 |israel 147.237.77. 243 |mvi e i1 | €AMNg Enginer TCP Invalid - finvalid segnent retransmssi on. drop 6
Ret ransni ssi on Packet dropped.
46.19.86.152  |israel 147. 237. 72. 166 |aka i of . i Streaning Engine: TCP Invalid |invalid segnent retransnission drop 6
Ret ransni ssi on Packet dr opped.
109. 186. 20. 235 |[Israel 147.237.72. 166 |aka.idf.il Bad TCP sequence Invalid ACK nunber alert 6
79.181.116. 77 |Israel 147.237.77. 216 |dover.i df .i | Bad TCP sequence I'nval i d ACK nunber noni t or 5
79.178.108.95 |[Israel 147.237.72. 166 |aka. i df .i | Bad TCP sequence Invalid ACK nunber noni t or 5
79.181.116.77 |lsrael 147.237.77. 216 |dover.idf .il Bad TCP sequence Invalid sequence nunber noni t or 5
79.178.108.95 |Israel 147.237.72. 166 |aka.i df i Bad TCP sequence I'nval id ACK nunber alert 5
46.19. 85. 195 I srael 147.237.77. 216 |dover. i df .i | Bad TCP sequence Invalid ACK nunber noni t or 4
109. 186. 188. 46 |I srael 147.237.72. 166 |aka.i df . i Streaming Engine: TCP Invalid finvalid segnent retransmssi on. drop 4
Ret ransni ssi on Packet dropped.
46.19. 85. 160 | srael 147. 237.72. 156 |anan. i df . il Bad TCP sequence I'nval i d ACK nunber noni t or
217.132.52.234 [Israel 147.237.72. 166 |aka.idf.il Bad TCP sequence Inval i d ACK nunber noni t or




11-27-2015-13:04:00 to 11-27-2015-14:04:00

|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |[Site dgnature Action ‘Count
93.173.6.134 | srael 147.237.0.19 |madimatal .idf.il|Dstributed Suspicious Response Code B ock 88
185.32.179. 196 |lsrael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 41
207.241.226.41 |Wited Sates |147.237.77.216|dover.idf.il Ml ti pl e Uhaut hori zed URL Access from 207. 241. 226. 41 B ock 40
84.109.37.140 |Israel 147.237.0.19 |madimatal .idf.il|Dstributed Suspicious Response Code B ock 26
93.173.6.134  |Israel 147.237.0.19 |nadi matal .idf.il ;g‘_)l'\g.'yﬁ_ohihe Sane Response (bde (404) in Session from Bl ock 8
213.57.63.143 [Israel 147.237.77. 243 |nobi | e. i df . i | Uhaut hori zed URL Access to nobil e.idf.il/sachar/index Bl ock 5
79.176.146. 177 |lIsrael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 3
66.249.64.190 |[Israel 147.237.72. 166 [aka. i df . i | D stributed Suspicious Response Code_Qust om Tenpor ary Bl ock 3
79.177.149. 197 |Israel 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Gode Bl ock 3
46. 19. 85. 145 I srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 3
84.111.137.219 [israel 147.237.72. 166 [aka. i df . i | O stributed Unhaut hori zed URL Access on v aka. i df .il/ufi/reaction/ Bl ock 3
87.69. 87. 133 I srael 147.237.0.34 |tikshuv.idf.il O stributed Whaut hori zed URL Access on waw ti kshuv.idf.il/ufi/reaction/ [B ock 2
40.77.167.91 Lhited Sates |147.237.77.216|dover.idf.il O stributed Suspicious Response Code B ock 2
107.178.194.83 |Wited Sates [147.237.77. 216 |dover. i df .| D stri buted lT;;fggégg?ﬂeﬁvﬁc_ispﬁn Bock 2
213.57.63.143 |Israel 147.237.77.243|nobi | e. i df . i | D stributed Suspici ous Response Code B ock 2
62.0.102. 146 I srael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessi ons: sigal gs oS Attack None 2
107.21. 148. 137 |Uhited Sates |147.237.72.166|aka.idf.il D stributed Suspicious Response Code_Qust om Tenpor ary Bl ock 1
66. 249. 81. 139 | srael 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/ 1136- he/ at al . aspx B ock 1
208.184.112.75 |United Sates |147.237.77.216 [dover. i df .i | D stri butec llf;;_tggégg?ﬁeﬁvﬁffp;” Bock |1
37.26.149.132 |[Israel 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: sigal gs oS Attack None 1
66. 249. 64. 23 I srael 147.237.72. 166 |aka. i df . i | Uhaut hori zed URL Access to 147.237.72. 166/ edi | i brary/ gener al doc. asp |B ock 1
207. 46. 13. 99 Uhited Sates |147.237.77.216|dover.idf.il Unaut hori zed URL Access to www i df.il/894-ar Bl ock 1
46. 120. 190. 234 |l srael 147.237.72. 166 |aka. i df . i | D stributed Suspicious Response Code_Qust om Tenpor ary Bl ock 1
178. 255. 215. 87 |France 147.237.72. 166 |aka. i df . i | Distributed Suspici ous Response Code_Qust om Tenpor ary B ock 1
79.182.169.25 |[Israel 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: sigal gs DS Attack None 1
109. 186. 185. 45 |l srael 147.237.76.86 [navy.idf.il Distributed PHP Attenpt Bl ock 1
77.127.130. 197 |lsrael 147.237.72. 156 |anan. i df . i | Unaut hori zed URL Access to waw aman. i df.il/https:/ww aman.idf.il/ B ock 1
217.132.52.234 [israel 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: sigal gs DS Attack None 1
66.249.64.190 |[lIsrael 147.237.72. 166 |aka. i df . i | Unhknown Paraneter gt; in wuw aka.idf.il/main/rabanut/general . aspx None 1
208.115.113.89 [Lhited Sates [147.237.72.166|aka. i df .i | mu;?;rii jfeﬂ I%nps‘zjifscotrz/ doc. gt/ generel . asp Bl ock 1
2.52.164. 27 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: sigal gs oS Attack None
84.228. 255. 214 |l srael 147.237.72. 166 |aka. i df . i | O stributed Uhaut horized UR. Access on www aka. i df .il/ufi/reaction/ B ock
66.249.64.3 | srael 147.287.77. 176 |nat paSh' idf.il mutt:gg;tl .Zie(?f L|Fla; uAsCe?iTT ntf?)r nat i on/ pages/ kal kal ar eport 20042011. aspx Bl ock !
198.58.103.91 [wnited Sates |147.237.77.216|dover.idf.il Uhaut hori zed LR Access to waw idf.il/1294-he/ wan i df . il B ock 1
79.178.108.95 |Israel 147.237.72. 166 |aka. i df . i | Lht raceabl e SSL Sessi ons: sigal gs DoS At ack None 1
46.19. 86. 97 I srael 147.237.72. 166 |aka. i df . i | D stributed Suspicious Response Code_Qust om Tenpor ary Bl ock 1
141.212.122. 112|thited Sates [147.237.77.235|sviva.idf .il Mal formed URL proxytest. zmap. i o: 80 Bl ock 1
37.26.149.158 |Israel 147.237.72. 166 |aka. i df . i | Lht raceabl e SSL Sessi ons: sigal gs DoS At ack None 1
107.178.194.83 |Wited Sates [147.237.77. 216 |dover. i df .| D stri uted ff;;_fg;gfﬂeﬁvﬁc_ispﬁ” Bock |1
68.180.228. 112 |lhited Sates |147.237.77.216|dover.idf.il Unhaut hori zed URL Access to ww i df.il/dover/sitel honepage/ asp B ock 1
212.71.161. 22 g;%ri . 147.237.77. 176 |nat pash. i df . i | m“é:gc;i_f?_ ﬁsif_csfifatggl £l s/ 6 4616 pg Bl ock 1
87.69.243.125 |[Israel 147.237.77. 216 |dover.idf . il Dstributed Unauthorized URL Access on wwwvidf.il/https: /v idf.il/ Bl ock 1
66.249.64.131 |lIsrael 147.237.72. 166 |aka. i df . i | Uhaut hori zed URL Access to 147.237.72. 166/ mai n/ gi yus/ gener al . aspx B ock 1
207.241.226.41 |lLnited Sates [147.237.77.216|dover.idf.il Abnormal |y Long Request URL Bl ock 1
46.120. 207. 175 |Israel 147.237.77. 216 |dover . i df . i | Lhaut hori zed URL Access to wawidf.il/https:/wawidf.il/ B ock 1
184.105. 247. 195|thited Sates |147.237.72. 167 |i shuri maka. i df . i|unaut hori zed URL Access to 147.237.72.167/ B ock 1
82.201.235.86 |Egypt 147.237.77. 216 |dover.idf . il Dstributed PHP Attenpt Bl ock 1
Unaut hori zed URL Access to
40.77.167. 91 Wited Sates [147.237.77.216|dover.idf.il wan i df . i 1/1133-17899- he/ dover . aspx>@ A G A G AG AL GA G A, B ock 1
G A A A AYx3 A?:
109. 186. 185. 45 |l srael 147.237.76.86 |navy.idf.il Uhaut hori zed URL Access to waw navy. i df.il/xmrpc. php B ock 1
77.127.130.197 |israel 147.237.72. 166 |aka. i df . i | Distributed haut horized LR. Access on Bl ock 1

v aka. i df .il/https:/ww aka.idf.il/
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