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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site |Signature |Device Action |Count|
167. 114. 156. 16 Canada 147.237.77. 216 dover.idf.il DCS- Tool - Swi t chbl adG dest - r eset 3288
66. 249. 75. 106 | srael 147.237.77. 233 atal.idf.il TCP handshake vi ol ation, first packet not syn |drop 1103
79.176. 205. 103 | srael 147.237.72. 166 aka.idf.il B ock Wp Al Nets drop 6
204. 42. 253. 2 Lhited Sates 147. 237. 76. 202 ehalag.idf.il |Block Np Al Net drop 2
204. 42. 253. 2 Lhited Sates 147. 237. 76. 199 e.nakchal .idf.il|Block Np Al Net drop 2
204. 42. 253. 2 Lhited Sates 147.237.76. 196 e.svivaidf.il |[Bock Np All Net drop 2
204. 42. 253. 2 Lhited Sates 147.237.76. 200 eitan.aka.idf.il|B ock Np Al _Net drop 2
204. 42. 253. 2 Lhited Sates 147.237.76. 197 e hinush.idf.il |Block Np Al Net drop 2
204. 42. 253. 2 Lhited Sates 147.237.76. 201 e atal.idf.il Bock Np Al Net drop 2
204. 42. 253. 2 Lhited Sates 147.237.76. 198 e.yohalan.idf.il|Block Np Al Net drop 2
223.242.12.133 Chi na 147.237.76. 34 yohalan.idf.il |B ock Wdp All Nets drop 1
113.17.175. 198 Chi na 147.237. 76. 44 e.refuah.idf.il |Block Udp All Nets drop 1
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|Top Attackers In IPS|

A tacker Actotuictlie; get Address ’Site ’Sgnai ure

45.59. 196. 109 147.237.77. 216 |dover . i df . i [|C1000108: HTTP. Trying to | ocate existing FQkeditor B ock 36
45.59. 196. 109 147.237.77. 216 |dover . i df . i |]0854: HITP: upl oad* Access Bl ock 12
109.67.27.70  |Israel 147.237.76. 42 |refuah. i df . i|CL000004: HTTP: options method (M crosoft) Bl ock 5
115, 42. 137. 250 |3 ngapore 147.237.77. 216 |dover . i df . i | ﬁf:;abﬁ'lrir?y PHP-C3 Qeery String Paraneter |nformation O sclosure Bl ock 1
79.178. 101. 190 [l srael 147.237.72.166 |aka. i df . i | [13840: TLS. (penSSL Heartbeat Packet Bl ock 1
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|Top Attackers In |D|

Attacker Address

Target Address

At acker
Gountry

Signature

195. 34. 150. 18  |147.237. 77. 216 |Austria dover.idf.il Tehila - Perl LW with fake user agent 4
66.249.73.185 |147.237.77.216|Wited Sates  [dover.idf.il ET SCAN NVAP -sA (2) 2
66.249.64.190 |147.237.72.166|Wiited Sates  [akaidf.il ET SCAN NVAP -sA (2) 2
66.249.81.196 |147.237.0.34 |lhited Sates  |tikshuv.idf.il ET SCAN NVAP -sA (2) 2
66. 249. 66. 39 147.237.77.74 |Wited Sates  |lawidf.il ET SCAN NVAP -sA (2) 2
162. 222. 185. 165[147. 237.76.31 |lLhited Sates  |nakchal .idf.il ET SCAN Potential SSH Scan 1
162. 222. 185. 165|147.237.0.19 |lhited Sates  |madimatal .idf.il ET SCAN Potential SSH Scan 1
196.47.173.21 [147.237.76.200|Gte DIvoire [eitan aka idf.il ET SCAN NVAP -sS wi ndow 2048 1
46.228.207.18 |147.237. 76. 202 |Ger many e.halag.idf.il ET SCAN NVAP -sS wi ndow 1024 1
5.142.239.84  [147.237.0.15 gj::;”ion kosher -kravi . df il ET SCAN Potential SSH Scan 1
182. 132. 24. 252 |147.237.76.38 |China e.e.neitav.idf.il ET SCAN Behavi oral Lhusual 'y fast inbound Tel net 1
Gonnections, Potential Scan or Brute Force
162. 222. 185. 165|147. 237. 76. 202 [Lhited Sates |e.halag.idf.il ET SCAN Potential SSH Scan 1
162. 222. 185. 165(147. 237. 76. 147 |Lhited Sates  |chi nuch. aka.idf.il ET SCAN Potential SSH Scan 1
162. 222. 185. 165|147. 237.76.30 |lhited Sates  |hinush.idf.il ET SCAN Potential SSH Scan 1
196. 47.173.21 |147.237.76.200|Gte DIvoire |eitan aka.idf.il ET SCAN NMAP -sS wi ndow 4096 1
50.204. 188. 142 |147.237.8.50 |Uhited Sates |e.tikshuv.idf.il ET SCAN NVAP -sS wi ndow 3072 1
196.47.173.21 |147.237.76.200|Qte DIvoire  |eitan. aka idf.il ET SCAN NVAP -f -sS 1
46.172.71.252 |147.237.0.17 |Wkraine mny-kosher-kravi.idf.il [ET SCAN Potential VNC Scan 5900- 5920 1
183. 80. 162. 188 [147.237. 77. 227 |M et nam e hamaz.idf.il ET SCAN NVAP -sS w ndow 4096 1
182, 84. 232 140 |147. 237, 0.35  |ni na kv, i df il ET SCAN Behavi oral Lhusual |y fast inbound Tel net 1
Gonnections, Potential Scan or Brute Force
162. 222. 185. 165(147. 237. 76. 201 |Lhited Sates |e.atal .idf.il ET SCAN Potential SSH Scan 1
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|Top Attackers In FW |

A tacker

Attacker Address Country Target Address |Ste Signature
45.59. 196. 109 147.237. 77. 216 |dover.idf.il dr op First packet isn't SN drop 48
41.33.231.90 Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 30
100. 100. 52. 185 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 26
100. 100. 124. 97 147.237.72. 166 |aka. i df .i drop First packet isn't SWN drop 22
100. 100. 122. 181 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 22
100. 100. 52. 185 147.237.72. 166 |aka. i df .i | dr op First packet isn't SYN drop 20
100. 100. 52. 185 147.237.72. 167 [i shurimaka.idf. il |dr op First packet isn't SN drop 18
66.249.73.185 |United Sates |147.237.77. 216 |dover.idf.il Streamng Engine: TCP Invalid  limvalid segnent retransmssion. |y 18
Ret r ansmi ssi on Packet dr opped.
109. 64. 155. 239 I srael 147.237. 72. 166 |aka. i df . i Streamng Engine: TCP Invalid  invalid segnent retransnission drop 15
Ret ransni ssi on Packet dr opped.
84.108.89.103 |[lIsrael 147.237.72. 166 |aka. i of .i | Bad TCP sequence noni t or 12
46. 120. 227. 134 |l srael 147.237.72. 166 |aka. i df .i | dr op First packet isn't SYN drop 12
100. 100. 106. 220 147.237.72. 166 |aka. i df .i drop First packet isn't SWN drop 12
109. 64.18.222 |Israel 147.237.72. 166 |aka. i of .11 Streamng Engine: TCP Invalid  limvalid segnent retransmssion. |y 12
Ret r ansmi ssi on Packet dr opped.
109. 65. 198. 34 |l srael 147. 237. 72. 166 |aka.i df . i1 Bad TCP sequence Invalid ACK nunber noni t or 12
109. 64. 106.56 |l srael 147.237.72. 166 |aka. i df .i Bad TCP sequence Inval i d ACK nunber noni t or 10
100. 100. 77. 111 147.237.72. 166 |aka.idf .il drop First packet isn't SYN drop 10
31.154.92.244 |israel 147237, 72. 167 [i sturimaka i i1 |2 " @M NG Engine: TGP Invalid invalid segnent retransnission drop 9
Ret ransni ssi on Packet dr opped.
84.110. 145. 203 I srael 147. 237.77. 243 |nubi 1 e.i df .i Streamng Engine: TCP Invalid  limvalid segnent retransmssion. |y 9
Ret r ansmi ssi on Packet dr opped.
109. 65.198.34 |l srael 147.237.72. 166 |aka.idf .il drop First packet isn't SYN drop 8
173.252.114. 118|lhited Sates [147.237.77. 176 |nat pash.idf.il dr op First packet isn't SN drop 8
2.52.137.211 | srael 147.237.72. 166 |aka. i df i SYN Attack SYN -> SYN-ACK -> RST rej ect 8
46. 19. 85. 129 I srael 147.237.72. 166 |aka.i df .i | Bad TCP sequence Inval i d ACK nunber noni t or 7
5.102. 254. 50 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval id ACK nunber noni t or 7
46. 19. 86. 220 I srael 147.237.72.166 |aka i df .i | Bad TCP sequence Inval i d ACK nunber noni t or 7
66.249.64.190 |Wnited Sates |147.237.72. 166 |aka.idf. il Streaning Engine: TCP Invalid invalid segnent retransnission. drop 6
Ret ransni ssi on Packet dr opped.
109.65.198.34  |Israel 147. 237.72. 166 |aka. i of . | Bad TCP sequence SINACC rerransmt wih diferent Jopitor o
173.252. 114. 117|Whited Sates [147.237.77. 176 |nat pash.idf.il drop First packet isn't SYN drop 6
46.19. 86. 194 I srael 147.237.76.30 [hinush.idf.il SYN Att ack SYN -> SYN-ACK -> RST rej ect 6
31.210. 186. 209 |lsrael 147.237.77.234 |hal ag.idf.il drop First packet isn't SYN drop 6
84.108.89.103 |lsrael 147.237.72. 166 |aka.idf .il drop First packet isn't SYN drop 6
85.130.172.84 |israel 147. 237. 72. 166 |aka. i f . i Streaning Engine: TCP Invalid finvalid segnent retransnission drop 6
Ret r ansni ssi on Packet dr opped.
79.181. 184. 137 |israel 147.237.72. 166 |aka.i df . Streamng Engine: TCP Invalid  imvalid segnent retransmssion drop 6
Ret ransni ssi on Packet dropped.
109. 65. 198. 34 |l srael 147.237.72. 166 |aka. i df .i Bad TCP sequence Inval i d ACK nunber aert
173.252. 114. 114|Uhited Sates [147.237.77.176 |nat pash.idf.il drop First packet isn't SYN drop
46. 19. 85. 97 I srael 147.237.72. 166 |aka. i df .i | Bad TCP sequence Inval i d ACK nunber noni t or
31.210. 186. 209 |Israel 147.237.77. 234 |hal ag. i of . i Bad TCP sequence vS\iYEld:)(\e/'\[/rsa:Salrit Wth different monitor 6
84.108.89.103 [lIsrael 147.237.72. 166 |aka.i df . i1 Bad TCP sequence Inval i d ACK nunber alert 6
217.194. 202. 150|I srael 147.237.72. 166 |aka. i df .i dr op First packet isn't SN drop 6
84.108.89.103 |[lIsrael 147.237.72. 166 |aka. i df .i | Bad TCP sequence Invalid ACK nunber noni t or 6
46. 19. 85. 152 I 'srael 147.237.72. 166 |aka.i df . i1 Bad TCP sequence Inval i d ACK nunber noni t or 6
2.54.12. 93 I'sr ael 147. 237.77. 243 |nobi l e.i df .i1 Streamng Engine: TCP Invalid  |imvalid segnent retransnissi on. drop 6
Ret r ansni ssi on Packet dr opped.
109. 65. 198. 34 | srael 147.237.72.166 |aka.idf .il SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 6
46. 19. 86. 246 I srael 147.237. 72. 156 |anan. i df . i | Bad TCP sequence Inval id ACK nunber noni t or 6
84.108. 89.103 |Israel 147.237.72. 166 |aka. i df .i SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 6
31.154.92. 244  |lsrael 147.237.72. 167 |ishurimaka.idf.il [SYN At t ack SYN -> SYN-ACK -> RST rej ect 6
2.52.5.121 I srael 147.237.72. 156 |anan. i df .i SYN At t ack SYN -> SYN-ACK -> RST rej ect 5
79.177.159. 161 |Israel 147.237.77. 216 |dover. i df il SYN Att ack SYN -> SYN-ACK -> Ti neout rej ect 5
31.210. 186. 154 [lIsrael 147.237.72. 166 |aka.idf . il Bad TCP sequence Invalid ACK nunber noni t or 5
212.143. 234. 217|i srael 147.237.0.15  |kosher-kravi.idf.i|Bad TCP sequence mdﬁrsa:;'it wth different mnitor |5
79.178.96.251 |Israel 147.237.77. 216 |dover. i df il SYN Attack SYN -> SYN-ACK -> RST rej ect 5
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Action ‘Count
2.54.21.43 | srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 71
2.54.21.43 I srael 147.237.0.19 |nadimatal .idf.il Dstributed Too Miny of the Same Response Code (404) B ock 49
212.34.11.119 |Jordan 147.237.77. 216 |dover . i df . i | Distributed Ml forned URL B ock 12
212.34.11.119 |Jordan 147.237.77.216|dover . i df .i | Mil tipl e Unknown HTTP Request Method from 212.34.11.119 Bl ock 11
46.19. 85. 135 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 11
212.34.11.119 [Jordan 147.237.77. 216 |dover.idf . il Mitiple Illegal HITP \ersion from212.34.11. 119 B ock 10
212.34.11.119 |Jordan 147.237.77.216|dover. i df . i | Mil tiple Abnornmal |y Long Request from212.34.11.119 B ock 6
. . D stributed Uhauthori zed URL Access on
79.182.222.75 |[Israel 147.237.72. 166 |aka. i df . i | e aka i df i1/ ufifreaction Bl ock 4
212.150. 128. 10 |israel 147.237.72. 166 |aka. i df . i | Distributed thauthorized U Access on B ock 4
v aka. i df .i | /ufi/reaction/
. . D stributed Uhauthori zed URL Access on
84.111.38.154 [lIsrael 147.237.72. 166 |aka. i df . i | e aka i df i1/ ufifreaction Bl ock 3
45.59. 196. 109 147.237.77. 216 |dover.idf .i | Ml tipl e Unauthori zed URL Access from 45, 59. 196. 109 B ock 3
85. 250. 138. 148 |l srael 147.237.0.19 |nadimatal .idf.il D stributed Suspi ci ous Response Code B ock 2
46.19. 85. 145 I srael 147.237.0.19 |[madimatal .idf.il D stributed Suspici ous Response Code B ock 2
45.59. 196. 109 147.237.77. 216 |dover . i df . i | Dstributed PHP A tenpt B ock 2
109. 64. 218. 220 |Israel 147.237.0.19 |nadimatal .idf.il D stributed Suspi ci ous Response Code B ock 2
80. 246. 137. 152 |[Israel 147.237.0.19 [madi matal .idf.il D stributed Suspici ous Response Code B ock 2
213.57.160. 146 |l srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Gode B ock 2
46.19. 86. 109 I srael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessions: sigal gs oS Atack None 1
212.34.11.119 [Jordan 147.237.77. 216 |dover.idf . il I11egal HITP \ersion B ock 1
185. 32. 179. 169 |l srael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: sigal gs DS Attack None 1
. . D stributed Unauthori zed URL Access on
84.109. 40. 104  |Israel 147.237.77.234|hal ag. i df . il 147. 237. 77. 234/ i nages/ shar ed/ bul | et 1. gi f Bl ock 1
46.19. 85. 40 I srael 147.237.77. 216 |dover.idf . il Distributed Abnormal |y Long Request B ock
37.26.149.233 |lIsrael 147.237.72. 166 |aka. i df . i | Lhtraceabl e S3. Sessi ons: sigal gs DoS Attack None 1
} . . D stributed Uhauthori zed URL Access on
107.178.194.87 |lhited Sates  |147.237.77.216|dover.idf.il v i df i | / 1133- 22461- he/ dover . aspx. Bl ock 1
. . Uhaut hori zed URL Access to
66.249. 64. 131 |l srael 147.237.72. 166 |aka. i df . i | 147, 237.72. 166/ yohal an/ nai n/ nai n. asp B ock 1
- kosher -kravi . i df i
212. 143. 234, 217|i srael 147.237.0.16 | Y Whaut hori zed LRL Access to o Bl ock 1
il wn ny- kosher - kravi . i df.il/tenpl ates/| ogi n/ | ogi n. aspx
2.54.27.102 I srael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: sigal gs DS Attack None 1
93.172.145. 114 |Israel 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessions: sigal gs oS Attack None
: . . D stributed Uhaut hori zed LRL Access on
208.184.112. 74 [Wnited Sates 147.237.77.216|dover . i df .i | v i df i | / 1133- 22638- he/ dover . aspx. Bl ock 1
84.111.184. 168 |l srael 147.237.77.216|dover.i df .i | D stributed Unauthorized URL Access on waw i df.il/xmirpc. php Bl ock 1
82.80. 196. 44 I srael 147.237.72. 156 |anman. i df . i | SSL Wntraceabl e Connection - Qpen Mde None 1
41.228.167. 4 Tuni si a 147.237.77. 176 |mat pash. i df . i | Unaut hori zed URL Access to v cogat . i df.il/xmrpc. php B ock 1
176.12.138.54 |Israel 147.237.72. 166 |aka. i df . i | Lht raceabl e SSL Sessi ons: sigal gs DoS At ack None 1
. . D stributed Uhauthori zed URL Access on
77.127.232.233 [Israel 147.237.72. 166 |aka. i df . i | ww aka. i o i1/ htt ps: /v aka, i df i1/ Bl ock 1
217. 194. 202. 150]1 srael 147.237.72. 166 |aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mde None
31.154.156.99 |[lIsrael 147.237.72. 166 |aka. i df . i | Lhtraceabl e S3. Sessi ons: sigal gs DoS Atack None 1
95. 108. 158. 144 F“Sf;;”i on 147.237.72. 166 [aka. i df . i | Untraceabl e SS Sessi ons: si gal gs oS Attack None 1
86.98.97.73 ;"ﬁ:rt:tde:(ab 147.237.77. 216 |dover.idf .il Ostributed PHP Attenpt B ock 1
46.117.109. 228 |Israel 147.237.76.31 |nakchal .idf.il Unaut hori zed URL Access to 147.237. 76. 31/ 894- he/ nakhal . aspx |Bl ock 1
46. 19. 85. 40 I srael 147.237.77. 216 |dover . i df . i | Dstributed I11egal HITP \ersion B ock 1
: . ] Unaut hori zed URL Access to
199. 59. 148. 211 |lhited Sates 147.237.77. 216 |dover.idf .il Wi df i1 /'si p_storagel fi 1 es/ 6/ si ze220x0/ 4636, pg Bl ock 1
: . . Unaut hori zed URL Access to
40.77.167.20  |Wited Sates  |147.237.77.234|hal ag.idf.il ww | ogi st cs. atal i df .11/t enpl at es/ depart nent sl obby/ Bl ock 1
109. 64. 106.56 |l srael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessions: sigal gs oS Atack None 1
80.246.137.68 [Israel 147.237.72. 166 |aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mde None 1
66. 249. 64. 190 I srael 147.237.72. 166 |aka. i df . i | Wnknown Paramet er 4d9c6f 40 in None 1
wan aka. i df . i |/ nai n/ kapat z/ cont act us. aspx
2. 54. 150. 69 I srael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessions: sigal gs oS Attack None 1
Unknown Par anet er
94. 159. 204. 122 |l srael 147.237.72. 166 |aka. i df . i | ct | 00%$ct | 00$cphMai n$cphSachar $enpl oynent St at usDay i n None 1
ww aka. i df . i1/ nai n/ sachar/ paysl i ps. aspx
46.19. 86. 39 I srael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: sigal gs DS Attack None 1
: . ] D stributed Unauthori zed URL Access on
208.184.112.75 |lhited Sates  |147.237.77.216|dover.idf . il v i df i | / 1133 22461- he/ dover . aspx. Bl ock 1
84.228. 255. 214 I srael 147. 237.72. 166 |aka. i df . i | Distributed hauthorized URL Access on Bock |1

ww aka. i df . il /ufi/reaction/
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