11-27-2015-11:04:01 to 11-27-2015-12:04:01

@
1"PT SwNn ()

oV

www.gov.il

IDF Under Attack

Daily Report

|Top Target s |
2, 400+"
1, 800"
1, 200+"
Nunber
a
Attacks
S S A § N & S S
) S N S %.Q 3§ @.}c S %@} 'b.‘\b \9\6
W ¥ & O , > 2
® 6‘\ ’Zé\ (éo\ éé\ \'é\ & \\@ \Q{b
S & & N ~ &
& & S

Top Tar get

[Top Attackers |

M dover.idf.il

M nadi matal .idf.il

M aka.idf.il

B naar achot . i df . i |

M mobile.idf.il

M anan.idf.il

Meitan aka. idf.il

M ishurimaka.idf.i
tikshuv.idf.il

M nat pash. i df . i |

Top Attackers

M 167. 114. 156. 16
37. 26. 146. 255
I 222. 186. 55. 169
79.178. 196. 218
Il 66. 249. 73. 185
W 176.13. 3. 249
[ 82. 145. 218. 45
W 37.142.68. 74
46. 120. 69. 191
Il 100. 100. 15. 58




11-27-2015-11:04:01 to 11-27-2015-12:04:01

|Top Attackers | n DDoS- Def ence |

Attacker Address

|Attacker Country

Target Address

Site

Signature

Device Action

Count

167. 114. 156. 16 Canada 147.237.77. 216 dover.idf.il DC5- Tool - Swi t chbl adG dest - r eset 3700
0.0.0.0 147.237.77. 216 dover.idf.il HITP Page H ood Attack dr op 2
204. 42. 253. 2 Lhited Sates 147.237.76. 177 ncore.idf.il B ock Np All Net drop 2
112. 67. 98. 25 Chi na 147.237.76. 198 e.yohalan.idf.il |Block Wdp All Nets drop 1
71.6.135.131 Lhited Sates 147.237.76. 42 refuah.idf.il B ock Np Al Net drop 1
93.174.93. 151 Net her | ands 147.237.76. 177 ncore.idf.il Bl ock_Ulp Al _Nets drop 1
93.174.93. 151 Net her | ands 147.237.76. 198 e.yohal an.idf.il ock Wp Al _Nets drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry get Address |Site |Sl gnat ure |Devi ce Action |Oount
194. 114. 146. 227  |Israel 147.237.77.170 |maarachot.idf.i|l |CL000004: HITP:. options method (M crosoft) B ock 6
93.172.23.131 I srael 147.237.0. 34 tikshuv.idf.il C1000004: HTTP. options nethod (M crosoft) B ock 6
41.142.202.55 Mor occo 147.237.77.216 |dover.idf.il C1000158: HITP(S): Hacked in the Payl oad B ock 2
188. 165. 15. 60 France 147.237.77.233 |atal .idf.il 228: HITP.  AnrefBot craw er B ock 1
46.19. 85. 24 I srael 147.237.72.156  |anan.idf.il 13840: TLS (penSSL Heartbeat Packet B ock 1
62. 210. 148. 246 France 147.237.72.166 |aka.idf.il C1000106: HTTP. naj estic bot B ock 1
87. 69. 26. 123 I srael 147.237.72.166 |aka.idf.il 13840: TLS (penSSL Heartbeat Packet B ock 1
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|Top Attackers In |D|

Attacker Address

Target Address

At acker
Gountry

Signature

41.142.202.55 |147.237.77.216 |Mor occo dover.idf.il Tehi | a def acenent attenpt (-Hacked By- sent to Vb Server) 6
195. 34.150. 18  [147.237.77. 216 |Austria dover.idf.il Tehila - Perl LWP with fake user agent 4
66.249.78.130 |147.237.76.86 |Wited Sates [navy.idf.il ET SCAN NVAP -sA (2) 2
66.249. 64.190 |147.237.72.166 |lLhited Sates |aka idf.il ET SCAN NVAP -sA (2) 2
61.191.190. 47 |147.237.77.216|Chi na dover.idf.il ET SCAN Potential SSH Scan 1
61.191.190. 47 |147.237.77.179|Chi na e mazi.idf.il ET SCAN Potential SSH Scan 1
115.182.17.13  |147. 237. 76. 199 [Chi na e. nakchal .idf.il ET SCAN NMAP -sS wi ndow 4096 1
61.191.190. 47 |147.237.77.170|Chi na maar achot . i df .i | ET SCAN Potential SSH Scan 1
113. 240. 250. 155|147. 237. 76. 31 |Chi na nakchal .idf.il ET SCAN NMAP -sS wi ndow 1024 1
61.191.190. 47 |147.237.77.74 |China lawidf.il ET SCAN Potential SSH Scan 1
94.102.49.210 |147.237.8.28 |Netherlands |e. nobile-ks.idf.il ET SCAN Potential SSH Scan 1
58,17 86. 12 147 237 828 |oni na o robi | eks. i f | ET SCAN Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
61.191.190. 47 |147.237.77. 243|Chi na nobi | e.idf.il ET SCAN Potential SSH Scan 1
61.191.190. 47 |147.237. 77. 233|Chi na atal.idf.il ET SCAN Potential SSH Scan 1
61.191.190. 47 |147.237.77. 226 |Chi na wwv chanat z. aka. i df . il |ET SCAN Potential SSH Scan 1
222.186.42.218 |147.237.77.216|Chi na dover.idf.il SERVER WEBAPP JBoss JMKI nvoker Servl et access attenpt 1
61.191.190. 47 |147.237.77.212|Chi na e. dover.idf.il ET SCAN Potential SSH Scan 1
125. 66. 55. 157  [147. 237. 76. 199 |Chi na e. nakchal .idf.il ET SCAN Behavi oral Lhusual ly fast inbound Telnet Connections, 1
Potential Scan or Brute Force
61.191.190. 47 |147.237.77.178|China e. natpash. i df . i1 ET SCAN Potential SSH Scan 1
115.182.17. 13 |147. 237. 76. 199 |Chi na e. nakchal .idf.il ET SCAN NMAP -sS wi ndow 1024 1
61.191.190. 47 |147.237.77.121|China e navy.idf.il ET SCAN Potential SSH Scan 1
94.102.49.210 |[147.237.76.34 |Netherlands  |yohal an.idf.il ET SCAN Potential SSH Scan 1
61.191.190.47 [147.237.77.61 |China e.cogat.idf.il ET SCAN Potential SSH Scan 1
94.102.49.210 |147.237.0.16 |Netherlands ny-kosher-kravi.idf.il |ET SCAN Potenti al SSH Scan 1
61.191.190. 47 |147.237.77.235|Chi na sviva.idf.il ET SCAN Potential SSH Scan 1
61.191.190. 47 |147.237.77. 227 |Chi na e. hanaz. i df . il ET SCAN Potential SSH Scan 1
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|Top Attackers In FW |

Attacker Address

A tacker

Target Address

dte

Signature

Country

Sreaning Engine: TGP Invalid

Inval id segnent retransnission.

66.249.73.185 |lLhited States |[147.237.77.216|dover.idf.il S dro 118
Ret ransni ssi on Packet dropped. P
222.186.55. 169 |Chi na 147.237.77. 170 |nmarachot . i df .il [dr op First packet isn't SYN drop 108
82.145.218.45 |Europe 147. 237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 43
222.186.55.169 |China 147.237.77. 170 |naarachot . i df .il |dr op SAMrule drop 36
100. 100. 15. 58 147.237.72. 166 |aka.idf .il drop First packet isn't SYN drop 33
167.114. 156. 16 |Canada 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 30
41.33.231. 90 Egypt 147.237.77. 216 |dover.idf il drop SAMrule drop 30
100. 100. 34. 98 147.237.72. 166 |aka.idf .il drop First packet isn't SN drop 28
100. 100. 85. 240 147.237.72. 166 |aka. i df .i | dr op First packet isn't SN drop 26
46. 19. 85. 50 | srael 147.237.72. 167 |ishurimaka.i of .i|[Bad TCP sequence Inval i d ACK nunber noni t or 25
Sreanming Engine: TCP Invalid i i ssi
46.120.152.85 |Israel 147.237.72. 166 |aka. i df . 9 =g nvalid segnent retransmssi on. drop 24
Ret r ansmi ssi on Packet dropped.
46. 19. 85. 152 | srael 147.237.72. 166 |aka.idf .il Bad TCP sequence Invalid ACK nunber noni t or 24
213.57.133.216 |lsrael 147.237.77. 216 |dover.idf.il SYN At t ack SYN -> SYN ACK -> Ti meout rej ect 24
Sreaning Engine: TGP Invalid i i ssi
46.19. 85. 97 I'sr ael 147. 237.77. 243 |nobi l e.i df . i1 9 =g Invalid segnent retransmssion. drop 18
Ret ransm ssi on Packet dropped.
46. 19. 85. 46 I srael 147.237.72. 166 |aka i df .i | Bad TCP sequence Invalid ACGK nunber noni t or 13
185. 120. 126. 32 147.237.0.34  |[tikshuv.idf.il drop SAMrul e drop 12
reaming BEngine: TCP Invali i i ssi
46.19.86.210  |Israel 147, 237.77. 243 |mbi e ik i1 | €M NG Engi ne: TP alid invalid segnent retransnission drop 12
Ret ransm ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
176.13. 6. 91 I srael 147.237.77. 243 |nobi 1 e.i o i 9 =g nval i d segnent retransmssi on. drop 12
Ret ransm ssi on Packet dropped.
reaming BEngine: TCP Invali i i ssi
185. 120. 126. 37 147.237.72. 166 |aka.i df . Sream g Ehgl he @ Invalid  finvalid segnent retransnission drop 12
Ret ransm ssi on Packet dropped.
100. 100. 106. 189 147.237.72. 156 |anan. i df .i | drop First packet isn't SN drop 12
100. 100. 109. 26 147.237.72. 166 |aka.idf .i | dr op First packet isn't SN drop 11
77.125.124.21 |Israel 147.237.77. 216 |dover.idf il SYN At t ack SYN -> SYN-ACK -> RST rej ect 11
Sreamng Engine: TCP Invalid i i ssi
176.13.22.198  |Israel 147.237. 77. 243 |nobi l e, f . 9 =g nval i d segnent retransmssi on. drop 9
Ret ransm ssi on Packet dropped.
reaming BEngine: TCP Invali i i ssi
94.230.93.197 |[Israel 147. 237. 77. 216 |dover. i df . Streaning Engine: TCP Invalid  invalid segnent retransnission drop 9
Ret ransm ssi on Packet dropped.
Sreamng Engine: TGP Invalid i i ssi
94.230.93.207 | srael 147.237.77. 216 |dover i of . i1 9 =g nval i d segnent retransmssi on. drop 9
Ret ransm ssi on Packet dropped.
37.26.149. 163 |[Israel 147.237.0.34 |tikshuv.idf.il |SYN Attack SYN -> SYN-ACK -> RST rej ect 9
' Sreanming Engine: TCP Invalid ' i ssi
31.186.228.58 |ted 147. 237. 77. 216 |dover . i df . i | 9 =9 nvalid segnent retransmssi on. drop 8
Ki ngdom Ret r ansni ssi on Packet dropped.
Sreaning Engine: TGP Invalid i i ssi
66.249.83.155 |tnited Sates [147.237.77.216 |dover.idf.il 9 =g Invalid segnent retransmssion. drop 8
Ret r ansm ssi on Packet dropped.
100. 100. 4. 180 147.237. 72. 156 |anan. i df . il dr op Frst packet isn't SN drop 8
100. 100. 24. 200 147.237.72. 166 |aka.idf .il drop First packet isn't SYN drop 7
5.22.134.49 I srael 147.237.72. 166 [aka. i df . i | Bad TCP sequence I'nval i d AGK nunber noni t or 7
172.56.16.105 |Lhited Sates |147.237.77.216|dover.idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 7
46. 19. 85. 220 I srael 147.237.77. 216 |dover.idf. il Bad TCP sequence I'nval i d AGK nunber noni t or 6
46. 19. 85. 95 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber noni t or 6
46. 19. 86. 156 I srael 147.237.72. 166 |aka. i df .i | Bad TCP sequence Inval i d AGK nunber noni t or 6
Sreanming Engine: TCP Invalid i i ssi
37.26.148.204 |Israel 147.237. 77. 243 |robi 1 e. i of . i 9 =g nvalid segnent retransmssi on. drop 6
Ret r ansmi ssi on Packet dropped.
2.52.34.82 I srael 147.237.72. 166 |aka. i df .i SYN At t ack SYN -> SYN-ACK -> RST rej ect
188. 120. 148. 219l srael 147.237.77. 216 |dover. i df il Bad TCP sequence Inval i d AGK nunber noni t or
46.116. 210. 118 |Israel 147.237.72. 166 |aka.i df . i1 Bad TCP sequence Inval i d ACK nunber noni t or
Sreaning Engine: TCP Invalid i i SSi
217.132.41.81 | srael 147.237.77. 243 |nobil e i df . i1 9 =g nvalid segnent retransmssi on. drop 6
Ret ransni ssi on Packet dropped.
31.168.28. 17 I srael 147.237.72. 166 [aka i df .i | Bad TCP sequence I'nval i d AGK nunber noni t or 6
Sreaning BEngine: TQP Invalid i i ssi
37.26.149.149 | srael 147.237.77. 243 |nobi 1 e.i df . i1 9 =g nvalid segnent retransmssi on. drop 6
Ret ransm ssi on Packet dropped.
100. 100. 75. 242 147.237.72. 166 |aka. i df .il drop First packet isn't SN drop 6
Sreaning Engine: TGP Invalid i i ssi
66.249.83.158 |lnited Sates [147.237.77.216 |dover.idf.il 9 =g Invalid segnent retransmssion. drop 6
Ret ransm ssi on Packet dropped.
5.22.134.127 I srael 147.237.72. 166 |aka i df .i | Bad TCP sequence Invalid ACGK nunber noni t or
46. 19. 85. 220 I srael 147.237.77. 216 |dover.idf. il Bad TCP sequence I'nval i d AGK nunber alert
Sreaning Engine: TQP Invalid i i ssi
176.13.14.74  |israel 147. 237. 72. 167 |i shuri maka. i df . i g =g nvalid segnent retransmssi on. drop 6
Ret ransm ssi on Packet dropped.
Sreaming Engine: TCP Invalid i i ssi
79.179.30.160 |Israel 147.237.72. 166 |aka i df .i 9 =g nval i d segnent retransmssi on. drop 6
Ret ransm ssi on Packet dropped.
Sreaning Engine: TQP Invalid i i ssi
84.110. 145. 203 |Israel 147. 237. 77. 243 |nobi | e. i of . i 9 =g nvalid segnent retransmssi on. drop 6
Ret ransm ssi on Packet dropped.
85.250.91. 117 |lsrael 147.237.72. 166 |aka. i df .il drop First packet isn't SN drop 5
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Action ‘Count
37.26.146.255 |lIsrael 147.237.0.19 |nadimatal .idf.il Dstributed Too Many of the Sane Response Code (404) B ock 142
37.26.146.255 |Israel 147.237.0.19 |nadimatal .idf.il DO stributed Suspici ous Response Code B ock 107
79.178.196.218 |[Israel 147.237.0.19 |madi matal .idf.il D stributed Suspicious Response Code Bl ock 81
79.178.196. 218 |[lsrael 147.237.0.19 |nadimatal .idf.il Dstributed Too Many of the Sane Response Code (404) B ock 59
176. 13. 3. 249 I srael 147.237.0.19 |nadimatal .idf.il DO stributed Suspici ous Response Code B ock 58
46.120.69.191 |Israel 147.237.72. 166 |aka. i df . i | Ml tipl e Unaut hori zed URL Access from 46. 120. 69. 191 Bl ock 36
37.142.68.74  |israel 147.237.76. 200 |ei tan. aka. i df . i | ;(;?lﬁr.‘y(;;f?;he Sane Response (bde (404) in Session from Bl ock 36
46.19. 86. 48 I srael 147.237.0.19 |madi matal .idf.il D stributed Suspicious Response Code B ock 25
37.26.146.255 |[Israel 147.237.0.19 |madi matal .idf.il Dstributed Too Many of the Sane Response Code (403) Bl ock 15
176.13.7.38 I srael 147.237.0.19 |madi matal .idf.il O stributed Suspicious Response Code Bl ock 5
176.13.6. 91 I srael 147.237.77.243|mobi | e. i df . i | D stributed Suspicious Response Code B ock 4
46.120.69.191 | srael 147. 237.72. 166 |aka. i df . i | chaut horl zed f;pfcstcofzze; i1 es/ 369692, pg Bock |4
31.210. 186. 163 |lIsrael 147.237.72. 166 |aka. i df . i | O stributed Whaut hori zed UR. Access on vww aka. i df .il/ufi/reaction/ |B ock 3
46.19. 85. 97 I srael 147.237.77.243|nobi | e. i df . i | D stributed Suspicious Response Code Bl ock 3
80.246.136.99 |[lIsrael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 3
46.19. 85. 45 I srael 147.237.0.19 |nadimatal .idf.il DO stributed Suspici ous Response Code B ock 3
176.13.22.198 |Israel 147.237.77.243|nobi | e. i df . i | D stributed Suspicious Response Code Bl ock 3
46.19. 85. 133 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 3
87.68.33.78 I srael 147.237.72. 166 |aka. i df . i | O stributed Whaut hori zed UR. Access on vwwy aka. i df .il/ufi/reaction/ |B ock 3
2.52.160. 221 I srael 147.237.0.19 |madi matal .idf.il D stributed Suspicious Response Code Bl ock 2
46. 19. 85. 233 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 2
31.154.92.213 |israel 147.237.72. 166 |aka. i df . i | \?\;let ar]i:‘ftdifji T’;‘ﬁ;’:;‘g} ﬁaﬁi gﬂelsls on Bl ock 2
2.54.8.145 I srael 147.237.0.19 |nadi matal .idf.il O stribut ed Suspicious Response Gode Bl ock

46. 19. 86. 142 I srael 147.237.72. 166 |aka. i df . i | D stributed Suspici ous Response Code_Qust om Tenpor ary B ock
208.184.112. 75 [Uhited Sates [147.237. 77. 216 |dover . i df . | bt :id?f’ti‘f‘; 1?3?;};325;-6%%\/2??35&” Bock |2
208.115.113. 89 |Wited Sates [147.237.77. 216|dover.i df .i | Mil ti pl e Wnaut hori zed URL Access from 208. 115. 113. 89 Bl ock
84.111.137.219 |[Israel 147.237.72. 166 |aka. i df . i | O stributed Whaut hori zed UR. Access on vwwy aka. i df .il/ufi/reaction/ |B ock

46.19. 86. 210 I srael 147.237.77.243|nobi | e. i df . i | D stributed Suspicious Response Code Bl ock
107.178.194.83 |Wited Sates [147. 237. 77. 216 |dover . i df . i | D stri bt ec 1T§g;§;gfﬁe'f':;ﬁ°fssp£” Hock 2
31.168. 28. 17 I srael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessions: sigal gs DS Atack None 1
82.242. 5. 209 France 147.237.77. 216 |dover . i df . i | D stributed PHP A tenpt B ock 1
47.18.93.58 Lhited Sates |147.237.77. 216|dover.i df . i | Dstributed PHP Attenpt B ock 1
2.54.161. 33 I srael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessions: sigal gs DS Atack None 1
46.19. 86. 39 I srael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessions: sigal gs DS Atack None 1
109. 160. 224. 60 |l srael 147.237.77.216|dover . i df .i | D stributed Waut hori zed UR. Access on ww i df.il/xnirpc. php Bl ock 1
46. 19. 85. 45 I srael 147.237.0.19 |nadimatal .idf.il Zg?lgég’g_ﬁ;he Sane Response Qode (404) in Session from Bl ock 1
91. 135. 102. 176 |l srael 147.237.72. 166 |aka. i df . i | Lht raceabl e SS. Sessi ons: si gal gs DS At ack None 1
77.127.169. 22 Israel 147.287.0.17 g]l‘ _niy|- osher-kravi Irrlllrr(;lg-]ilosiaéra}rl?rt:\:i Elngl?d: In?a; r;1(>i</icr:eat ecapt chai nage. aspx None 1
208.115.113.89 [lhited Sates |147.237.77.216|dover.idf.il Paraneter Type Molation SortOr in wwidf.il/1134-he/ dover.aspx  |B ock 1
185.3.146.196 |l srael 147.237.72. 166 |aka. i df . i | m ;;(Z“It gfd. iLnar‘:;jhr?/rs' ;flfarﬁ] fecf‘?isesd on B ock 1
84.228.97.154 |Israel 147.237. 72. 166 |aka. i df . i | m;&:‘i‘td?‘_jiﬁ‘ﬁ;‘tt;g; Zed WL fosss on Bock |1
66.249.64.190 |[lIsrael 147.237.72. 166 |aka. i df . i | D stributed Suspici ous Response Code_Qust om Tenpor ary B ock 1
46.116. 140. 103 |Israel 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessions: sigal gs DS Atack None

141. 212. 122. 112|Uhited Sates |147. 237. 77. 216 |dover.i df .i | Miltiple Malformed URL from 141. 212. 122. 112 Bl ock
31.154.92.180 | srael 147.237.72. 166 |aka. i df . i | C‘I’ Iotli;tl fO?t(rggfibég\Nﬁpﬁij&’?f(;\I_Oggi'_g(‘ldm )(P“’t ocol None 1
80.246.136.33 [Israel 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessions: sigal gs DS Atack None
79.177.28.179  |lsrael 147.237.77. 170 |maar achot . i df . i | Dstributed PHP At enpt B ock
212.199.57.197 |[Israel 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessions: sigal gs S Attack None 1
107.178.194. 83 |United States [147. 237. 77. 216 |dover . i df . | Dstri buted lT;g:;ggé?ﬂeﬁvﬁffsspfn Bock |1
66.249.73.185 |[lIsrael 147.237.77. 216 |dover . i df . i | D stributed Suspici ous Response Code B ock 1
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