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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |[Site |Signature |Device Action |Count |
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il DOS- Tool - Swi t chbl adG dest - r eset 3460
204. 42. 253. 2 Lhited Sates 147.237. 76. 147 chi nuch. aka.idf.il B ock Np Al _Net dr op 2
204. 42. 253. 2 Lhited Sates 147.237. 76. 148 gocenter.aka. idf.il |Bock Np All Net drop 2
115. 231. 222. 40 Chi na 147.237.76. 148 gogcenter.aka.idf.il |[JLM Under Attack Con Htp drop 2
0.0.0.0 147.237.77. 216 dover.idf.il HITP Page H ood Attack drop 2
93.174.93. 151 Net her | ands 147.237. 76. 148 gogcenter.aka. idf.il |B ock Wp Al _Nets drop 1
180. 97. 106. 37 Chi na 147.237.76. 199 e. nakchal .idf.il Block Np Al _Net drop 1
180. 97. 106. 161 Chi na 147.237.76. 86 navy.idf.il B ock Np Al _Net dr op 1
180. 97. 106. 161 Chi na 147.237. 76. 196 e.sviva.idf.il Block Np All Net drop 1
180. 97. 106. 36 Chi na 147.237. 76. 38 e.eneitav.idf.il B ock Np Al Net dr op 1
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|Top Attackers In IPS|

Attacker Address

At t acker

Country

rget Address

Site

Sgnature
13248: HITP. Joomia JCE File Wl oad Renote CGode Execution

91.218.29.20  |kraine 147.237.77. 176 |nat pash. i df . 1 1)/ ty Bl ock
106. 38. 241. 106 |Chi na 147.237.77.216|dover.idf .i|l |Cl03: HTTP. User Agent Sogou+web+spi der Bl ock
159. 253. 145. 150|Lhited Sates 147.237.77. 216 |dover.i df.i| |Q095: Suspicious Addresses MFA Per mit
159. 253. 145. 150|Uhited Sates 147.237.77.233|atal .idf.il Q095: Suspi ci ous Addresses MFA Per nit
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|Top Attackers In |D|

Attacker Address |Target Addr ess Attacker Qountry Ste \Signature

66. 249. 66. 61 147.237.72.166 |lhited Sates aka idf.il ET SCAN NVAP -sA (2) 2
91. 218. 29. 20 147.237.77.176  |kraine nat pash. i df . i | Tehila - Perl LWP with fake user agent 2
195. 34. 150. 18 147.237.77.216  |Austria dover.idf.il Tehila - Perl LWP wth fake user agent 2
209. 126. 230. 71 147.237.77.233 |wnited Sates atal .idf.il ET SCAN NMAP -sS wi ndow 1024 1
209. 126. 230. 71 147.237.77.212 |Lhited Sates e.dover.idf.il ET SCAN NMAP -sS wi ndow 1024 1
198. 20. 69. 98 147.237.77.212 |wnited Sates e. dover.idf.il ET DRCP Dshiel d B ock Listed Source 1
176. 209. 222. 35 147.237.77.233 |Russian Federation |atal.idf.il ET SCAN Potential SSH Scan 1
176. 209. 222. 35 147.237.77.170 |Russian Federation  |maarachot.idf.il ET SCAN Potential SSH Scan 1
176. 209. 222. 35 147.237.76.197 |Russian Federation |e. himush.idf.il ET SCAN Potential SSH Scan 1
176. 209. 222. 35 147.237.72.217 |Russian Federation |e.idf.il ET SCAN Potential SSH Scan 1
176. 209. 222. 35 147. 237. 0. 200 Russian Federation  |mau.idf.il ET SCAN Potential SSH Scan 1
210. 50. 197. 154 147.237.0. 34 Australia tikshuv.idf.il ET SCAN NVAP -sS wi ndow 3072 1
209. 126. 230. 71 147.237.77.227 |wnited Sates e. hanaz. i df .il ET SCAN NMAP -sS wi ndow 1024 1
31.184.242.17 147.237.77.216  |Russian Federation  |[dover.idf.il ET DRCP Spanhaus DRCP Listed Traffic | nbound 1
200.113. 127. 147  |147.237.0. 200 Gile . i of . i | ET SCAN Potential SSH Scan 1
176. 209. 222. 35 147.237.77.178 |Russian Federation |e. natpash.idf.il ET SCAN Potential SSH Scan 1
176. 209. 222. 35 147.237.76.199 |Russian Federation  |e. nakchal .idf.il ET SCAN Potential SSH Scan 1
176. 209. 222. 35 147. 237. 76. 34 Russi an Federation |yohal an.idf.il ET SCAN Potential SSH Scan 1
176. 209. 222. 35 147.237.72. 14 Russi an Federation  |dover.idf.il (ol d) ET SCAN Potential SSH Scan 1
176. 209. 222. 35 147.237.0.15 Russi an Federation  |kosher-kravi.idf.il |ET SCAN Potential SSH Scan 1
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|Top Attackers In FW |

At acker

Target Address

Ste

Signature

Gountry

Sreamng Engine: TCP Invalid

Inval i d segnent retransnission.

Ret ransm ssi on

Packet dropped.

66.249.73.185 [Lhited Sates |147.237.77.216 |dover.idf.il Ret r ansm ssi on Packet  dr opped. drop 104
95. 86. 110. 15 | srael 147.237. 77. 216 |dover.idf.il dr op First packet isn't SYN drop 85
41. 33. 231. 90 Egypt 147.237. 77. 216 |dover.idf.il drop SAMrul e drop 36
185. 120. 126. 48 147.237.0.34 |tikshw.idf.il |drop SAMrul e drop 30
Sreaming Engine: TCP Invalid i i ssi
41.35.156.178 |Egypt 147. 237. 77. 216 |dover. i df . i | et ransn? ssigon ::;“éak!td ;eg;;g;' retransmssi on. drop 27
213.57.160.27 |Israel 147. 237. 72. 156 |aman. i df .| Bad TCP sequence mdﬁrsacnjit Wth different moni tor |23
Sreamng Engine: TCP Invalid i i ssi
41.35.142.34 |Egypt 147. 237. 77. 216 |dover. i of . i | et ransn? ssigon ::;“éak!td ;eg;;g;' retransmssi on. drop 18
100. 100. 53. 233 147.237.72. 166 |aka. i df . il dr op Frst packet isn't SN drop 18
100. 100. 103. 55 147.237.72. 166 |aka.i df . il drop Frst packet isn't SYN drop 16
95. 86.110. 15 |l srael 147.237. 77. 216 [dover. i df i Bad TCP sequence Invalid ACK nunber noni t or 14
185. 120. 126. 48 147.237. 72. 156 |aman. i df .i drop SAMrul e drop 14
95.86.110.15 |[lsrael 147.237.77. 216 |dover. i df .i | Bad TCP sequence Invalid sequence nunber noni t or 13
95. 86.110. 15 |l srael 147.237. 77. 216 [dover. i df i Bad TCP sequence Invalid ACK nunber alert 13
2.52.168.51 |[Israel 147.237.72. 166 |aka.i df . Streamng Engi ne: TCP Invalid il id segrent retransnissi on. drop 12
Ret r ansn ssi on Packet dr opped.
95. 86. 110. 15 | srael 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 12
100. 100. 102. 20 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 12
197. 231.70. 64 |Gabon 147.237.72. 166 |aka.idf.il Streaning Engine: TCP | nvalid Inval i d checksum Packet dropped. drop 11
Checksum
46.19.86.196 |[Israel 147.237.72. 166 |aka.i df .i | Bad TCP sequence Invalid ACK nunber noni t or 10
100. 100. 72. 50 147.237.72. 166 |aka. i df . il dr op Frst packet isn't SN drop 9
80.246.137.49 |l srael 147.237.72. 166 |aka.i df . il drop Frst packet isn't SYN drop 8
185.32.179.13 |[lIsrael 147.237.72. 166 |aka.i df .i SYN At t ack SYN -> SYN-ACK -> RST rej ect 8
46. 19. 85. 39 I srael 147.237.72. 156 |anan. i df . i | Bad TCP sequence Invalid ACK nunber noni t or 8
2.54.182.75 I srael 147.237.72. 166 |aka. i df .i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 8
2.54.182.75 I srael 147.237.72. 166 |aka.i df .i SYN At t ack SYN -> SYN-ACK -> Ti neout rej ect 7
46. 19. 86. 29 I srael 147.237.77. 216 |dover.i df .i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 7
2.54.182.75 I srael 147.237.72. 166 |aka. i df .i | Bad TCP sequence Invalid ACK nunber alert 7
2.54.182.75 I srael 147.237. 72. 166 |aka.i df .i | Bad TCP sequence Invalid ACK nunber noni t or 7
2.54.182.75 | srael 147.237.72. 166 |aka.idf il Bad TCP sequence I'nval i d sequence nuniber noni t or 7
46.19.85.232 |[Israel 147.237.77. 216 |dover. i df .i | Bad TCP sequence Invalid ACK nunber alert 6
46.19.86.187  |lsrael 147.237.72. 167 |ishurimaka.idf.i[Bad TCP sequence I'nvali d ACK nunber noni t or 6
213.57.128. 142 |I srael 147.237.72. 166 |aka.i df .i | SYN At t ack SYN -> SYN-ACK -> Ti neout rej ect 6
46.19.85.232 |[Israel 147.237.77. 216 |dover. i df .i | Bad TCP sequence Invalid ACK nunber noni t or 6
213.57. 128. 142 |I srael 147. 237.72. 166 |aka i df . i Bad TCP sequence mﬁsgfmsm wehdifferent | oitor |6
149. 88. 221. 182 |l srael 147.237. 72. 167 |i shurimaka. i df .i [SYN At t ack SYN - > SYN-ACK -> Ti meout rej ect
100. 100. 48. 212 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop
80. 246. 133. 234 |I srael 147.237.77. 216 |dover. i df . Streaning Engi ne: TCP Invalid  Jinvalid segnent retransnission drop 6
Ret r ansni ssi on Packet dr opped.
100. 100. 64. 162 147.237.72. 166 |aka.i df . il drop Frst packet isn't SYN drop 5
46.19.86.173 |lsrael 147.237.77. 170 |maarachot . i df .il [Bad TCP sequence I'nvali d ACK nunber noni t or 5
2.54.183.215 |[lIsrael 147.237.72. 166 |aka.i df .i SYN At t ack SYN -> SYN-ACK -> RST rej ect 5
46.19. 85.31 I srael 147.237.0.34 |tikshw.idf.il [Bad TCP sequence Invalid ACK nunber noni t or 5
80. 246. 137. 49 |Israel 147.237.72. 166 |aka.i df .i SYN At t ack SYN -> SYN-ACK -> Ti neout rej ect 5
5.102. 254. 240 |l srael 147.237. 72. 166 |aka. i df .i 1 Bad TCP sequence Invalid ACK nunber noni t or 5
5. 28. 146. 160 | srael 147.237.72. 166 |aka. i df .i | SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 5
149. 88. 221. 182 |I srael 147. 237.72. 167 |i shurimaka.i df .i|Bad TCP sequence mﬁsgfmsm wehdifferent | onitor |5
2.52.6.166 I srael 147.237.77. 216 |dover.i df .i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 5
213.57.129. 222 |l srael 147.237.72. 166 |aka. i df . il SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 4
54.244.22.103 |lhited Sates |147.237.77.176 |natpash.idf.il drop First packet isn't SYN drop 4
185. 3. 146. 184 |l srael 147.237.72. 166 [aka. i f .i | Bad TCP sequence Inval id ACK nunber noni t or 4
46.19.86.103 [Israel 147, 237. 72. 156 |anan. i df . i Bad TCP sequence Invalid ACK nunber noni t or 4
197.231.70.64 |Gabon 147.237.72. 166 |aka i df . i1 Streaning Engi ne: TCP Invalid Inval i d segnent retransmssi on. drop 4
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry ‘Target Address |Site Sgnature Action ‘Count
46. 19. 85. 104 | srael 147.237.0.19 |nadimatal .idf.il|DOstributed Suspicious Response Code B ock 93
46. 19. 85. 104 I srael 147.237.0.19 |nadimatal .idf.il|Dstributed Too Many of the Sane Response Code (404) B ock 86
80. 246. 133. 111 I srael 147.237.76. 200 |ei tan. aka. i df i | [J00 e O 1he Sae Fesponse (e (404) i Session from Bl ock 31
78.156.118.38 |Denmark 147.237.77.216|dover. i df . il D stributed Suspici ous Response Code B ock 10
46.19. 86. 176 I srael 147.237.0.19 |madimatal .idf.il|Dstributed Suspicious Response Code B ock 3
176.13.21. 25 I srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 3
2.54.19. 107 I srael 147.237.0.19 |nadimatal .idf.il|{Dstributed Suspicious Response Code B ock 3
46. 19. 86. 207 I srael 147.237.0.19 |madimatal .idf.il|Dstributed Suspicious Response Code B ock 3
79.176.177.212 |Israel 147.237.72. 166 [aka. i df . i | O stributed Whaut horized URL Access on waw aka.idf.il/ufi/reaction/  |B ock 3
84.228.22.125 |Israel 147.237.72. 166 |aka. i df . i | Mil tipl e Unknown HTTP Request Method from 84.228.22. 125 B ock 3
72.9.148.10  |United Sates  [147.237.76.86 [navy.idf.il muzzs;' e e o navy. aspx. aspx Bl ock 2
66.249. 64. 177 |l srael 147. 237. 76. 147 |chi nuch. aka. i df . i|Uhaut hori zed URL Access to waw chi nuch. aka. i df .il/404. htm B ock

46.19. 85. 44 I srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock
37.26.146.172 |Israel 147.237.77. 243|nwbi l e iof i1 [adhorized t‘;‘eggfyim O e/ <t chi | deocumert o/ 1431 Bl ock 2
185.32.179.48 |Israel 147.237.72. 166 |aka. i df . i | Lht raceabl e SSL Sessi ons: sigal gs DoS Attack None 2
207.46.13.137 [lLnited Sates 147.237.77.216|dover.i df .i | O stributed Suspicious Response Code B ock 2
84.228.30.104 |Israel 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 2
40.77.167.91 Lhited Sates 147.237.77. 216 |dover . i df . i | D stributed Suspicious Response Code B ock 2
79.182.133. 187 |[Israel 147.237.72. 166 [aka. i df . i | D stributed Whaut horized URL Access on waw aka. i df.il/ufi/reaction/  |B ock 2
208.184.112.74 |Wited Sates  |147.237.77. 216 |dover . i df . i | w11 1155, 25650 nel dover. aume Bock |1
5.102. 246.130 |Israel 147.237.77.233|atal .idf.il D stributed PHP Attenpt B ock 1
93.173.243.179 |[Israel 147.237.77. 170 |n@arachot . i df . i | |Dstributed PHP Attenpt B ock 1
46. 19. 86. 233 | srael 147.237.72. 166 |aka. i df . i | Uhtraceabl e S3. Sessi ons: sigal gs DoS At ack None 1
176.13. 0. 106 I srael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessions: sigal gs S Attack None 1
89.139.18.118 [Israel 147.237.72. 166 [aka. i df . i | Untraceabl e S3. Sessi ons: si gal gs DoS Attack None 1
80.246.136. 73 |lsrael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessi ons: sigal gs DoS Attack None 1
46. 19. 85. 70 I srael 147.237.77. 216 |dover . i df . i | Unknown HTTP Request Met hod m facebook. katana in URL B ock 1
116. 75. 0. 141 I ndi a 147.237.76.42 |refuah.idf.il Lhaut hori zed URL Access to ww refua. atal .idf.il/xnrpc. php B ock 1
79.178.144.34  |lsrael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessi ons: sigal gs DoS Attack None 1
213.57.160.27 |Israel 147.237.72. 156 |anan. i df . i | Too Many Qookies in a Request - 112 cooki es B ock 1
37.26.149.128 [Israel 147.237.72. 166 [aka. i df . i | Untraceabl e S3. Sessi ons: si gal gs DoS Attack None 1
107.178.194.79 Wited Sates  [147.237.77. 216 |dover. i df . i | D stri utec 1?;;}2;2;;?&%&??;‘)2” Bl ock 1
2.54.19.9 I srael 147.237.72. 166 [aka. i df . i | Lhtraceabl e SI. Sessi ons: si gal gs DoS Attack None 1
92.98. 41. 188 ;:ii]::tdesﬁ’ab 147.237.77. 176 |mat pash. i df . i | O stributed Unhauthorized URL Access on waw cogat . idf.il/xmrpc. php |B ock 1
66. 249. 66. 61 I srael 147.237.72. 166 |aka. i df . i | D stributed Suspicious Response Code_Qust om Tenpor ary B ock 1
195. 154. 168. 82 |France 147.237.77. 216 |dover.idf . il Dstributed PHP At tenpt B ock 1
85. 65. 104. 30 | srael 147.237.72. 166 |aka. i df . i | Lt raceabl e S3. Sessi ons: sigal gs DoS Attack None 1
173.208. 242. 133|thited Sates  |147.237.77. 176 [nat pash. i df . i | Distributed PP Attenpt B ock 1
40.77.167.100 |lhited Sates  [147.237.77.216|dover.idf . il Unaut hori zed URL Access to 147.237.77. 216/ robots. txt B ock 1
116.68.101.43 |India 147.237.77. 176 |mat pash. i df . i | Dstributed Whaut horized URL Access on ww cogat.idf.il/xmrpc. php |B ock 1
79.183.33.150 |[Israel 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessions: sigal gs S Attack None 1
77.127.245. 181 |Israel 147.237.72. 166 [aka. i df . i | D stributed Whaut horized URL Access on waw aka. i df .il/ufi/reaction/  |B ock 1
209. 126.230. 71 |Lhited Sates 147.237.77. 216 |dover.i df . i | Lhaut hori zed URL Access to / B ock 1
5.102. 246.130 |l srael 147.237.77.233|atal .idf.il Lhaut hori zed LRL Access to waw atal .idf.il/xnirpc. php B ock 1
93.173.243.179 [Israel 147.237.77. 170 [maar achot . i df . i | |Unaut hori zed URL Access to maarachot . idf.il/xnirpc. php B ock 1
89.139.180.63 | srael 147.237.72. 166 |aka. i df . i | m”i’:i Z?.ria}r;er:m?:v S—mwharE\/Ag;A;Siim%chgsf iy, asp None 1
80. 246. 139. 103 |l srael 147.237.77.243|nobi l e. i df . i | D stributed Whaut hori zed URL Access on nobi | e. i df.il/sachar/i ndex B ock 1
121.122.172. 61 |Mil aysia 147.237.77. 176 |mat pash. i df . i | Ostributed PHP At tenpt B ock 1
79.179. 99. 94 | srael 147.237.76.31 |nakchal .idf.il Dstributed PHP Attenpt B ock 1
213.151.38.126 |[Israel 147.237.72. 166 [aka. i df . i | Lhaut hori zed URL Access to aka.idf.il/giyuss B ock 1

11-27-2015-09:04:05 to

11-27-2015-10:04:05




