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M dover.idf.il

M tikshuv.idf.il

M aka.idf.il

M nadi matal .idf.il

M nat pash. i df.il

M mobi le.idf.il

I aman. i df . il

M ishurimaka.idf.i
lawidf.il

M refuah.idf.il
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11-27-2015-08:04:04 to 11-27-2015-09:04:04

|Top Attackers | n DDoS- Def ence |

Attacker Address  |Attacker Country  |Target Address |Site |Signature |Device Action |Count |
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il DCS- Tool - Swi t chbl adG dest - r eset 3248
79.182.128. 109 | srael 147.237.72. 166 aka.idf.il B ock_UWp Al _Nets dr op 6
82.221.105.7 | cel and 147.237.76. 38 e.eneitav.idf.il B ock Wp Al Nets drop 1
93.174.93. 151 Net her | ands 147.237.76. 199 e. nakchal .idf.il B ock Wp Al Nets drop 1

180. 97. 106. 161 Chi na 147.237.76. 177 ncore.idf.il B ock Np Al Net drop 1

5.28. 152. 185 | srael 147.237.76. 31 nakchal .idf.il B ock Wp Al Nets drop 1

95. 59. 45. 141 Kazakst an 147.237. 76. 147 chi nuch. aka.idf.il B ock_Wp Al _Nets drop 1

183. 61. 190. 239 Chi na 147.237.76. 198 e.yohal an.idf.il B ock_UWp Al _Nets dr op 1
147.30.122.0 Kazakst an 147.237.76. 39 nobi | e. nei tav.idf.il B ock Wp Al Nets drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qount ry Target Address |Site |Sgnature |Devi ce Action |Oount
81.218. 251. 250 I srael 147.237.77.216 |dover.idf.il CL000004: HTTP. options nethod (M crosoft) B ock 6
81.218. 251. 252 I srael 147.237.77.216 |dover.idf.il C1000004: HTTP. options nethod (M crosoft) B ock 6
188.120. 159. 150 |l srael 147.237.77.170 |maarachot.idf.il C1000004: HTTP. options nethod (M crosoft) B ock 1
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|Top Attackers In |D|

Attacker Address

Target Address

At acker
Gountry

‘S’te

Signature

195. 34. 150. 18  |147.237. 77. 216 |Austria dover.idf.il Tehila - Perl LWP wth fake user agent 4
209. 126. 230. 71 |147.237.77. 226 |Uhited Sates |wwuchamatz. aka.idf.il |ET SCAN NMAP -sS wi ndow 1024 1
200.113. 127. 147|147.237.0.34 |Gile tikshuv.idf.il ET SCAN Potential SSH Scan 1
200. 113. 127. 147|147.237.0.15 |Qile kosher -kravi .idf.il ET SCAN Potential SSH Scan 1
177.43.233.5 147.237.72. 167 |Frazil i shurimaka.idf.il ET SCAN NVAP -sS wi ndow 3072 1
84101 63.134  |147 237 76.39 |France bl e i tav. i il ET SSAN Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
46.228.207.18 |147.237. 77. 234 |Ger many hal ag.idf.il ET SCAN NVAP -sS w ndow 1024 1
200.113. 127. 147|147.237.0.35 |Giile akaws. i df .i | ET SCAN Potential SSH Scan 1
200. 113. 127. 147|147.237.0.17 |chile mny-kosher-kravi.idf.il |ET SCAN Potential SSH Scan 1
177.43.233.5 147.237.72. 167 |Brazil i shuri maka.idf.il ET SCAN NMAP -sS wi ndow 1024 1
77.109. 38.223  |147.237. 76. 197 |krai ne e. hinush.idf.il ET SCAN NMAP -sS wi ndow 1024 1
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|Top Attackers In FW |

Devi ce

‘Attacker Qount ry Target Address [Ste Signature Acti on ‘Count
37.26.148.215 |[lsrael 147.237.0.34 |tikshuv.idf.il  |drop First packet isn't SN drop 487
185. 120. 126. 48 147.237.0.34 |tikshuv.idf.il [drop SAMrul e drop 70
2.52.41.93 I srael 147. 237. 77. 216 |dover.i df .i | SYN Attack SYN -> SYN-ACK -> RST rej ect 41
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il dr op SAMrul e drop 36
Sreamng Engine: TCP Invalid i i ssi
8.37.235.215 |Wited Sates 147. 237.77. 216 |dover. i of . 9 =g Invalid segnent retransmssion. g 36
Ret ransn ssi on Packet dropped.
100. 100. 62. 236 147. 237. 72. 166 |aka.i f . i | drop First packet isn't SN drop 26
100. 100. 32. 249 147.237.72. 166 |aka i df .i | drop First packet isn't SWN drop 17
Sreamng Engine: TCP Invalid i i ssi
212.143.57. 177 |I srael 147. 237. 72. 167 |i shuri maka. i of . i 9 =g Invalid segnent retransmssion. g 15
Ret r ansn ssi on Packet dr opped.
Sreamng Engine: TCP Invalid i i SSi
66.249. 81. 218 |Lnited Sates 147, 237. 77. 216 |dover . i df .| 9 =g Invalid segnent retransmssion. g 12
Ret ransnm ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
69.41.14.215 |lnited Sates 147. 237.77. 216 |dover i df . 9 =g Invalid segnent retransmssion. g 12
Ret r ansn ssi on Packet dr opped.
reamn ine: TCP Invali i i ssi
208. 184. 77. 186 |Lhited Sates 147, 237. 77. 216 |dover . i df .| Streamng Engi ne: TCP Inval id invalid segnent retransnissi on drop 12
Ret ransnm ssi on Packet dropped.
46.19.86.140  [lsrael 147.237.72. 166 |aka. i df .i | Bad TCP sequence Inval i d ACK nunber nonitor (10
80.94.144. 4 S tzerl and 147.237.77. 74 |lawidf.il dr op First packet isn't SN drop 9
Sreamng Engine: TCP Invalid i i ssi
80. 246.136.59 |Israel 147. 237. 77. 243 |mobi L e.i of . i | 9 =g Invalid segnent retransmssion. 9
Ret ransn ssi on Packet dropped.
2.54.155. 98 I srael 147. 237. 72. 166 |aka.i f . i | SYN Attack SYN -> SYN-ACK -> RST rej ect 9
reamn ine: TCP Invali i i ssi
176.13.20.86  |Israel 147.237.77. 243 |rvi e i1 | €AM NG Engine: TCP Invalid invalid segnent retransmssion drop 8
Ret ransnm ssi on Packet dropped.
207.241. 226. 40 |Lhited Sates 147.237. 77. 176 |nat pash. i df .i | dr op First packet isn't SYN drop 8
reanming BEngine: TCP Invali i i ssi
66.249.81. 212 |United Sates 147.237.77. 216 |dover. i df . Streaming Engi ne: TCP Inval id |invalid segnent retransmissi on. drop 8
Ret ransm ssi on Packet dropped.
185. 19. 223. 178 g‘ijcisgi';'ja“ Territory,l147. 237. 77. 176 ratpash.icf. il |drop Frst packet isn't SN drop 7
46.19.85. 1 I srael 147.237.72. 166 |aka.i df .i | Bad TCP sequence Invalid ACK nunber noni t or
79.177.191. 71 |l srael 147.237.72. 166 |aka i df .i | SYN Att ack SYN - > SYN-ACK -> Ti neout rej ect
46.19.85.132  [lsrael 147.237.77. 216 |dover.idf.i| Bad TCP sequence Inval i d ACK nunber noni t or
reanming BEngine: TCP Invali i i ssi
79.183.199. 87 |Israel 147.237.72. 166 |aka. i df . i Streamng Engi ne: TCP Inval id |invalid segnent retransmissi on. drop 6
Ret ransm ssi on Packet dropped.
46.19.85.102 |Israel 147.237.77. 216 |dover. i df .il Bad TCP sequence Inval i d ACK nunber aert 6
87.68.43. 22 I srael 147.237.72.166 |aka.i df .i | Bad TCP sequence Inval i d ACK nunber nonitor (6
46.19.85.149 |lIsrael 147.237. 77. 216 |dover.idf .i | Bad TCP sequence Invalid ACK nunber alert 6
46. 19. 85. 47 I 'srael 147.237.0.34 |tikshw.idf.il [Bad TCP sequence Inval i d ACK nunber aert 6
Sreaming Engine: TGP Invalid i i ssi
87.68.63.90 |Israel 147. 237.72. 166 |aka i df . i | 9 =g Invalid segnent retransmssion. | 6
Ret ransni ssi on Packet dropped.
46.19.85.102 |Israel 147.237.77. 216 |dover. i df .il Bad TCP sequence Inval i d ACGK nunber monitor |6
Sreamng Engine: TCP Invalid i i ssi
40.77.167.91 |Wited Sates 147.237.77. 216 |dover i df .| 9 =g Invalid segnent retransmssion. g 6
Ret r ansn ssi on Packet dr opped.
Sreamng Engine: TCP Invalid i i SSi
82. 102. 169. 113 |I srael 147. 237. 72. 167 |i shuri maka. i of . i 9 =g Invalid segnent retransmssion. g 6
Ret ransnm ssi on Packet dropped.
46.19.85.149  [lIsrael 147.237.77. 216 |dover.idf.i| Bad TCP sequence Inval i d ACK nunber nonitor (6
Sreanming Engine: TCP Invalid i i ssi
5.22.131.209 |Israel 147.237.72. 166 |aka. i df . i 9 =g Invalid segnent retransmssion. g 6
Ret ransm ssi on Packet dropped.
46. 19. 85. 47 I 'srael 147.237.0.34 |tikshw.idf.il [Bad TCP sequence Inval i d ACK nunber noni t or
185. 120. 126. 48 147. 237. 77. 216 |dover.i df .i | drop SAMrule drop
Sreamng Engine: TCP Invalid i i SSi
46.19.85.108 |l srael 147, 237. 77. 243 |robi | e. i of . i | 9 =g Invalid segnent retransmssion. g 6
Ret ransnm ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
2.54.154.223 |Israel 147.237.72. 166 |aka i df .i 9 =g Invalid segnent retransmssion. g 6
Ret r ansn ssi on Packet dr opped.
46.19.85.132 [Israel 147.237. 77. 216 |dover.idf .i | Bad TCP sequence Invalid ACK nunber alert 6
Sreanming Engine: TCP Invalid i i ssi
5.22.131.155 |israel 147.237.72. 166 |aka i f . 9 =g Invalid segnent retransmssion. g 6
Ret ransn ssi on Packet dropped.
87.68.43. 22 I srael 147.237.72. 166 |aka.i df .i 1 Bad TCP sequence Invalid ACK nunber alert 6
. . SYNtAXK retransmt with .
79.177.191. 71 |lsrael 147.237.72. 166 |aka.idf.il Bad TCP sequence di fferent w ndow scal e noni t or 5
2.54.133. 87 I srael 147. 237.72. 166 |aka.i df . i | SYN Att ack SYN -> SYN-ACK -> RST rej ect 5
185. 120. 126. 48 147.237.72. 166 |aka.i df .i | drop SAMrul e drop 5
2.52.41.93 | srael 147.237.77. 216 |dover.idf.il SYN Attack rej ect 5
213.57. 140. 141 |1 srael 147. 237.72. 166 |aka.i df . i | SYN Att ack SYN -> SYN-ACK -> Ti meout rej ect 5
31. 210. 186. 139 |l srael 147.237. 77. 216 |dover.idf .i | Bad TCP sequence Invalid ACK nunber monitor |5
. . SYNtACK retransmt wth .
213.57. 140. 141 |1 srael 147.237.72. 166 |aka i df .i | Bad TCP sequence different vindow scal e nonitor |5
157.55. 39. 143 |lhited Sates 147.237.0.34  |tikshuv.idf.il dr op First packet isn't SN drop
46.19.86.151 |[Israel 147.237.72. 166 |aka. i df il Bad TCP sequence Inval i d ACK nunber noni t or
37.26.147.137 |lIsrael 147. 237. 77. 216 |dover. i df .i | SYN Attack SYN -> SYN-ACK -> RST rej ect 4
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry ‘Tar get Address |Site Sgnature Acti on ‘Count
80. 246. 137. 250 |l srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 97
93.172.9. 46 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Qode B ock 63
132. 70. 66. 9 I srael 147.237.0.19 |[madi matal .idf.il O stributed Suspicious Response Code B ock 13
93.172.9. 46 I srael 147.237.0.19 |nadimatal .idf.il ;g?l'\?g%.o&the Sane Response (pde (404) in Session from B ock 13
80. 246. 136. 233 [Israel 147.237.0.19 |[madi matal .idf.il O stributed Suspicious Response Code B ock 13
207.241.226.40 |thited Sates |147.237.77.176 |nat pash.idf.il Ml tipl e Unaut horized URL Access from 207. 241. 226. 40 B ock
79.182. 28. 50 I srael 147.237.77. 243 |mobi l e. i df . i | Uhaut hori zed URL Access to mobil e.idf.il/sachar/index B ock
79.182.133.187 | srael 147.237.72. 166 |aka. i df . i | m;&:ﬁ’tgﬂw;ﬁtnﬂ;fg n/LR' Access on B ock 4
207.241.226.40 |Lhited Sates [147.237.77.176|nat pash.idf.il Dstributed PHP At enpt B ock 4
176.13.16.123 [Israel 147. 237.0. 17 ;‘nlnly kosher -kravi. i d wgliffl'é"fgg] Byte (de Character in Faraneter Nane from Bl ock 4
46. 19. 85. 104 I srael 147.237.0.19 |nadimatal .idf.il O stributed Suspici ous Response Qode B ock 3
46.19. 86. 30 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 2
176.13. 2. 30 I srael 147.237.0.19 |[madi matal .idf.il O stributed Suspicious Response Code B ock 2
77.126.22.188 |Israel 147.237.0.19 |nadimatal .idf.il O stributed Suspici ous Response Qode B ock 2
46.19. 86. 33 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 2
80. 179. 14. 97 I srael 147.237.72. 166 [aka. i df . i | Uhtraceabl e SI. Sessi ons: si gal gs DoS Attack None 2
79.182.169.12 |Israel 147.237.0.19 |nadimatal .idf.il O stributed Suspici ous Response Qode B ock 2
8.37.70. 92 Wited Sates |147.237.77. 216 |dover.idf il chaut ';‘;r.iizl‘id&uu:;::iﬁshit;%phkm pmrs! bexbuuldkr va B ock 2
46.117.5. 117 I srael 147.237.72. 166 |aka. i df . i | Untraceabl e SS. Sessions: sigal gs oS Attack None 2
198.1.101.123 |Uhited Sates |147.237.77.216|dover.idf.il D stributed Suspici ous Response Code B ock 2
79.178.144.34 |Israel 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessions: sigal gs S Attack None 2
46.117.174. 167 |Israel 147.237.72. 166 [aka. i df . i | Uhtraceabl e S3. Sessi ons: si gal gs DoS Attack None 2
176.13.17.220 |Israel 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 2
68.180. 228. 112 |[hited Sates [147.237.77.216|dover.idf.il D stributed Suspici ous Response Qode B ock 1
218. 200. 139. 242|cni na 147.237.77. 176 |nat pash. i df . i | muégg;t'_zi%‘:_?fl‘sﬁ‘;gz/su;;comrol o header upper B ock 1
Unaut hori zed URL Access to
66. 249. 66. 75 I srael 147.237.77. 176 |mat pash. i df . i | wwu cogat . i df . i |/t enpl at es/ shar ed/ user cont r ol s/ navrenu/ undef i ne Bl ock 1
d
207.241.226. 40 |United Qates [147.237.77. 176 |mat pash. i df . i | m“éozgt'. izgfd. iﬁeﬁcpf:f;/t;;mhresul tsi o/ sear chresul tsi f . aspx|P O 1
185.32.179. 48  |Israel 147.237.72. 166 [aka. i df . i | Untraceabl e S3. Sessi ons: si gal gs oS Attack None 1
2.54.185. 197 I srael 147.237.77.216|dover. i df .i | SSL Untraceabl e Connection - Cpen Mde None 1
66. 249. 75. 15 I srael 147.237.72. 156 [anan. i df . i | Lhaut hori zed URL Access to list.ips.gov.il/ B ock 1
209.126.230.71 |thited Sates [147.237.0.19 |nadimatal .idf.il Unaut hori zed URL Access to / B ock 1
107.178.194.79 Uited Sates [147.237.77. 216 |dover . i df .| D stri utec 1ng_t:§éi3§?ﬁeﬁvﬁffpzn Bl ock 1
85. 65. 185. 40 I srael 147.237.76.86 |navy.idf.il Uhaut hori zed URL Access to waw navy. i df.il/xmrpc. php B ock 1
66. 102. 9. 81 Wited Sates |147.237.77. 216 |dover . i df . il m“it;o'riilzlidzgtfé n/ACV\x(l:\x?\lsis dftol \fenglish B ock 1
204.13.200.200 [Uhited Sates |147.237.77.216|dover. i df . il bstri dtf’f’tiel’c; 1?;;};;:3;?&%\/2‘??25‘)2” Bl ock 1
79.183.220. 179 |Israel 147.237.77. 176 |nat pash. i df . i | ngg:tt id dmﬁu;rshr: ;sdpf:f_ Access on B ock 1
37. 46. 39. 101 I srael 147.237.77.74 [lawidf.il Unaut hori zed URL Access to waw nag. i df.il/xmrpc. php B ock 1
176. 13. 20. 86 I srael 147.237.77.243|nobi l e. i df . i | O stributed Suspici ous Response Qode B ock 1
149. 88. 185.58 |l srael 147.237.72. 166 |aka. i df . i | Uhtraceabl e S Sessions: si gal gs oS Attack None 1
93.172.9. 46 I srael 147.237.77.243|nobi | e. i df . i | Uhaut hori zed URL Access to nobil e.idf.il/nekudot/i ndex B ock 1
66.249.73.143 [israel 147.237.77. 216 |dover . i df . | L7 257 13210/ 1135, 20624- he dover . aspx Bock |1
208.115.113.89 |lhited Sates |147.237.77.216|dover.idf.il Unaut hori zed URL Access to waw i df.il/894-he B ock 1
197. 160. 231. 135|Egypt 147.237.77. 216 |dover.idf.il Dstributed PHP At tenpt B ock 1
5.22.131. 203 I 'srael 147.237.76.42 |refuah.idf.il Lhaut hori zed URL Access to 147.237.76. 42/ f avi con. i co Bl ock 1
176.13.7. 207 I srael 147.237.77.243|nobi l e. i df . i | DO stributed Suspicious Response Qode B ock 1
66. 249. 75. 23 I srael 147.237.72. 156 [anan. i df . i | D stributed Wnauthori zed LR. Access on list.ips.gov.il/ B ock 1
209. 126.230. 71 |Wited Sates [147.237.77.226 W:A:N chanat . aka. i df Unaut hori zed URL Access to / B ock 1
107.178.194. 83 |Uited Sates [147.237.77.216|dover . i df . i | bstri dtf’f’tiel’c; 1?;;};;;5?23%\,2?222” Bl ock 1
85. 250. 167. 139 [l srael 147.237.72. 156 [anan. i df . i | SSL Untraceabl e Connection - Qpen Mde None 1
66.249.64. 177 |Israel 147. 237. 76. 147 |chi nuch. aka. i df . i | Lhaut hori zed URL Access to waw chi nuch. aka. i df.il/404. htm B ock 1
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