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|Top Attackers | n DDoS- Def ence |

11-27-2015-06:04:04 to 11-27-2015-07:04:04

Attacker Address  |Attacker Country  |Target Address |[Site |Signature |Device Action |Count |
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il DOS- Tool - Swi t chbl adG dest - r eset 3767
204. 42. 253. 2 Lhited Sates 147.237.76. 86 navy.idf.il B ock Np Al Net dr op 2
173.242.125.211 Lhited Sates 147.237. 76. 148 gocenter. aka.idf.il B ock Np Al Net drop 1
150. 174. 33. 85 Lhited Sates 147.237.76. 198 e. yohal an.idf.il Bl ock Udp Al Nets drop 1
150. 174. 33. 85 Lhited Sates 147.237.76. 202 e halag.idf.il Bl ock_ Udp Al _Nets drop 1
180. 97. 106. 36 Chi na 147.237.76. 197 e hinush.idf.il B ock Np Al _Net drop 1
150. 174. 33. 85 Lhited Sates 147.237.76. 199 e. nakchal .idf.il ock Wp Al _Nets drop 1
180. 97. 106. 37 Chi na 147.237. 76. 202 e halag.idf.il B ock Np Al Net dr op 1
150. 174. 33. 85 Lhited Sates 147.237. 76. 200 eitan. aka.idf.il Bl ock Udp Al Nets drop 1
173. 242. 125. 211 Lhited Sates 147.237.76. 31 nakchal . i df .i | Block Np All Net drop 1
113. 89. 184. 64 Chi na 147.237.76. 34 yohal an.idf.il Bl ock_ Udp Al _Nets drop 1
180. 97. 106. 162 Chi na 147.237.76. 198 e.yohal an.idf.il B ock Np Al _Net drop 1
150. 174. 33. 85 Lhited Sates 147.237.76. 201 eatal.idf.il ock Wp Al _Nets drop 1




11-27-2015-06:04:04 to 11-27-2015-07:04:04

|Top Attackers In IPS|

Attacker Address |Attacker Qount ry Target Address |Site |Sgnat ure Devi ce Action |Count
188. 165. 15. 160 France 147. 237.76. 31 nakchal .idf.il 28: HITP. AhrefBot craw er B ock 1
188. 165. 15. 60 France 147.237.77.233 atal .idf.il (228: HITP. AhrefBot crawler B ock 1




11-27-2015-06:04:04 to 11-27-2015-07:04:04

|Top Attackers In |D|

‘ Target Address

A tacker
Count ry

Signature

118. 71. 153. 234 |147. 237. 77. 216 |\ et nam dover.idf.il ET PQLICY Incom ng Basic Auth Base64 HITP Passvord det ect ed 7
unencr ypt ed
195. 34. 150. 18 |147. 237. 77. 216 |Austria dover.idf.il |Tehila - Perl LWP wth fake user agent 4
36.72.228.72  |147.237. 76. 196 |l ndonesi a esvivaidf.il |ET SCAN NVAP -f -sS 1
209. 126. 230. 71 |147.237.76. 201 |Lhited Sates |e.atal.idf.il [ET SCAN NVAP -sS wi ndow 1024 1
119. 73. 228. 130 |147. 237. 76. 30 |S ngapore hinush.idf.il |[ET SCAN NVAP -sS w ndow 4096 1
91.226.212.78 |147.237.0.35 |lkraine akaws. i df il ET SCAN NMAP -sS wi ndow 1024 1
54.183.201.58 [147.237.8.24 |Wited Sates [elifestyle.idf |ET SCAN NVAP -sS wi ndow 2048 1
46.228.207.18 |147.237. 76. 200 |Ger many eitan.aka. idf.i|ET SCAN NVAP -sS wi ndow 1024 1
36.72.228.72 |147.237. 76. 196 |I ndonesi a esvivaidf.il [ET SCAN NVAP -sS wi ndow 2048 1
31.6.71.154 147.237.76.38 |Poland e.emeitav.idf.iiET SCAN NMAP -sS wi ndow 1024 1
119. 73. 228. 130 |147. 237. 76. 30 |9 ngapore hinush.idf.il |[ET SCAN NVAP -sS w ndow 3072 1
109. 251. 56. 171 (147.237.8.46 |Wkraine e.chinuch.idf.i|ET SCAN NVAP -sS wi ndow 1024 1
54.183.201.58 [147.237.8.24 |Wnited Sates [elifestyle.idf |ET SCAN NVAP -sS w ndow 4096 1
54.183.201.58 [147.237.8.24 |whited Sates |e.lifestyle.idf [ET SCAN NVAP -f -sS 1
36.72.228.72 |147.237. 76. 196 |I ndonesi a esvivaidf.il |ET SCAN NVAP -sS wi ndow 3072 1




11-27-2015-06:04:04 to 11-27-2015-07:04:04

|Top Attackers In FW |

A tacker

Attacker Address count ry Target Address [Ste Signature
Sreamng Engine: TCP Invalid i i ssi

66.249.73.185 |lnited Sates |147.237.77. 216 |dover.idf.il 9 =g Invalid segnent retransmssion. Packet |, 86
Ret r ansni ssi on dr opped.

41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 36
Sreanming Engine: TCP Invalid i i ssi

66.249.66.39  |Wnited Sates |147.237.77. 234 |halag.idf. il 9 =g nvalid segnent retransmssion. Packet g 16
Ret ransm ssi on dr opped.

46. 19. 85. 46 I srael 147.237.72. 166 [aka.i df .i Bad TCP sequence Inval i d AGK nunber moni tor |16
Sreanming Engine: TGP Invalid i i ssi

118. 71. 153. 234 |V etnam 147. 237. 77. 216 |dover. i df . i | 9 =g Invalid segnent retransmssion. Packet |, 12
Ret ransnm ssi on dr opped.
Sreamng Engine: TCP Invalid i i ssi

89.139.29.224 | srael 147. 237. 76. 200 |ei tan. aka. i df . 9 =g Invalid segnent retransmssion. Packet | 12
Ret r ansni ssi on dr opped.
Sreanming Engine: TGP Invalid i i ssi

84.228. 146. 216 |Israel 147.237.72. 166 |aka.i df . i 9 =g Invalid segnent retransmssion. Packet |, 12
Ret ransnm ssi on dr opped.

. . SYNtAXK retransmit with different .

5. 28. 146. 160 | srael 147.237.72. 166 |aka. i df il Bad TCP sequence wi ndow scal e noni t or 11

5. 28. 146. 160 I srael 147.237. 72. 166 |aka.i df .il SYN At t ack SYN -> SYN-ACK -> Ti meout rej ect 11
Sreanmng Engine: TCP Invalid i i ssi

66.249.73.201 |United Sates |147.237. 77. 216 |dover.idf il 9 =g Invalid segnent retransmssion. Packet |, 10
Ret r ansn ssi on dr opped.
Sreamng Engine: TCP Invalid i i ssi

207.46.13.99  |Wited Sates |147.237.77. 216 |dover.idf.il 9 =g Invalid segnent retransmssion. Packet |, ) 8
Ret r ansm ssi on dr opped.
Sreanmng Engine: TCP Invalid i i ssi

66. 87. 54. 34 Lhited Sates |147.237.77. 216 |dover.idf.il 9 =g Invalid segnent retransmssion. Packet |, 6
Ret r ansn ssi on dr opped.

46. 19. 86. 108 I srael 147.237.72. 166 |aka.i df .il Bad TCP sequence I'nval i d AGK nunber nonitor |6
Sreanming Engine: TCP Invalid i i ssi

40.77.167.91  |Wited Sates |147.237.77. 216 |dover.idf. il 9 =g Invalid segnent retransmssion. Packet g 6
Ret ransm ssi on dr opped.
Sreamng Engine: TCP Invalid i i ssi

66.249.66.61  |lnited Qates |147.237.72. 166 |aka.idf.il 9 =g Invalid segnent retransmssion. Packet |, ) 6
Ret r ansn ssi on dr opped.

37.247. 36. 86 Net herl ands  [147.237.77.212|e.dover.idf.il Geo- | ocati on enf or cenent Geo-1 ocation i nbound enf or cenent drop 5

118. 71. 153. 234 |V et nam 147.237.77. 216 |dover.idf .il Bl ock HTTP Non Conpl i ant Response out of state monitor |5

185. 3. 146. 168 |l srael 147.237.76.42 |refuah.idf.il Bad TCP sequence I'nval i d AGK nunber nonitor |3

141.0.15.79 Eur ope 147.237.77. 216 |dover. i df .i SYN At tack SYN -> SYN-ACK -> RST rej ect 3
S reani ng Engi ne: TCP i

209.126.230. 71 |Wited Sates [147. 237. 77. 176 |mat pash.i of . i1 9 =g TCP segment out of naxi mmalloved f, 3
Segnent Limt Enforcenent sequence. Packet dropped.
Sreanming Engine: TGP Invalid i i ssi

207.232.28.184 |Israel 147.237.72. 166 |aka.i df . i 9 =g Invalid segnent retransmssion. Packet |, 3
Ret ransm ssi on dr opped.

46. 19. 85. 255 I srael 147.237.77. 216 |dover.idf il Bad TCP sequence I'nval i d ACGK nunier monitor |3
Sreamng Engine: TCP Invalid i i ssi

84.228.127. 223 |Israel 147.237.72. 166 |aka. i df . 9 =g Invalid segnent retransmssion. Packet |, ) 3
Ret r ansnm ssi on dr opped.

185. 3. 146. 217 |Israel 147.237.72. 166 |aka.i df .i | Bad TCP sequence Inval i d ACK nunber monitor |3
S reaning Engi ne: TCP i

200.126.230. 71 |United Qates |147.237.77.74 |lawidf.il 9 =g TCP segnent out of naxi mmalloved . 3
Segrent Limt Enforcenent sequence. Packet dropped.
Sreanming Engine: TCP Invalid i i ssi

37.26.147.176 |israel 147.237.72. 166 |aka.i df . 9 =g nvalid segnent retransmssion. Packet g 3
Ret ransm ssi on dr opped.
S reaning Engi ne: TCP i

209.126.230. 71 |Uhited Qates |147.237. 76. 200 |ei tan. aka i df il 9 =g TCP segnent out of naxi mmalloved . 3
Segrent Limt Enforcenent sequence. Packet dropped.
Sreaning Engi ne: TCP i

209.126.230. 71 |Wited Sates |147.237.77.19 |lawforumidf.il 9 =9 TCP segrent out of naxi mmalloved . 3
Segnent Limt Enforcenent sequence. Packet dropped.

195. 154. 146. 225|France 147.237.77. 216 |dover.idf.il drop SAMrul e drop 2

100. 100. 116. 202 147.237. 72. 166 |aka.i df .il drop First packet isnt SN drop 2

37.142.178. 188 |lsrael 147.237.72. 166 |aka. i df . il Bad TCP sequence Invalid ACK nunber noni t or 2

46. 19. 85. 255 I srael 147.237.77. 216 |dover.i df .i | Bad TCP sequence Inval i d AGK nunber aert 2

69.171.228.123 |Wited Sates |147.237.77.233|atal.idf.il drop First packet isnmt SN drop 2
Sreamng Engine: TCP Invalid i i ssi

66.249.73.193 |United Sates |147.237. 77. 216 |dover.idf.il 9 =g Invalid segnent retransmssion. Packet |, 2
Ret r ansni ssi on dr opped.

167. 114. 156. 16 |Canada 147.237. 77. 216 |dover.idf .i | SYN At t ack SYN -> SYN-ACK -> RST rej ect

5.29.22.94 | srael 147.237.72. 166 |aka. i df il Bad TCP sequence Invalid ACK nunber noni t or
Sreamng Engine: TCP Invalid i i ssi

38.111.147.88 |Uited Sates |147. 237. 77. 216 |dover.idf i1 9 =g Invalid segnent retransmssion. Packet | 2
Ret r ansn ssi on dr opped.

69.171.228.120 |Whited Sates [147.237.77.233|atal.idf.il drop First packet isnt SN drop 2
Sreanmng Engine: TCP Invalid i i ssi

66.249.66.45  |United Sates |147.237.77.234|hal ag.idf.il 9 =g Invalid segnent retransmssion. Packet |, 2
Ret r ansn ssi on dr opped.

66.253.144.27 |Wited Sates |147.237.77. 216 |dover.idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect

69.171.228.121 |Whited Sates [147.237.77.233|atal.idf.il drop First packet isn't SN drop

: ) s instant nessenger pattern found, .

40.78.146.128 |[wnited Sates |147.237.76.30 |hinush.idf.il I nstant Messengers appl i cation Skype nonitor |1

79.180.55.209 |l srael 147.237. 72. 167 |i shurimaka. i df .i [SYN At t ack SYN -> SYN-ACK -> RST rej ect 1

218.22.211.69 |China 147.237.76.30 |hinush.idf.il SYN At t ack SYN -> SYN-ACK -> Ti meout rej ect 1

69.171.228.117 |lhited Sates |147.237.77.233|atal .idf.il drop First packet isn't SN drop 1

184. 105. 139. 124|UWnited Sates [147.237.72. 166 |aka.idf .i SYN At tack SYN -> SYN-ACK -> RST rej ect 1

209.126.230. 71 |Wited Sates [147.237.77.176|mtpash.idf.il |Bad TCP sequence Inval i d ACK nunber monitor |1

64.125.239.135 |[Lhited Sates [147.237.77.61 |e.cogat.idf.il |Geo-| ocati on enf or cenent Geo-1 ocati on inbound enf or cenent drop 1

209.126.230.71 |lhited Sates [147.237.76.201|e.atal .idf.il Geo- 1 ocati on enf or cenent Geo-l ocat i on inbound enf or cenent drop 1

46. 19. 85. 217 | srael 147.237.77. 170 |maarachot.idf .il [Bad TCP sequence Invalid ACK nunber noni t or 1
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry ‘Target Address |Site Sgnature Action ‘Count
118.71.153. 234 |\ et nam 147.237.77. 176 |nat pash. i df .i| |Dstributed Abnornal |y Long Request Bl ock 32
118. 71. 153. 234 |V etnam 147.237.77. 216 |dover . i df . i | D stributed Aonormal |y Long Request B ock
118. 71. 153. 234 |M et nam 147.237.77. 216 |dover.idf . il O stributed Suspicious Response Code B ock
. . Unaut hori zed URL Access to
213. 251. 182. 103|France 147.237.77. 176 [mat pash. i df . i | v cogat i o i 1/si p._storagelfi | es/ O/ si 7e220x0/ 3410, j pg. St ¢ Bl ock 3
37.26.149.212 |[israel 147.237.72. 166 [aka. i df . i | Dstributed Uhauthorized URL Access on v aka. i df .il/ufi/reaction/ B ock 3
40.77.167. 91 Lhited Sates [147.237.77.216|dover.idf.il D stributed Suspicious Response Qode B ock 2
66. 249. 66. 61 | srael 147.237.72. 166 |aka. i df . i | Suspi ci ous Response Code_Qust om Tenpor ary Bl ock 2
176. 13. 20. 96 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e S Sessi ons: si gal gs DoS Attack None 2
46.116.106.18 |Israel 147.237.77.74 [lawidf.il PHP At t enpt Bl ock 1
84.229.131.176 |[lsrael 147.237.72. 166 [aka. i df . i | S Unhtraceabl e Gonnection - sigal gs DoS Attack None 1
] . . Distributed Uhaut hori zed URL Access on
208.184.112. 74 |Wnited Sates |[147.237.77.216|dover.idf.il v i dff i |/ 1133- 22461- he/ dover . aspx. B ock 1
185. 3. 146. 168 |l srael 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147.237. 76. 42/ 1518- he/ r ef uah. aspx Bl ock
66.249.73.159 |l srael 147.237.77.216|dover . i df . i | Unaut hori zed URL Access to 147.237.77. 216/ robots. txt B ock 1
. . Paraneter Type Miolation _ M EWSTATEGENERATCR i n
118.71.153. 234 |V et nam 147.237.77. 216 [dover. i df . il v i df i 1/ 1283- 19293- en dover . aspx B ock 1
; . . Unaut hori zed URL Access to
66. 249. 65. 14 I srael 147.237.77. 243 |nobi | e. i df . i | nobi | e, i o i |/ cat egoryt enpl at es/ | i st chi | ddocunent s/ 1722 B ock 1
40.77.167. 35 Uited Sates |[147.237.77.216|dover.idf.il O stributed Suspicious Response Code B ock
209.126.230. 71 [Lhited States [147.237.77.176 [mat pash. i df.il [Wauthorized URL Access to / B ock
] - . Distributed Uhaut hori zed URL Access on
107.178.194.87 |lhited Sates |147.237.77.216|dover.idf.il v i dff i 1/ 1133- 22461- he/ dover . aspx. Bl ock 1
66.249.78. 147 [Israel 147.237.76.86 |navy.idf.il Unaut hori zed URL Access to navy.idf.il/giyus/foruniasp/ showforumasp |B ock 1
; . . Distributed Lhaut hori zed URL Access on
204.13.200.200 |lhited Sates (147.237.77.216|dover.idf.il v i dff i |/ 1133- 22638- hel dover . aspx. Bl ock 1
. . Unaut hori zed URL Access to
66. 249. 66. 34 I srael 147.237.72. 166 |aka. i df . il 147.237. 72. 166/ si p. st or agel f | es/ 7/ 62947. j pg B ock 1
157.55. 39. 121 Lhited Sates |147.237.72.166|aka.idf.il Uhaut hori zed URL Access to 147.237.72.166/robot s. t xt B ock 1
46.116.106.18 |Israel 147.237.77.74 [lawidf.il Uhaut hori zed URL Access to v | aw i df.il/xmrpc. php B ock 1
87. 68. 32. 247 I srael 147.237.72. 166 [aka. i df . i | D stributed Suspicious Response Code_Qust om Tenpor ary Bl ock 1
; . . Distributed Lhaut hori zed URL Access on
208.184.112.74 |lhited Sates |(147.237.77.216|dover.idf il v i dff i |/ 1133- 22638- hel dover . aspx. Bl ock 1
198.12.152.27 |uhited Sates |[147.237.76.42 |refuah.idf.il Uhaut hori zed URL Access to refua. atal .idf.il/test/wp-admn/ B ock 1
66.249.73.185 |[lsrael 147.237.77.216|dover.idf .i | Unaut hori zed LRL Access to waw idf.il/atal 1/izkor/ vi ew i ngt op. asp B ock 1
- - Unaut hori zed URL Access to
66.249.65. 115 [l srael 147.237.76.42 |refuah.idf.il 147.237.76. 42/ si p_storagel 11 es/ 1/ si ze100x0/ 3141, pg B ock 1
. . Paraneter Type Mol ati on __ M BEWSTATEGENERATCR i n
118.71.153. 234 |V et nam 147.237.77. 216 [dover. i df . il v i i 1/ 1283- 19542- en/ dover . aspx Bl ock 1
] - . Distributed Uhaut hori zed URL Access on
107.178.194.87 |[lhited Sates |147.237.77.216|dover.idf.il v i dff i |/ 1133- 22638- he/ dover . aspx. Bl ock 1
68.180.228.112 |[lhited Sates |[147.237.77.216|dover.idf.il D stributed Suspicious Response Qode B ock 1
207.232.28.184 | srael 147.237.72. 166 |aka. i df . i | llegal Byte Qode Character in URL /main/kapatz//res Bl ock 1
our ces/ i mages/ i nner page/ goback. gi f
173.201.196.31 |Uhited Sates |[147.237.76.42 |refuah.idf.il Uhaut hori zed URL Access to refua.atal.idf.il/bl og/ wo-admn/ B ock 1
118.71.153. 234 |\ et nam 147.237.77. 216 |dover. i df . i | Mil tipl e Unaut hori zed URL Access from 118. 71. 153. 234 Bl ock 1
46.121.119.70 |Israel 147.237.72. 166 |aka. i df . i | O stributed Whaut hori zed UR. Access on vww aka. i df .il/ufi/reaction/ B ock 1
209.126.230. 71 |Lhited Sates |[147.237.76.200|ei tan. aka. i df . i l|Uhaut hori zed URL Access to / B ock 1
91. 207. 158. 134 |Nor way 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to refua atal .idf.il/wp-admn/ B ock 1
’ - . Unaut hori zed URL Access to
199. 16. 156. 124 |lhited Sates [147.237.77.216|dover.idf.il v i f i 1/ p storagel i1 es/ 8/ si e220x0/ 17558, | pg B ock 1
66.249. 73.193 |l srael 147.237.77. 216 |dover . i df . i | D stributed Suspicious Response Qode B ock 1
. . Unaut hori zed URL Access to
66.249.65.118  |Israel 147.237.76. 42 Jrefuah. idf. i1 |17 7557 76 4/ i p storagel fil es/ 9 si 2100x0/ 3369. | pg Bl ock !
. . Paraneter Type Miolation _ M EWSTATEGENERATCR i n
118.71.153. 234 |V et nam 147.237.77. 216 [dover. i df . il v i df i 1/ 1283- 19727~ enl dover . aspx B ock 1
46.116.106. 18 |[Israel 147.237.76.42 |refuah.idf.il Dstributed PHP Attenpt Bl ock 1
. . Unaut hori zed URL Access to
109. 186. 10. 195 |l srael 147.237.76.31 |nakchal .idf.il 147.237.76. 31/ si p, st or agel {1 | es/ 2/ 1682. doc B ock 1
72.167.159. 8 Uhited Sates |[147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to refua. atal.idf.il/ol d/wp-admn/ B ock 1
208.115.111. 74 |thited Sates |[147.237.76.30 [hi nush.idf.il Uhaut hori zed LRL Access to waw chi nush. atal .idf.il/tenpl ates/news/ null [B ock 1
66. 249. 66. 61 I srael 147.237.72. 166 [aka. i df . i | Unknown Paraneter gt; in ww aka.idf.il/main/rabanut/general . aspx None 1
. . Paranet er Type Vi ol ati on _ M BEWSTATEGENERATCR i n
118.71.153. 234 [V etnam 147.237.77. 216 |dover. i df . il v i df i 1/ 1283- 19218- en dover . aspx B ock 1
50. 62. 57. 239 Uited Sates |[147.237.76.42 |refuah.idf.il Lhaut hori zed LRL Access to refua. atal.idf.il/wordpress/ wp-adm n/ B ock 1
2.54.174. 134 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e S Sessi ons: sigal gs oS Attack None
209.126.230. 71 |[thited Sates |[147.237.77.19 [l awforumi df.il|thauthorized URL Access to / B ock
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