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M dover.idf.il

M natpash. i df. i

Wiawid.il

M tikshuv.idf.il

B kosher-kravi .idf.i

W aka. idf.il

I nakchal .idf.il

M chinuch. aka. i df.il
refuah.idf.il

M eitan aka.idf.il

W 167. 114. 156. 16
64.22.71. 223
[ 118. 71. 153. 234

66. 249. 73. 185
B 41. 33.231.90
H 72.9.148. 10

Top Attackers

I 84.229. 29. 61
W 213. 57. 135. 246
66. 249. 66. 61
B 74. 207. 254. 56
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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country Target Address Signature Device Action

167. 114. 156. 16 Canada 147.237.77.216 dover.idf.il DCS- Tool - Swi t chbl adG dest - r eset 3703
115. 230. 124. 164 Chi na 147.237.77.216 dover.idf.il bl ock-sp-traf 1 drop 1
141.212.121. 206 Lhited Sates 147.237.76. 44 e.refuah.idf.il |Block Udp All Nets drop 1
173. 242.125. 211 Lhited Sates 147. 237.76. 34 yohalan.idf.il |Block Np Al Net drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Gountry Target Address |Site |Sgnature Devi ce Action |Count

106. 38. 241. 106 Chi na 147.237.77. 216 dover.idf.il |CL03: HTTP. User Agent Sogou+web+spi der B ock 1
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|Top Attackers In |D|

k .
Atacker Signature

‘Target Addr ess ‘

Gountry
L ET PCLI CY I nconing Basic Auth Base64 HTTP Password det ect ed
118. 71. 153. 234 [147. 237. 77. 216 |M et nam dover.idf.il 20
unencr ypt ed
195. 34. 150. 18 |147.237.77. 216 |Austria dover.idf.il Tehila - Perl LWP wth fake user agent 4
89.178.15.14  [147.237.77.233 :ZSia”. atal idf.il ET SCAN NVAP -sA (2) 2
erati on
66.249.66.61 [147.237.72.166|lhited Sates  |aka.idf.il ET SCAN NVAP -sA (2) 2
, o ET SCAN Behavi oral Uhusual Iy fast inbound Tel net Gonnecti ons,
123. 203. 156. 53 |147.237.76. 30 |Hong Kong hi nush.idf.il . 1
Potential Scan or Brute Force
I ET PCLI CY I nconming Basi c Auth Base64 HTTP Password det ect ed
118. 71. 153. 234 |147. 237. 77. 176 |V et nam nat pash. i df . il 1
unencr ypt ed
46.228.207.18 |[147.237.0.200 |Ger many . i df il ET SCAN NVAP -sS w ndow 1024 1
91.201. 236. 114 [147.237.8.28 |kraine e.mobi | e-ks.idf.i [ET SCAN NVAP -sS w ndow 1024 1
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|Top Attackers In FW |

A tacker

Attacker Address count ry Target Address [Ste Signature

64.22.71.223 Lhited Sates (147.237.77.74 |lawidf.il dr op Frst packet isn't SN drop 318
S reamng Engi ne: TCP i i ssi

66.249.73.185 |United Qates |147. 237. 77. 216 |dover. i of .i mng Engine: 1 Invalid segnent retransnssi on. drop 88
Inval i d Retransnission Packet dropped.

41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 36

72.9.148.10 Wited Sates [147.237.77.74 |lawidf.il drop First packet isn't SN drop 24
S reaning Engi ne: TCP i i ssi

118. 71. 153. 234 |V etnam 147. 237. 77. 216 |dover. i df . i | M Nng Engine: 1 Invalid segnent retransmssion. drop 21
Inval i d Retransmission Packet dropped.

213.57.135. 246 |lsrael 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 12

64.22.71.223 Lhited Sates [147.237.0.34 |tikshuv.idf.il SYN Att ack SYN -> SYN-ACK -> RST rej ect 10

S : 'Referer' header |ength exceeded .

118. 71. 153. 234 |Vi et nam 147.237.77. 176 |nat pash. i df .i | HITP Fornat S zes wexi mum al | oved | engt h nonitor |9
S reamng Engi ne: TCP i i ssi

40.77.167.35  |wited Sates |147. 237. 77. 216 |dover. i df .i | mng tngine- 1 Invalid segnent retransmssion. drop 6
Inval i d Retransnission Packet dropped.

100. 100. 34. 98 147.237.72. 166 |aka. i df .i | dr op Frst packet isn't SYN drop 6
S reaming Engi ne: TCP i i ssi

66.249.66.61  |Wited Sates |147. 237. 72. 166 |aka. i df .il mng tngine. 1 Invalid segment retransmssi on. drop 6
Inval i d Retransmission Packet dropped.

77.75.77. 200 gg}%ﬂc 147.237.77.74 |lawidf.il drop First packet isn't SN drop 6
S reaming Engi ne: TCP i i ssi

66.249.73.193 |Wited Sates |147. 237. 77. 216 |dover. i df . i mng tngine. 1 Invalid segment retransmssi on. drop 6
Inval i d Retransmission Packet dropped.

46.19. 86. 70 I srael 147.237.77. 216 |dover.idf .il SYN Attack SYN -> SYN-ACK -> RST rej ect 6
St reani ng Engi ne: TCP i i ssi

77.125.73.57  |israel 147.237.72. 166 |aka.i df . mng thgine. 1 nvalid segnent retransmssion. drop 6
Inval i d Retransnission Packet dropped.
S reamng Engi ne: TCP i i ssi

66.249.73.201 |United Qates |147. 237. 77. 216 |dover. i of .i mng Engine: 1 Invalid segnent retransmssion. drop 6
Inval i d Retransnission Packet dropped.

46. 19. 86. 70 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 5
S reamng Engi ne: TCP i i ssi

157.55.39.112 |Wnited Sates |147. 237. 76. 200 |ei tan. aka i of il mng tngine- 1 Invalid segnent retransmssion. drop 4
Inval i d Retransnission Packet dropped.

77.75.77. 174 gggric 147.237.77.74 |lawidf.il drop First packet isn't SIN drop 4
S reamng Engi ne: TCP i i ssi

207.46.13.99  |Wited Sates [147. 237. 77. 216 |dover. i df.i1 mng tngine- 1 Invalid segnent retransmssion. drop 4
Inval i d Retransnission Packet dropped.
St reami ng Engi ne: TCP i i ssi

207.46.13.137 |Wwited Sates |147. 237. 77. 216 |dover i df .l mng tngihe. 7 Invalid segnent retransmission. drop 4
Inval i d Retransnission Packet dropped.

54.244.22.103 |Uhited Sates [147.237.77. 176 |nat pash. i df . i | drop First packet isn't SN drop 4
St reaning Engi ne: TCP i i ssi

62.219. 115. 157 |Israel 147. 237.72. 166 |aka. i df . i M Nng Engine: 1 Invalid segnent retransnission. drop 3
Inval i d Retransmission Packet dropped.

77.75.77.123 ggj%rl c 147.237.77.74 |lawidf.il dr op First packet isn't SYN drop 3
S reaning Engi ne: TCP i i ssi

109. 66. 179. 115 |Israel 147. 237.72. 166 |aka. i df . i M Nng Engine: 1 Invalid segnent retransnission. drop 3
Inval i d Retransmission Packet dropped.
S reamng Engi ne: TCP i i ssi

31.168.217.110 |Israel 147.237.72. 166 |aka.i df . i1 mng Enhgine: 7 Invalid segnent retransmssion. drop 3
Inval i d Retransmission Packet dropped.
S reaning Engi ne: TCP i i ssi

109. 67.99. 104 |Israel 147. 237.72. 166 |aka.i df . i M Nng Engine: 1 Invalid segnent retransnission. drop 3
Inval i d Retransmission Packet dropped.
S reamng Engi ne: TCP i

209.126. 230. 71 |United Sates |147. 237. 76. 147 |chi nuch. aka. i df . i | g9 =g TCP segment out of maxi mum drop 3
Segnent Linmt Enforcenent al | oned sequence. Packet dropped.

118. 71.153. 234 |V etnam 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 3
St reani ng Engi ne: TCP i i ssi

64.233.172. 163 |Wnited Sates |147. 237. 77. 216 |dover . i of . i1 mng thgine. 1 nvalid segnent retransmssion. drop 2
Inval i d Retransnission Packet dropped.
S reamng Engi ne: TCP i i ssi

68. 180. 229. 121 |United Qates |147. 237. 76. 200 |ei tan. aka.i f il mng Engine: 1 Invalid segnent retransnission. drop 2
Inval i d Retransnission Packet dropped.
St reanmi ng Engi ne: TCP i i ssi

40.77.167.91  |uwited Sates |147.237. 77. 216 |dover. i df . il mng tngine- 1 Invalid segnent retransmssion. drop 2
Inval i d Retransnission Packet dropped.
S reamng Engi ne: TCP i i ssi

64.233.172. 155 |United Qates |147. 237. 77. 216 |dover. i of .i mng Engine: 1 Invalid segnent retransnssion. drop 2
Inval i d Retransnission Packet dropped.

195. 154. 146. 225|F ance 147.237.77. 216 |dover.idf.il dr op SAMrul e drop 2

40.77.167. 21 Wited Sates [147.237.77.74 |lawidf.il drop First packet isn't SN drop 2

141.212.122. 67 |Uited Sates |147.237.76.196 |e.sviva.idf.il Geo-1 ocat i on enf or cement Geo-| ocati on i nbound enf orcenent  |drop 1

209.126.230. 71 |Uhited Sates [147.237.0.35 |akavs.idf.il drop drop 1

46.19. 86. 32 | srael 147.237.76. 42 |refuah.idf.il Bad TCP sequence Invalid ACK nunber noni t or 1

184. 105. 139. 108|Uhited Sates [147.237.76.30 |hinush.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 1

5. 29. 89. 107 I srael 147.237. 72. 156 |anan.i df .i | Bad TCP sequence Inval i d ACK nunber aert 1

80. 246. 133. 123 |l srael 147.237.77. 216 |dover.idf.i | Bad TCP sequence Invalid ACK nunber alert 1

141.212.122.94 |thited Sates [147.237.0.33 [idf.il drop drop 1

141.212.122.80 |Wited Sates [147.237.76.34 |yohal an.idf.il drop drop 1

216.218.206. 83 [Lhited Sates [147.237.77. 179 e. mazi .idf .i | SYN Att ack SYN - > SYN-ACK -> RST rej ect 1

123.57.57.11  |cnina 147.237.0.17 ;"I"Iy kosher-kravi. Td|qyN At ack SYN -> SYN-ACK -> RST reject |1

195. 154. 226. 90 |France 147.237. 77. 216 |dover.idf .i | drop SAMirul e drop 1

141.212.122.90 |lhited Sates |147.237.77.61 |e. cogat.idf.il Geo- | ocati on enf or cenent Geo-1 ocati on i nbound enf orcenent  |drop 1

141.212.122.70 |Wited Sates [147.237. 77. 216 |dover.idf.il SYN Att ack SYN -> SYN-ACK -> RST rej ect 1

209.126.230. 71 |Uhited Sates [147. 237. 76. 147 [chi nuch. aka. i of .i | Bad TCP sequence Invalid ACK nunber alert 1

46.19. 86. 32 I srael 147.237.76.42 |refuah.idf.il SYN Att ack SYN -> SYN-ACK -> RST rej ect 1
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|Top Attackers In V\AF|

Devi ce

Attacker Address |Attacker Qountry |Target Address |Site Sgnature Action ‘Count
118.71.153. 234 |\ et nam 147.237.77. 176 |nat pash. i df . i | Dstributed Aonornal |y Long Request B ock 369
64.22.71. 223 Lhited Sates 147.237.0.34 |tikshuv.idf.il Mil ti pl e Unaut horized URL Access from 64. 22. 71. 223 Bl ock 267
64.22.71. 223 Lhited Sates 147.237.0.15 |kosher-kravi.idf.i|Mitiple Uauthorized URL Access from 64.22. 71. 223 Bl ock 169
64.22.71.223 Lhited Sates 147.237.76.31 |nakchal .idf.il Mil tipl e Unauthorized URL Access from 64.22. 71. 223 B ock 9
. . Paraneter Type Miolation _ BEVENTVALIDATION in
118.71. 153. 234 [V et nam 147.237.77. 176 [nat pash. i df . i | vaw cogat . i df . i |/ 938- he/ cogat . aspx Bl ock 9
37.59.232.247 |France 147.237.72. 166 [aka. i df . i | Ostributed PHP At tenpt Bl ock 6
118. 71. 153. 234 |M et nam 147.237.77.216|dover.i df . il Ostributed Abnornal |y Long Request Bl ock 5
37.59.232.247 |France 147.237.72. 166 [aka. i df . i | Ml tipl e Unaut hori zed URL Access from 37.59. 232. 247 Bl ock 4
46.116.106.18 |Israel 147. 237. 76. 147 |chi nuch. aka. i df . i ||PHP At tenpt B ock 3
46.116.106. 18 [l srael 147. 237. 76. 147 |chi nuch. aka. i df . i ||Unaut hori zed URL Access to waw chi nuch. aka. i df.il/xnrpc. php B ock 3
64.22.71. 223 Lhited Sates 147.237.76.31 |nakchal .idf.il O stributed Suspicious Response Code Bl ock 2
. . . D stributed Whaut hori zed URL Access on
208.184.112.74 [Wited Sates 147.237.77. 216 [dover. i df . il v i dff i 1/ 1133- 22461- he/ dover . aspx. Bl ock 2
. . D stributed Uhaut hori zed URL Access on
81.7.14.25 Ger many 147.237.77. 216 |dover.i df . il v i dff i 1/ 1133- 22461- he/ dover . aspx. B ock 2
64.22.71. 223 Lhited Sates 147.237.76.42 |refuah.idf.il Ml tiple Unauthorized URL Access from 64.22.71. 223 Bl ock 2
37.26.149.232 |lIsrael 147.237.72. 166 |[aka. i df . i | Uhaut hori zed URL Access to ww aka.idf.il/ufi/reaction/ B ock 2
118. 71. 153. 234 |M et nam 147.237.77. 216 |dover.idf .l O stributed Suspicious Response Code Bl ock 2
84.229.29. 61 I srael 147.237.76.42 |refuah.idf.il Ml tiple Unauthorized URL Access from 84.229. 29. 61 Bl ock 1
74.207.254.56 |lhited Sates 147.237.76.42 |refuah.idf.il Aonornal |y Long Request request version B ock 1
142. 4.218.201 |Canada 147.237.77. 216 |dover.idf .l Distributed Unauthori zed URL Access on 147.237.77. 216/ Bl ock 1
2.50.17. 207 E:;::&Nab 147.237.77. 216 |dover. i df . i | Distributed PP At enpt B ock 1
} . . D stributed Uhaut hori zed URL Access on
107.178.194. 83 |Uited Sates 147.237.77. 216 |dover.i df . il v i dff . i 1/ 1133- 22638- he/ dover . aspx. B ock 1
. . . Unaut hori zed URL Access to
68.180.228. 112 |Lhited Sates 147.237.77. 216 |dover . i df . i | vou i df i |/t enpl at es/ shar ed/ user cont ol s/ header upper/ B ock 1
84.229. 29. 61 | sr ael 147.237.77. 176 |nat pash. i df . i | Distributed PHP Attenpt B ock 1
. . D stributed Unaut hori zed URL Access on
66. 249. 65. 118 |l srael 147.237.76.42 |refuah.idf.il 147 237. 76. 42/ scr i pt r esour ce. axd B ock 1
64. 5. 53. 237 Lhited Sates 147.237.77.216|dover.i df . il Unaut hori zed URL Access to 147.237.77. 216/ B ock 1
: . . D stributed Unaut hori zed LRL Access on
204.13.200.200 [lLited Sates 147.237.77. 216 |dover.i df .i | v i dff i 1/ 1133- 22638- he/ dover . aspx. B ock 1
74.207.254.56 |Wiited Sates 147.237.0.34 |tikshuv.idf.il Mil tiple Abnormal |y Long Request from 74.207.254. 56 B ock 1
41.108.175.12 |Ageria 147.237.77.216|dover.i df . il Ostributed PHP A tenpt Bl ock 1
. . Paraneter Type Viol ation _ M BEWSTATEGENERATCR i n
118.71.153. 234 |V et nam 147.237.77. 216 [dover. i df . il v i df i 1/ 1116- en/ dover . aspx B ock 1
. . Unaut hori zed URL Access to
66.249.67.234 [Israel 147.237.72. 166 [aka. i df . i | 147. 237. 72. 166/ mai 1/ g yus/ gener al . aspx B ock 1
85.250.67.204 |[Israel 147.237.77. 170 [maarachot . i df . i |  [Uhaut hori zed URL Access to ww nmaar achot . i df . i|/xmrpc. php Bl ock
84.229. 29. 61 | srael 147.237.76.86 |navy.idf.il Dstributed PHP At enpt B ock
} . . D stributed Uhaut hori zed URL Access on
208.184.112. 74 [Wnited Sates 147.237.77. 216 |dover.i df . il v i dff . i 1/ 1133- 22638- he/ dover . aspx. B ock 1
74.207.254.56 |lhited Sates 147.237.76.42 |refuah.idf.il Illegal HTTP \ersion + "?SearchText =" + escape($(" HITH 1.1 B ock
173. 230. 156. 137|Uhited Sates 147.237.77.216|dover.idf . il D stributed Waut hori zed URL Access on 147.237.77. 216/ B ock
2.50. 17. 207 LQ:;L”” 147.237.77. 216 |dover . i df . i | Uhaut hori zed URL Access to vawidf . il/xnirpc. php Bl ock 1
68.180.228. 170 |Wited Sates 147.237.72. 156 |anan. i df . i | Lhaut hori zed LRL Access to list.ips.gov.il/robots. txt B ock 1
. . Unaut hori zed URL Access to
66. 249. 66. 34 I srael 147.237.72. 166 |aka. i df . i | 147. 237. 72. 1661 si p, st or agel fi | es/ 9/ 69859, pg B ock 1
84.229.29.61 |Israel 147.237.77. 176 |nat pash. i df . i | Ostributed thauthorized LR Access on Bl ock 1
W cogat . i df . i |/ xnbrpc. php
207. 46. 13. 90 Lhited Sates 147.237.76.86 |navy.idf.il Uhaut hori zed URL Access to navy.idf.il/70400.] pg B ock 1
84.229.29. 61 I srael 147.237.72. 166 [aka. i df . i | Ostributed PHP At tenpt Bl ock 1
74.207.254.56 |Wiited Sates 147.237.0.34 |tikshuv.idf.il Mitiple Illegal HITP Version from 74. 207. 254. 56 B ock 1
41.108.175.12 |Ageria 147.237.77. 216 |dover . i df . il O stributed Lhaut hori zed LRL Access on ww i df . il /xnirpc. php B ock 1
. . Unaut hori zed URL Access to
118.71.153. 234 |V etnam 147.237.77. 216 [dover . i df . i | wan i df . i |/ tenpl at es/ shar ed/ user cont r ol s/ pr onot i oncube/ Bl ock !
. ; Unaut hori zed URL Access to
66.249.73.143  |Israel 147.237.77. 216 |dover . i df . i | 147. 237. 77. 216/ 1362- 16540- he/ dover . aspx Bl ock 1
: . . D stributed Unaut hori zed URL Access on
107.178.194.79 [Wited Sates 147.237.77. 216 [dover. i df . il v i dff i 1/ 1133- 22461- he/ dover . aspx. B ock 1
84.229. 29. 61 I srael 147.237.76.86 |navy.idf.il Unaut hori zed URL Access to waw navy. i df.il/xmrpc. php B ock 1
209.126.230.71 [Lnited Sates 147.237. 76. 147 |chi nuch. aka. i df . i [[Uhaut hori zed URL Access to / B ock 1
46.116.106.18 |Israel 147.237.77.233|atal .idf.il PHP At t enpt Bl ock 1
197.135.219. 96 |Egypt 147.237.77. 176 |mat pash. i df . i | Dstributed PHP At enpt B ock 1
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