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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site

Signature

Device Action |Count|

167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il DCS- Tool - Swi t chbl adG dest - r eset 3306
66. 249. 66. 33 | srael 147.237.77. 74 lawidf.il TCP handshake viol ation, first packet not syn |drop 3025
66. 249. 66. 127 | srael 147.237.77. 74 lawidf.il TCP handshake viol ation, first packet not syn |drop 776
204. 42. 253. 2 Lhited Sates 147. 237.76. 44 erefuah.idf.il |Block Np Al Net drop 2
204. 42. 253. 2 Lhited Sates 147. 237.76. 42 refuah.idf.il [Bock Np Al Net drop 2
153. 31. 160. 5 Lhited Sates 147.237.76. 177 ncore.idf.il B ock Np Al _Net drop 1
141. 212. 121. 204 Lhited Sates 147. 237.76. 42 refuah.idf.il ock Wip Al Nets drop 1
153. 31. 160. 5 Lhited Sates 147.237.76.176 test.ncore.idf.i|B ock Np Al Net drop 1
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|Top Attackers In IPS|

|Attacker Gount ry

Attacker Address
41. 42. 83. 127

Egypt

Target Address
147.237.77. 216

|Site
dover.idf.il

|Sgnature

Devi ce Action |Oount

3886: HITP. Goss Ste Scripting in POST Request B ock 1
95. 91. 45. 195 Ger many 147.237.77.216 |dover.idf.il C1000106: HITP. maj estic bot B ock 1
188. 165. 15. 99 France 147.237.0. 34 tikshuv.idf.il |28 HITP. AhrefBot craw er B ock 1
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|Top Attackers In |D|

Attacker Address

Target Address

At acker

Signature

Gountry
L ET PQLI CY I ncomi ng Basic Auth Base64 HITP Password
118. 71. 153. 234 |147.237. 77. 216 |M et nam dover.idf.il 24
det ect ed unencrypt ed
L ET PQLICY I ncom ng Basic Auth Base64 HITP Password
118. 71. 153. 234 |147.237. 77. 233 |M et nam atal.idf.il 7
det ect ed unencrypt ed
L ET PQLI CY I nconming Basic Auth Base64 HITP Password
118. 71. 153. 234 |147.237. 77. 176 |M et nam nat pash. i df .i | 7
det ect ed unencrypt ed
L ET PQLICY I ncom ng Basic Auth Base64 HITP Password
118. 71. 153. 234 |147.237.76.86 |M etnam navy.idf.il 6
det ect ed unencrypt ed
L ET PQLI CY I nconing Basic Auth Base64 HITP Password
118. 71. 153. 234 |147.237. 72. 166 |M et nam aka.idf.il 5
det ect ed unencrypt ed
195. 34. 150. 18 [147.237.77. 216 |Austria dover.idf.il Tehila - Perl LW wth fake user agent 4
... .. |ET PQLI CY I nconming Basic Auth Base64 HITP Password
118. 71. 153. 234 |147. 237. 77. 226 |M et nam wan chanat z. aka. i df . i | 4
det ect ed unencrypt ed
. L ET PQLI CY I nconming Basic Auth Base64 HITP Password
118.71. 153. 234 |147.237.0.34 [Vietnam tikshuv.idf.il 3
det ect ed unencr ypt ed
41. 42. 83. 127 147. 237. 77. 216 |Egypt dover.idf.il QA Injection - Select From 3
- ET PQLI CY I nconming Basic Auth Base64 HITP Password
118. 71.153. 234 |147.237.77.74 |V etnam lawidf.il 3
det ect ed unencrypt ed
o ET PQLICY I ncom ng Basic Auth Base64 HITP Password
118. 71.153. 234 |147.237.0.15 |M etnam kosher-kravi .idf.il 3
det ect ed unencrypt ed
. - ET PQLI CY I nconming Basic Auth Base64 HITP Password
118. 71. 153. 234 |147. 237. 76. 200 |M et nam eitan aka idf.il 3
det ect ed unencrypt ed
199. 101. 186. 134|147.237.0. 17 |[Whited Sates |mny-kosher-kravi.idf.il |[ET SCAN NVAP -sS wi ndow 3072 1
61 76. 95. 244 147 237 0,34 |KOrEa Repblicl. ET SGAN Behavi oral Lhusual |y fast inbound Tel net Gonnecti ons, 1
of Potential Scan or Brute Force
155. 133. 10. 37 |147. 237. 72. 156 |Pol and anan. i df il ET SCAN NVAP -sS wi ndow 3072 1
31.6.71.154 147. 237. 76. 199 |Pol and e. nakchal .idf.il ET SCAN NVAP -sS w ndow 1024 1
- ET PQLI CY I nconing Basic Auth Base64 HITP Password
118. 71. 153. 234 |147.237. 72. 156 | et nam anan.idf.il 1
det ect ed unencrypt ed
o ET SCAN Behavi oral Uhusual |y fast Terminal Server Traffic,
212.227.141. 223|147.237.0.33  |Ger many idf.il . ) 1
Potential Scan or Infection
198. 23.176.210 [147.237.0.33 |Lhited Sates |idf.il ET SCAN Potential SSH Scan 1
46.228.207.18 |147.237. 77. 234 |Ger nany hal ag.idf.il ET SCAN NVAP -sS wi ndow 1024 1
155. 133.10. 37  |147. 237. 72. 156 |Pol and anan. i df.il ET SCAN NVAP -sS w ndow 4096 1
41. 42.83.127 147. 237.77. 216 |Egypt dover.idf.il GPL WEB SERVER / et ¢/ passwd 1
119. 73.228. 130 |147.237.0.19 |9 ngapore nadi matal .idf.il ET SCAN NVAP -sS w ndow 4096 1
31.6.71.154 147. 237. 72. 156 |Pol and anan. i df.il ET SCAN NVAP -sS w ndow 1024 1
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|Top Attackers In FW |

Attacker Address
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flil

Sreaming Engine: TGP Invalid i i ssi
118. 71. 153. 234 |V et nam 147. 237. 76. 200 |ei tan. aka. i df . i | 9 =9 Inval i d segnent retransmssion. |, 426
Ret r ansni ssi on Packet dr opped.
Sreaming Engine: TGP Invalid i i SSi
118.71.153. 234 [Vi et nam 147.237. 77. 216 |dover. i df . 9 =9 Inval i d segnent retransmssion. |, 156
Ret r ansmi ssi on Packet dr opped.
Sreaming Engine: TGP Invalid i i ssi
66.249.73.185 |lnited Sates  |147.237.77. 216 |dover.idf.il 9 =g Inval i d segnent retransmssion. |, 66
Ret r ansni ssi on Packet dr opped.
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 36
Sreaming Engine: TGP Invalid i i ssi
118.71. 153. 234 [V et nam 147.237.72. 166 |aka. i df . 9 =g Inval id segnent retransmssion. |, 27
Ret r ansmi ssi on Packet dropped.
Sreanmng Engine: TCP Invalid i i ssi
66.249.73.193 |Uited Sates  |147.237. 77. 216 |dover. i df .i 9 =9 Inval i d segnent retransmssion. |, 12
Ret r ansni ssi on Packet dr opped.
72.181.83.6 Lhited Sates 147.237.77. 216 |dover.idf .il SYN Attack SYN -> SYN-ACK -> Tinmeout |[reject 12
118. 71. 153. 234 |V et nam 147.237.77. 216 |dover.idf.il Bl ock HTTP Non Conpl i ant Response out of state noni t or 9
100. 100. 85. 117 147.237. 72. 156 |anan. i df .il dr op First packet isn't SYN drop 8
37.187.121.71 |France 147.237.8.14 |e.orchot.idf.il Geo- | ocati on enf or cenment Geo-1 ocati on i nbound drop 7
enf or cenent
2.52.134. 185 I srael 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 6
Sreaming Engine: TGP Invalid i i sSi
2.54.4.176 I'sr ael 147. 237.72. 167 |i shuri maka. i df . i 9 =g Invalid segnent retransmssion. |, 6
Ret r ansni ssi on Packet dropped.
Sreaning Engine: TCP Invalid i i ssi
109. 160. 146. 220 I sr ael 147. 237. 72. 167 |i shuri maka. i of . i 9 =9 Inval id segnent retransmssion. |, 6
Ret r ansni ssi on Packet dr opped.
Sreaming Engine: TGP Invalid i i sSi
66.102.8.238  |twited Sates  |147.237.77. 216 |dover.idf.il 9 =g Invalid segnent retransmssion. |, 6
Ret r ansni ssi on Packet dropped.
) s . Geo-1 ocati on i nbound
37.187.121.71 |Fance 147.237.8.50 |e.tikshuv.idf.il Geo- | ocati on enf or cenent onf or coment drop 5
Sreaming Engine: TGP Invalid i i sSi
40.77.167.35  |Wited Sates  |147.237.77. 216 |dover.idf. il 9 =g Invalid segnent retransmssion. |, 4
Ret r ansni ssi on Packet dropped.
37.187.121.71 |France 147.237.8.28 |e.nobile-ks.idf.il Geo-location enforcement |0 ocation inbound drop 4
enf or cenent
37.187.121.71 |France 147.237.8.27 |e.nedimatal.idf.il  |Geo-1ocation enf or cenent Geo-1 ocati on i nbound drop 4
enf or cenent
118.71.153.234 |V etnam 147.237.77. 226 ‘I’“’WCha"mZ'aka' 'dC-T18 ock HTTP Non Conpliant  [Response out of state moni tor |3
Sreaming Engine: TGP Invalid i i sSi
109. 67.99. 104 |Israel 147. 237. 72. 166 |aka. i of . i | 9 =g Invalid segnent retransmssion. |, 3
Ret r ansni ssi on Packet dropped.
Sreaning Engine: TCP Invalid i i ssi
185. 120. 126. 89 147. 237. 77. 216 |dover i df . i 9 =9 Inval id segnent retransmssion. |, 3
Ret r ansni ssi on Packet dr opped.
118. 71. 153. 234 |V et nam 147.237.77. 176 |mat pash. i df .i | Bl ock HTTP Non Conpl i ant Response out of state noni t or 3
37.187.121.71 |Fance 147.237.8.45 |e.eitan.idf.il dr op Frst packet isn't SN drop 3
173.88.238.81 |Uhited Sates 147. 237.72. 156 |anan. i df .i| SYN Attack SYN -> SYN-ACK -> RST rej ect 3
37.187.121.71 |Fance 147.237.8.46 |e.chinuch.idf.il drop Frst packet isn't SYN drop 3
37.187.121.71 |France 147.237.8.24 |elifestyle idf.il Geo- | ocati on enf or cenment Geo-1 ocati on i nbound drop 3
enf or cenent
167. 114. 156. 16 |Canada 147. 237.77. 216 |dover.idf .il SYN Attack SYN -> SYN-ACK -> RST rej ect 3
Russi an L Streaning Engine: TCP Inval i d|invalid segnent retransnission.
84.201. 138. 10 et on 147. 237. 72. 166 |aka.i df . | Ret 1 ansm Ssi on Packet dr opped. drop 3
81. 169. 237. 146 |Ger many 147.237.76. 176 |test.ncore.idf . il drop SAMrul e drop 2
199.30. 25. 255 |United Sates  |147.237. 77. 176 |nat pash. i df . Bad TCP sequence SWNretransmt wth different o0,
W ndow scal e
Sreaning Engine: TCP Invalid i i ssi
66.249.66.61  |Uited Sates  |147.237.72.166 |aka idf il 9 =9 Inval id segnent retransmssion. |, 2
Ret r ansni ssi on Packet dropped.
107.181. 178. 204|lhited Sates 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SYN drop
46. 19. 86. 105 | srael 147.237.76.30 |hinush.idf.il Bad TCP sequence Inval id ACK nunber noni t or
141.212.122.72 |Wited Sates  |147.237.76.201 [e.atal .idf. il Geo-location enforcement |0 ocation inbound drop 1
enf or cenent
184.105. 247. 216|wnited Sates  [147.237.72. 217 e.idf i1 Geo- | ocati on enf or cenment Geo-1 ocati on i nbound drop 1
enf or cenent
176.123. 6. 153 ::J:tgl)\:ac of 147.237.77. 216 |dover.idf . il Drectory Traversal directory traversal overflow noni t or 1
141.212.122. 140|tnited Sates  |147.237.0.35 |akavs.idf.il drop dr op 1
81.169. 237. 146 |Ger many 147.237.8.46 |e.chinuch.idf.il drop SAMrul e drop 1
141.212.122.87 |wited sates  [147.237.76. 201 |e. atal i df . i1 Geo- | ocati on enf or cenment Geo-I ocat i on i nbound drop 1
enf or cenent
46. 166. 170. 6 Li t huani a 147.237.77. 216 |dover.idf.il Directory Traversal directory traversal overflow noni t or 1
141.212.122.67 |Wited Sates  |147.237.76. 197 [e. himush.idf. il Geo- | ocati on enf or cenent Sﬁfolr Sgi'mon | nbound drop 1
184.105.139.96 |Lhited Sates 147.237.77.19 |lawforumidf.il SYN Attack SYN -> SYN-ACK -> RST rej ect
172.56.31.8 Lhited Sates 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect
141.212.122. 135|Wnited Sates  [147.237.8.14 e orchot.idf. il Geo- | ocati on enf or cenment Geo-I ocat i on i nbound drop 1
enf or cenent
141.212.122.72 |Uited Sates 147.237.77. 233 |atal .idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 1
184. 105. 247. 227|wnited Sates  [147.237.0. 17 ;”I"Iy kosher-kravi.id oy At ack SYN -> SYN-ACK -> RST rej ect 1
118.71.153. 234 |V et nam 147.237.77.233 |atal .idf. il B ock HTTP Non Conpli ant Response out of state nonitor |1
176.123. 6. 157 g")jj‘{i' o 147. 237. 77. 216 |dover . i df . Directory Traversal directory traversal overflow  [monitor |1
141.212.122. 141 |tnited Sates  |147.237.0.35 |akavs.idf.il drop drop 1
141.212.122.94 |Wited Sates  |147.237.0.17 |PMy-Kosher-kravi.id oy At t ack SYN -> SYN-ACK -> RST rej ect 1
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|Top Attackers In V\AF|

Devi ce

A tacker

Attacker Address Qount ry Target Address |Site dgnature Action ‘Count
118.71.153. 234 |\ et nam 147.237.77. 176 |mat pash. i df . i | Distributed Abnornal |y Long Request Bl ock 314
118. 71. 153. 234 |V etnam 147.237.77. 216 |dover . i df . i | Distributed Suspicious Response Code B ock 48
118. 71. 153, 234 |V et nam 147. 237.76. 200 |ei t an. aka. i df . i | Too Many of the Sane Response (bde (404) in Session from g 34
118. 71. 153. 234
118. 71. 153. 234 |M et nam 147.237.77. 216 |dover.idf . il Distributed Abnornal |y Long Request Bl ock 15
41. 42.83. 127 Egypt 147.237.77. 216 |dover.idf . il Ml tipl e Unaut horized URL Access from41.42. 83. 127 B ock 13
118. 71. 153. 234 |V et nam 147.237.77.216|dover.idf .il Mil tipl e Uhaut hori zed URL Access from 118. 71. 153. 234 B ock 9
118. 71. 153. 234 |V et nam 147.237.77. 176 |mat pash. i df . i | Mil tipl e Uhaut hori zed URL Access from 118. 71. 153. 234 B ock 7
118. 71. 153. 234 [Vi et nam 147.237.76.86 [navy.idf.il Mil tipl e Unhauthorized URL Access from 118. 71. 153. 234 Bl ock 5
118. 71. 153. 234 |M et nam 147.237.0.15 |kosher-kravi.idf.il Mil tipl e Unaut horized LRL Access from 118. 71. 153. 234 Bl ock 5
118. 71. 153. 234 |V et nam 147.237.77.233|atal .idf.il Mil tipl e Uhaut hori zed URL Access from 118. 71. 153. 234 B ock 5
74.207.254.56 |Lhited Sates [147.237.76.86 |navy.idf.il Mitiple Illegal HITP Version from 74.207. 254. 56 B ock 4
118. 71. 153. 234 |M et nam 147.237.76.200(ei tan. aka. i df . i | Mil tipl e Unaut hori zed LRL Access from 118. 71. 153. 234 Bl ock 4
wwwv. chanat z. aka. i df _ .
118. 71.153. 234 |Vi et nam 147.237.77. 226 i Mil ti pl e Uhaut hori zed URL Access from 118. 71. 153. 234 B ock 4
74.207.254.56 |lhited Sates [147.237.76.86 |navy.idf.il Mil tiple Abnormal Iy Long Request from 74.207. 254. 56 B ock 4
www. chamat z. aka. i df |
118. 71.153. 234 |Vi et nam 147.237.77. 226 i D stributed Abnornal Iy Long Request B ock 3
118. 71. 153. 234 |M et nam 147.237.0.34 |tikshuv.idf.il Ml ti pl e Unhaut horized LRL Access from 118. 71. 153. 234 B ock 3
40.77.167. 91 Lhited Sates [147.237.77.216|dover.idf.il D stributed Suspicious Response Code B ock 3
74.207.254.56 |lhited Sates [147.237.76.42 |refuah.idf.il Mil tiple Abnornal |y Long Request from 74.207. 254. 56 B ock 3
74.207.254.56 |lnited Sates |[147.237.76.42 |refuah.idf.il Mitiple Illegal HITP Version from 74.207. 254. 56 B ock 3
. . . DO stributed Unaut hori zed URL Access on
204.13.200.200 |Lhited Sates [147.237.77.216|dover.idf.il v i df i | / 1133- 22461- hel dover . aspx. B ock 2
74.207.254.56 |Lhited Sates [147.237.0.15 |kosher-kravi.idf.il Mil tipl e Abnormal Iy Long Request from 74.207. 254. 56 B ock 2
74.207.254.56 |lnited Sates [147.237.77.216|dover.idf.il Mil tiple Abnormal Iy Long Request from 74.207. 254. 56 B ock 2
37.26.147.245 |lsrael 147.237.72. 166 |aka. i df . i | Unt raceabl e SSL Sessi ons: sigal gs DoS At ack None 2
74.207.254.56 |Lhited Sates [147.237.0.15 |kosher-kravi.idf.il Miltiple Illegal HITP Version from 74. 207. 254. 56 B ock 2
208.115.113.89 [lhited Sates [147.237.77.216|dover.idf.il D stributed Suspici ous Response Code B ock 2
74.207.254.56 |Wited Sates [147.237.77.216|dover.idf.il Mitiple Illegal HITP Version from 74. 207. 254. 56 Bl ock 2
74.207.254.56 |Lited Sates |147.237.77.233|atal .idf.il Mil tiple Abnormal Iy Long Request from 74.207. 254. 56 B ock 2
74.207.254.56 |lnited Sates [147.237.77.233|atal .idf.il Mitiple Illegal HITP Version from 74.207. 254. 56 B ock 2
118.71.153. 234 |\ et nam 147.237.76.200|ei tan. aka. i df . i | Distributed Suspi ci ous Response Code_Qust om Tenpor ary Bl ock 2
74.207.254.56 |nited Sates |[147.237.77.176 |nat pash. i df .| Mitiple Illegal HITP Version from 74.207. 254. 56 Bl ock 1
: . . Unaut hori zed URL Access to
54.209.59.210 |tnited Sates |[147.237.77.176 |nat pash. idf.il v cogat i df .i1/si p.storagel fil es/ 5/ 3895. pdf &quot Bl ock 1
31.193.51.17 France 147.237.77. 216 |dover.i df . i | O stributed Suspicious Response Code B ock
74.207.254.56 |Lnited Sates |[147.237.76.31 |nakchal .idf.il Ml tiple Abnormal Iy Long Request from 74.207. 254, 56 B ock 1
P . Uhaut hori zed URL Access to
118.71.153. 234 |V et nam 147.237.0.15  |kosher-kravi.idf.il [ " i i1/ shared ol ientscri ots/j query/ 2. 74 Bl ock 1
. . Unaut hori zed URL Access to
66.249.73.151 |Israel 147.237.77. 216 |dover.idf . il 147. 237.77. 216/ 1133- 17858- he/ dover . aspx Bl ock 1
66. 249. 66. 61 I srael 147.237.72. 166 [aka. i df . i | D stributed Suspicious Response Code_Qust om Tenpor ary Bl ock 1
. ww. chamat z. aka. i df .
141.212.122.64 |lhited Sates |[147.237.77.226 i Unaut hori zed URL Access to /X B ock 1
84.111. 65. 20 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: si gal gs oS Attack None 1
41. 42. 83. 127 Egypt 147.237.77.216|dover. i df .i | Mil tiple signatures froma4l. 42, 83. 127 B ock 1
. . Paraneter Type M ol ati on searchText in
118. 71. 153. 234 |M et nam 147.237.77.216|dover.idf . il v i df i 17 1500- en/ dover . aspx B ock 1
207.46.13.177 |lhited Sates |[147.237.77.176 |mat pash. i df . i | Uhaut hori zed URL Access to 147.237.77. 176/ robot s. txt Bl ock 1
5.102.246.130 |[Israel 147.237.0.34 |tikshuv.idf.il Lhaut hori zed URL Access to waw tikshuv.idf.il/xmrpc. php Bl ock 1
: . . D stributed Lhauthori zed URL Access on
107.178.194. 83 |Uited Sates [147.237.77.216|dover.idf.il v i dff i | / 1133- 22461- he/ dover . aspx. Bl ock 1
66. 249. 66. 61 I srael 147.237.72. 166 |aka. i df . i | Unhknown Paraneter pop in wwy aka.idf.il/main/ hone/ None 1
184. 105. 247. 195|Whited Sates |147.237.77.216|dover.idf.il Unaut hori zed URL Access to 147.237.77. 216/ B ock 1
. . Unaut hori zed URL Access to
66.249.65.115 I srael 147.237.76.42 |refuah.idf.il 147.237.76. 42/ si p storagel {1 es/ 9 si ze100x0/ 2799. | pg Bl ock !
74.207.254.56 |lLited Sates |[147.237.76.31 |nakchal .idf.il Mitiple Illegal HITP Version from 74.207. 254. 56 Bl ock 1
. . Unaut hori zed URL Access to
66.249.73.159  |Israel 147.237.77. 216 |dover . i df . il 147. 237. 77. 216/ 1133- 20050- he/ dover . aspx Bl ock 1
} . . D stributed Unaut hori zed URL Access on
204.13.200.200 |thited Sates |147.237.77.216|dover.idf.il v i df i | / 1133 22638- hel dover . aspx. B ock 1
. . Unknown Par aneter 4d9c6f40 in
66. 249. 66. 61 I srael 147.237.72. 166 |aka. i df . i | v aka. i df i |/ mai 1V kapat 2/ cont act Us. asp None 1
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