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|Top Attackers | n DDoS- Def ence |

Attacker Address

|Attacker Country

|Target Address

Site

Signature

Device Action

Count

167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il DCS- Tool - Swi t chbl adG dest - r eset 3300
64.22.71. 223 Lhited Sates 147.237.76. 86 navy.idf.il JLMPurple Gon Limt _Htp dr op 4
204. 42. 253. 2 Lhited Sates 147.237.76. 39 nobile.neitav.idf.il |Block Np All Net drop 2
177.87.252. 15 Brazil 147.237.77.235 sviva.idf.il Frk_Under Attack Con_Tcp drop 2
204. 42. 253. 2 Lhited Sates 147.237.76. 38 eeneitav.idf.il B ock Np Al _Net drop 2
183. 206. 182. 143 Chi na 147.237. 76. 39 nobi | e.neitav.idf.il |Block Udp Al _Nets drop 1
153. 31. 160. 5 Lhited Sates 147.237.76.176 test.ncore.idf.il B ock Np Al _Net drop 1
203.93.211.13 Chi na 147.237.76. 39 nobi |l e.neitav.idf.il |Block Wp All Nets dr op 1
71.6.165. 200 Lhited Sates 147.237.76. 197 e hinush.idf.il B ock Wp Al Nets drop 1
204. 42.253. 2 Lhited Sates 147.237.76. 30 hi nush.idf.il B ock Np All _Net drop 1
106. 4. 33. 17 Chi na 147.237.76. 39 nobi l e.neitav.idf.il |Block Udp Al Nets drop 1
122. 227.57. 94 Chi na 147.237. 76. 147 chi nuch. aka.idf.il B ock Wp Al _Nets drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qount ry Target Address |Site |Sgna1ure Devi ce Action |Oount

151. 80. 31. 142 Italy 147. 237.72. 156 anan.idf.il 28: HITP.  AhrefBot craw er B ock 1
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|Top Attackers In |D|

At acker

‘Target Address count ry Signature
41.33.231.90 |147.237.77. 216 |Egypt dover.idf.il Tehila - Perl LW with fake user agent 8
195. 34. 150. 18 |147.237.77. 216 |Austria dover.idf.il Tehila - Perl LWP with fake user agent 4
177.87.252. 15 |147.237.76. 199 |Frazi e.nakchal .idf.il |ET SCAN Potential SSH Scan 2
177.87.252.15 |147.237.76.34 |Razil yohal an. i df .i| ET SCAN Potential SSH Scan 2
177.87.252.15 [147.237.77. 205 |Brazil prisha.idf.il ET SCAN Potential SSH Scan 1
118 71, 153, 234 |147. 237 77. 216 I\t et nam dover i df il ET PQLI CY I ncom ng Basic Auth Base64 HITP Password det ect ed 1
unencr ypt ed
177.87.252.15 |147.237.76. 197 |Rrazi e. hinush. i df .il ET SCAN Potential SSH Scan 1
118 71, 153, 234 |147. 237 77 74 I\t et nam Lanid il ET PQLI CY I ncom ng Basic Auth Base64 HITP Password det ect ed 1
unencr ypt ed
177.87.252.15 |[147.237.76. 148 |Brazil gqcenter. aka.idf.i |ET SCAN Potential SSH Scan 1
109. 251. 56. 171 |147. 237. 77. 234 |kr ai ne hal ag.idf . il ET SCAN NVAP -sS w ndow 1024 1
177.87.252.15 [147.237.76.42 |Razil refuah.idf.il ET SCAN Potential SSH Scan 1
77.109. 38.223 [147.237. 76. 199 |Wkrai ne e.nakchal .idf.il [ET SCAN NVAP -sS wi ndow 1024 1
177.87.252. 15 |147.237.76.31 |Brazil nakchal . i df. i1 ET SCAN Potential SSH Scan 1
77.109. 38.223 |147.237.76.86 |kraine navy.idf.il ET SCAN NVAP -sS wi ndow 1024 1
210. 50. 197. 154 [147. 237. 77. 179 |Austral i a e.mazi.idf.il ET SCAN NMAP -sS wi ndow 2048 1
177.87.252. 15 |147.237.72. 217 |Brazi eidf.il ET SCAN Potential SSH Scan 1
46.172.71.252 |147.237.77. 212 |krai ne e. dover.idf.il ET SCAN NVAP -sS w ndow 1024 1
198. 23. 176. 210 |147. 237. 77. 179 |Wnited Sates |e.nazi.idf.il ET SCAN Potential SSH Scan 1
177.87.252. 15 |147.237.8.45 |Brazil eetanidf.il ET SCAN Potential SSH Scan 1
177.87.252.15 [147.237.0.200 |Brazil . i of . i | ET SCAN Potential SSH Scan 1
177.87.252.15 |147.237.77.212|Razil e. dover.idf.il ET SCAN Potential SSH Scan 1
177.87.252.15 [147.237.0.15 |Razil kosher-kravi.idf.i |ET SCAN Potential SSH Scan 1
118 71, 153, 234 |147. 237 77. 176 I\t et nam rat pash, | o i ET PQLI CY I ncom ng Basic Auth Base64 HITP Password det ect ed 1
unencr ypt ed
177.87.252.15 |147.237.76. 196 |Rrazi | e.svivaidf.il ET SCAN Potential SSH Scan 1
109. 251. 56. 171 [147. 237. 77. 235 |kr ai ne sviva.idf.il ET SCAN NVAP -sS w ndow 1024 1
177.87.252.15 [147.237.76.86 |Brazil navy.idf.il ET SCAN Potential SSH Scan 1
88.132. 80,230 |147.237.76.30 |Hungary hivmsh i df i | ET SON\I Behavi oral Lhusual |y fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
77.109. 38. 223 [147. 237. 76. 147 |kr ai ne chinuch.aka.idf.il [ET SCAN NVAP -sS wi ndow 1024 1
177.87.252.15 |147.237.76.30 |Razil hi nush. i df . il ET SCAN Potential SSH Scan 1
51. 255. 47. 120 [147.237.0. 200 LKJi"int;gom . i df il ET SCAN NMAP -sS wi ndow 1024 1
210. 50. 197. 154 |147. 237. 77. 179 |Austral i a e.nazi.idf.il ET SCAN NVAP -f -sS 1
177.87.252.15 |147.237.72. 156 |Rrazi | aman. i df.il ET SCAN Potential SSH Scan 1
198. 23. 176. 210 [147. 237. 76. 198 |Lhited Sates |e.yohalan.idf.il |ET SCAN Potential SSH Scan 1
177.87.252.15 [147.237.8.14 |Bazil e.orchot.idf.il ET SCAN Potential SSH Scan 1
177.87.252.15 |147.237.77.216|Razil dover.idf.il ET SCAN Potential SSH Scan 1
177.87.252.15 |147.237.0.34 |Bazil tikshuv.idf.il ET SCAN Potential SSH Scan 1
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|Top Attackers In FW |

A tacker

Devi ce

Attacker Address count ry Target Address |Ste Signature Action ‘Count
64.22. 71. 223 Whited Sates [147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 245
Sreaning Engine: TGP Invalid ' i ssi
66.249.73.185 |United Sates |147.237.77. 216 |dover.idf.il 9 =9 Invalid segnent retransmssion. | 106
Ret r ansni ssi on Packet dropped.
100. 100. 100. 236 147.237. 72. 166 [aka. i df .i | drop First packet isn't SN drop 52
64.22.71. 223 Wited Sates [147.237.76.31 |nakchal .idf.il SYN Att ack SYN -> SYN-ACK -> RST rej ect 37
100. 100. 62. 237 147.237.72. 166 |aka.idf. il dr op First packet isn't SYN drop 35
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 12
Sreaning Engine: TGP Invalid i i ssi
49.199.37.54  |Astralia 147. 237. 77. 216 |dover. i of .| 9 =9 Invalid segnent retransmssion. |, 9
Ret r ansni ssi on Packet dropped.
100. 100. 4. 65 147.237. 72. 166 [aka. i of .i | drop First packet isn't SN drop 6
Sreanming Engine: TCP Invalid i i SSi
66.249.73.193 |lited Sates |147.237.77. 216 |dover.idf. il 9 =g Invalid segnent retransmssion. |, 6
Ret r ansni ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
84.228.168. 239 | srael 147.237.72. 166 |aka.i df .l 9 =9 Invalid segnent retransmssion. | 6
Ret r ansni ssi on Packet dr opped.
Sreanming Engine: TCP Invalid i i SSi
66.249.66.61  |United Sates |147.237.72. 166 |akaidf.il 9 =g Invalid segnent retransmssion. | 4
Ret r ansni ssi on Packet dropped.
Russi an Do Sreaming Engine: TQP Invalid |invalid segnent retransnissi on.
5.255.253.188 |- oo 147.237.72. 166 [aka. i df .i | Ret 1 ansmi Ssi on Packet dr opped. drop 3
Sreanming Engine: TCP Invalid i i SSi
79.181.57.37  |israel 147.237.72. 166 |aka.i df . i1 9 =g Invalid segnent retransmssion. |, 3
Ret r ansni ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
207.46.13.137 |Wnited Sates |147.237.77. 216 |dover.idf. il 9 =9 Invalid segnent retransmssion. | 2
Ret r ansni ssi on Packet dr opped.
Sreanming Engine: TCP Invalid i i SSi
174.129. 237. 157 |Uited Sates  [147. 237. 77. 216 |dover.i df . i1 9 =g Invalid segnent retransmssion. |, 2
Ret r ansni ssi on Packet dropped.
95.221.229. 96 |SSian 147. 237. 72. 166 |aka i df .i drop First packet isnt SN drop 2
. 221. 229. rat i on . 237.72. .
110.240.123. 83 |Chi na 147.237.77. 216 |dover.i df .i | Bad TCP sequence SWretransmt with different oo |2
w ndow scal e
Sreamng Engine: TCP Invalid i i ssi
199.30.25.155 |[lhited Sates |147.237. 77. 216 |dover.idf. il 9 =g Invalid segnent retransmssion. | 2
Ret r ansni ssi on Packet dr opped.
167.114. 156. 16 |Canada 147. 237. 77. 216 |dover. i of . i | SYN Att ack SYN -> SYN-ACK -> RST rej ect 2
R SWNretransnmit wth different .
85. 250. 252. 27 |l srael 147.237.77. 216 |dover.idf.il Bad TCP sequence vi ndow scal e noni t or 2
66.87.116.191 |Whited Sates 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 2
46. 248. 205. 225 |Jordan 147. 237. 77. 216 |dover . i of . i | drop First packet isn't SN drop 1
141.212.122. 139|United Sates [147.237.76. 177 |ncore.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 1
Russi an . . . . SYNtAXK retransmit with .
77.37.223.60 r st i on 147.237.72. 167 |i shurimaka. i of .i | Bad TCP sequence di fferent vindow scal e noni t or 1
64.22.71.223 Lhited Sates |[147.237.0.15 |kosher-kravi.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 1
141.212.122.69 |[thited Sates |147.237.76.86 |navy.idf.il SYN Att ack SYN -> SYN-ACK -> RST rej ect 1
197. 134. 127. 108|Egypt 147. 237. 77. 216 |dover. i of . i Bad TCP sequence Invali d ACK nunber alert
Russi an sl . Geo- | ocati on i nbound
146.185. 239. 102 - ° . 147.237. 77. 121 |e. navy. i of .i | Geo- | ocati on enf or cenent enf or cement drop 1
216.218. 206. 114|Wited Sates |147.237.72.217|e.idf. il Geo- | ocati on enf or cenment Geo-| ocati on i nbound drop 1
enf or cenent
176.13.7.213 I srael 147.237.72. 166 [aka.i df .i Bad TCP sequence Inval i d ACK nunber aert 1
141.212.122.81 |lhited Sates |147.237.76. 148 |gqcenter. aka.idf.il drop drop 1
197. 134. 127. 108|Egypt 147. 237. 77. 216 |dover. i of . i Bad TCP sequence Invali d ACK nunber nonitor |1
49.199. 37. 54 Australia 147.237.77. 216 |dover.idf .il SYN Attack SYN -> SYN-ACK -> RST rej ect 1
149. 88.37. 30 I srael 147.237.72. 166 |aka.i df .il Bad TCP sequence Invalid ACK nunber monitor |1
118. 202. 25. 224 |cnina 147. 237. 72. 156 |anan. i df .i | SYN Att ack SYN - > SYN-ACK -> RST rej ect 1
81. 169. 237. 146 |Ger many 147.237.76. 177 |ncore.idf . i drop SAMrul e drop 1
216.218. 206. 114|tited Sates |147.237.77.226 "‘f":‘“ chamat z. aka. 1df ey At ack SYN -> SYN-ACK -> RST rej ect 1
176.13.7.213 I sr ael 147.237.72. 166 |aka. i df .i | Bad TCP sequence Invalid ACK nunber nonitor |1
42.62.74.74 Chi na 147.237.72. 166 |aka.idf. il dr op First packet isn't SYN drop 1
141.212.122.82 |lhited Sates |147.237.76. 148 |gqcenter. aka.idf.il drop drop 1
100. 100. 14. 183 147.237.72. 166 |aka. i df .i | drop First packet isn't SN drop 1
197. 134. 127. 108 |Egypt 147.237. 77. 216 |dover. i df .i Bad TCP sequence Invalid sequence nunber noni t or 1
52. 16. 5. 197 Lhited Sates |147.237.77.216 |dover.idf.il drop Frst packet isn't SN drop 1
167.114. 156. 16 |Canada 147. 237. 77. 216 |dover . i of . i drop First packet isn't SN drop 1
123.126.113.80 |Chi na 147.237.72. 166 |aka.idf.il dr op SAMrul e drop 1
64.125.239. 14 |Wited Sates |147.237.76.196 |e. sviva.idf.il Geo- | ocati on enf or cenment Geo-| ocati on i nbound drop 1
enf or cenent
176. 195. 54. 100 RJSf;;”ion 147. 237.72. 167 |i shuri maka. i df . | SYN Att ack SYN -> SYN-ACK -> Timeout |reject 1
46.33.32.25 kr ai ne 147.237. 77. 216 [dover. i df i SYN Attack SYN -> SYN-ACK -> RST rej ect 1
141.212.122. 138|thited Sates |147. 237. 76. 177 |ncore.i df .i SYN Att ack SYN -> SYN-ACK -> RST rej ect 1
77.37.223.60 RJSf;:I”ion 147. 237.72. 167 |i shuri maka. i f . | SYN At tack SYN -> SYN-ACK -> RST rej ect 1
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Devi ce

Attacker Address |Attacker Qountry |Target Address |Site Sgnature Action ‘Count
64.22.71.223 Lhited Sates 147.237.0.15 |kosher-kravi . idf.i|Miltipl e Unauthorized URL Access from 64.22.71. 223 B ock 423
64.22.71. 223 Lhited Sates 147.237.76.31 |nakchal .idf.il Mil ti pl e Unaut horized URL Access from 64. 22. 71. 223 Bl ock 184
: . . Unaut hori zed URL Access to
199. 16. 156. 126 |Lhited Sates 147.237.77. 216 |dover. i df . i | vowe i i1/ p storagel i1 es/ 8/ si ze220x0/ 17558, | pg B ock 4
64.22.71. 223 Lhited Sates 147.237.76.31 |nakchal .idf.il D stributed Suspicious Response Code B ock 4
64.22.71. 223 Lhited Sates 147.237.76.86 |navy.idf.il Ml tipl e Unauthorized URL Access from 64,22, 71. 223 Bl ock 3
64.22.71. 223 Lhited Sates 147.237.77. 216 |dover.i df . il Ml tiple Unauthorized URL Access from 64.22.71.223 Bl ock 3
66. 249. 66. 61 | srael 147.237.72. 166 |aka. i df . i | D stributed Suspi ci ous Response Code_Qust om Tenpor ary B ock 2
: . . D stributed Unaut hori zed LRL Access on
107.178.194.83 |lhited Sates 147.237.77. 216 |dover . i df . i | v i dff i 1/ 1133- 22461- he/ dover . aspx. Bl ock 2
5.107.127. 70 ;"ﬁ:rt:tde:(ab 147.237.77. 216 |dover.idf.il Ostributed PHP At tenpt Bl ock 1
: . . D stributed Unhaut hori zed LRL Access on
208.184.112.75 [lLnited Sates 147.237.77. 216 |dover.i df .i | v i dff i 1/ 1133- 22638- he/ dover . aspx. B ock 1
74.207.254.56 |Wiited Sates 147.237.76.86 |navy.idf.il Aonornal |y Long Request request version B ock 1
. . . Unaut hori zed URL Access to
114.97.54.36  [China 147.237.77. 176 [nat pash. i df . i | vaww cogat i df . i 1/ 1356- he/ cogat . aspx t r ackback/ Bl ock 1
74.207.254.56 [lnited Sates 147.237.77.233|atal .idf.il Mitiple Illegal HITP \ersion from 74.207. 254. 56 Bl ock 1
46.116.106. 18 [l srael 147.237.76.200|eitan. aka. i df .i| [Dstributed PHP Atenpt B ock 1
74.207.254.56 [lLnited Sates 147.237.0.15 |kosher-kravi . i df. i|Abnormal |y Long Request request version Bl ock 1
208.115.113.89 [lhited Sates 147.237.77. 216 |dover.i df . il Ml tipl e Unaut horized URL Access from 208.115. 113. 89 Bl ock 1
176.73.193. 168 |Georgia 147.237.77.74 |lawidf.il Dstributed PHP At enpt B ock 1
. . Unaut hori zed URL Access to
66.249.65.112 [Israel 147.237.76. 42 |refuah.idf.il 147. 237.76. 42/ si p st or agel 111 es/ 0/ si ze100x0/ 2690. ] pg B ock 1
108. 253. 80. 158 |Lhited Sates 147.237.77.74 [lawidf.il Ostributed PHP At tenpt B ock 1
5.107. 127. 70 ;:i']rtae[deskab 147.237.77. 216 |dover.i df . il Uhaut hori zed URL Access to waw i df.il/xmrpc. php B ock 1
212.199. 136. 107|i srael 147.237.0.34 |tikshuv.idf.il Paraneter Type Mol ation Folderid in Bl ock 1
waw ti kshuv. i df.i |/ nodul es/ f or uns/ f or um aspx
74.207.254.56 [lLited Sates 147.237.76.86 |navy.idf.il Illegal HITP \ersion + "?SearchText=" + escape($(" HITP 1.1 B ock 1
: . . D stributed Unaut hori zed URL Access on
204.13.200. 200 [Uited Sates 147.237.77. 216 [dover. i df . il v i dff . i 1/ 1133- 22461- he/ dover . aspx. B ock 1
66.249.66.61  |Israel 147.237.72. 166 |aka. i df . i | llegal Byte Qe Character in URL /maikapatz//res B ock 1
our ces/ i mages/ i nner page/ goback. gi f
. . D stributed Whaut horized Met hod for Known URL on
136. 243. 24. 148 |Ger many 147.237.72. 166 [aka. i df . i | aka. i df . i 1/ @i/ hone/ def aul t. aspx B ock 1
. . D stributed Uhaut hori zed URL Access on
95.175.97.229  |Finland 147.237.77. 216 |dover . i df . i | v i dff i 1/ 1133- 22638- he/ dover . aspx. B ock 1
46.116.106.18 |Israel 147.237.76.200ei tan. aka. i df .il |Miltiple Unauthorized URL Access from 46. 116. 106. 18 Bl ock 1
74.207.254.56 |lhited Sates 147.237.0.15 |kosher-kravi.idf.i|lllegal HITP Version + "?SearchText=" + escape($(" HITH 1.1 B ock 1
: . . Unaut hori zed URL Access to
208.115.113.89 [lLnited Sates 147.237.77. 216 |dover.i df . il v i df i 1/ hebr ew or gani zat i on/ si gnal s/ at ar B ock 1
176.73.193. 168 |Georgi a 147.237.77.74 [lawidf.il Unaut hori zed URL Access to waw | aw i df.il/xmrpc. php Bl ock 1
. ] Unaut hori zed URL Access to
66.249. 65. 115 |l srael 147.237.76.42 |refuah.idf.il 147. 237.76. 42/ si p_st or agel 111 es/ 1/ si ze100x0/ 2431. ] pg B ock 1
108. 253. 80. 158 |Uhited Sates 147.237.77.74 [lawidf.il O stributed Unhaut hori zed URL Access on waw | aw i df.il/xnirpc. php |B ock 1
64.22.71.223  |United Sates 147.237.72. 166 |aka. i df . i | Distributed thauthori zed Nethod for Known URL on B ock 1
aka. i df.il/mai n/ hone/ def aul t. aspx
40.77.167. 35 Lhited Sates 147.237.77. 216 |dover.idf .il O stributed Suspicious Response Code B ock 1
74.207.254.56 [lnited Sates 147.237.77. 216 |dover.i df . il Abnormal |y Long Request request version Bl ock 1
66. 249. 66. 61 | srael 147.237.72. 166 |aka. i df . i | Mil tipl e Unaut hori zed URL Access from 66. 249. 66. 61 B ock 1
207. 46. 13. 99 Lhited Sates 147.237.77.216|dover. i df . il Uhaut hori zed URL Access to waw i df.il/hi nush/ B ock 1
64.22.71.223  |Wnited Sates  |147.237.76.86 |navy.idf.il thaut hori zed URL Access to B ock 1
navy. i df . i | /shared/ user cont r ol s/ header upper
141.212.122. 64 |[Uhited Sates 147.237.76.86 |[navy.idf.il Uhaut hori zed URL Access to /x B ock 1
: . . D stributed Unaut hori zed URL Access on
107.178.194.79 [Wited Sates 147.237.77. 216 [dover. i df . il v i dff i 1/ 1133- 22638- he/ dover . aspx. B ock 1
26.117. 123. 176 |1 srael 147.237.72. 166 |aka. i df . i | NMJbIdt;)pI e Whtraceabl e SSL Sessions from46.117.123. 176 (Cpen None 1
74.207.254.56 [lnited Sates 147.237.76.31 |nakchal .idf.il Ml tiple Abnormal |y Long Request from 74.207.254. 56 Bl ock 1
} . . D stributed Uhaut hori zed URL Access on
208.184.112.74 |lhited Sates 147.237.77. 216 |dover. i df . i | v i dff i 1/ 1133- 22638- he/ dover . aspx. B ock 1
197. 35. 207. 202 |Egypt 147.237.77. 170 |maarachot . i df . i| [Distributed PHP Attenpt B ock 1
. . Unaut hori zed URL Access to
66. 249. 65. 118 |l srael 147.237.76.42 |refuah.idf.il 147. 237.76. 42/ si p. st or agel 11 es/ 1/ si e100x0/ 2801 ] pg B ock 1
64.22.71. 223 Lhited Sates 147.237.72. 166 |aka. i df . i | Unaut hori zed Method HEAD for aka.idf.il/mai n/ hone/ defaul t.aspx |B ock 1
109. 65. 27. 123 |Israel 147.237.72. 166 [aka. i df . i | Untraceabl e S3. Sessions: sigal gs oS Atack None 1
46.116.106. 18 [l srael 147.237.72. 166 |aka. i df . i | Dstributed PHP Attenpt B ock 1
74.207.254.56 [lLhited Sates 147.237.77.216|dover.idf . il Illegal HTTP \ersion + "?SearchText=" + escape($(" HITP 1.1 Bl ock 1
66.249.73.201 |[Israel 147.237.77. 216 |dover.idf .l Unaut hori zed URL Access to waw i df.il/hal ochamm Bl ock 1
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