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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address [Site Signature Device Action |Count|
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il DCS- Tool - Swi t chbl adG dest - r eset 3766
71.232.12.208 Lhited Sates 147.237.72. 166 aka.idf.il TCP handshake viol ation, first packet not syn |drop 452

66. 249. 66. 78 | srael 147.237.72. 166 aka.idf.il TCP handshake viol ation, first packet not syn |drop 383
178.204. 101. 17 Russi an Federation 147.237.76. 44 e.refuah.idf.il [Block Udp All Nets drop 2

120. 155. 132. 3 Australia 147.237.76. 197 e hinush.idf.il [Block Udp All _Nets drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry |Target Address |Site Sgnature |Devi ce Action |Oount |
89. 138. 243. 60 I srael 147.237.77.74  |lawidf.il C1000004: HTTP. options nethod (M crosoft) B ock 4
185. 120. 125. 9 147.237.77.226 |waw charmat z. aka. i df . i | C1000004: HTTP. options nethod (M crosoft) B ock 2
93.172.162.134 |Israel 147.237.72.166 |aka.idf.il C1000004: HTTP. options method (M crosoft) Bl ock 1
188. 165. 15. 196  |France 147.237.72.166 |aka.idf.il 28: HITP.  AhrefBot craw er B ock 1




|Top Attackers In |D|

Attacker Address

| Target Address

Attacker Qountry

11-26-2015-21:04:05 to 11-26-2015-22:04:05

Signature

195. 34. 150. 18 147.237.77. 216 Austria dover.idf.il Tehila - Perl LW with fake user agent 4
66. 249. 75. 106 147.237.77. 233 Lhited Sates aal.idf.il ET SCAN NVAP -sA (2) 2
66. 249. 66. 61 147.237. 72. 166 Lhited Sates akaidf.il ET SCAN NVAP -sA (2) 2
162. 222. 185. 165 147.237.0. 34 Lhited Sates tikshuv.idf.il ET SCAN Potential SSH Scan 1
149. 88. 78. 228 147.237.77. 216 I srael dover.idf.il portscan: TCP O stributed Portscan 1
119. 73. 228. 130 147.237.76. 176 S ngapore test.ncore.idf.il ET SCAN NVAP -sS w ndow 1024 1
88. 249. 106. 23 147. 237.76. 31 Tur key nakchal . i df.il ET SCAN NVAP -sS w ndow 1024 1
216. 251. 24. 119 147. 237.76. 38 Lhited Sates e.eneitav.idf.il ET SCAN NMAP -sS wi ndow 3072 1
46.172. 71. 252 147.237.8. 28 krai ne €. nobi | e-ks.idf.il ET SCAN NMAP -sS wi ndow 1024 1
162. 222. 185. 165 147. 237. 76. 198 Lhited Sates e.yohal an.idf.il ET SCAN Potential SSH Scan 1
162. 222. 185. 165 147.237.76. 30 Lhited Sates hi nush. i df .i | ET SCAN Potential SSH Scan 1
162. 222. 185. 165 147. 237.0. 33 Lhited Sates idf.il ET SCAN Potential SSH Scan 1
119. 73. 228. 130 147.237.76. 176 S ngapore test.ncore.idf.il ET SCAN NVAP -sS w ndow 4096 1
93.113.125. 11 147. 237.76. 30 Ronani a hi nush. i df .i | ET SCAN NMAP -sS wi ndow 1024 1
79.183. 227. 85 147.237. 72. 166 I 'srael akaidf.il portscan: TCP O stributed Portscan 1
216. 251. 24. 119 147. 237.76. 38 Lhited Sates eenetav.idf.il ET SCAN NMAP -sS wi ndow 1024 1
162. 222. 185. 165 147. 237. 76. 201 Lhited Sates e.atal.idf.il ET SCAN Potential SSH Scan 1
162. 222. 185. 165 147. 237. 76. 147 Lhited Sates chi nuch. aka. i df .i | ET SCAN Potential SSH Scan 1
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|Top Attackers In FW |

A tacker

Attacker Address Country ‘Target Addr ess ‘S‘te ‘Signature
46.121.210. 110 |Israel 147, 237 76. 200 e tan. aka i of || @M NG Engine: TP Invalid  Jinvalid segnent retransnission drop 783
Ret r ansni ssi on Packet dropped.
85.130. 141. 48 [lIsrael 147.237.72. 166 |aka.idf.il Bad TCP sequence Invalid ACK nunber noni t or 139
85. 130. 141. 48 I srael 147.237.72. 166 |aka.idf.il Bad TCP sequence Invalid ACK nunber alert 138
213.57.128.172 |israel 147.237.72. 166 |aka. i df i SYN Att ack SYN -> SYN-ACK -> Ti neout rej ect 136
2.54.56. 68 | srael 147.237. 72. 166 |aka.i df .i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 104
66.249.81.212 |Uited Sares  [147. 237. 77, 216 |dover g i1 || 2™ NG Engine: TP Invalid invalid segnent retransnission. drop 82
Ret r ansni ssi on Packet dropped.
213.57.128.231 |lsrael 147.237.72. 166 |aka.i df .il SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 57
79.182.181. 239 | srael 147.237.72. 166 |aka i i1 | €AMNg Engine: TGP Invalid — invalid segnent retransnissi on drop 48
Ret r ansni ssi on Packet dropped.
66.240.73.185 |United Sates  |147.237. 77, 216 |dover.icr. i1 | " €@M NG Engine: TP Invalid - finvalid segnent retransnission drop 44
Ret r ansni ssi on Packet dropped.
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il |drop SAMrul e drop 36
46.19. 86. 218 I srael 147.237.72. 166 |aka.i df i Bad TCP sequence Invalid ACK nunber noni t or 35
188. 120. 148. 158l sr ael 147.237.77. 216 |dover.idf.il |Bad TCP sequence Invalid ACK nunber noni t or 30
213.57.130. 157 |Israel 147.237. 72. 166 |aka.i df .i | SYN Att ack SYN -> SYN-ACK -> Ti neout rej ect 29
100. 100. 32. 249 147.237.72.166 |aka.idf .il dr op First packet isn't SN drop 26
80. 246.130. 95 I srael 147.237.77.234|nal ag.if i1 [Bad TOP sequence mdr()itvrsa:;me” Wth different moni tor [25
66.249.81.218 |Uited Sates  [147. 237. 77, 216 |dover g i1 || 2™ NG Engine: TP Invalid invalid segnent retransnission. drop 24
Ret r ansni ssi on Packet dropped.
100. 100. 124. 9 147.237.72. 166 |aka.i df .il drop Frst packet isn't SYN drop 24
85.130.216.46 |israel 147.237.72. 166 |aka i1 | €AMNg Engine: TCP Invalid — invalid segnent retransnissi on drop 24
Ret r ansni ssi on Packet dropped.
100. 100. 126. 8 147.237.72. 166 |aka. i df .il drop First packet isn't SN drop 21
217.132.8.196 [ srael 147.237.77.234|ndl ag.icf.il  |Bad TOP sequence mdﬁ/rsacnasfit wth different moni tor |20
100. 100. 106. 25 147.237.72. 156 |anan.i df . il drop First packet isn't SN drop 20
89.72.136.2 Pol and 147.237.77. 216 [dover.idf.il |SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 20
100. 100. 29. 63 147.237.72. 166 |aka.idf .il drop First packet isn't SYN drop 20
100. 100. 62. 70 147.237.72.166 |aka.idf .il dr op First packet isn't SN drop 20
100. 100. 9. 206 147.237.72. 166 |aka.i df .il drop Frst packet isn't SYN drop 18
37.142.237.251 |lsrael 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 18
100. 100. 112. 61 147.237.72.166 |aka.idf .il dr op First packet isn't SN drop 16
66. 249. 81. 215 g;z::t”i o 147. 237. 77. 216 |dover . i of . | i}; fzr:s?g S?igc'):e: T Invalid :Dg‘éi';td dsreggsgg retransnissi on drop 16
85. 130. 216. 46 I srael 147.237.72. 166 |aka.idf.il Bad TCP sequence Invalid ACK nunber noni t or 14
46.19. 85. 156 I srael 147.237.76.31 |nakchal .idf.il |SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 14
85.130. 216. 46 |l srael 147.237. 72. 166 |aka.i df .i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 14
100. 100. 19. 209 147.237.72. 166 |aka.i df .i | drop First packet isn't SWN drop 12
85.130. 222. 181 I srael 147,237, 72. 166 |aka icf. i1 | S NG Bngine: TCP Invalid  Jinvalid segnent retransnission drop 12
Ret r ansni ssi on Packet dropped.
100. 100. 74. 64 147.237. 72. 156 |anan.idf .il drop First packet isn't SYN drop 12
188. 120. 148. 154/ srael 147237, 77, 243 |mwbi e i o1 | €M NG Bngine: TCP Invalid  Jinvalid segnent retransnission drop 12
Ret r ansni ssi on Packet dropped.
85.130. 216. 46 |l srael 147.237.72. 166 |aka.idf .il drop First packet isn't SYN drop 12
100. 100. 119. 105 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 11
87.60.194.9  [Israel 147.237.76.42 |refuah.idf.il [Bad TCP sequence mdz)jrsa:;nr Wth different monitor |10
213.57.139. 162 |Israel 147.237.72. 166 |aka.i df .i | SYN Att ack SYN -> SYN-ACK -> Ti neout rej ect 10
213.57.151. 207 |Israel 147.237.76.86 |navy.idf.il |SYN Attack SYN -> SYN-ACK -> RST rej ect 10
109. 64. 4. 192 | srael 147.237.77.234|nalag.icdf.il |SYN At tack SYN -> SYN-ACK -> Ti neout rej ect 9
80.246. 137. 165 |israel 147.237.72. 166 |aka i i1 | €AMNg Engine: TCP Invalid — invalid segnent retransnissi on drop 9
Ret r ansni ssi on Packet dropped.
109. 160. 141. 232l srael 147.237.72. 166 |aka.i df i SYN At t ack SYN -> SYN-ACK -> Ti neout rej ect 9
46. 19. 85. 143 I 'srael 147.237.72. 166 |aka.idf.il Bad TCP sequence Inval id ACK nunber noni t or 8
2.54.56. 68 I srael 147.237.72.166 |aka.i df .i | Bad TCP sequence Invalid sequence nunber noni t or 8
46.19. 85. 156 | srael 147.237.76.31 |nakchal .idf.il |dr op First packet isn't SN drop 8
100. 100. 119. 105 147.237.0.34 [tikshuv.idf.il |drop First packet isn't SYN drop 8
2.54.56. 68 I srael 147.237.72.166 |aka.i df .i | Bad TCP sequence Invalid ACK nunber noni t or 8
2.54.56. 68 I srael 147.237.72. 166 |aka.i df i SYN Att ack SYN -> SYN-ACK -> Ti neout rej ect 7
85. 250. 220. 136 |l srael 147.237.72. 166 |aka.idf .il SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 7
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Action ‘Count
79.178.175.93 |lIsrael 147.237.0.19 |nadimatal .idf.i|Ostributed Suspicious Response Code B ock 164
46.121. 210. 110 |israel 147.237.76.200|ei tan. aka. i df . i | Zg?lhﬁﬁyzfé. tlzg Sane Response Qode (404) in Session from B ock 153
46. 19. 85. 243 I srael 147.237.0.19 |madimatal .idf.i|Dstributed Suspicious Response Gode B ock 105
85. 65. 33. 21 I 'srael 147.237.0.19 |nadimatal .idf.i|Ostributed Suspicious Response Code Bl ock 45
79.178.175.93 |israel 147.237.0.19 |nadimatal .idf.i ;g?l'g_'yl%_ gge Sane Response Qode (404) in Session from Bl ock 25
93.172.37.225 |lsrael 147.237.72. 166 |aka. i df . i | Mil tipl e Unaut horized LRL Access from 93.172. 37.225 B ock 20
109. 66. 210. 109 |l srael 147.237.72. 166 |aka. i df . i | Mil tipl e Unauthori zed URL Access from 109. 66. 210. 109 B ock 17
176.13.21.187 |Israel 147.237.77.243|nobi l e.i df . i | Paraneter Type M ol ati on Password i n nobil e.idf.il/sachar/login B ock 8
66.249.73.185 |lsrael 147.237.77.216|dover. i df .i |l D stributed Suspici ous Response Code Bl ock 8
109. 186. 153. 11 |l srael 147.237.72. 166 |aka. i df . i | O stributed Wnauthorized URL Access on wan aka. i df .il/ufi/reaction/ B ock 7
46. 19. 85. 243 I srael 147.237.0.19 |madimatal .idf.i|Dstributed Too Many of the Sane Response Code (404) B ock 6
84.109.106. 12 |Israel 147.237.72. 166 |aka. i df . i | D stributed Suspici ous Response Code_Qust om Tenpor ary Bl ock 5
77.127.214. 146 |Israel 147.237.72. 166 |aka. i df . i | O stributed Wnauthorized URL Access on waw aka. i df .il/ufi/reaction/ B ock 5
79.180.222.196 |[Israel 147.237.72. 166 [aka. i df . i | Unaut hori zed LRL Access to waw aka. i df . i |/ mai n/ sachar/undefi ned B ock 4
109.64.4.192  [Israel 147.237.77. 234 |hal ag. i df . i | mﬂtgg:ﬂzig LR fecess sti‘:)_st oragel {1 es/ 711 263360/ 1577 pg Bl ock 3
188. 120. 148. 154]I srael 147.237.77.243|nobi l e.i df . i | O stributed Suspicious Response Code B ock 3
46. 19. 86. 69 I srael 147.237.0.19 |madimatal .idf.i|Dstributed Suspicious Response Code B ock 3
213.57.175.32 |[lIsrael 147.237.0.19 |nadimatal .idf.i|Ostributed Suspicious Response Code B ock 3
85. 65. 33. 21 I srael 147.237.0.19 |[nadimatal .idf.i|DOstributed Too Many of the Sane Response Code (404) B ock 3
2.54.133.57 I srael 147.237.0.19 |madimatal .idf.i|Dstributed Suspicious Response Code B ock 2
66.249.73.193 |Israel 147.237.77.216|dover. i df . il D stributed Suspici ous Response Code Bl ock 2
208.115.113.89 [lnited Sates [147.237.77.216|dover.idf.il O stributed Suspicious Response Code B ock 2
208. 184.112. 74 [Uited Sates [147.237.77. 216 |dover i i1 ([ ot USSR Ao eeees on B ock 2
188. 120. 148. 158I srael 147.237.0.19 |nadimatal .idf.i ?a;“rtnh;r;]zl?ﬂfﬁ/ spﬁ;e;ds/;jleup it enakal Gaunt 1y, a5 Bl ock 2
31.168. 184. 183 |l srael 147.237.0.19 |madimatal .idf.i|Dstributed Suspicious Response Gode B ock 2
107.178.194.79 |ited Sates [147.237.77. 216 |dover . idf. il [ S!1DUeC 1?;;};;;2;?&%\;:??;2” B ock 2
46.19. 85. 51 I srael 147.237.72. 166 |aka. i df . i | ﬁwa’;itae_ri de_aidl ?‘r:aﬁ’n\fsoéf:];g‘f Oirgot passuord, asp None 2
82.166. 140. 117 |l srael 147.237.72. 166 |aka. i df . i | Lht raceabl e SS. Sessi ons: si gal gs oS Attack None 2
204.13.200.200 [United Sates |147.237.77. 216|dover. i df .i Dstri uted 1?;‘;};%;;?2;’3;\/’2‘?22;” Bl ock 2
46. 19. 86. 164 | srael 147.237.72.166|aka. i df . i | Lht raceabl e SS. Sessi ons: si gal gs S At ack None 2
79.182.169.12 |[Israel 147.237.0.19 |madimatal .idf.i|Dstributed Suspicious Response Qode B ock 2
213.57.184.121 [israel 147.237.72. 166 [aka. i df . i | Untraceabl e S3. Sessions: sigal gs oS Atack None 2
66. 249. 66. 61 I srael 147.237.72. 166 |aka. i df . i | Unaut hori zed LRL Access to waw aka. i df.il/matash B ock 1
104.192.0.226 |lnited Sates [147.237.72.166|aka.idf.il Uhaut hori zed URL Access to /js/general.js B ock 1
40.77.167. 35 Uited Sates |147.237.77.216|dover.idf.il Unaut hori zed URL Access to ww i df . il/1560-en/ dover . aspx" B ock 1
84.109. 65. 3 I srael 147.237.72. 166 |aka. i df . i | D stributed Whaut horized URL Access on v aka. i df .il/ufi/reaction/ B ock 1
207.46.13.113 |tnited Sates [147.237.76.86 [navy.idf.il Unaut hori zed URL Access to 147.237. 76. 86/ robot s. t xt B ock 1
65.203.132.20 [Uited Sates [147.237.77.243|nwbi le.idf .1 [ragPorized g;_eggrcﬁim;es/l <t ehi | ddoounent </ 1362 Bl ock 1
93.172.37.225 |Israel 147.237.72. 166 |aka. i df . i | Lhknown Paraneter ¢ in ww aka.idf.il/main/haredi nigeneral . aspx None
31.210.187.202 |[israel 147.237.77. 170 |maarachot . i df . i | |Distributed PHP Attenpt B ock
79.191.18.28 Pol and 147.237.77. 216 |dover . i df . i | V\u;\x;a\luitc?fo.rillzl(:inﬁt g{s:lcser?asretdc/) user cont r ol s/ navnenu/ nazi . i df . il Bl ock !
157.55.39.129 |lhited Sates [147.237.77.216|dover.idf.il Unaut hori zed URL Access to www i df.il/1283-19116-en/ dover. aspxhaz |Bl ock 1
79.178.175.93 [Israel 147.237.0.19 |[madimatal .idf.i|SSL Untraceabl e Connection - Cpen Mde None 1
109. 67. 186. 148 |Israel 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessions: sigal gs DoS Attack None 1
46.117.174. 167 |Israel 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessions: sigal gs S Attack None 1
87.69.32. 22 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e S3. Sessions: sigal gs oS Atack None 1
85. 64. 38. 83 | srael 147.237.72. 166 |aka. i df . i | Lht raceabl e SS. Sessi ons: si gal gs oS At ack None 1
208.115.113.89 |[lhited Sates |147.237.77.216|dover.idf.il Paraneter Type Mol ation SortOr in wwwidf.il/1133-he/ dover. aspx B ock 1
46.19. 85. 218 I srael 147.237.76.30 |hinush.idf.il Mal formed URL B ock 1
31.210. 189. 252 |l srael 147.237.77. 170 [n@arachot . i df . i | (O stributed Whaut hori zed URL Access on naarachot . idf.il/xnirpc. php B ock 1
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