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|Top Attackers | n DDoS- Def ence |

Attacker Address

|Attacker Country
167. 114. 156. 16

|Target Address  |Site

|Signature |Device Action |Count |
Canada 147.237.77. 216 dover.idf.il DOS- Tool - Swi t chbl adG dest - r eset 3261
82.221.105.7 | cel and 147.237.76. 198 e.yohal an.idf.il ock_Udp All _Nets dr op 1
197. 157. 244. 240 Sonal i a 147.237. 0. 200 . i df . i | JLMPurple Gon Limt Htp drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address |Site |S gnat ure Devi ce Action |Oount
123. 126. 113. 80 Chi na 147. 237. 72. 166 aka.idf.il Cl03: HTTP. User Agent Sogou+web+spi der B ock 1
188. 165. 15. 15 France 147.237. 76. 86 navy.idf.il C228: HITP. AhrefBot craw er B ock 1
188. 165. 15. 60 France 147.237.77.233 atal .idf.il (228: HITP. AhrefBot craw er B ock 1
188. 165. 15. 99 France 147.237.0. 34 tikshuv.idf.il 28 HITP.  AnrefBot craw er B ock 1
198. 20. 69. 74 Lhited Sates 147.237.8.50 e.tikshuv.idf.il [13840: TLS QpenSSL Heartbeat Packet B ock 1
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|Top Attackers In |D|

Attacker Address

Target Address

At acker

Signature

Gountry
195. 34. 150. 18  |147.237. 77. 216 |Austria dover.idf.il Tehila - Perl LWP with fake user agent 4
212.235.38.26 |[147.237.77.216 |l srael dover . idf.il portscan: TCP O stributed Portscan 1
82.137.76.9 147.237.77.176 |Bil garia mat pash. i df .i | ET SCAN Potential SSH Scan 1
199. 101. 186. 178|147. 237. 77. 205 |Lhited States |prisha idf.il ET SCAN NVAP -sS wi ndow 2048 1
82.137.76.9 147.237.76.38 |Bilgaria eeneitav.idf.il ET SCAN Potential SSH Scan 1
58.253.96.122 [147.237.0.19 |[China madi matal .idf.il ET SCAN NMAP -sS wi ndow 1024 1
167. 114. 156. 16 |147.237. 77. 216 |Canada dover.idf.il portscan: TCP O stributed Portscan 1
43.229. 53. 89 147.237.0.19 |Japan madi matal .idf.il ET SCAN Potential SSH Scan 1
119. 73.228. 130 |147.237.8.46 |9 ngapore e. chinuch.idf.il ET SCAN NVAP -sS w ndow 2048 1
5.29.119.3 147.237. 72. 166 |I srael aka.idf.il portscan: TCP O stributed Portscan 1
109. 64. 161. 78  |147.237.77. 216 |I srael dover.idf.il portscan: TCP O stributed Portscan 1
104. 43.236.38 |147.237.77.235|lhited Sates [svivaidf.il ET SCAN NMAP -sS wi ndow 2048 1
93.113.125.11 |147.237.77. 121 |Ronani a e navy.idf.il ET SCAN NVAP -sS w ndow 1024 1
84.94.181. 18 147.237.77. 216 |I srael dover.idf.il portscan: TCP O stributed Portscan 1
199. 101. 186. 178|147. 237. 77. 205 [Lhited Sates |prisha.idf.il ET SCAN NVAP -sS w ndow 4096 1
82.137.76.9 147.237.76.39 |Bulgaria nobi | e. nei tav. i df.il ET SCAN Potential SSH Scan 1
199. 101. 186. 178(147. 237. 77. 205 |Lhited Sates |prisha idf.il ET SCAN NVAP -f -sS 1
78.229.100. 85 |147.237.77. 216 |France dover.idf.il portscan: TCP O stributed Portscan 1
185.106. 94. 91  |147.237.77. 227 e. hamaz. i df .i| ET SCAN NMAP -sS wi ndow 1024 1
46.172.71.252 |147.237.77. 170 |WKrai ne naar achot . i df . il ET 330N Behavi or a Lhusu_a] ly fast Termnal Server Traffic, 1
Potential Scan or Infection
119. 73.228. 130 |147.237.8.46 |9 ngapore e.chinuch.idf.il ET SCAN NVAP -sS w ndow 3072 1
31.6.71.154 147. 237. 77. 227 |Pol and e. hanaz. i df .i | ET SCAN NVAP -sS wi ndow 1024 1
119. 73.228. 130 |147.237.8.46 |9 ngapore e. chinuch.idf.il ET SCAN NVAP -f -sS 1
5.22.134.77 147.237. 77. 216 I srael dover.idf.il portscan: TCP O stri buted Portscan 1
104.192.0.226 |147.237.0.17 |thited Sates |mny-kosher-kravi.idf.il |ET SCAN NVAP -sS wi ndow 1024 1
104. 43.236.38 |147.237.77.235|lhited Sates [svivaidf.il ET SCAN NVAP -f -sS 1
87. 68. 39. 52 147.237. 77. 216 I srael dover.idf.il portscan: TCP O stri buted Portscan 1
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|Top Attackers In FW |

Attacker Address

A tacker

Target Address

dte

Signature

Country

Sreaning Engine: TGP Invalid

Inval i d segnent retransnission.

79.179. 4. 254 I srael 147.237.76. 200 |ei tan. aka.i df .i | S dro 813
Ret ransni ssi on Packet dr opped. P
R SYNretransmit wth different .
77.127.182.225 |Israel 147.237.76.42 |refuah.idf.il Bad TCP sequence wi ndow scal e noni t or 212
213.57.130. 157 |Israel 147.237.72. 166 |aka. i df i SYN At t ack SYN -> SYN-ACK -> Ti neout rej ect 189
213.57.143. 232 |lIsrael 147. 237.72. 166 |aka. i df . i SYN At t ack SYN -> SYN-ACK -> Ti nmeout rej ect 122
68. 67.73. 23 Lhited Sates [147.237.72.166 |aka.idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 101
167. 114. 156. 198|Canada 147.237. 72. 166 |aka. i df .i | dr op Frst packet isn't SN drop 60
100. 100. 126. 249 147.237.72. 166 |aka. i df .il drop Frst packet isn't SN drop 45
80. 74. 110. 141 | srael 147.237.77. 216 |dover.idf.il dr op SAMrul e drop 36
Sreaning Engine: TQP Invalid i i SSi
66.249.73.185 |United Sates [147.237.77.216|dover.idf. il 9 =g Inval i d segnent retransmssi on. drop 32
Ret ransni ssi on Packet dr opped.
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 30
85.130. 141. 48 |l srael 147.237.72. 166 [aka. i df . i | Bad TCP sequence I'nval i d ACK nunber noni t or 27
85.130. 141. 48 |Israel 147.237.72. 166 |aka. i df i Bad TCP sequence Invalid ACGK nunber aert 26
213.57.129. 222 |lIsrael 147. 237.72. 166 |aka. i df . i | SYN Attack SYN -> SYN-ACK -> Ti nmeout rej ect 25
Sreaning BEngine: TQP Invalid i i SSi
37.142.181.229 |Israel 147.237.72. 166 |aka. i df . 9 =g Inval i d segnent retransmssi on. drop 24
Ret ransm ssi on Packet dr opped.
Sreanmng Engine: TCP Invalid i i ssi
85.130. 216. 46 |l srael 147.237.72. 166 |aka i df .i 9 =9 nval i d segnent retransmssi on. drop 24
Ret ransmi ssi on Packet dr opped.
Sreaning BEngine: TQP Invalid i i SSi
132.3.57.81 Wited Sates |147.237.77. 216 |dover.idf.il g =g nvalid segnent retransmssion. drop 22
Ret ransm ssi on Packet dr opped.
100. 100. 30. 51 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 22
46.19. 86. 131 I 'srael 147.237.72. 166 |aka.i df . i Bad TCP sequence Inval i d ACK nunber noni t or 21
54.244.22.103 |lhited Sates [147.237.77.233|atal.idf.il dr op Frst packet isn't SN drop 20
Sreanming Engine: TCP Invalid i i ssi
66.249.66.39  |United Sates |147.237.77. 234 |hal ag.idf il 9 =9 nval i d segnent retransmssi on. drop 18
Ret r ansmi ssi on Packet dr opped.
100. 100. 43. 209 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 18
100. 100. 11. 138 147.237.72. 166 |aka. i df .i drop First packet isn't SWN drop 17
100. 100. 126. 249 147.237.72. 156 |anan.idf .il drop First packet isn't SYN drop 17
100. 100. 120. 181 147.237.72. 156 |anan.idf .il drop First packet isn't SN drop 16
Sreanming Engine: TCP Invalid i i ssi
79.183.0. 11 I'srael 147. 237. 72. 166 |aka. i f . i1 9 =9 Inval i d segnent retransmssi on. drop 15
Ret ransni ssi on Packet dr opped.
Sreaning Engine: TAP Invalid i i sSi
149. 78. 239, 200 | srael 147. 237.77. 243 |robile. i of .| 9 =9 Invalid segent retransmssion. drop 15
Ret r ansm ssi on Packet dropped.
89.138.198. 212 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 14
37.26.149.205 |lsrael 147.237.76.30 |hinush.idf.il SYN Attack SYN -> SYN-ACK -> Ti nmeout rej ect 14
176.13.18.217 [Israel 147.237.72. 166 |aka. i of .| Bad TCP sequence SN retransnmt wih different monitor |14
W ndow scal e
100. 100. 120. 181 147.237.72. 166 |aka. i df .il drop Frst packet isn't SN drop 14
100. 100. 101. 238 147.237.72. 166 |aka. i df i dr op First packet isn't SWN drop 13
213.57.129. 222 |Israel 147.237.72. 166 |aka.i df .i Bad TCP sequence SINHAK retransmt with different opyvor |13
w ndow scal e
31. 154. 151. 238 |l srael 147.237.72. 166 |aka. i df .il SYN At t ack SYN -> SYN-ACK -> Ti neout rej ect 12
85. 130. 230. 252 |l srael 147.237.77. 233 |atal .idf. il Bad TCP sequence Inval i d ACK nunber noni t or 12
. . SYNPAXK retransmit with different .
31. 154. 151. 238 |l srael 147.237.72. 166 |aka. i df.il Bad TCP sequence vi ndow scal e noni t or 12
85. 130. 230. 252 |l srael 147.237.77. 233 |atal .idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 12
37.26.149.205 |Israel 147.237.76.30 |hinush.idf.il dr op First packet isn't SWN drop 11
31.154. 157. 115 |Israel 147.237.72. 166 |aka. i df il SYN At t ack SYN -> SYN-ACK -> Ti neout rej ect 11
31.154.157. 115 |Israel 147.237.72. 166 |aka. i of .| Bad TCP sequence SINHAK retransmt with different oo |11
W ndow scal e
5.22.134. 154 I srael 147.237.72. 166 |aka. i df i Bad TCP sequence Invalid AGK nunber noni t or 11
Sreanming Engine: TCP Invalid i i ssi
17.142.152.89 |Wnited Sates |147.237.77. 216 |dover.idf. il 9 =g nval i d segnent retransmssi on. drop 10
Ret r ansmi ssi on Packet dr opped.
213.57.134. 144 |Israel 147.237.72. 166 |aka. i df i SYN At t ack SYN -> SYN-ACK -> Ti neout rej ect 10
100. 100. 30. 51 147.237.72. 166 |aka.idf .il drop Frst packet isn't SN drop 10
100. 100. 120. 181 147.237.72. 167 |i shuri maka. i df . i [dr op First packet isn't SYN drop 10
83.130. 116. 251 |Israel 147.237.72. 166 |aka. i df i Bad TCP sequence Inval i d ACK nunber alert
83.130. 116. 251 |l srael 147.237.72. 166 |aka. i df .il Bad TCP sequence Invalid AGK nunber noni t or
Sreaning Engine: TGP Invalid i i sSi
109.65.58.61 |l srael 147. 237. 72. 167 |i shuri maka i f . i 9 =9 Invalid segent retransmssion. drop 9
Ret ransm ssi on Packet dropped.
37.26.149.205 |Israel 147.237.76.30 |himush.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect
79. 180. 251. 164 |l srael 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti nmeout rej ect
46. 19. 86. 155 | srael 147.237.72. 167 |ishurimaka. i of .i[Bad TCP sequence Inval i d ACK nunber noni t or
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|Top Attackers In V\AF|

At acker

Devi ce

ountry ‘Tar get Address |Site Sgnature Action ‘Count
79.179.4.254  |Israel 147.237.76.200|ei tan. aka. i df .i| [Dstributed Too Many of the Sane Response Code (404) B ock 166
46.19. 86. 73 I srael 147.237.0.19 |nadimatal .idf.il|Dstributed Too Many of the Sane Response Code (404) B ock 93
176.13.3.91 I srael 147.237.0.19 |madimatal .idf.il|Dstributed Suspicious Response Code B ock 50
176.13.3.91 | srael 147.237.0.19 |nadimatal .idf.il|Dstributed Too Many of the Sane Response Code (404) B ock 50
46.19. 86. 73 I srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 47
106. 184. 2. 123 |Japan 147.237.77. 176 |mat pash. i df . i | Mil tipl e Unaut hori zed URL Access from 106. 184. 2. 123 B ock 28
79.178. 151. 187 |l srael 147.237.0.19 |madimatal .idf.il|DOstributed Suspicious Response Code B ock 18
149. 88.118.58 |l srael 147.237.72. 166 |aka. i df . i | Dstributed Whaut hori zed URL Access on waw aka. i df.il/ufi/reaction/ B ock 11
106. 184. 2. 123 |Japan 147.237.77. 176 |mat pash. i df . i | Distributed PHP Attenpt B ock 11
46.19. 86. 73 | srael 147.237.0.19 |nadimatal .idf.il|Dstributed Too Many of the Sane Response Code (403) B ock 11
84. 228. 255. 214 |I srael 147.237.72. 166 |aka. i df . i | Dstributed Lhaut hori zed URL Access on waw aka. i df.il/ufi/reaction/ B ock 10
176.13.1.246 |Israel 147.237.0.19 |madimatal .idf.il|Dstributed Suspicious Response Code B ock 10
69.163.224.10 |Whited Sates [147.237.72.166|aka.idf.il Distributed Suspi ci ous Response Code_Qust om Tenpor ary B ock
109. 160. 204. 38 |l srael 147.237.72. 166 |aka. i df . i | Dstributed Lhaut hori zed URL Access on waw aka. i df.il/ufi/reaction/ B ock
194. 90. 229. 225 | srael 147.237.0.19  |madi matal .idf . il| 2o _Tli/z?_\iﬂ (,)Ilztgig??,ec/trlmoroj?n;:;i e e Bl ock 6
46. 120. 158. 215 |l srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 6
46.117.24.75 |[Israel 147.237.0.19 |madimatal .idf.il|Dstributed Suspicious Response Code B ock 6
176.13.4.115 |[lIsrael 147.237.0.19 |nadi matal .idf.il|Dstributed Suspicious Response Code B ock 5
77.126.12.29 |Israel 147.237.72. 166 |aka. i df . i | Mil ti pl e Unhaut horized URL Access from 77.126. 12. 29 B ock 5
109. 186. 185. 45 | srael 147.237.77.74 [lawidf.il PHP At t enpt B ock 4
46.19. 85. 73 I srael 147.237.77.243|nobi l e. i df . i | Uhaut hori zed URL Access to nobil e.idf.il/sachar/index Bl ock 4
85. 250. 150. 193 |l srael 147.237.72. 166 |aka. i df . i | D stributed Uhaut horized LR Access on waw aka. i df .il/ufi/reaction/ Bl ock 4
109. 186. 185. 45 | srael 147.237.77.74 [lawidf.il Lhaut hori zed URL Access to v | aw i df.il/xmrpc. php B ock 4
2.54.181. 66 I srael 147.237.0.19 |nadi matal .idf.il|Dstributed Suspicious Response Code B ock 3
176.12. 151. 110 |l srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 3
213.57.247.88 |lsrael 147.237.72. 166 |aka. i df . i | D stributed Unaut hori zed LR Access on waw aka. i df .il/ufi/reaction/ B ock 3
149. 78. 239. 200 |1 srael 147.237.77. 243 |nobi | e. i df . i | ﬁaﬂtgﬁréle??/g;eggfﬁm s/ 1 st chi | ddocument s/ 1152 Bl ock 3
46.121.203.29 |[Israel 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 2
185. 32. 179. 228 |I srael 147.237.0.19 |madimatal .idf.il|Dstributed Suspicious Response Code B ock 2
2.54.180.95 | srael 147.237.0.19 |nadimatal .idf.il|DOstributed Suspicious Response Code B ock 2
106. 184. 2. 123 |Japan 147.237.77. 176 |mat pash. i df . i | Uhaut hori zed URL Access to v cogat . i df . il/sip_storage/ B ock 2
37.142.68.37 |lIsrael 147.237.72. 166 [aka. i df . i | Untraceabl e S Sessi ons: si gal gs oS Attack None 2
46.120. 17. 154 |l srael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: (pen Mbde None 2
176.13.14.44 |lIsrael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 2
5.22.134.154  |lsrael 147.237.72. 166 [aka. i df . i | Untraceabl e SI. Sessi ons: si gal gs oS Attack None 2
46. 19. 86. 55 | srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 2
83. 130. 116. 251 [l srael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessi ons: sigal gs S Attack None 2
91.200.12.95 |lkraine 147.237.77. 216 |dover.idf.il Distributed PHP Attenpt B ock 2
79.179. 148. 14 |Israel 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: sigal gs DoS At ack None 2
54.244.22.103 |Lnited Sates |147.237.76. 147 [chi nuch. aka. i df . i|Distributed Suspicious Response Code_Qustom Tenpor ary B ock 2
2.54.147.133 |Israel 147.237.0.19 |madimatal .idf.il|Dstributed Suspicious Response Code B ock 2
85. 250. 138. 148 |l srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 2
107.178.194. 83 |Uiited Sates [147.237.77. 216 |dover. i df .| D stri but ec 1?;;}2;’;2?&%&??2;” Bl ock 2
2.54.148.31  |Israel 147.237.72. 166 |aka. i df . i | J?Wa'aﬁ;elr f?f,ﬂﬁl\gazlhzi/?’;gii;r ati onwi 22 e st e aspx None 2
80. 246. 137. 250 [l srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 2
157.55.39. 129 |[thited Sates [147.237.77.216|dover.idf.il Distributed Suspici ous Response Code B ock 2
37.142.133. 179 |l srael 147.237.0.19 |nadimatal .idf.il|DOstributed Suspicious Response Code B ock 2
46.19.85.205 |Israel 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 2
2.54.48.37 I srael 147.237.0.19 |madimatal .idf.il|Dstributed Suspicious Response Code B ock 2
66.249. 73. 201 |l srael 147.237.77.216|dover. i df . il Distributed Suspici ous Response Code B ock 2
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