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|Top Attackers In |D|

Attacker Address

Target Address

At acker

Signature

Gountry
195. 34. 150. 18  |147.237. 77. 216 |Austria dover.idf.il Tehila - Perl LWP wth fake user agent 4
162. 222. 185. 165[147. 237.0. 17 |lhited Sates |mny-kosher-kravi.idf.il |[ET SCAN Potenti al SSH Scan 1
65. 255. 43. 24 147.237.76.31 |Whited Sates |nakchal .idf.il ET SCAN NVAP -f -sS 1
151.11.201. 3 147.237.8.50 |italy e tikshuv.idf.il ET SCAN NVAP -f -sS 1
104. 43.236.38 |147.237.76.200|hited Sates |eitan aka idf.il ET SCAN NVAP -sS wi ndow 4096 1
94.159.214.15 |147.237.77. 216l srael dover.idf.il portscan: TCP O stributed Portscan 1
91.199. 69. 254  [147.237.77.216 |l srael dover.idf.il portscan: TCP O stributed Portscan 1
196.47.173.21 |147.237.77.227|Gte Dlvoire |e hamaz.idf.il ET SCAN NVAP -sS wi ndow 4096 1
79.180. 141. 138 |147.237.77. 216 |l srael dover.idf.il portscan: TCP O stributed Portscan 1
188. 154. 206. 139(147. 237. 76. 30 |Sw tzerl and hi nush. i df . il ET SCAN Behavi oral Lhusual ly fast inbound Tel net Connections, 1
Potential Scan or Brute Force
71.177.22.76 147.237.0.17 |Wited Sates |mny-kosher-kravi.idf.il |[ET SCAN NMAP -sS wi ndow 4096 1
176.13.20. 127 |147.237.77. 216 |I srael dover.idf.il portscan: TCP O stributed Portscan 1
66.249.65.37  |147.237.76.42 |Wited Sates |refuah.idf.il ET SCAN NVAP -sA (2) 1
162. 222. 185. 165|147, 237. 0. 34 |lhited Sates |tikshuv.idf.il ET SCAN Potential SSH Scan 1
65. 255. 43. 24 147.237.76.31 |Uhited Sates |nakchal .idf.il ET SCAN NMAP -sS wi ndow 2048 1
151.11. 201. 3 147.237.8.50 |[italy e tikshuv.idf.il ET SCAN NVAP -sS w ndow 2048 1
31.6.71.154 147.237.8.45 |Poland e.eitanidf.il ET SCAN NMAP -sS wi ndow 1024 1
104.192.0.226 |147.237.72. 156 |Lhited Sates |aman.idf.il ET SCAN NMAP -sS wi ndow 1024 1
104. 43.236.38  [147.237.76.200|Wnited Sates |eitan. akaidf.il ET SCAN NVAP -sS wi ndow 3072 1
93.113.125.11 |147.237.0.19 |Ronani a madi matal .idf.il ET SCAN NMAP -sS wi ndow 1024 1
212.199.63.46 [147.237.77. 216l srael dover.idf.il portscan: TCP O stributed Portscan 1
84.228. 153. 207 |[147.237.77.216 |l srael dover.idf.il portscan: TCP O stributed Portscan 1
79.176.208.45 |147.237.77. 216l srael dover.idf il portscan: TCP O stributed Portscan 1
185.106.94. 91 |147. 237 76. 147 chi nuch. aka i df i | ET SCAN Behavi oral Uhusual |y fast i nbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
71.177.22.76 147.237.0.17 |Wited Sates |mny-kosher-kravi.idf.il |[ET SCAN NVAP -sS w ndow 1024 1
162. 222. 185. 165|147. 237. 76. 196 |Lhited Sates |e. svivaidf.il ET SCAN Potential SSH Scan 1
65. 255. 43. 24 147.237.76.31 |Whited Sates |nakchal .idf.il ET SCAN NVAP -sS wi ndow 3072 1
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Sreaning Engine: TGP Invalid

Inval i d segnent retransnission.

5.29.212.11 I srael 147. 237. 76. 200 |ei tan. aka.i df .i | Ret r ansm ssi on Packet  dr opped. drop 64
213.57.130. 157 |lsrael 147.237.72. 166 |aka. i df . il SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 55
100. 100. 101. 238 147. 237. 72. 166 |aka.i of .il drop First packet ismt SYN drop 43
66.249.73.185 |Uited Sates |147.237.77. 216 |dover. i df . Streaning Engine: TCP Invalid  |invalid segnent retransnission drop 34
Ret r ansmi ssi on Packet dropped.
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 30
100. 100. 62. 236 147.237.72. 166 |aka. i df . il dr op First packet isn't SYN drop 29
189.3.22. 6 Bazil 147, 237.77. 216 |dover 1 r.11 |/ aM NG Engine: TCP Invalid — finvalid segnent retransnissi on drop 24
Ret r ansmi ssi on Packet dropped.
100. 100. 117. 47 147. 237. 72. 166 |aka.i of .i drop First packet ismt SYN drop 19
83.130. 116. 251 |l srael 147.237.72. 166 |aka.i of .il Bad TCP sequence Invalid ACK nunber alert 18
83.130. 116. 251 [Israel 147.237.72. 166 |aka.idf . il Bad TCP sequence Invalid ACK nunber noni t or 18
148. 177. 129. 213 |Eur ope 147.237.0.34  |tikshuv.idf.il drop First packet isn't SN drop 16
46. 19. 86. 115 | srael 147.237.72. 167 |ishurimaka. i df .i|[Bad TCP sequence Invalid ACK nunber noni t or 16
120.61.180.20 |India 147.237.77.74 |lawidf.il drop First packet isn't SYN drop 15
100. 100. 95. 249 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 13
213.57.143.49 | srael 147.237.72. 166 |aka. i of . i Bad TCP sequence mﬁsrczreansmt wehdifferent | oonitor |12
46.120.7.79 I'srael 147.237.72. 166 |aka.i df .l Streamng Engine: TCP Invalid il id segnent retransmssi on drop 12
Ret ransni ssi on Packet dropped.
46.19. 85. 104 I srael 147.237.77. 216 |dover.idf il SYN Att ack SYN -> SYN-ACK -> RST rej ect 12
109. 66. 207. 136 | srael 147.237.72. 166 |aka. i df . Streaning Engine: TCP Invalid |invalid segnent retransnission drop 12
Ret r ansmi ssi on Packet dr opped.
100. 100. 102. 140 147. 237. 72. 166 |aka.i of .i drop First packet isn't SN drop 12
213.57.143.49 |lsrael 147.237.72. 166 |aka. i df . il SYN Att ack SYN -> SYN-ACK -> Ti neout rej ect 12
2.52.60.5 I srael 147. 237. 77. 216 |dover.idf .i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 11
100. 100. 80. 152 147.237.72. 166 |aka. i df . il dr op First packet isn't SN drop 10
100. 100. 124. 9 147.237.72. 166 |aka. i df . il drop Frst packet isn't SYN drop 10
47.16.172. 65 Wited Sates [147.237.77. 216 |dover.idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 9
80. 179. 225. 230 I srael 147.237.72. 166 |aka. i df . Bad TCP sequence mdﬁlr::aslrit wWth different monitor |9
185. 128. 36. 17 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 8
84.108.13.215 |lsrael 147.237.72. 166 |aka.i df .il Bad TCP sequence noni t or 8
84.228.84. 42 I srael 147.237.77. 216 |dover.idf il SYN Att ack SYN - > SYN-ACK -> Ti meout rej ect 8
100. 100. 66. 94 147.237.77. 170 |n@arachot . i df .i| [dr op First packet isn't SYN drop 7
46. 19. 85. 192 I srael 147.237.72. 156 |anan.i df . i | Bad TCP sequence Invalid ACK nunber noni t or 7
46. 19. 85. 104 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber noni t or 7
149.78. 248. 104 | srael 147.237.72. 166 |aka. i df . Streaning Engine: TCP Invalid  |invalid segnent retransnission drop 6
Ret r ansmi ssi on Packet dr opped.
2.54.141. 84 I srael 147.237. 72. 166 |aka. i df .il Bad TCP sequence Invalid ACK nunber noni t or 6
31.186. 228. 57 z‘i;;gom 147.237.77. 216 |dover. i of . ;; fi:srr‘g Siri]g(;:e: T Invalid LZY;ijejtd ;eggsgg retransmissi on. drop 6
79.176.29. 6 I srael 147.237.72. 166 |aka.idf.il Bad TCP sequence Invalid ACK nunber noni t or
82.166. 219. 158 |lsrael 147.237.77. 216 |dover.idf.il Bad TCP sequence I'nval i d sequence nunier noni t or
46.19.85.253  |Israel 147.237.72. 166 |aka. i df . Streaning Engine: TCP Invalid  |invalid segnent retransnission drop 6
Ret r ansmi ssi on Packet dr opped.
79.181.190.90 |l srael 147.237. 72. 166 |aka.i df .il Bad TCP sequence Invalid ACK nunber alert
100. 100. 46. 239 147.237.72. 166 |aka. i df . il drop Frst packet isn't SYN drop
109. 65. 129. 165 |I srael 147.237.72. 166 |aka.i df .l Streamng Engine: TCP Invalid imvalid segnent retransmssi on drop 6
Ret ransni ssi on Packet dropped.
84.109. 214. 231 |i srael 147. 237. 77. 216 |dover. i of .| Streaning Engine: TCP Invalid  |invalid segnent retransnission drop 6
Ret r ansmi ssi on Packet dropped.
167. 114. 156. 16 |Canada 147.237.77. 216 |dover.idf .il dr op Frst packet isn't SYN drop 6
79.180.137.76 | srael 147.237.72. 166 |aka.i df . Streaning Engine: TCP Invalid invalid segnent retransnissi on drop 6
Ret ransni ssi on Packet dropped.
79.181.190.90 |l srael 147.237.72. 166 |aka.i df .il Bad TCP sequence Invalid ACK nunber noni t or 6
2.52.28.60 I srael 147. 237. 72. 166 |aka.i of .i SYN At t ack SYN -> SYN-ACK -> RST rej ect 6
84.94.203.251 |israel 147. 237.72. 166 |aka i of . i Streaning Engine: TCP Invalid  |invalid segnent retransnission drop 6
Ret r ansni ssi on Packet dropped.
79.176. 124. 165 |l srael 147.237.72. 166 |aka. i df . il Bad TCP sequence Invalid ACK nunber alert 6
213.57.131. 120 |[Israel 147. 237. 72. 156 |anan.i df .i SYN At t ack SYN -> SYN-ACK -> Ti meout rej ect 6
79.176.124. 165 |l srael 147.237.72. 166 |aka. i of .i | Bad TCP sequence Inval i d ACK nunber noni t or 6
2.52.60.5 I srael 147.237.76.86 |navy.idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 6
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79.176.128.219 |lsrael 147.237.0.19 |nadimatal .idf.i|Dstributed Too Many of the Sane Response Code (404) Bl ock 393
46.19. 86. 73 I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Too Many of the Sane Response Code (404) B ock 382
46.19.86. 73 I srael 147.237.0.19 |[madimatal .idf.i|Dstributed Suspicious Response Code B ock 176
79.176.128.219 |lsrael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Gode Bl ock 120
5.29.212.11 I srael 147.237.76.200|ei tan. aka. i df .i| |Dstributed Too Many of the Sane Response Code (404) B ock 89
79.176.128. 219 |Israel 147.237.0.19 |nadimatal .idf.i ;3?1’\7%@120; ;23 Sane Response Qode (403) in Session from Bl ock 46
185.32.179. 121 |Israel 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 40
185. 32. 179. 240 |l srael 147.237.0.19 |[madimatal .idf.i|Dstributed Suspicious Response Qode B ock 24
2.54.49.75 I srael 147.237.0.19 |madimatal .idf.i|Dstributed Suspicious Response Gode Bl ock 23
185.32.179. 121 |Israel 147.237.0.19 |nadimatal .idf.i|Dstributed Too Many of the Same Response Code (404) B ock 23
5.102.254.234 |[Israel 147.237.0.19 |[madimatal .idf.i|Dstributed Suspicious Response Qode B ock 23
104. 131. 147. 112|Uhited Sates [147.237.77.216|dover.idf .il D stributed Suspi ci ous Response Code Bl ock 18
80. 246. 139. 132 |l srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 14
80. 246. 139. 113 [Israel 147.237.0.19 |[madimatal .idf.i|Dstributed Suspicious Response Qode B ock 13
46.19.86. 73 I srael 147.237.0.19 |[madimatal .idf.i|Ostributed Too Many of the Sane Response Code (403) Bl ock 13
80. 246. 139. 122 |l srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 12
80. 246.139. 67 |[Israel 147.237.0.19 |[madimatal .idf.i|Dstributed Suspicious Response Qode B ock 6
5.102. 247.156 |l srael 147.237.72. 166 [aka. i df . i | D stributed Uhaut hori zed URL Access on v aka. i df .il/ufi/reaction/ B ock 6
79.179.178.43 |lIsrael 147.237.72. 166 [aka. i df . i | O stributed Uhaut horized UR. Access on www aka. i df .il/ufi/reaction/ B ock 6
80.246.139. 67 |[Israel 147.237.0.19 |[madimatal .idf.i|Dstributed Too Many of the Sane Response Code (404) B ock 5
80. 246. 140.20 |l srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Gode B ock 5
172.245.229. 189|United Sates |147.237.77.216|dover.idf.il D stributed Suspici ous Response Code Bl ock 4
62.219.208.65 |Israel 147.237.72. 166 [aka. i df . i | O stributed Unhaut hori zed URL Access on www aka. i df .il/ufi/reaction/ B ock 4
83.130. 116. 251 |[Israel 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: sigal gs oS Attack None 3
46.19. 86. 211 I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 3
109. 66. 214. 100 |l srael 147.237.0.19 |[madimatal .idf.i|Dstributed Suspicious Response Qode B ock 3
46.120.7.79 I srael 147.237.72. 166 [aka. i df . i | D stributed Suspicious Response Code_Qust om Tenpor ary Bl ock 3
213.57.146. 152 |[lIsrael 147.237.72. 166 [aka. i df . i | Mil tipl e Unaut hori zed URL Access from 213.57. 146. 152 B ock 3
46.120.7.79 I srael 147.237.72. 166 [aka. i df . i | Suspi ci ous Response Code_Qust om Tenpor ary B ock 3
62.219. 150. 210 |[lIsrael 147.237.72. 166 [aka. i df . i | D stributed Uhaut hori zed URL Access on v aka. i df .il/ufi/reaction/ B ock 2
207. 46. 13. 99 Lhited Sates |147.237.77.216|dover.idf.il O stributed Suspicious Response Code B ock 2
185. 32. 179. 240 |l srael 147.237.0.19 |[madimatal .idf.i|Dstributed Too Many of the Sane Response Code (404) B ock 2
46.117.130. 128 | srael 147.237.77. 243 |nobi | e. i df . i | m;ﬂt:?réfsz , t:egpﬁrcﬁsem o e/l st chi | ddocurent s/ 1071 Bl ock 2
46. 19. 86. 33 I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 2
149. 88. 139. 153 |l srael 147.237.0.19 |[madimatal .idf.i|Dstributed Suspicious Response Code B ock 2
79.178.212. 156 |l srael 147.237.72. 166 [aka. i df . i | O stributed Uhaut horized UR. Access on www aka. i df .il/ufi/reaction/ B ock 2
85.64.151.231 |[Israel 147.237.72. 166 |aka. i df . i | Ml tipl e Doubl e URL Encoding from 85. 64. 151. 231 B ock 2
79.178.228.44 |Israel 147.237. 7. 243|nwbi L e i df 1 [Porareeer vpe Mol Lﬁ;‘ngi‘é"a)z*:\jo"‘f;d n Bl ock 2
79.176. 110. 252 |l srael 147.237.72. 166 [aka. i df . i | O stributed Uhaut horized UR. Access on www aka. i df .il/ufi/reaction/ B ock 2
5.29. 169. 123 I srael 147.237.72. 166 [aka. i df . i | Uhaut hor i zed Method HEAD for ww aka. i df . il /mai n/ sachar/ B ock 2
82.80. 132. 36 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: si gal gs DS Attack None 2
176.13.21.135 |Israel 147.237.72. 166 |aka. i df . i | Lht raceabl e SSL Sessi ons: sigal gs DoS At ack None 2
157.55.39. 129 |Uwited Sates [147.237.77.216|dover.idf.il D stributed Suspici ous Response Code B ock 2
172.56.37.230 |lhited Sates [147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Gode B ock 2
82.81.13.84 I srael 147.237.72. 166 [aka. i df . i | O stributed Uhaut horized UR. Access on www aka. i df .il/ufi/reaction/ B ock 2
107.178.194.83 |Wited Qates [147.237.77.216 |dover . i df . i | D stri uted ff;“;‘f;;’;éfﬂeﬁv’:ﬁ?ifpf” Bl ock 1
5.22.131.203  [Israel 147.237.76.42 |refuah.idf.il ﬂ?%@?'fgiﬁpﬁfﬁfi:&-i con- pr econposed. png B ock 1
46.19. 86. 114 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: sigal gs DS Attack None

87. 69. 87. 164 I srael 147.237.72. 166 [aka. i df . i | D stributed Uhaut hori zed URL Access on v aka. i df .il/ufi/reaction/ B ock
79.177.224. 201 |israel 147.237.72.166 |aka. i df . i | m;&:z‘tﬁi Wﬁt“ttggliﬁaﬁi glciels/s on B ock 1
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