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|Top Attackers | n DDoS- Def ence |

Attacker
Address

Attacker Country

Address

‘Target

‘Site

‘Signature

167. 114. 156. 16 Canada 147.237.77. 216 dover.idf.il DCS- Tool - Swi t chbl adG dest - r eset 3749
66. 249. 66. 33 I srael 147.237.77. 74 lawiof il I;]: handshake violation, first packet mot . 1554
41.238. 243. 196 Egypt 147.237.77.216 dover.idf.il SYN H ood del ete reset drop 920
66. 249. 66. 78 I srael 147.237.72.166  |aka.idf.il Z;F; handshake viol ation, first packet not . 585
41. 238. 243. 196 Egypt 147.237.77. 216 dover.idf.il SYN H ood out of context drop 179
41.238. 243. 196 Egypt 147.237.77. 216 dover.idf.il SYN H ood unverified cooki e dr op 132
0.0.0.0 147.237.77. 216 dover.idf.il SYN H ood del ete reset drop 101
41.238. 243. 196 Egypt 147.237.77.216 dover.idf.il DOS- HTTP-fi ref | ood dest - r eset 53
0.0.0.0 147.237.77. 216 dover.idf.il SYN H ood out of context drop 22
79.177.183. 157 | srael 147.237.72. 156 aman.idf.il ock Wp Al _Nets drop 6
82.166. 184. 140 | srael 147.237.76. 31 nakchal .idf.il ock_Udp All _Nets drop 4
178. 214. 66. 201 g";lcisgi'géa” Territory, 147.237.77. 216 dover.idf.il SYN Food out of context drop 3
146. 185.57.7 | srael 147.237.72. 156 anan.idf.il ock Wp Al _Nets drop 3
114.161. 225. 244 Japan 147.237. 76. 39 nobi | e.nei tav.idf.i|{B ock Wdp Al _Nets drop 3
178. 214. 66. 201 zlcis;ilgéan Territory, 147.237.77. 216 dover.idf.il SYN H ood unverified cookie drop 2
105. 98. 250. 253 Ageria 147.237.77. 216 dover.idf.il SYN H ood out of context drop 2
0.0.0.0 147.237.77. 216 dover.idf.il HITP Page H ood Attack drop 2
198. 58. 102. 158 Lhited Sates 147.237.77. 216 dover.idf.il SYN H ood out of context drop 2
72.9.148. 10 Lhited Sates 147.237.77. 216 dover.idf.il SYN H ood out of context drop 2
104. 192. 0. 226 Lhited Sates 147.237. 76. 147 chinuch. aka.idf.il |B ock Wp All Nets drop 1
146. 185. 239. 100 Russi an Federation 147.237.77.19 lawforumidf.il bl ock-sp-traf 1 drop 1
198. 20. 70. 114 Lhited Sates 147.237.76. 196 e.sviva.idf.il Bl ock Udp Al _Nets drop 1
93.174. 93. 151 Net her | ands 147.237. 76. 196 e.sviva.idf.il ock Wp Al _Nets drop 1
128. 204. 29. 151 Russi an Federation 147.237.76. 197 e. hinush.idf.il ock Wp Al _Nets drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Gountry Target Address |Site |Sgnature Devi ce Action |Oount
I srael 147.237.77. 216 dover.idf.il |1633: HITP. VébDAV Protocol PROPFIND Met hod B ock 5
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|Top Attackers In |D|

| Target Address

Attacker Address

Attacker Gountry

Signature

195. 34. 150. 18 147.237. 77. 216 Austria dover.idf.il Tehila - Perl LW with fake user agent 2
66. 249. 78. 130 147.237. 76. 86 Lhited Sates navy. i df .i | ET SCAN NVAP -sA (2) 2
66. 249. 66. 61 147.237.72. 166 Lhited Sates akaidf.il ET SCAN NVAP -sA (2) 1
121. 40. 144. 59 147. 237.77. 176 Chi na nat pash. i df . i | ET SCAN Potential SSH Scan 1
46.172. 71. 252 147.237.76. 31 Lkr ai ne nakchal .idf.il ET SCAN NVAP -sS wi ndow 1024 1
121. 40. 144. 59 147.237.77.121 Chi na e navy.idf.il ET SCAN Potential SSH Scan 1
2.52.162. 30 147.237.77. 216 I srael dover.idf.il portscan: TCP D stributed Portscan 1
121. 40. 144. 59 147.237.77.19 Chi na I awforumi df .il ET SCAN Potential SSH Scan 1
115. 47. 52, 157 147. 237. 76. 199 Chi na e. nakchal .idf.il ET SCAN NMAP -sS wi ndow 1024 1
198. 20. 69. 98 147. 237.77. 235 Lhited Sates sviva.idf.il ET DROP Bshiel d B ock Listed Source 1
109. 65. 173. 129 147.237.77. 216 I srael dover.idf.il portscan: TCP Distributed Portscan 1
185. 106. 94. 91 147.237.76. 38 eengitav.idf.il ET SCAN NMAP -sS wi ndow 1024 1
80. 246. 133. 21 147.237.77. 216 I srael dover.idf.il portscan: TCP D stributed Portscan 1
121. 40. 144. 59 147.237.77. 234 Chi na hal ag.idf.il ET SCAN Potential SSH Scan 1
67. 180. 20. 146 147.237.77. 216 Lhited Sates dover.idf.il portscan: TCP D stributed Portscan 1
121. 40. 144. 59 147. 237. 77. 205 Chi na prishaidf.il ET SCAN Potential SSH Scan 1
66. 249. 73. 201 147. 237.77. 216 Lhited Sates dover.idf.il ET SCAN NVAP -sA (2) 1
121. 40. 144. 59 147. 237.77. 178 Chi na e. matpash.idf.il ET SCAN Potential SSH Scan 1
66. 249. 66. 1 147.237.72. 166 Lhited Sates aka.idf.il ET SCAN NVAP -sA (2) 1
121. 40. 144. 59 147.237.77. 170 Chi na naar achot . i df . i | ET SCAN Potential SSH Scan 1
41.33.231. 90 147. 237.77. 216 Egypt dover.idf.il portscan: TCP DO stributed Portscan 1
121. 40. 144. 59 147. 237.77. 61 Chi na e cogat.idf.il ET SCAN Potential SSH Scan 1
115. 47. 52. 157 147. 237. 76. 199 Chi na e. nakchal .idf il ET SCAN NVAP -sS wi ndow 2048 1
212.143. 196. 42 147.237.77. 216 I 'srael dover.idf.il portscan: TCP D stributed Portscan 1
115. 47. 52. 157 147. 237. 76. 199 Chi na e. nakchal .idf.il ET SCAN NVAP -f -sS 1
109. 60. 153. 178 147.237.76. 42 Russi an Feder ati on refuah.idf.il ET SCAN NVAP -sS wi ndow 1024 1
167. 114. 156. 16 147.237.77. 216 Canada dover.idf.il portscan: TCP D stributed Portscan 1
79.178. 1. 190 147.237.77. 216 I srael dover.idf.il portscan: TCP D stributed Portscan 1
121. 40. 144. 59 147.237.77. 226 Chi na wan charat z. aka. i df . i | ET SCAN Potential SSH Scan 1
121. 40. 144. 59 147.237.77. 179 Chi na e mazi.idf.il ET SCAN Potential SSH Scan 1




11-26-2015-17:04:07 to 11-26-2015-18:04:07

|Top Attackers In FW |

A tacker

Attacker Address Country ‘Target Address |Ste Signature
41.238. 243. 196 |Egypt 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 340
109. 66. 214. 100 |Israel 147.237.0.19  |madimatal icr. || SAMNg Engine: TP Invalid invalid segnent retransmssion. |y 243
Ret r ansmi ssi on Packet dr opped.
167.114. 156. 16 |Canada 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 153
41.238.243.196 |Egypt 147.237.77. 216 |dover.idf.il  |Bad TCP sequence mdﬁrsac':rit with different moni tor  |112
66.249.73.185 |Uited Sates  |147.237. 7. 216 |dover ich. i1 | SAMNg Engine: TGP Invalid linvalid segnent retransnission drop 74
Ret ransni ssi on Packet dropped.
100. 100. 85. 183 147.237.72.166 |aka.idf .il dr op Frst packet isn't SWN drop 43
41. 238. 243. 196 |Egypt 147.237.77. 216 |dover.idf.il drop drop 43
100. 100. 80. 152 147.237.72. 166 |aka. i df .i dr op First packet isn't SN drop 41
100. 100. 49. 118 147.237.72.166 |aka.idf .il dr op Frst packet isn't SWN drop 39
8.37.235.225  |wnited Sares  [147.237.77. 216 |dover iar.i1 | SAMNg Engine: TP Invalid  finvalid segnent retransnissi on drop 36
Ret r ansmi ssi on Packet dr opped.
41. 33.231. 90 Egypt 147.237. 77. 216 |dover.idf .i | drop SAMrule drop 32
100. 100. 111. 217 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 24
213.57.129. 141 |[lsrael 147.237. 72. 166 |aka.i df .i | SYN At t ack SYN - > SYN- ACK -> Ti meout rej ect 23
100. 100. 9. 181 147.237.72.166 |aka.idf .il dr op Frst packet isn't SN drop 23
46. 19. 85. 89 | srael 147.237.76.30 |hinush.idf.il SYN Att ack SYN -> SYN-ACK -> RST rej ect 22
93.172.96.230 |israel 147. 237, 76. 200 [ei tan aka. i o1 | | S2M NG ENgine: TP Invalid finvalid segnent retransnissi on drop 22
Ret ransni ssi on Packet dropped.
31.154. 163. 128 |Israel 147.237.72. 166 |aka i df .i | SYN Att ack SYN - > SYN-ACK -> Ti meout rej ect 22
31.154.163. 128 |Israel 147.237.72. 166 |aka. i df .| Bad TCP sequence mﬁsg rea”S”“ wehdifferent | onitor |21
100. 100. 61. 164 147.237.72. 166 |aka.i df .i | drop First packet isn't SWN drop 21
66.249 81212 |ited Sates 147, 237.77. 216 |dover. ich. 1 || SAMNg Engine: TP Invalid - invalid segrent retransmission. |, o 20
Ret r ansmi ssi on Packet dr opped.
66. 249. 81. 215 gz::;”i o 147. 237.77. 216 |dover. i df .| i{ ?Zr:sr;? sIEsI?gc;r?e: TP Invalid :Dg‘éigtd ;eggsgg_ retransmssi on. drop 18
100. 100. 33. 240 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 18
100. 100. 36. 68 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 18
100. 100. 76. 150 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 17
100. 100. 96. 236 147.237.72. 166 |aka.i df .il drop Frst packet isn't SYN drop 17
213.57.143.49 |[lIsrael 147.237.72. 166 |aka.i df .i | SYN At t ack SYN -> SYN- ACK -> Ti meout rej ect 16
213.57.143.49 [israel 147.237.72. 166 |aka. i df . Bad TCP sequence mﬁs\fsg rea”sm't wehdifferent | onitor |16
46. 19. 85. 89 I srael 147.237.76.30 |himsh.idf.il [Bad TCP sequence Inval i d ACK nunber noni t or 15
100. 100. 12. 40 147.237.72. 166 |aka.idf .il drop First packet isn't SYN drop 14
2.54.26. 168 I srael 147.237.72. 166 |aka i df .i | SYN Att ack SYN -> SYN-ACK -> RST rej ect 14
100. 100. 87. 240 147.237.72. 166 |aka.idf .il drop First packet isn't SYN drop 13
147.114. 44. 208 |United Kingdom|147.237.77.216 |dover.idf.il Bad TCP sequence Inval id ACK nunber noni t or 12
147.114. 44. 208 |United Ki ngdom|147.237.77.216 |dover.idf.il Bad TCP sequence I'nval i d sequence nuniber noni t or 12
85. 130. 216. 252 |Israel 147.237.72. 166 |aka i df . Streaning Engine: TCP Invalid finvalid segnent retransnissi on drop 12
Ret r ansmi ssi on Packet dr opped.
85. 130. 230. 252 |[Israel 147.237.0.34 |tikshuv.idf.il |Bad TCP sequence Invalid ACK nunber noni t or 12
185. 120. 126. 49 147.237.72. 166 |aka. i df .i | Bad TCP sequence Invalid ACK nunber noni t or 12
85. 130. 230. 252 |l srael 147.237.0.34 |tikshuv.idf.il |SYN Attack SYN -> SYN-ACK -> RST rej ect 11
46. 19. 85. 238 I srael 147.237.76.86 |navy.idf.il SYN Att ack SYN -> SYN-ACK -> RST rej ect 11
46. 19. 85. 30 | srael 147.237.77. 216 |dover.idf.il SYN Att ack SYN -> SYN-ACK -> RST rej ect 11
85. 250. 250. 205 |l srael 147.237.72. 166 |aka. i df . il dr op First packet isn't SYN drop 10
41.238.243.196 |Egypt 147.237.77. 216 |dover.idf .il Bad TCP sequence I'nval id ACK nunber noni t or 10
149. 88. 54. 29 I srael 147.237.72. 166 |aka. i df .i | Bad TCP sequence Invalid ACK nunber noni t or 10
5. 102. 254. 208 I srael 147.237.72. 156 |anan. i df .i | Bad TCP sequence Invalid ACK nunber noni t or 10
185. 3. 144. 109 |l srael 147.237.72. 166 |aka.i df .i Bad TCP sequence I'nval id ACK nunber noni t or 9
98.226.65.183 |lhited Sates 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 9
213.57.132.81 |[Israel 147.237. 77. 216 |dover.i df .i | SYN At t ack SYN -> SYN- ACK -> Ti meout rej ect 9
46.117.205.212 |israel 147.237.76.30 |himsh.idf.il |SYN Attack SYN -> SYN-ACK -> RST rej ect 9
46. 19. 85. 182 I srael 147.237.72. 166 |aka. i df .i | Bad TCP sequence Invalid ACK nunber noni t or 8
66.249.66.61  |lnited Sates  |147.237.72.166 |aka. idf.il Streaming Engine: TCP Invalid  Jinvalid segrent retransmssion drop 8
Ret ransni ssi on Packet dropped.
85. 130. 230. 252 |l srael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SWN drop 8
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address [Site Sgnature Acti on ‘Count
109. 66. 214. 100 |l srael 147.237.0.19 |nmadimatal .idf.i|Ostributed Suspicious Response Code B ock 221
109. 67.175. 122 |l srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspici ous Response Qode B ock 113
2.54.41. 65 I srael 147.237.0.19 |madimatal .idf.i|Dstributed Suspicious Response Code B ock 67
93.172.96.230 |lsrael 147.237.76.200|ei tan. aka. i df . i | |[Dstributed Too Many of the Same Response Code (404) B ock 65
109. 66. 214. 100 |l srael 147.237.0.19 |nadimatal .idf.i|Dstributed Too Miny of the Sane Response Code (404) B ock 48
109. 67. 175. 122 |Israel 147.237.0.19 |madimatal .idf.i|Dstributed Too Miny of the Sane Response Code (404) B ock 45
79.178.228.44 | srael 147.237.77. 243 |nobi | €. i df . i | gb:arzt o T.ijfsrcﬁ;af icggngi‘gisa;jov‘f;d in Bl ock 44
185. 120. 125. 15 147.237.0.19 |madimatal .idf.i|Dstributed Suspicious Response Code B ock 41
46. 19. 86. 45 I srael 147.237.0.19 |madimatal .idf.i|Dstributed Suspicious Response Qode B ock 24
46.121.123.29 |[Israel 147.237.72. 166 [aka. i df . i | Mil tipl e Unaut hori zed Method for Known URL from 46.121. 123. 29 Bl ock 19
208.115.113.88 |lhited Sates [147.237.76.86 [navy.idf.il Uhaut hori zed URL Access to navy.idf.il/giyus/foruniasp/ showforumasp |B ock
46. 19. 85. 245 I srael 147.237.0.19 |madimatal .idf.i|Dstributed Suspicious Response Qode B ock
109. 64. 1. 29 I srael 147.237.72. 166 [aka. i df . i | D stributed Uhaut horized LR Access on ww aka. i df .il/ufi/reaction/ Bl ock

Unaut hori zed URL Access to
80. 178.215. 173 |Israel 147.237.77.74 |lawidf.il vy | aw i df.il/tenpl at es/tenpl at econt rol s/ news/ si p_st orage/ fil es/ 6/ 1446. |B ock 4

pdf /
85. 65. 46. 57 I srael 147.237.72. 166 [aka. i df . i | Distributed Uhaut hori zed LR Access on wan aka. i df .il/ufi/reaction/ B ock 4
79.181.117. 161 |lsrael 147.237.0.19 |nmadimatal .idf.i|Ostributed Suspicious Response Code B ock 4
109. 67.142.62 |lIsrael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspici ous Response Qode B ock 3
5.29. 78. 99 I srael 147.237.72. 166 [aka. i df . i | Distributed Uhaut hori zed LR Access on wan aka. i df .il/ufi/reaction/ B ock 3
85. 250. 150. 193 |l srael 147.237.72. 166 [aka. i df . i | Dstributed Uhauthorized LR Access on waw aka. idf.il/ufi/reaction/ Bl ock 3
79.177.120.114 |Israel 147.237.0.19 |nadimatal .idf.i|Dstributed Suspici ous Response Qode B ock 3
176.12. 151. 110 |Israel 147.237.0.19 |madimatal .idf.i|Dstributed Suspicious Response Code B ock 3
82.81.41.70 | srael 147.237.77.216|dover. i df . il Unaut hori zed URL Access to wawidf.il/giyus B ock 3
93.172.96.230 | srael 147. 237.76. 200 |ei tan. aka. i df . i | m“;r;c;:;ii:‘;m‘;i?ezloajaﬂ”gm beoreck agel | ery. mspx B ock 3
85. 64. 152. 65 I srael 147.237.72. 166 [aka. i df . i | Dstributed I11egal Byte Gode Character in URL B ock 3
95. 86. 90. 164 I srael 147.237.72. 166 [aka. i df . i | Lhtraceabl e S3. Sessions: sigal gs DoS Atack None 3
2.52.162. 30 I srael 147.237.0.19 |madimatal .idf.i|Dstributed Suspicious Response Code B ock 3
212.199.63.46 |[Israel 147.237.77. 216 |dover.i df . i Mil tipl e Unauthori zed URL Access from 212. 199. 63. 46 B ock 3
66. 249. 66. 61 | srael 147.237.72. 166 |aka. i df . i | Distributed Suspi ci ous Response Code_Qust om Tenpor ary B ock 3
212.199.63.46 |Israel 147.237.77. 216 |dover. i df .i | Unaut hori zed HTTP Met hod B ock 3
46.116.198. 176 |l srael 147.237.72. 166 |aka. i df . i | Uhaut hori zed URL Access to ww aka. i df . i|/nai n/ sachar/undefi ned Bl ock 3
176. 106. 227. 137|I srael 147.237.72. 166 [aka. i df . i | D stributed Uhaut horized LR Access on ww aka. i df .il/ufi/reaction/ Bl ock 3
46.117.239. 182 |Israel 147.237.72. 166 [aka. i df . i | D stributed Suspicious Response Code_Qust om Tenpor ary B ock 2
176. 12. 144. 149 |l srael 147.237.0.19 |madimatal .idf.i|Dstributed Suspicious Response Qode B ock 2
212.150.209. 2051 srael 147.237.72.166 [aka. i df . i | mUtaEZ.r: (ije.di Iu/:a_rraﬁlcz;s)s/uts;)gener al . aspx?cat i d=59333&doci d=68029 B ock 2
91.200.12.139 |lkraine 147.237.77.74 [lawidf.il PHP At t enpt B ock 2
2.54.48. 198 | srael 147.237.0.19 |madimatal .idf.i|Ostributed Suspicious Response Code B ock 2
176. 13. 5. 250 I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Qode B ock 2
80. 246. 130. 33 |Israel 147.237.77. 216 |dover . i df . il Unaut hori zed URL Access to v i df.il/894-he B ock 2
46. 116. 84. 54 | srael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: sigal gs DoS At ack None 2
46.121.123.29 |israel 147.237.72. 166 |aka. i df . i | m;gﬂt? iﬂaﬁ;hnc;rgi@i/ﬁ“ﬁfzfzt o A B ock 2
87.69. 165. 43 I srael 147.237.72. 166 [aka. i df . i | Distributed Unaut hori zed LRL Access on waw aka. i df .il/ufi/reaction/ B ock
37.142.68.108 |lsrael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: sigal gs DoS At ack None
80. 179. 8. 225 I 'srael 147.237.77.74 |lawidf.il mam\,e,r dfT)_/Ff/\éis(;l-itei/g;t szt erizbader 18uckeader Sear chdt xt Search Bl ock 2
107.178.194.87 |Uited Sates [147.237.77.216 |dover. i df . il D stri bt oc 1?;;}:;22;?&%&?211;” Bl ock 2
176.12.143.89 |Israel 147.237.0.19 |nmadimatal .idf.i|Dstributed Suspicious Response Code B ock 2
212.117.157.74 [Israel 147.237.72. 166 [aka. i df . i | Untraceabl e S Sessi ons: sigal gs oS Attack None 2
81.218.151. 130 |Israel 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: sigal gs DoS At ack None 2
5.22.134. 149 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e S Sessi ons: si gal gs DS Attack None 1
82.166.237. 150 |[Israel 147.237.72. 166 [aka. i df . i | Untraceabl e S Sessi ons: sigal gs oS Attack None 1
157.55.39.129 |Uited Sates [147.237.77.216|dover.idf.il Distributed Suspici ous Response Code B ock 1
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